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UNIX Linux *BSD

Catherine Fulmer
http://www.waterw.com/~manowar/vendor.html

1. Freestone
SOS Crop. Brimstone Freestone
FTP Telnet proxies
README “ Freestone

http://www.soscorp.com/products/Freestone.html

ftp://ftp.soscorp.com/pub/sos/freestone/

ftp://ftp.cs.columbia.edu/pub/sos/freestone/
2. IP Filter
IP Filter TCP/IP
UNIX IP Filter

IP IP Filter UNIX FreeBSD
OpenBSD NetBSD

http://cheops.anu.edu.au/~aval on/ip-filter.html

ftp://coombs.anu.edu.au/pub/net/ip-filter/

3. Juniper
Juniper Internet dual-homed
Juniper proxy
Internet Juniper 1998

BSD/OS FreeBSD NetBSD Linux
http://www.obtuse.com/juniper/

ftp://ftp.obtuse.com/pub/juniper/
4. Mediator One
Mediator One
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proxy

http://www.comnet.com.au/htmls/mediator1.html

http://www.comnet.com.au/htmls/mediator-registration.html

5. SOCKS
SOCKS SOCKS
IP SOCKS SOCKS SOCKS
SOCKS SOCKS
Internet Internet
SOCKS SOCKS V4
SOCKS V5

http://www.socks.nec.com/

http://www.socks.nec.com/rfc/rfcl928.txt

http://www.socks.nec.com/cgi-bin/download.pl

ftp://ftp.nec.com/pub/socks/

6. Tcpr
Tcpr FTP Telnet Perl
C Tepr inetd
TCP
proxy
telnet ftp proxy
Tcpr SunOS  Perl 4
ftp://coast.cs.purdue.edu/pub/tool s/unix/tcpr/
7.TIS
TIS Internet UNIX
“ ? dual-homed
screened screened TIS 1998 Network Associates

Gauntlet Internet Firewall

http://www.tis.com/prodserv/fwtk/index.html

http://www.tis.com/prodserv/fwtk/readme.html
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ftp://ftp.tis.com/pub/firewalls/toolkit/
8. udprelay

Tom Fitzgerald udprelay
UDP

ftp://coast.cs.purdue.edu/pub/tool s/'unix/udprelay-0.2.tar.gz
9. xforward
Win Treese xforward X Window

ftp://crl.dec.com/pub/DEC/xforward.tar.Z
10. Xp-BETA
Xp-BETA X11 Socks / CERN WWW Proxy

ftp://ftp.mri.co.jp/pub/Xp-BETA

16.8 ipchains Linux
Linux ipfwadm BSD ipfw
Linux 1998 Linux
Linux 1Pv4 “ ipchains’
ipchains Linux 2.1.102 IP 20
ipchains
/proc/net/ip-fwchains
ipchains )
input forward output input
forward
output
ipchains http://www.rustcorp.com/linux/ipchains/
HOWTO.html Paul Russell Linux IPCHAINS-HOWTO IPCHAINS
http://www.rustcorp.com/linux/ipchaing/
ipchains
Internet Internet
Firewall Wizards List
—_— http://www.nfr.net/forum/firewal l-wizards.html
[1] Bellovin  Cheswick Firewalls and Internet Security: Repelling the

Wily Hacker (Addison-Wesley, 1994)
[2] http://www.clark.net/pub/m;jr/pubs/fwfag/index.htm
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[3] http://www.gocsi.com/hacker.htm “
cracker "
[4] http://www.cs.purdue.edu/coast/firewall s/firewalls_bof_95.txt
(5]
[6] John P. Wack and Lisa J. Carnahan, NIST Special Publication 800-10
http://csrc.nist.gov/nistpubs/800-10/
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