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TCP SYN-Flood :

t1: Z(X) - SYN -——>B
7Z(X) - SYN -—> B
7Z(X) -—— SYN -—> B
7Z(X) - SYN -—> B
7(X) - SYN -——> B

t2: X < SYN+ACK B
X < SYN+ACK --— B
X < SYN+ACK --— B
X <--— SYN+ACK --— B
X < SYN+ACK - B
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¢ Simple Active Attack Against TCP,
http://www.insecure.org/stl/iphijack.txt

¢ A short overview of 1P spoofing: PART 1,
http://staff.washington.eduw/dittrich/papers/IP-spoof-1.txt

® A short overview of 1P spoofing: PART 11,
http://staff.washington.edu/dittrich/papers/IP-spoof-2.txt
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¢ (3) ICMP unreach enable, ICMP unreach disable, F)# L& # 5
a4 LAE B2 3R 2L Destination UnreachabledB X 69 £ £, B A
iy 35 R B R R AT, by B T LA A a9iph LIF
By H B b bk & 1% Destination Unreachable®) 3R X . #)H show
ICMP44-5T ASLES B ST ICMPEA_E &AL E

¢ (4) ICMP redirect enable, ICMP redirect disable, FJ/ _L @5
A VAR LR B IEICMPH) F & ) (redirect) IR X9 £ £, S5
#odg 25 EEIE i MR, Bd BT aRe0 % B4R A
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mAEEBSMTPIR 4 25 L& A43
¢ telneti£ F|SMTPIR 55 692555 0, KRG K ES
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®Helo. Mail from. Rcptto. Data. Quit




te{net Belita” R AR Ra6&tool.com

telnet smtp.163.com 25 [7EKE smtp.163.com 3% 2 5 34 25
Trying 202. 108.44. 205...
Connected to smip.163.com (202.108.44.2035).

Escape character is ']
220 163. com Coremail SMTP(Anti Spam) System

HELO lhy 115 B 5 BATA8°F, &I P s
250 OK

AUTH LOGIN /M%) B B AR R 484

334 dXNicmShbWU6

cmVke29zMw== A Ca%2 base64 _encode()iL &) ] F &
334 UGF7e3dvem(V6

RoRR R TR KRR 13N E.%% base64 encode()il &) 45




235 Auth entication successfiil /38 1L IAGE
PsHeNIUR AN gblimagetool.gamk m 4 sz 42 A 44131

250 Mail OK

RCPT TO:<yourframe(@?21 cn.com=> 11255 BR 55 54K 45 ARt
250 Mail OK
DATA I AR RAZ NS, BREEBARSH“IHNRHRITER

354 End data with <CR><LF> <CR><LF>
To:yourframe(@?21 cn.com
From:redsos3(@163.com

Subject:test mail
From:redsos3(@163.com

test body
/1 RAZH AR
250 Mail OK quenied as smipl4, FOCPBFsuzUOvoDwE 4158252
QUIT BT 4%
221 Bye

Connection closed by foreign host
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