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Abstract :Network scanning is very important in security field. It isused to get theinformation of the target network , even to launch at-
tack. Andyzes the principlesof network security scan, categories the techniques used in a scan process, presents the concept and protocols
each technique derives from. Al introduces some utilities on common OS platforms, discusses ther characteristics separatdy. At last,
points out ome performance and security problems existing in network scanning and gives some suggestions for improvement .
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