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=01 Host Table: 18 stations - 10] x|
Huw Addr I Phts Out Plts I Bytes Out Bytes Broadcaszt M ultizaszt
0011 Dacye30B 1] 3 1] 375 3 1]
001 6360E 52CE n 72 ] 7.283 7 1]
M1O00CCCCCCC 12 a 4,452 a 1] 1]
01005E000076 4 a are 1] n n
M1o0sE000118 1 a 126 a 1] 1]
£1281.0.21 n 11 ] 1.367 11 1]
192.168.1.165 1] G0 1] 3,965 A7 3
192.203.230.10 2450 2,755 276428 2.A08.473 n 1]
£ 1931.1.118 1] 11 1] 6,534 11 1]
Bridge group ] ] a 23.360 a 1] ]
Broadcast 27 a 42 065 a 1] 1]
Cizco F10EST n 77 n 2782 n 77
HF CF1a7D 2 3 130 203 1 1]
HF CF733a 2 2 139 130 n n
Bk FE3ICA0 1] 17 1] 2032 17 1]
MICROSOF-12ECE4 a 27 Faks 5,542 21 1]
TEST-KIMBOECF23 3 VB 2aa 10,697 il 2

765 47 " 7 ; =

want-zu0] wnt. com. ch,

1 |

2.910,730

273,400

iilm |1 |-

Mac AP A PH F
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<o B R AE - B2 TB] - AT 29 B ik 952 Vel . 2%
i HIRERT, LK R 5545 I AR DL

a1 Application Response Time {(milliseconds) - HTTP: 10 Enktries i |EI|E|

I@ Server dddress Clent Addrezs AvgRsp |90%Rsp |MinAsp |MawRsp [TotRsp  |0-25 26-A00 51-100

S El 203.160.41.27 wit-zuol. wnt.com.c 204 206 201 207 2 o 0 o =

=B 222 16112560 wint-zuolwnt.com.c 216 245 166 287 ar 0 0 I

= || Bl 60.28.252.196 wht-zuoj.wnt.com.c 71 70 E3 73 2 0 0 2

T Bl 61.135.131.180 wit-zuol. wnt.com.c 47 45 47 47 2 0 2 o

—* || Bl 51.135.132.163 wint-zuol. wnt.com.c 55 53 47 E1 4 0 1 a

E & 61135132176 whit-zuo). vt com.c 70 B3 B3 1 2 a 1 2

o | B 61.135.150.124 whit-zuo). vt com.c 54 a1 24 25 2 a 1 2 —

|

—| Bl £1.135.150.216 whit-zuo).wnt. com.c B3 il 47 a0 4 a 1 a
E 51135151203 wint-zua)wnt.com.c B2 (9 61 | B3 2 1] 1] 2 _lj
1 k
4[> [\ HTTF £ FOP3 i SMTP j, NetBIOS_SSN_T i DNS 7
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+—History Samples - _I

Sp Packets)s  Utilizakioni<s) Errors)s Crops/s Ockets/s Broadcastsfs  Mulkicasts)s
— Runks)s Cwversizes)s  Fragments)s Jabbers)s CRCs)s Alignments/s  Collisions/s
=]
W W W W W

Under &4 65 - 127 125-255  256-511  512-1023 1024 - 1518

Bvtes/s Bytes/s Bykes/s Bytes/s Bytes/s Bytes/s
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=5
- &

1

o B

TN S k2P

= AR
LREE MU FERE, HE8F
LHIRE & S5

€ Protocol Distribution =10] x|

Protocal Butes | % of Bytes | Packets | % of Packets
Bootpc 10,036 0.31 13 0.34

DM5 E1.240 1.89 531 9.57

HTTF 2098663 95,70 4411 73953

|CHPF 2526 0.05 34 063
MetBIOS_DGM_I | 16,344 0.52 71 1.28
MetBIOS_MWS_LI | 40,950 1.26 408 736

Others 7252 0.22 70 1.26

Telnet BB 0.00 1 0.02

@ | X|-=|= |2 T Ble|E
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Global Statistics

=10l xI

Size Distribution [ B4z

400

palsill}

W 5127

1% |@|E

- W 129255
240

AU
U

B 256511:

[ 51210232

y |

Bd=  B5127s 128 256-511s  512-1023s F (] 102415185

Size Dist. A Liilization Dist.




EIRIER

Fii Alarm Log 10| x|
Status |Type Lag Time Severty  |Descriphion

& Stat 2006-02-16 20:56:10 Critical Octets/s: cument value = 8,702,710, High Threshold = 5,01 &
o Stat 2006-02-16 20:56:10 Critic:al Utilization[Z]: current value = 70, High Threshold = 50 s
& Stat 2006-02-16 20:56:00 Critical Octetsds: cument value = 8,428,136, High Threshold = 5,00

Q Stat 2006-02-16 20:56:00 Critic.al Utilization[%]: current walue = 63, High Threshaold = &0

& Shat 2006-02-16 20:55:50 Critical Octetz/s: curent value = 8,555,151, High Threshaold = 5,00

o Stat 2006-02-16 20:55:50 Critic.al Utilization[%]: current walue = 69, High Threshold = &0

o Shat 2006-02-16 20:55:40 Critical Octetz/s: curent value = 8,438 530, High Threshaold = 5,00

o Stat 2006-02-16 20:55:40 Critic.al Utilization[%]: current walue = 63, High Threshaold = &0

& Stat 2006-02-16 20:55:30 Critical Octetsds: cument value = 8577323, High Threshold = 5,00

O Stat 2006-02-16 20:55:30 Critic:al Utilization[Z]: current value = 69, High Threshold = 50

& Stat 2006-02-16 20:55:20 Critical Octetsds: cument value = 8,723,545, High Threshold = 5,00

o Stat 2006-02-16 20:55:20 Critic:al Utilization[Z]: current value = 70, High Threshold = 50

& Stat 2006-02-16 20:55:10 Critical Octetsds: cument value = 8,791,632, High Threshold = 5,00

Q Stat 2006-02-16 20:55:10 Critic.al Utilization[%]: current walue = 71, High Threshaold = &0

& Shat 2006-02-16 20:55:00 Critical Octets/s: curent value = 8,854,786, High Threshaold = 5,00

o Stat 2006-02-16 20:55:00 Critic.al Utilization[%]: current walue = 71, High Threshaold = &0 ll
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Address Book : 13 addresses

wht-ZLIo) WAt com. ch.
TESTHINBOECFES
hz.jlecptt. net.ch

S=lALES E 5 GPCEDADSTA
E2ETHER Y ware1 F7EZ0
E2ETHER) Cizco S0S0DET

Hetwork Address

JETF)172.16.10.24
JETF) 202 92.0 68

=10l x|

D ezcription
From Auto =0
From Autodizcoyveny
From Autodizooyven

MICROSOF-12ECS4 S2ETHER 0011 DBCTADE3 1721610133 Fram Autodizcoveny
219.243.224.1 S2ETHER) Cizco S020E1 219.242.2241 From Autodiscoverny
219.133.60.31 E2ETHER Cizco B080E1 219.133.60.31 From Autodiscovery
202.112.36.254 S2NETHER) Cizco S0S0DET 202112.36.254 From Autodiscoverny
192.41.0.4 SR2ETHER) Cizco S03DE1 193.41.0.4 From sutodiscoveny
193.1.1.118 E2ETHER Grand)330044 193.1.1.118 From Autodiscovery
192.203.230.10 S2ETHER) Cizco S020E1 192.203.230.10 From Autodiscoverny
192.168.1.1E65 E2ETHER WM wared ?EBAT 192.168.1.165 From Autodiscovery
172.16.10.110 S2ETHER FSGPCEDADSTA 17216.10.110 From Autodiscoverny
128.1.0.21 S2ETHER Realtk 300007 128.1.0.21 From Sutodizcoveny
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_an]tl Decode, 1/1534 Ethernet Frames

1': 16.10.233 '_E--.'- 111.219 . 13/DNS: C ID=21633 OP=QUERY HAME=fxfmed=s mozill.
[172.16.10.233] Expert: JTCHF Destination nresschable

| ICHF Di=s |‘.-'_I.J.l.|. ion unresachables (Communication

1 [172.16.10.1107|[219.133 .49 _164|UDP: D=5000 S=4000 LEH=44

1 [172. 16 lﬂ 233] [202.106.0,20] :DHE C ID= ?1533 OP-QFER? HAHE-ixE:sds mozilly w

gl [ »

= DHS: ————- Intern=t Domain Hame Service header ————— :I
03 DNS:

B DHS: ID = Z1s33
S DNS: Flags = 01

£3 DHS: O... .... = Command

Byons: 000 0... = Query

B DHS: ... . .0. = Hot truncated

-3 DNS: . . . 1 = Recursion desired

L3 DNS: Flags = 0X

£3 DHS: ...0 .... = Hon Verified data HOT acceptable -J
E} DHS: Cuestion count =1

- DNS: Answer count =0

-3 DNS: Authority count =0 |

00000000: 00 01 96 80 &8d bl OO0 11 48 =7 4d 53 06 00
00000010: 00 41 1e ob OO0 OO0 80 11 e3 4d ac 10 da &9
00000020: db 8a 04 34 00 35 00 2d S= 7h 54 81 01 OO0 — " { I
00000o030: OO0 OO0 OO0 00 OO0 OO0 07 66 78 B6 GBS 65 64 73 07 6d ....... frfeeds m
oooooo40: ef 7a 89 Bc B 61 03 Bf 72 &7 00 OO0 01 OO0 01 ozilla org. . ...

\ Expert ), Diecode / Walrix J\ Host Takle J\ Protocol Dist. ) Statistics /

B oon
o
[
:..
x
*
=
3
P

=




S n AFE R ENL172.16.10.233[7]166.111.219.138% 1%
U DNS&E W), BiljHbhl N fefeeds.mozilla.org, A
Ja EHL10.1 [7110.233[0]E T M ARARE R,
NJE10.233[M]0.20E WG E . HILA]E110.14M
X, 219.138%10.20,£DNS




& NIRRT

(profiles) — #if ZREC & X4

B ({75

(new)-DNS-OK-5% %

Define Filter — Capture

Summary | iulldressl Data Pattern l ﬁ.dva.nu:edl Buffer I

BT EEAS) BB X

- (capture profiles)-#T &

2l

Settings For:
=g Buffer oo
Buffer =i1ze. § Mag DByte
Buffer action. Wrap
Capture Profiles ilil
Frofile:
Default
Hew Frofile Hame:
{DKs
Rename. | |Default
Re: {~ Copy Sample Profile:
P —— ]

Del Default
_e—e-tel + Copy Exi=sting Profile: IHZ

Hew Capture PFrofile ?I XIl
Done |
— Capture Profiles

Canoel Profile:

=l

[Apple Talk

Wil | Eros

-




P& :E7 Ul
R A

JEas (48

R — IP-UDP-DNS-

Define Filter — Capture

Summary Address I]]ata l"attunl ﬂdvancedl Buffer I

Cettwrne For I

i P2

r| ||| -|ﬂ'i|uﬁ| i‘ﬂl [N

=

2l

Address K Address: (Dragable) Define Filter — Capiure
IIP Summar]rl hdﬂressl Data Pattern HAdwanced |Buffer I Settings For:
i P ¥ % f;;:dcasgﬂﬂiltlcazt A = wor :| gs:‘
G.. Im:]_ud. e55 aQ I—
™ Exclude I_
I‘ Gnr Q g |
Station 1 | o Station 2 %% wEcaco
1 (1721610110 e B 17216101 T ™ &s woce
2 | [ had ! ™ &% NETBIOS (VDF)
3 L el " 8s ¥rs
. 2o —20 =
5 = —Facket Size Facket Type
- lad a1 — viornal =]
[W|CEC Error
| = i HIiH | ] #11l =zizes [w|Tabber ﬂ

HoiE | Frofiles. .. |




< %% Sniffer Pro> I TG MR
* ORINOCO Gold Adapter
* Enterasys Adapter
= Spectrum 24 Adapter
= Cisco Aironet Adapter




C IR ENTER

S EEcES _ (Ol x|
THE Bfte HEQ ®EHO
= @8 2 A=RE

© @ mE. VA ' =10l x|
7 REE eI IHE BfEw FEFW FEHo
[+ deo (B BT BITHIEE FE
o B9 FEAERE |@.Q§|@|E
E¥Cisco Systems 340 Series POMCIA Wireless H 8 AFFERARSE A

i B2 Intel (R) FREOS100 VE Fetwork Cormectiom [ ? EE. ST
| ; [l w0 BRI eE
# M!nsmﬁﬂﬂ

- Intell:ﬂ] FROS100 VE Wetwork Conmection J
- Imtel (B) PRO/Mireless LAN 2100 34 Mini FCT Adapter
----- - Sniffer Cisco) Syztems 340 Series PCMCIA Wireless LAN Adapter _I

l




Hew Settings

seription: [Ciszco 340|

Hetworl

Sniffer (Ciscol Systems 340 Series FCMCIA Wireless ILI

Hetpod Configuration
HE*-P':":I IH-:- Fad j

Fetpod IF |

Netped Fhy |ocafociz P05 x|

Copy settings I

-

Cancel |

=l

Select Settings |

Select settings for momitoring:

Lorcal Hew. ..

E| Cisco 340 (Local _2) Hdic

BT cfer (Cizco) Systeas 340
[T Log DfF
1] | 0

Current medium Ethernet 802 _3
Line 100 Mbps

Jelate. ..

i

fiRE HiH




Tools Database Yindow Help

Address Book General | MAC Threshold | App Threshold | Alarm  BOZ 11 | Protoc 4| ¥ |
Facket Generator —Sniffer Configuration Security —————
Bit Error Rate Test " Channel Surfing ptions. .. | f* Single Key S¢
EEPDI"".EI’ r L"hm.il sd.ﬂt E TI r ],:-,. Server
Fing Alt+ r‘ | " Keys Per Chann
Irace Route Alet2 {+ ESSID [¥isdom [ =] _Set |
In= Loolup Alt+3 .
i Encryption

Finger Al ttd Key none 40-bit HANEE XXXXX XAXX XXX
Who Is Al +45 #: (" ' I#***nf Inu# IHM |HH |HH |HH
Customize User Tools. .. - ) ‘. ' I:Hur Iq-u; qu.uc I:HL.M |.+-+.H IHH

< B r ' I:M#»* I--tu I‘K*** I:Hc** I.un I-Hm
Expert Optioms. .. | M 8 8 I***“ I“H"L l**** I*#** I““ I“”L

| WEF Eey entry mode (& Hax  ASC II

= mE |




IR P R B

Smiffer Fortable Wireless - adsf, 80Z_11b Wireless LAN DS Channel 1

Gauge _D\Ihl __iBﬂ:E.ﬂ

2006E3H 148 1313338

| =l Network

T00EC
10E
1K .|‘-“~ E
100 I ‘.‘
e ——r el Y
10 =, — e b
o — - =
12110 12:33.08 123539

% Short Term  Lorg

] W Pavkarsss
E W Ubkcriion
= W Erersis

[ [T Orepeis

[ ] Octatnde

] W Breageaasis
E] W Mukicasisis

I#.li.lm Memitor Capters Display Tools Datsbase ¥indes Halp
ol o] mfth|dd] & [per 7]
|6 85 2ElsneEsai e & @

=10 x|
=18 x|

[Me. Summaiy

[Len B[R T |

3] SHAP . Ethernset Type=0800 (IE)
- IP:

D=[216.205.172.174] S=[216.30 66 .60) LEN=24 ID=42738

L /52 Expert . WEP-ICV Erxor 100 0:00-C
B02. 11B(DE55) - 11.0 Hops. Signal- B2X. Data. WEP -
53 BOZ.11b(DS55) - 11 .0 Hbps. Signal=100%. Acknowledgment (ACH) 10 0:00-C
C4 Expert - WEP-ICV Error 100 o-00-C
B02.11b(D555) - 11 .0 Hbp=. Signal=100%. Data. WEF
ES 802 . 11b(0555) - 11 .0 Hbp=s. Signal= B2X. Acknowledgment [ACK) 10 0:00-C
E6 Bl 11b(D5 Th 0:00-C
R TCF: [=420 7344 |78 000
ta [} A 10 o:o0-C
) B0Z . 11b(D555) 1.0 Hbp=, Signal= 53%. Acknowledgment [ACK) _fﬂ
1 b
= M 302 11b(DS5Sy: 5.5 Hbps. Signal=s 53%. Data
¥ LLC: C D=hk S=Ak UI

H-§4 TCE i: TH aCK=270 IH
W6 DLC: Frame padding= 2 bytes
aooooood: 08 02 02 01 00 O= 35 78 OB Ge OO0 02 2d b4 Sd 26 Ex —WEL
aooooolo: 00 05 &4 £€ £82 91 40 07 aa =a 02 OD OO0 OO OB 00 d e
0000070 45 00 00 2o ab £0 40 00 32 D6 fe 04 da le 42 3c E. . . % 2, 77B¢
0000030 da od ac a 10 ° 1 70 25 cb 22 al 7b Bf ab @M R
nooo0ad4a: 0 12 el 1 ] i 4 D0 0O
Expert j, Dacock A WMabrix § Host Table J, Protocol Dist. J, Stefistics [
For Help, press Fl E‘I 1k | n IE o
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< Ethereal/2 Z Bl B NMAT B — M E LN 2%

VAR
BRI AR P

CIFEME R
= UNIX

" Linux

" Windows

R R AT, A2 50 % ) RX 2% 1

REI#RIERSE

©



*EtherealfZ /7 1] LA\ B 75 P
http://www.ethereal.com/% 5% 3815

<*Etherealit Windows*F- & L1217, TEHR
2| WinPcaptE 7 X FIB1T

\Y, ih?mP
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DI, JFFJjjjjﬁfJ JJJ S 2

<*Ethereal M




LR RH AR

{@ Ethereal: Capture from Int - 10 x|

~Captured Packets

{@ Ethereal: Capture Interfaces Total 11149 % of total
Description IP Packets Packets/s St 2t L 0.0%
_ | TCP 22 R 64.6%
Generic dialup adapter U kmawn 1] i Capture | Pre| | Upp 291 I.i L
Intel(R) PROMVIraless LAN 2100 3A Min PCI Adapter 166.111.219173 [ 1] Capture | Pre | ICMP 3 | 0.3%
—t || R 40 I E%
Intel(R) PRO/ 00 VE Network Connection 172 1E10110 115 7 Capture | Pre| | oone i 0
ERE 1] 0.0%

Close

MetBIOS n 0.0%
IPX 17 | 1.5%
VINES n 0.0%
Cther 15 1.3%

Running no:03:28




> RS

@ (Uniiiled)

Etharanl

File Edit Yiew Go Caplue Anahze Slalishcs Help

Sedee ol xRI Re»0F L ERE QAN BVEX @

e

=18 =

= | Bression_ | ciear| apey|

Mo, .

'ﬂ G5 !-I:-dﬂ-

172.16.10.110

23.178

18,22,

cortinuation ar non-HTTP traffic

F I:I.{KBBE? FalN 13] -1-'3 []

3 0.1279%84  172.164.10.110 219.133.49.8 TCR 1300 » http [ACK] Seq=0 Ack=3B Win=84471 Len=0

4 1.184168 Cisco_34:3<:d5 COPAYTP cop 1500 pisCovery Protocol

§1.184551 Cisco_34:8c:d5 COP/TP COP Cisca Discovery Fratocal

G 4.8974964 J19.133.49.6 172.148,10. 1.0 HITF  Continuation ar ron-HTTP traffic

7 4,958462 172.16.10.110 210.22, 23.17E uoFP Sour<e porTi G007 pesTination porti S00d

B 5.045283 172.14.10.110 219.133.49. 6 TCP 1300 > http [ACK] Seqed Ackelzd wineGd405 Len=0
W 7.550069 1vi.16.10.233 219.133.49, 711 HTTF  continuation or ron-HTTR traffic
10 S.41064 219.133.49,211 172.16.10. 233 MTTF  Concinuatian orf non=HTTP Trafric
11 148160 472.14.10.233 215.133.49. 211 TCR 180 » http [ACK] Seqe3SsE ack=58 Wine=62117 Lensi
12 B.414448 172.16.10.79 172.148, 255,255 MENE  Mame query HNE THATNIMG<lo:
13 B.420033 472.16.10.233 219.133,.49, 211 MTTPF Continuatian of non-HTTP Erafric
14 B.422634 172.14.10.7% 172.14.255.29% SME_WE SAM LOGOM reguest from client
15 B.813906 172.15.10.34 Broadcast HRP who has 172.16.10.17 Tall 172.16.10,84
16 8.909191 215.133.49,291 172.16.10.233 MTTP cContinuarian oF man-HTTP traffic
17 070368 172.14.10.233 21%.133.49.211 TR 1340 » http [ACK] Seqe4 52 Ack=62 Win=54083 Lan=0
18 9,139569 172.16,10.233 219.133.49,211 WTTP  Continuation or non-HTTP Traffic
19 5.626218 215.133.49.211 172.16.10. 233 HTTP  continuation ar mon-HTTP traffic
20 'i' ?'-"432'! 1?2 16,10, 233 Zil.'? 133. -t'i 211

1340 > Http [A-:x] Se0=490 Ack=150 Win=85533 Lan=0

snuru 'I'. ﬂl:ll:l?I Destination

3 [eale R
26 11,3018 5 173, 1’5 11-.'-"9

Hame query HE TRAINING<lc:

1731 "
172.14,255,255 SHE_ME SAM LOGON reguast from cliemt

27 12.681805 172.16,10.110 202.106. 0. 20 NS Standard query A updatecn.maxTian. oos

28 12.83%9798 Z202.106.0.20 172.14.10.110 DHS Standard gquery response CHAME shanghad.maxthon.com A& 211.1%52.3

9 12.35006L 172.15.10.110 211.152.33,211 TCP 2H7 » hetp [SYN] Seqed Ack=0 Win=65535 Len=0 M35=1460

30 13.883108 172.16.10.9 172.16, 255,255 NENS ~ Mame QuEry NBE NWIS&Wil<00 =l

Frame 1 (60 bytes on wire, 60 bytes caprured)
Ethernet IE, Srci 172.16,10.1 (00:01:96:80:Bd:bl), DST: 172.16.10.1310 (0O0:0h:idbidaz0E:vd)
= INTernet Provocol, Srci 219.133.49.6 (219,13%.49.63, 05U 172.16,10.110 (172.16.10.110)
1= Transmission Comtrol Protocol, SPc Port: hitp (BO), DSt PorT: 1301 1304, Seq: O, ack: O, Len: O

fOGE 00 Ob ob da oF o4 oo ol 'ﬂ B0 GO0 DL 03 00 43 00 o..-eles sonessbs
o010 0D I8 94 g2 00 00 53 06 g% db 8% 31 06 ac 10 [ (P - R
o2l 0a Ge o0 S0 05 1% 2a 1c ."‘-1 ab 52 09 &4 bT S0 10 cnoPFov. toR.dOP.
030 05 F8 8¢ 6 00 00 00 00 Q0 09 B0 00 i Xabuias vaas

File: *CADCCUME-Tithwren LOCALS 1\ Templether: 3o TERVES" 208 KB 0004 41 [Pr13az 0o 1243 0 Orops: 0



AN LIS AR SR 3 2 B

il
s

“ﬁ%jﬁﬁ‘zu)ﬁ’ TU\ :
oy gk

< A] ARIE 0 T 5 BoRid I RSB BE B
B
- REFHERLE
.
 BAEZ




4

4

®

R R

= eth

= eth.addr
= tcp

= tcp.port

" udp

= udp.port
" icmp

= arp

= ip

" ip.addr

@1 - Ethereal i _I_I- ] ﬁ
EEilE Edit Yiew Go Capture Anahze Statistics Help '

BEeee PR xRS RevsOF L @Eé

| giter:Jrcp = | Expression...| ciear| appw|
No. . ITII"ﬂB |Suurce | Destination ]’mﬁ]r:ul] Irif -:—i
3 L DU sl 15,49 B Lr2,. e, 10, 110 ! 1A A
2 0.003887 215.133.49.6 172,16, 10,110 HTTF Continueation or
3 0129584 172.16,10.110 219,133,459, 6 TCRP 1301 = ht'l:p [ac
6 4,892484 216.133.49.6 1721610110 HTTF Continuation or
B 5.045283 172.16,.10.110 219,133.49. 6 TCP 1301 = hr_tp [ac
O 7550080 172.16.10.233 219,133.49,211 HTTP  Continuvation or
10 B. 041064 215.133.4%9, 211 172.16,.10, 233 HTTF continuation or
11 8. 165160 172.16.10.233 219,133.49,211 TCP 1540 > http [ac
13 B.42003% 172.16.10.233 219.133.49,211 HTTP Continuwation or
16 B, 90ol11l 219.1353.49,211 172, 16,10, 233 HTTP  Continuation or
17 G.070z68 172.16,.10, 253 219,135,459, 211 TCP ILEdD_} ht‘!_:p [AC;!
4] | i |

= Frame 1 (60 bytes on wire, 60 bytes captured)

= Ethernet II, src: 172.16.10.1 (00:01:96:80:8d:bl), ost: 172.16.10.110 (00:0b:db
@ Inmternet Protocol, Src: 219.133.49.6 (219.133.49.6), Dst: 172.16.10.110 (172.16
@ Transmission Control Protocol, Src Port: http (800, Dst Port: 1300 (1301), seq:

1| | i
oo O Ob db da 08 /4 00 01 99 S0 8c bl O8 00 4% 00 ..., Tor snnnas E.
0L 00 28 dB &2 00 00 53 06 cb e3 db B5 31 06 ac 10 .(....=. ....1
020 0a Se 00 50 05 15 2a 1c 74 a5 52 09 &4 b¥ 50 10 JALPLLE,
PR RN

030 05 78 8c 6b 00 00 00 00 00 00 OO0 o0

|Fila: *CADocuments and Settings\Crament® 305 KBOD:0.. |P:1343D:873IM-0
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a X BRIETT % B
&F eqik=— ip.addr = 172.16.10.110
AET nedk!= ip.addr !=172.16.10.110
XTF gtai> frame.pkt_len > 10
NF ItE< frame.pkt len <10
ATET geEl>= frame.pkt len >=10
INFETF leEl <= frame.pkt_len <=10




BRI

2 X | BES % B

. . ip.addr =—172.16.10.110 && tcp.port
Zi#HE |andl&& [ = 30

FHEE, |oray| udp.port =53 || tcp.port = 80
ZHEIE | notak! ! arp




1

o0
=
A

38 26 “ip.addr==172.16.10.110 »

@1 — Ethereal - 0] x|
File Edit Yiew Go Capture Anakze Statistics Help

B i 2 HEx®58

» 0 F ¥

Filter: [ip.addr—==172.16.10.110 = | E}{preaainn...| Qlear‘ &pplﬁ;|

Mo, . Tirme SOUrce Destination “rotocal | Info i
2 0.003887 2159.135.459.6 172.16.10.110 HTTP  Continuation or
3 0.1295584 172.16.10.110 219.133.49.6 TCP 1301 = hrttp [AC
6 4.892484 219.135.49.6 172.16.10.110 HTTP  Continuation or
7 4.958462 172.16.10.110 210.22.23.178 uoP Source port: 60
8 5.0453285 172.16.10.110 219.155.49.6 TCP 1301 = http [AC
24 9.935048 172.16.10.110 210.22.23.178 uoP source port: 60
23 9.930263 172.16.10.1 172.16.10.110 ICMP  Destination unr
27 12.681805 172.16.10.110 202.106.0.20 DRSS standard guery
28 12.839798  202.106.0.20 172.16.10.110 DS standard guery
29 12.850161 172.16.10.110 211.152.33.211 TCP 2547 > http [S‘rj

Jl | d
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} WJWX m 79%321% E‘JL ﬁg” J:I/’\
and. or. not%;B 485 AR B F'z%:ﬁjn ,
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< TcpDumpXH LT, WRHBERAA

# tcpdump [ -adeflnNOpqStvx ] [ -cZ(& | [ -F X444 |
[-i &80 ] [ -r 3X#F42] [ -s snaplen ]
[-TRE ) [-wXHR ] REA]
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v RHBOYHRHANER, FlnEipBHrl LaEsE N
k5 REHIE R

< -vv FarH EINTRAHHIHROSCE B

v ERBEENSNKES, tcpdumpihafElt

< -F MIEERSCAFRERIEN, ZrEHADRRIER
e- BEBIWHMEEND
o or  MIEERSCAERERE GXESE—BOE N -wik

)

<@ -w HEBEHAEBEAXHH, FAZHIRITENHRK
< -T RKREFIANESEZEFERNEENREKRIE, R

FIREFrpe GREISTERA) Msnmp (TR 4%
B0




RELE S
= host
" net

=2

L&

= port

ST REAE YT 1A BSR4
" Src
= dst
= dst or src
= dst and src

s

=2



Lo

=2



A X 4

Pt

/

LAt B E SR
" gateway

" broadcast
= ]ess

" greater

=2



LT HRIEHA .
% ﬁ H “and”ﬁ%“ &&”
jz ﬁ%“or”jz%“"”
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<H1: BIRTE 172.16.10.1 5 EH LY R B0
& RIETA R HE R

# tcpdump host 172.16.10.1

2 BRIKEHN172.16.10.1F1 FEH1
172.16.10.25%172.16.10.110 3812

# tcpdump host 172.16.10.1 and \(172.16.10.2 or 172.16.10.110 )




B3 FRELENL172.16.10.15% T A EHL
172.16.10.1102 4B EHLIES B ip

# tcpdump ip host 172.16.10.1 and ! 172.16.10.110

Hl4: FRENFENL172.16.10. 12U E K H K
telnettd,

# tcpdump tcp port 23 host 172.16.10.1




# tcpdump -e host server-li

SR RLER

11:50:12.847509 eth0 < 8:0:20:79:5b:46
0:90:27:58:af:1a ip 60: server-sol.33357 > server-
li.telnet 0:0 (0) ack 22535 win 8760 (DF)

AR}

= 611:50:127% B E] 2R

= «847509” 2 IDS

= “eth) <R MMEEE: O eth0B: 2 ZEE R
= “ethQ >R AL DR & KIEHER

*




= %8:0:20:79:5b:46” & -

= Hlserver-solFMACHLHE, &

B M\ JE R b server-solR SR BEE R
“0:90:27:58:af:1a”% EHlserver-lifK MACHLHE, FT~
ZEHEAR H Witk 2 server-li

«“ip” R % ZBIE B NIPEIE S

“60” IR BHIKE

“server-sol.33357 > server-li.telnet”& I ZEIE AR

M=

= Hlserver-solf1333570 0 &3

Telnetsin 1 (23)
“ack 22535”F BHXT T 55 & 2225350 & 34T M) B2
“win 8760”% B KX & O HI K/ R 8760

= Hlserver-lil)
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= IR¥R. ARPHXW. Cisco D4R, Cisco VPN
2 P O f# . Modemik 5 1041k RS

7
0’0
I | I,

=10.x|
File Vie E-un.!'gln' Tools Help
EEE +w R LVEBrEFa0n29122 021
[ Protected Storage | @ Network |gSniffer|| g LSA Secrets | f Cracker [ Tracerou |mccmr|“31.-_1 |
|31 B16 86 |G [mo [ m [m3 |

IF addreszs i MAC address ID'lII fingerprint I Host name

IE Hosts I@ AFR Icib Eouting IR Fasswords I‘ﬁ VoIF |

hitp:fwww. oxid. it




CIRFAMSBREBEE RS

BAC Address Scanmner ﬂ =10 x|
BN File Yiew Configure Tools Help
—Target i i ; i ; i -
| [awe +v @ Ly mMEBrEeE~sa@H9e 22 02 i
f+ 811 hosts in my subnet 14
{~ Range I_ﬁ Protected Storage Ig Hetwork IﬁSnif&rl_’ LSk Secrets I@j" Cracker Iﬁ Traceroute Iﬂ Coou it'ﬂﬂ Wireless I
~From IP sddress BAC sddress | OUT fingerprint |_Host name | B3t | 61866 [6r |mo |m [ms |
I 172 16 . 10 . 1 172 16.10.1 0001366050 L Cizco Systens, Inc.
172 18.10.2 O00SSE0Z1 180 Cizeo Swstlemns, Lne.
172.16.10.8 000&02EL30CE Conpag Conputer Corpora. ..
—Ta 172 18,1010 001 1DECT4CT ASUETek Computer Ine
178 16,1085 0011DacT4Dec ASIETek Conputer Inc.
I 172 . 16 . 10 . 254 172, 16.10.75 000E0ZELSSIE Compag Empitw:r Corpora. . .
172 18,1077 O011DECT4ERR KSIET ek Computer Tne.
172,18, 10,78 0011D8CTAES A ASIET ek Conputer Inc.
B T T e R T — 172, 18, 10. &80 0011 DACTAFRE ASIET ek Computer Ine
. 172 16,1084 0011D8CcT4ETA RSUST ek Computer Inc.
[T ABP Test (Broadcast 31-hif 172. 16, 10. 53 O00S0ZEEE0AE Compaq Conputer Corpora
[T ARP Test (Broadecast 16—hid 172181093 ODLIDACT4DO0R  ASUSTek Computer Ine
. 172.16.10.109  00OCTBOAGE44 MICEO-STAR IMTERSATIONS. .
[ ARF Test (Broadeast 8-bit. 172,16, 10110 OOLIDSCTADIE  ASUSTek Conpater Tnme
I- BRF Test (Gr.gup bit) 172 18,10 122 0011DECT4D2 A RSUST ek Computer Ine.
I— AEF Test (Multi + 172 18,10 123 000o00LL1111L IEROY COEFORATION
s least group 172 16,10 124 ODUIDACT4DIS  ASUSTek Computer Tne
[T ARF Test Multicast group 172.16.10.141  0S0020AS2EB4  SUW NICEOSTSTEMS INC.
: 172 18,10 142 O0OF1FCSEO2S ¥¥ FCEA Tast
[" ARF Test (fulticast group 1T2.18.10.171  ODDEDBO31939  Dell ESG PCBA Test
[T 411 Tests 192,18, 10177 O0LOA4CLEEDE LIECON
172 16,10 180 00L1TACT4D2E ASIET sk Computer Tne
172 16,10 195 OOOC29BFAIF 4 WMware, Inc
172 18,10 202 OOOCTROSL389 MICEO-STAR IMTERMATIONA .
172 18, 10 206 0011 DECT4ES0 ASIET ek Compuater Ime
172 18,10 221 00L1D8CTS308 ASIET ek Conpuater Inc.

172 18, 1D E30 00L1DSCT4D9F AEIETak Computer Inc

|ﬂ Hosts |G APR [ Routing I’g?\ Fassvords |3 VoIF |

Lozt packet=: 0% v




< Cainf] AEF M L% LA 1
HIERY

Pile View Configare Tools Help

Oee | +¥ BeymEBr@ErFra@ 9922 07 0

@ Frotected Storage Ig Hatwork 1*3:niffnrw LSk Secrats E_‘_'fl Crackar Iu Tracarcute lm CCoy IH%"'-' Yirelazs I

IT& Fazsvords Timestanp I FIF server I Client [ V=zername I Fazszword I
03/03/2008 - 10.16:50 1721610112 172 1B.10.1TL  frp

&8 1TF M) DB/03/2006 - 10:17:32  172.16.10.112  172.16.10.1T1  £p wat

% INAF (00 08/03/2008 - 10:16:05 172 16.10.112 172,168, 10. 171 test wnt

FOF3 (0]
b SWE (D)
B Telnet (0]
VHC )
aw THE (D)
") SHIF M)
HHTE 000
MEKerbS-Pratuth (0]
Radinz-Eeyz (0]
B Badius-Users (00
#8100
o5 I¥E-FSE (D)
i MpSaL )
SHME (00
@ SIF ()

d e il
E Hosts I@ PR Ii’l- Bouting I'?\ Paszwords I.ﬁ VeIP I

Lost packets: 0% &
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EIEX
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=10l x|

Tacls Help

R RLV@MBPrEF-a@Hh B2 02 0

Hf Protected Storage Ii

Hatwork IﬂlSnifflrm LS Secrats I.“_J“l Crackar I@ Traceroute Im ceoy I“ﬁ’] Wireless |

IMAF (@)

':ﬁ, Fasswords Timestamp | SMB server | Client | Username | Domain | Paseword
FTF (3] 09/03/2006 - 10:158:57 17Z.16.10. 180 172 16, 10,112 administrator WHT=-ZU0T
----- HITE (0]

=10l x|

File ¥iew Configure Tools Help
lawe|+v B yvmBrE~a®@a¥222 0?0

|ﬁ Frotectad Storage I@

Hetworle I@Snifferl_ ISk Secrets Ig? Cracker Iﬁ Tracerote IM CCOU I[(l;lf] firele=s |

% Paszwords

I SME server I Client I Uzername I Domain I Faz=word

Timestamp

FIP (3)
(%) HITP (@)
----- =) Ihar ()
----- POP3 (D)

sib SME (1)

172, 16, 10. 150

Send M1 to Cr

Remove
Remowe All

----- Bl Telnet (@)
=

WHT 210 o]
acker
Delete
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[awme|+% R esvmErEFra@2288 22|02 0
|ﬁ’ Frotected Storage I@ Hetworle I@Snifferlﬁ LS4 Secrets Ig Cracker Iﬁ Traceroute IM CCIns I[(-E'F] Wireless |

g Cracker A | V=ser Hame I IM Paz=word I < 8 I HT Password I IM Hazh I HT Ha=h
-4l LE & NTLE Hasl || 3¢ [ Ee ey L TQ130FZ0CAS. .. | FFEG14B4FaC.
m HTIMwZ Hashez (C Dictionary Attack k
m M5-Cache Haszhes
_____ @} PHL files (07 Brute—Force Attack IM Hashes=
i - IM Hashez t challenge

= C%sc-:- I05-M0S He Cryptanaly=iz Attacl r -
~JHl Cisco FIX-MDS He HTIM Hashes
""" l;ﬁ APOP-MIS Hashes Rainboweraclk—Online k HTIM Hashe=z + challenge
""" % CRAM-MIS Hashes HTIM Session Security Hashes
----- « 0SPF-MDS Hashes Select All

..... 4+ EIPw2-MDS Hashes
..... 1$b VEEP-HMAC Hashe:=
VRC-30ES (03 Add to list Inzert
..... md W12 Hashes (0)
..... md W4 Hashes (0)
..... md WIS Hashes ()
..... A SHA-1 Haghes (0] Eapent
..... A SHA-Z Hazhesz ()

Test paszword

Bemove Delete
Eemowe A1l




Brute-Force Attack 5'

—Charszet —Fassword length-—
I 1 -
{* Predefined Min | =i
Il'n:dlf;h:i.jlﬂ.mnnpqr:tuwxy:ﬂlﬂﬁﬁ?ﬁﬁ :I Max e
" Custom —Start from———
—HKeyspace —Corrent password
| 8. 18B05142T3T3441 1F+024
—Key Rate —Time Laft
FErfrate =,

=101 %

File V¥iew Configure Tools Help

lalwe |+9 = PrEFS012922 02 0

Frotected Storage Hetwork Soaffer ISk Secrets |gf Cracker Tracercute |FEA CCIU Eall Wireless
& 2 £ & 54 e 8

d‘ Cracker Al | Vser Hame I IN Paszword i 4 BI BT Passzword I IM Hash I HT Hazh
gl LE & FTLE Has1 || T9130F20CAS. .. | FFES1464F3C.
Sl HTIMZ Hashes (€
‘a ME-Cache Hashes
& PYL files (0)
Ml Cisco IOS-MDIS H:
-Fl Cisco PIX-MDS He




Dialup Fasswerd Decoder

Conmection I Humber / IF ]Unr I Fassword ]ﬂnn.in I Deawvica I'In-t

@15&]] 18900 16900 18900 FCTEL 2304K4T V.... =sodem

Export Refresh Cancel
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