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AN Sy, PR IV k] DUE S # FH R 1) 2 S R 3T 04T

*WEP FrUE AR ASME IR ik, Rk, BHEETEhxi A (AP KL T /Euh &
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EANRAF NS B A L TRATT IS, 1 B A S A IR 2 B R, e ol st e ) T
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WildPackets

Welcome to AiroPeek!

For local packet capture airoPeck requires the installation of special drivers..,
If this is your first time using AiroPeek, you may want to take the Quick Tour...

Get Started

Mo recent files

Mo recent templates

New Capture Open Capture File Start Monitor

What's New

B Wiew the Readme. ..

P Driver installation instructions...

P Take the Quick Tour...

FRead the AiroPeek manual...

P Read the RFGrabber Probe manual...

P uiew sample files...

PLearn about the Security Audit Template...
b Get the latest news from WildPackets...

Online Resources
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=
ww. wildpackets. com  FIHUEAT B3 Hone

NetStumbler fH 4 1) 6 B FH LN ST H, &3 F PCMCIA LZM K, [FII L3
Feii i GPS AR TR BN RA NI LM R IRe, HARHIE windows ~igfT, ZJ& T Free
Sofeware H41. 15 AiroPeek AN—FEHITT A, HBAFZ HE X Scan #501), FEERA R
AiroPeek S J& T 73T LA T15 5 5555 A — RANHR S, (R %tk T2k %
NG, 6 F ARV IX B S — AN a2 — . Apsniff Fil Netstumbler /& & T AN 75 2% &
AT LA Sy EHEAT Scan BIERAE, UARESIERIEZ G, AT B ERYE O M R IR 2o &
TR L5 5, WARARE A T MR 00, KA A SIEATAAT AR o 17 AR SR AT A
RINTLM KSR, 5 AiroPeek AA—FF,
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% %7

RO el MAC | ssi0 | Mame | Chan [ Speed [ Vend:
:ﬁ: 55Dz
-5 Fiers

4] | i

Ready |% Ho wireless adapter found | GPS: Disabled v

S48 58 = ECECH R R ELZh B89 K TR 25, KSR W43 o2k W 45 1) A 1 DAL 247 4%
SRR DIHR LR ATINE ? L SEC LR I 238 [ AR R AR 22 1Y) o L RO AR ek 4% A IR AN T
fift, PTLLEEATRIIEE. X 71 WERKSGRAEH] Linux REEMLE, ALK kismet U2 !
XASAEITIR AR, 1o H ) RE t AN 220 !

X Tt H AR RER i

AETH, TATREESLBRRATH 1, T R TE 2 FH NetStumbler AT A4, 5
3l NetStumbler 2 J&, F2/74x ARG A FEHUITAEFH L R EEATHE R, W A 3241
WA TLMERE, FBRPSLE T 7 “No Wireless Adapter Found”, i R FeAl T T 45 M
H GPS DhREMIIE, iC/54E “View” — “Options” — “General” #'% “Auto adjust using GPS”

Hetwork Stumbler Options EI

General|nisp1ay|-:;Ps | Seripting | MIDI |

Scan Speed———————— |V Hew document startsz scamm

J [+ Beconfigure card automati

;S]I_.;.w Fast ¥ Guery APz for names
W Auto adjust using GPS [T Sawe files automatically

e mE | mEw | Em |

1M “Scan Speed” J& W EFETX T AP [FIHGH AL, HFEE B3804 HFb. & 1.50 #2551
AP BEATHI, IXEJET Slow ¥, iR RE 0.50 FPFIHE— k. Fl T I =P AR XS
(R 8 Bl ek, DL w2 Scan Speed (K3 R, JEHE T IFUT GPS #aU1H .

Scan interval (seconds) |Slow‘— - —|— — —|— — —’Fast
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Without GPS speed 1.50(1.25 [1.00 (0.75 |0.50
GPS, Stationary 3.00(2.50 2.00 [1.50 |1.00
GPS, 25 mph / 40 km/h [2.74[2.07 [1.48 [0.98 |0.57
GPS, 50 mph / 80 km/h [2.31/1.63 [0.96 (0.46 0.25
GPS, 75 mph / 120 km/h [1.55/1.20 (0.50 (0.38 0.25
GPS, 100 mph / 160 km/h|1.16/0.76 (0.50 (0.38 0.25

BE G A, BT LOTARE HAREEAT 348 7, — DT Baitt, AT A T LR
IRV, REFP B BN % ) S AR K AP B XY, Jf HIERE AP 5 5 192 Bt AT S 19 4k

i Network Stumbler - [20060329095231]
@ File Edit View Dewvice HWindow Help

DEHE > D¢E e rEELA P

- f-g,. Channels | MAC | celD Name | Chan | Speed [ Wendor | Type | Enc...
+ &k SSIDs 00032F184E0E 3 5 11Mbps  GST [Linksys) AP WEP
7 Fiters | @ 001346335842 : 12*  S54Mbps  (Fake) AP WEP

T IE 1 bR B 2 8 28 52 H AR SSID iy 802.11b 287415 4%, Encryption J&¥E R <&l
B, ARAENINIETT A a4, BATAT LA 2 H b 00 2 5322 WEP.

HR: NetStumbler ST INBEE LR STA (802.11 Foekvhi /) #4FE Encryption EFRiR
& WEP InE#.

WA — R F V8, NetStumbler 7 War driving FR B & —AN 5 5 (10 35 Tk (108 o
[War driving: tFR AN RS, X2 —MEBERE ST R ESRA R4S ENT
FELLEMEENES) . ERFITERBERRERELE FE, 68l (BB, —4
TEERMIX THELZURMNMF, ©F —MNEEETRREN IR, RETTUFIH
2R, —AMEE. MDERE, EAHBR A Z#HITAMERTITHE. FIH
BTMREMEIREMN RS, BRHHHEREBERAH 802.11b TN S BLGT Htil Bk
B, R TR R L AR BN SRR R A I TSR B1E ) NetStumbler & 7]
DLER O TEZe e N A A 5 SR SS HEATIE R I, BATT AT DURRHE 2 N A5 59 /N 259 B R ATT0 T
ZH N BUK War Driving %4608, N ZEXNGH TR BIE sl A Rt 2 & BAHC A5 5 5059
KxT
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(gl | g2gi0 1&2%40  doadio (=R
T IRAE SR g, FAl T n] LAANE H AR5 578 a6 XORME AR B, AR AR 5 R iR 55 3k
ATTRr A 7645 5 XTI 2R B AR AP VR Bt 2

(2) X HARHAT IR LA S Winaircrack 15 H /-2
MPRAFEN H AR AR B2 )5, AT vl LA e s Ik 22 04T it TAE T, %] WEP
Wtz AT BB g, [ ARk T A Winaircrack 3#3E47 WEP LK. WPA IR T . 1
Winaircrack JL500e—41 2 TR MBARFE T 41, At il DU AR DG M # g 50k, it Hidn]
PRI B 5 1) DR ZmEicmmi. DU & 0% T 31X A T H A1 R Dh e/ s
aircrack.exe Win32 "R AEH I E R
airdecap.exe WEP/WPA f# L FEfT
airodump.exe Hm i e R
Updater.exe WIN32 T F-Zifi
WinAircrack.exe  WIN32 ~ 1) [&] & 1if i
wzcook.exe A H I M A7 (1) WEPKEY sk )7
T BAT 2R FH I 4 1T AP AR AR MIE T IV (RiRA &) B JIiRE, T PAER
TR FAT R4, NS airodump CHEEEEND 5 ERFEATLLT .
A TH AT airodump BEAT B A I e, S o AR 22 a8 00 H
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Known network adapters:

16 D-Link AirPlus G DWL-G122 Wireless USE Adapter<rev.B}
26 BUFFALO WLI-PCM-L11/GP Wirelezz LAM Adapter

Hetwork interface index number -2 26— B FEOETREFERGESEITERFEEQES

o' = Hermesl- Realtek
a' = Aironet-sAtheros

Interface types:
¥

Hetwork interface type {orsa) —>[ol——— il T EEFWMTERET RS
Channel{s>: 1 to 14, B = all ->[6l— #EEWIFNE SmtomE

{note: if you specify the same output prefix. airvoedump will resume
the capture seszion by appending data to the existing capture Filed)

Output Filename prefix —» .lit'i LR (EE G G Al TR R e R

(note: to save space and only store the captured WEP IUs, press y.
The resulting capture File will only be useful For WEP cracking)

Only write WEP IUs (y-/n’ - nk EFREE RIS BETREE B

P2 P2 [ SR IA BT 4745 1R BT AT T2 W R L5, 42 BT R 0 381 F I - 1 R0 R0 M Y -
HEATH PR IE T, M IRATELE SR “Network Interface index number” [FJIHE, D555 E35 48 H
ST N R ah g5, e FEOCIEIEF A . SR)5 “Network interface type” (EFf
MHT TR BRI ORI R IR AD,  HATK 2 [ B A #8248 FH “Hermesl/Realtek” T4 1,
RFEILHRE, THAAEUAGNMRETLUMAHE, faRaMBEIH2ARTIT? BARE
A BRI, BT AR B2 A IR N R R BH T ARSH AR . BRATEH Fr A M Intel
TLLM B RHE 8 FEIS AT LAREAE WEP U8, SRS “Channel<s>” it N LI5S BT ik
(R, Pl TR 2 mir H T R A 40 AP Bk rAE (5 A . T “Output filename prefix”

CREEAR WS P ORAF I SCHE 2D i A G IR MRS, (HAS 40 AR i, X
SARAFAE winaircrack f)2¢%% H ok R PL.cap 452 . Mo H “Only write WEP Ivs” (&5
HB N WV WAk S cap SO ), 3XANE AT L% AN A7 3 a7 e %
FR: FURRERE WEP (MR B R AT EILL W R 15 3R, RE SR 802.11b
AT LA (B2 AIRAVEFRRRM R, RIFIE@ie, BMLERTERBRRETLLEM
MREY, BT AFEBERAR LI 2 G M R R R PR G AR

I'® ns el iy #iE

Abocom 802. 11b CWB 1000 CF Prism2/2.5/3

Abocom 802. 11b WUB 1500 USB Atmel

Abocom 802. 11b WMB 2000 mini—PCI

Abocom 802. 11b WP 2000 PCI ADMtek

Abocom 802. 11b WB1500 PCMCIA Prism2/2.5/3

Abocom 802. 11b WB 1500H PCMCIA Prism2/2.5/3 high power

Abocom 802. 11b WB 15008 PCMCIA Prism2/2.5/3 MNMCX ext.antenna connecters

Abocom 802. 11b WB 1500SH  PCMCIA Prism2/2.5/3 High power w/ext. antenna connectors
Abocom 802. 11b WB 2000 Cardbus ADMtek

Abocom 802. 11b WB 2500 Cardbus Realtek
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Channel : 06 — airodump 2.3 !EE
BSSID PUR Beacons M Data CH ME ENC  ESSID |
l09:03:2F:18:4E:BE 41 13826 15573 6 22 WEP m

=,
BSSID STATION FUR Packets ESSID “a
— SEM LB
@@:@3:2F:18:4E:8E @@:15:E9:20:3B:=A6 41 285 iy i, | TEOCHEESSREA
PB:A3:2F:18:4E:8F BA:15:E9:2B:3D:08 42 6544 4
B8:03:2F:18:4E:8F @O:15:E9:2B:3C:-F2 52 8348 4

*STATION" RUA-EiERESSID Mmmmassm —

DR At TCE e it R I R S AR BRI, BT DAAE R ORSRT ARG Wy %, DR R BRATTARAE A st Ik, R I
T BT Alex 7EM 2 S5 A R B LLE 7R (¥ “Packets” J 4k 300000 I, &l LAJT I
DR BB FRATTIN) WEP Key Mo HRE S (B ¢ fehf MR 2 AT WI-FI R T
RGBT WEP Key [IBSARINGR, DA WER AR SR B0 A AP Bl SR AR — H P 3k AT
HERRIIU, P TR EAE LA BE LA/, D7 Al A Bl 9T B3 iy A Al e 2 1F
IR REZ 5, FEP S AERE I H R B R RS0 Cap Uk Txt (PSS T
Cap SCA DAyt FH R s A (i % SR, ST U] ethereal R 4T 0T &G AH SR B
8o I Tt Ja S8 SCAF At 1 B A 55 1) o e S o408l

( 3) f# A Winaircrack #F 17 % 5 il I S 4 2 AT WEP Key % fi#

-Iin.&ircr:ac:k [Zl - El

m & Genersl _

Encryption type: WEP v
@ AP's Mame [ESSID} T -
Wep AP MAC Addiess [BSSIDY):

. Capture files:
’.-K{xn
Hardware
Advanced |
| [ 1) (2] (=]
| i) Ch & to locate c re file... |
Ab‘- A H. capiEREHIEIE
out |
[ & Alrcrack the key... |

SERCT A TEAR W) 20 B2 5, 35 Rt A A P i 2 P Bt 17 A 3R PSR RN
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dump RN Cap SCF T By BR324, JEREWI NI Cap S04,
SR G I p T A 7 1R Wep” S22 L 1) e 32 S i 42 WEP 1% A 326 701 5 111 <

. ¥inAircrack
& wep
"
General ‘ Key size: N - T EEET
1ERINEF KEY
! Faeafi
ﬁ K.y index: Auto W
L
Wep K.y stark:
W MaC sddiess ering
4 5
'-'551
Hardware "Brute Force™ Levet
% [ ] Restict Alphanumeric search, (from Dk to 0x7F)
’-f{-‘ [ ] Do not “Brute force” last 2 key's spmbols
Advanced
[ ] Enable experimental “Brute Force" spstem.
i) Click here to know more about Wep. .. l Advanced J
About
[ B Aircrack the key l

ICAETRAT LS “Key Size” 24 64 AN N EATEATIMEM V2 1L L 64 A7 800 1,

Pt LAIRANE 64 7 i)k, JeAl Dot B2 F0BT £~ BRI dJim iy B FH AT R J5 i) Airerack

the key... fZ4l, XAWHEFE P — D WIRTE cmd.exe NATAVHEREXTIGHE, 30

#ﬁﬁAﬁ%ﬁﬁT DR BATTI I R Bt Al R L, P AN — 2 BRI DO, AP
LR K] WEP Key it 28 U RS A 56 B 1

cv Cz\Downloads\wireless\¥WinhircrackPack\¥indircrackPack\dircrack. exe

aiverack 2.3

[BB:80:88] Tested BY3? keys (got 271928 [Usd

depth hyted{vote )

Bs 4
B 2
ar 2

Preaszz Cterl-C to ewxit.

FI NI A% S D) WEP Key, {EJCZEIM R IIERS R ESHON: SSID: ***** JjijH.
6. WEP Key: 1111122222 (64 /i), XAEFFATHAT AR 1% AP AT TLZ M4 AEH T,
PRAT AZE S AL 1 AR AP B I R FH WSR3 AR ] ) B = LA R R | T 0 AN ARG VR
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E

= WI-FI (E& M%) BhfEEs s

1. ST 2 R

(1) i RS R 7

Wi A0 Bk i b 20 R B R R0 T RR A5 b, RS 0 20U N A St 1) 7 i v B, IR
FAA DR T BT A OB S, B i — 7, FRAi Ty DU I v R
ek Th R OR R Wk ST IR R B W L, A IR B BR AR K 10 OH 1

SR A B N kA ARG A PG T TR ok T A )
FATHE AP [RR TR BE N 20%, 1 EiEWﬁH@?&M%@%MEﬁEmmmmmg
Woili B A AR S VB AN AT “ER L7 INGIEAR 2IOG 1% AP [ 5o (ERIXR A
RE S [ — L8 LB AN A o2k W26 I B0, M BRATTRE B B (R e A S 7 ot DX e /PR 15
N BB T AR B B B R, MR 2 2 OB IRV, AT vl LS A R0 78 i AT ]
(IPTAERL L, XK 7 HaT DA AR ORI T 2t
(2) fEFHE 1R 2
5T (1) A T PS5 WAL RS L ST R Y IR 7 1)« BB E AL, AL 22 ) B A AR 7
AL, B SRR\ H G RS R IRAIAELL BE R DL S VF |, Wl LA R4
MNHRE, BRWRE D BAH BN R . SF AT BT RE, ek
DIY #.

2. B s 2 O
(1) @ WEP Key
WEP 71 802.11b Ht 47t 5 iy ) 445 il L5 3045 £5cdl s AN A2, (H il T WEP Sk ) ) 2 1Y
I F R, BB RE AR A A L 8 s s AL B Tt e R WEP Key, LA
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PATHESAE ] 128 71K WEP Key (24 A74146 n) &), B4R BGH & B AERE o 10— RiFT 4
TR, W TATE R AT AP FTE, 385 #23 D B — I (0 7 5, 5023 73 16 $ OSSK
(Open System Share Key) X1 S 1R 45 5 T BUEA W24 NAZ TSGR IR, B DAANE
B L2 A, 75 2R WEP Key In#dfs, mHANE(EHIg %M, mERE%
ORI, 55BN U A B ST E
(2) 5] SSID | #%&
IR AE BRAE RS LLERIA 100 R0 Rk — IR I A 25 X ) 3, BRI DL N E Sk A
fUHE 1% WLAN ] SSID (tHF% ESSID), Buahia nf Ll i Bl #5645 br A ad ) 255l LA
9%i% WLAN [#) SSID T .
(3) MAC i3y
MAC Hitikid 38 3 22 AP M D REXT AN WA 1 MAC HitiEgEAT Vs i) 454, SEBl&
% BSSID Mk iEH Vsin), JEi% BSSID Ml ke & . H WA SEit 7 28, EfE AP Bl
72 BSSID ) WNIC, 2R 5 5 B A2 BSSID ANREV i) RN, k2] MAC Hubik i 38 H 1.
(4) 3k AP %5
kL AP (rogur AP) J& WLAN AT G X —2e A Ra iy, LR R G4 AP 7 551X
WAEE—DNASEVER AP, e 5 - 5 .
D G iR I Ly, s E

] CAEHREL A ]\'I:ul—l

-
fEET R i 5V lan ) @R
o DM, Vian2 468 i =)

2) BT DMZIX A P55
TN SR EAARRRN, ABLHRIL, HiFshtkng CRULakikes), KR
Sy R AR Py R 7 5K gt 00 28 1R 38 07 e 42 1 o (977 00 b S8 7R s f10) T3 A 0 T B0 % S it
WER R 4
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2) M7 5k AP AR SSID (ol [m] A AR [R] PR A0E ) Kk s e N, SN

ORI . i K
B A i A L A
iLAP

3t (Phishing) RFHE NS G A H] i o) N BG4S 20458 B 25 (008 45 20s « A4z 8
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